Spyware-ridden

software
development




SpyWare is a research
orototype built for my Ph.D.

_— Context

% What is SpyWare?

Results & demo

1 Further possibilities
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= [More than 3/4 of the cost of
y software is maintenance*®

“A program that is
used in a real-world
environment must
change, or become

progressively less
useful in that
environment. ”

— Lehman’s laws

initial effort
maintenance

* from: http://www.cs.jyu.fi/~koskinen/smcosts.htm
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= IThe lifecycle of software

75%

Understanding & Requirements
Reengineering Gathering

—

Designh &
Implementation
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= [Software development is
g iIncremental

Version | Version 2 Version 3 H Version 4
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Software development is
incremental

Version | Version 2 Version 3 ;H\ Version 4

checkout

add feature (=== debug

\ commit
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Software development is
incremental

Version | Version 2 Version 3 ;H\ Version 4

y N

checkout

add class

add method [»I \dd feature (=== debug

add method \ I
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Languages and methodologies
target this problem

The XP Series v

R EracTORING extreme .
[MPROVING THE DESIGN I‘()gl‘ammlng
OF EXISTING CODE .
explained

EMBRACE CHANGE

Kent Beck

Foreword by Erich Gamma

The holy trinity!?
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The change rate of the
software increases

~ [t is easier to lose reference points

Evolvability and understandability are at odds

g, XP states that the software is in maintenance

. .. 100% of the time ...

Are conventional reengineering tools adapted
to agile development?
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Software evolution analysis
helps reengineering

N
S

. = Metrics
Versioning > G — 2
system T :

trends

~ “

History holds
useful information
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= [Versioning systems lose
information
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= [Versioning systems lose
information

> CVS update
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= fVersioning systems lose
information

> CVS update

> vim Foo.cc
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= fVersioning systems lose
information

zsh — 31

> CVS update
> vim Fo00.ccC
(some work done...)

|
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= fVersioning systems lose
information

zsh — 31

> CVS update

> vim F00.ccC
(some work done...)
> CVS commit {
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= fVersioning systems lose
information

zsh — 31

> CVS update

> vim Fo00.ccC
(some work done...)
> CVS commit { ®
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Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

i blic getX() { return x;}
ublic doFoo() { pu i
P blah.blah(t())lah); public setX(newX) { x = newX; }

szTJ:*!-)IVI; *2; public getY() { returny; }
t = blurg(z); ’ public setY(newY) { y = newY; }
bli[t] = blu; )
return t; public baz() {
} blah.blah(blah);
z = getX() + getY();
public quux() { return bar(z);
returny +4; }

' public quux() {
public asdf() { return getY() + 4;
return x * 8 +y; }

}
} public asdf() {

return getX() * 8 + getY();
}
f = new Foo();
f.doFoo(); private bar(z) {
print f.x + f.y; blu = blu * 2;
t = blurg(z);
bli[t] = blu;
return t;

}

f = new Foo();
f.baz();
print f.getX() + f.getY();

Romain Robbes Spyware-ridden software development




Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

public getX() {return x;}

blic doF
public doFoo() { public setX(newX) { x = newX; }

blah.blah(blah);
Z=X+V:

public getY() { returny; }
public setY(newY) { y = newY; }

public baz() {

} blah.blah(blah);

z = getX() + getY();

public quux() { return );
returny + 4; }

}
public quux() {
public asdf() { return getY() + 4;
return x * 8 +y; }

}
} public asdf() {

return getX() * 8 + getY();
}
f = new Foo();
f.doFoo();
print f.x + f.y;

f = new Foo();
f.baz();
print f.getX() + f.getY();
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Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

i blic getX() { return x;}
ublic doFoo() { pu i
P blah.blah(t())lah); public setX(newX) { x = newX; }
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public quux() { return bar(z);
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' public quux() {
public asdf() { return getY() + 4;
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} public asdf() {
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return t;
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f = new Foo();
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print f.getX() + f.getY();
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Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

public { public getX() { return x; }
blah.blah(blah); public setX(newX) { x = newX; }
zZ=X+Y; .
blu = blu * 2; public getY() { returny; }
t = blurg(z); public setY(newY) { y = newY; }
bli[t] = blu; _
return t; public {

} blah.blah(blah);

z = getX() + getY();
public quux() { return bar(z);
returny + 4; }

I public quux() {
public asdf() { return getY() + 4;
return x * 8 + y; }

}
} public asdf() {

return getX() * 8 + getY();
}
f = new Foo();
f. private bar(z) {
print f.x + f.y; blu = blu * 2;
t = blurg(z);
bli[t] = blu;
return t;

}

f = new Foo();
f.
print f.getX() + f.getY();
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Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

i blic getX() { return x;}
ublic doFoo() { pu i
P blah.blah(t())lah); public setX(newX) { x = newX; }

szTJ:*!-)IVI; *2; public getY() { returny; }
t = blurg(z); ’ public setY(newY) { y = newY; }
bli[t] = blu; )
return t; public baz() {
} blah.blah(blah);
z = getX() + getY();
public quux() { return bar(z);
returny +4; }

' public quux() {
public asdf() { return getY() + 4;
return x * 8 +y; }

}
} public asdf() {

return getX() * 8 + getY();
}
f = new Foo();
f.doFoo(); private bar(z) {
print f.x + f.y; blu = blu * 2;
t = blurg(z);
bli[t] = blu;
return t;

}

f = new Foo();
f.baz();
print f.getX() + f.getY();
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Our paranoid programmer
saves every 5 minutes

class Foo {
private| int x;
private int y;

class Foo {
publi¢ int x;
public inty;

i blic getX() {return x; }
ublic doFoo() { publi
P blah.blah(blah); public setX(newX) { x = newX; }

= XN i
zblu = bI{: *2; public getY() { returny; }
t = blurg(z); ’ public setY(newY) { y = newY; }
bli[t] = blu; )
return t; public baz() {
} blah.blah(blah);
z = getX() + getY();
public quux() { return bar(z);
return y + 4; }

' public quux() {
public asdf() { return getv() + 4;
return/x * 8 + V! }

}
} public asdf() {

return getX() * 8 +/get¥();
}
f = new Foo();
f.doFoo(); private bar(z) {
print f.x + fi5 blu = blu * 2;
t = blurg(z);
bli[t] = blu;
return t;

}

f = new Foo();
f.baz();
print filgetX() + f.getY();
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Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

i blic getX() { return x;}
ublic doFoo() { pu i
P blah.blah(t())lah); public setX(newX) { x = newX; }

szTJ:*!-)IVI; *2; public getY() { returny; }
t = blurg(z); ’ public setY(newY) { y = newY; }
bli[t] = blu; )
return t; public baz() {
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public quux() { return bar(z);
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' public quux() {
public asdf() { return getY() + 4;
return x * 8 +y; }

}
} public asdf() {

return getX() * 8 + getY();
}
f = new Foo();
f.doFoo(); private bar(z) {
print f.x + f.y; blu = blu * 2;
t = blurg(z);
bli[t] = blu;
return t;

}

f = new Foo();
f.baz();
print f.getX() + f.getY();
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* |= | Our paranoid programmer
s saves every 5 minutes

CVS: +I18/-11
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= 1 Our paranoid programmer
saves every 5 minutes

class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

i public getX() {return x;}
pu?lfhé&i?\?&léh); < V S = + I 8 / — I I public setX(newX) { x = newX; }
zZ=X+Y; (]

blu = blu * 2; public getY() { returny; }
t = blurg(z); ’ public setY(newY) { y = newY; }
bli[t] = blu; )
return t; public baz() {
} blah.blah(blah);
z = getX() + getY();
public quux() { return bar(z);
returny +4; }

' public quux() {
public asdf() { return getY() + 4;
return x * 8 +y; }

}
} public asdf() {

return getX() * 8 + getY();
}
f = new Foo();
f.doFoo(); private bar(z) {
print f.x + f.y; blu = blu * 2;
t = blurg(z);
bli[t] = blu;
return t;

}

f = new Foo();
f.baz();
print f.getX() + f.getY();
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Recapitulation

Software evolution is hard but
necessary

Agile practices make it change even
faster

Versioning systems are inappropriate
sources of information for SE tools
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The principles behind SpyWare

| .Model changes, not versions
2.Use the IDE, not the code repository

3.Provide tools in the IDE
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Modelling and capturing change
information

Bar AbstractBar

- stuff
- stuff s
+ factory(): Bar - other <]_

+ factory():
AbstractBar

T ConcreteB % ConcreteB

ConcreteA

ConcreteA - asdf: int
- asdf: int _ + bar(): void
+ bar(): void + baz(): int

Foo

Rather than storing versions, we record
the semantic actions of the programmer
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Modelling and capturing change
information

add class rename class | |[change method

- AbstractBar
i - stuff
+ factory(): Bar ﬁ:ﬁgry():

AbstractBar

T Sy B S S S N

Foo

- asdf: int

+ bar(): void
+ bar(): void

+ baz(): int

ConcreteA
ConcreteA - asdf: int

add method add attribute ||change method

Rather than storing versions, we record
the semantic actions of the programmer
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The general architecture of

AbstractBar
st

- other
 Tactory()
AbstractBar

Za ConcreteB

st int
+bar(): void
+baz{):int

X E System Browser: OrderedCollection

PenoweF irst:

Col [astions-Saquanceat]s] | Heap —all —
Col lections-Sequenceat] || Intarval accessing
Collections-SkipLists | || LinkedList
Col lections-5 treans Happedtol lection :
Collections-Straans-Te| || Orderediollact on replaythanges
Col lections-Support Sharediueue enunerating reset
Col lections-Support-Te| || Sor tadCol Lection pr ivate resetTo:
Col lactions-Taxt tasting ravarzaDo:
Col lections-Text-Testd inspecting
Col lections-Unardered *hefac tory-RBAddons
Col lections-Unordered *spurere-visualizatia
Col lections-Heak *=puynare setlontents:
Spuyblare-F Lats instance | 7 || class | eopypare-nodel-loodingy| =iz=
brouse senders inpl inher hier Lvar cvar |colorPrint

reversello: aBlock
"Ouerride the superclass for performance reasons.”

| ingex |

1 whileTrua:
[aBlock walue: { at: fndex).
= indax - 11

~ -
SpyWare Change
plugin repository

Tools
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How does SpyWare work?

X B System Browser: OrderedCollection

Collecti x:xng—E:eql_J;ncegt - Heap -— all —-- removeFirst:

Col lections-Sequenceaq
Collections-SkipLists
Collections-Streams
Collections-Streams-T
Collections-Support
Collections-Support-T
Collections-Text
Collections-Text-Test
Col lections-Unordered
Collections-Unordered
Collections-Heak
SpyHare-Plots

browse senders

Interval
LinkedList
MappedCol lection
OrderedCol lection
SharedQuesue
SortedCol lection

class

instance ?

impl vers

inher

accessing

copying

adding

removing
enumerating

private

testing

inspecting
*Refactory-RBAddons
*spyware-visualization
*spyware

*spyware-mode L - loading ¥

hier

ivar

remove | hdex:
removelLast
removelLast:
replayChanges
reset
resetTo!l
reverselo:
reversed
select:
setCollection:
setContents:
size

cvar colorPrint

Romain Robbes
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How does SpyWare work?

X B System Browser: OrderedCollection

Col lections-Sequenceatb{A| Heap -—all -- removeFirst:
Col lections-Sequenceaq Interval accessing remove |ndex:
Collections-SkipLists LinkedList copying removelast
Collections-Streams MappedCol lection adding removelast:
Collections-Streams-T OrderedCol lection removing replayChanges
Collections-Support Sharedlueue enumerating reset
Collections—Support-T SortedCol lection private resetTo!
Collections-Text testing reverselo:
Collections-Text-Test inspecting reversed
Collections-Unordered *Refactory-RBAddons select:
Collections-Unordered *spyware-visualization setCollection:
Collections-Heak *spyware setContents:

SpyHare-Plots instance ? class *spyware-mode l-loading ¥| | size

browse senders impl vers inher hier ivar cvar colorPrint

myNewMethod: foo
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How does SpyWare work?

X B System Browser: OrderedCollection

Col lections-Sequenceat{A| Heap = all - removeFirst:
Col lections-Sequenceaq Interval accessing remove |ndex:
Collections-SkipLists LinkedList copying removelast
Collections-Streams MappedCol lection adding removelast:
Collections-Streams-T OrderedCol lection removing replayChanges
Collections-Support Sharedlueue enumerating reset
Collections—Support-T SortedCol lection private resetTo!
Collections-Text testing reverselo:
Collections-Text-Test inspecting reversed
Collections-Unordered *Refactory-RBAddons select:
Collections-Unordered *spyware-visualization setCollection:
Collections-Heak *spyware setContents:

SpyHare-Plots instance ? class *spyware-mode l-loading ¥| | size

browse senders impl vers inher hier ivar cvar colorPrint

myNewMethod: foo
self bar: foo + |I.
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How does SpyWare work?

X B System Browser: OrderedCollection

Col lections-Sequenceat{A| Heap - all -- removeFirst:
Col lections-Sequenceaq Interval accessing remove |ndex:
Collections-SkipLists LinkedList copying removelast
Collections-Streams MappedCol lection adding removelast:
Collections-Streams-T OrderedCol lection removing replayChanges
Collections-Support Sharedlueue enumerating reset
Collections—Support-T SortedCol lection private resetTo!
Collections-Text testing reverselo:
Collections-Text-Test inspecting reversed

Col lections-Unordered *Refactory-RBAddons select:
Collections-Unordered *spyware-visualizatiorn setCollection:
Col lections-Heak *spyware setContents:

SpyHare-Plots instance ? class *spyware-mode l-loading ¥| | size

browse senders impl vers inher hier ivar cvar colorPrint

myNewMethod: foo
self bar: foo + |I.
self baz; foo - |I.
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Method
compiled!

X B System Browser: OrderedCollection

Col lections-Sequenceaqkb{4
Col lections-Sequenceab
Collections-SkipLists
Collections-Streams
Collections-Streams-T
Collections-Support
Collections-Support-T
Collections-Text
Collections-Text-Tests
Col lections-Unordered
Collections-Unordered
Collections-Heak
SpyHare-Plots

browse senders

Heap
Interval
LinkedList

MappedCol lection

OrderedCol lection

SharedQuesue

SortedCol lection

instance

impl

?

vers

class

-— all --

accessing

copying

adding

removing
enumerating

private

testing

inspecting
*Refactory-RBAddons
*spyware-visualization
*spyware

*spyware-mode l-loading ¥|

inher hier ivar

myNe¢wMethaod: foo
self bar:too + 1.

removeFirst:
remove | hdex:
removelLast
removelLast:
rep layChanges
reset
resetTo!l
reverselo:
reversed
select:
setCollection:
setContents:
size

cvar colorPrint

self a@:ta(v:
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How does SpyWare work?

X B System Browser: OrderedCollection

Col lections-Sequenceat{A| Heap - all -- removeFirst:
Col lections-Sequenceaq Interval accessing remove |ndex:
Collections-SkipLists LinkedList copying removelast
Collections-Streams MappedCol lection adding removelast:
Collections-Streams-T OrderedCol lection removing replayChanges
Collections-Support Sharedlueue enumerating reset
Collections—Support-T SortedCol lection private resetTo!
Collections-Text testing reverselo:
Collections-Text-Test inspecting reversed

Col lections-Unordered *Refactory-RBAddons select:
Collections-Unordered *spyware-visualizatiorn setCollection:
Col lections-Heak *spyware setContents:

SpyHare-Plots instance ? class *spyware-mode l-loading ¥| | size

browse senders impl vers inher hier ivar cvar colorPrint

myNewMethod: foo
self bar: foo + |I.
self baz; foo - |I.
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The change builder infers
change information
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The change builder infers
change information

Method
compiled!

7

Y
hLT
e

o

——
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The change builder infers
! change information

Is it 2 new one!

Yes! >
Romain Robbes
@ 21h32
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The change builder infers
change information

create method

add to class

create variable

add to method
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The change builder infers
change information
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Tools exploit the changes

Model maintainer

Bar

/

1
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Tools exploit the changes

R Model maintainer

Bar

add to class /

create variable

1

add to method
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Tools exploit the changes

R Model maintainer

Bar

add to class / \

myNewMethod:

T 1

create variable

add to method

Romain Robbes Spyware-ridden software development



SpyWare case studies:

XA student.image

Big brother 1s watching you!

x B RB: Monitor @ o

CollectionzTests-Arraves | Delay --all - checkOwnerProcess |4
CollectionsTestz-Sequet Eventlensor accessing cleanap
CollectionzTestz-Stream: EventSenszorConstants initialize-releaze critical:
CollectionsTests-Text InputSensor signaling-default defaultfueus
CollectionzTests-TUnorde: Monitor zsignaling-specific eniter

Graphics-Display Objec MonitorDelay synchronization exit
Graphics-Primitives Mutex waiting-basic exitdndWaitlnQueue:m
GraphicsTests-Primitive MutexSet waiting-specific initialize

SpyWare Trncass walting-timeaont iz0wnerProcess
Kernel-FProceszes o instance 3 class private privateCleanup

¥ [«

browse zenders implementors inheritance inst wars <laszz wars ||[E|R|T|H |*
critical: sBlack
“Critieal section,
Executes ablock as g critbosl sectictn, At sy tinne. Gy ofie Process cati be executitig oods
it & orithoal sectice,
HOTE: all the fallowitg syrchronization cperations are only valld inside the criticsl secticn
af” the aiar o

[=elf enter.
i= sBlack value] ensure: [self exit],
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_, IFuture possibilities

Several tools can be implemented on top of
this mechanism: here are a few.
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OrderedCollection

L IFine-grained software
evolution analysis

Class Foo {
private int x;
private int y;

class Foo {
public int x;
public int y;

public doFoo() { getX() { returnx; }
blah.blah(blah); setX(newX) { x = newX; }
z=x+y;
blu=blu*2; getY() {returny; }
t= blurg(2); setY(newY) {y = newY; }
bli[t] = blu; N
retumn t; public baz() {
} blah.blah(blah);
2= getX() + getY();
public quux() { return bar();
returny +4; ¥

[ (]
! public quux() {
public asdf() { return getY() + 4;
¥

return x* 8 +y;
i
) public asdf() {
return getX() * 8 + getY();
}

f = new Foo();
f.doFoo(); private bar(z) {
printf.x +fy; blu =blu *2;

t=blurg(2);

f = new Foo();
fubaz();
rint . +f.getY();

class Foo {
VAL int x;
private inty;

class Foo {
PUBIE int x;

bl H
Java - Welcome.java - /Users/daniel/Documents/workspace - Eclipse Platform PUBIg int y;

public ( public getX() { return x; }
w7 Q7 %l 2 ¢ 2 e Y : d blah.blah(blah); public setX(newX) { x = newX; }

xplo... 8 erarch ] public getY() { return y; }
& Qchy ROy public setY(newY) { y = newY; }
greetings; \
kR ¥ public {
greetings } blah.pian(blah);
2= getX() + getY();

public quux() { return

return§+ 4;

Welcome

main(String[))
public quux() {

public asdf() { veturn|GER) + 4;
returni* 8+ )

= = 2 = public asdf() {
Problems | Javadoc | Declaration [ & Console 52 4 return GERXOI* & + BERD:
<terminated> Welcome [Java Application] /System/Library/Frameworks /JavaVM.framework/Versions }
He World 1= new Foo();

5, Wo 2

print 136 + 8

Writable Smart Insert = new Foo();

f
tbaz();
print 1 GERK() + tigEni:
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Query and understand recent
changes

X B System Browser: OrderedCollection

2aky
Collections-Sequenceal
Collections-SkipLists
Collections-Streams
Collections-Streams-T
Collections-Support
Col lections-Support=T,
Collections-Text
Collections-Text-Test:
Collections-Unordered
Collections-Unordered
Collections-Heak
Spulare-Plots

browse senders

reverselo: aBlock

Heap

Interval
LinkedList
MappedCol lection
Or Collection
Sharedlueue
SortedCol lection

instance | ? | class

impl vers

== all ==

accessing

copying

adding

removing

enumerating

private

testing

inspecting
*Refactory-RBAddons
*spuware-visual izatiol
*spyware
*spyware-mode - load i ne
ivar

inher hier

"Override the superclass for performance reasons."

| index |
index =

[ indes

Foo

- asdf: int

+ Foo(c: int)
+ bar(): void

] whileTrue:
at: index).

removeFirst:
remove Index:
removelast
removelast:
rep layChanges
reset

resetTo

re 3
reversed
select:
setCollection:
setContents:
size

cVar colorPrint

AbstractBar

- stuff
- other

<]_

+ factory():
AbstractBar

ConcreteB

ConcreteA

- asdf: int

+ bar(): void
+ baz(): int

Romain Robbes
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Query and understand recent
changes

X B System Browser: OrderedCollection

Collections enceab
Collections-Sequenceal
Collections-SkipLists
Collections-Streams
Collections-Streams-T
Collections-Support
Col lections-Support=T,
Collections-Text
Collections-Text-Test:
Collections-Unordered
Collections-Unordered
Collections-Heak
Spulare-Plots

browse senders

reverselo: aBlock

Heap

Interval
LinkedList
MappedCol lection
Or Collection
Sharedlueue
SortedCol lection

instance | ? | class

impl vers

== all ==

accessing

copying

adding

removing
enumerating

private

testing

inspecting
*Refactory-RBAddons
*spuware-visual izatiol
*spyware
*spyware-mode - load i ne
hier

inher ivar

"Override the superclass for performance reasons."

| index |
indax o
[ indes

Foo

- asdf: int

+ Foo(c: int)
+ bar(): void

] whileTrue:

at: index).

removeFirst:
remove Index:
removelast
removelast:
rep layChanges
reset

resetTo

re 3
reversed
select:
setCollection:
setContents:
size

cVar colorPrint

AbstractBar

- stuff
- other

<]_

+ factory():
AbstractBar

ConcreteB

ConcreteA

- asdf: int

+ bar(): void
+ baz(): int
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Find precise causes of bugs
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Find merge conflicts faster
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Conclusions
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SpyWare introduces a model of
software changes

+ no information lost - performance?
+ accuracy - space?
+ tool support - validation?
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Our model emphasizes changes
over entities

1

EntityState
- entity
- parent
- children
- properties

1

History Change
- changes - id
' - timestamp
- author
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Spyware versus the change log

Ad-hoc format (a bunch of do-its)
Not aware of refactorings

Tied to one image

Data loss because of purges

Exporting with change sets only keeps
the last version of a method
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