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=> false
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=> false
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o A M BIINLI R H G K 2l workstation: isolation. tools. copy. enable
=> false
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=> false
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o JURFF vmware. log SUAFI RS, ARSI RNINEE, Ko b HKER
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DISA STIG for ESX
o AR MOREAUML I AR S 1) AR UL
isolation. tools. copy. enable => false
o BRI N AR [n) REFDIALAZE R4 o St 4t
isolation. tools. paste. enable => false
o AEILSUEBERS PRI
isolation. tools. setguioptions. enable => false
CISecurity ESX Benchmark
o AR MOREAUML AL AR A S 1) T AR UL
isolation. tools. copy. enable => false
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isolation. tools. setinfo. disable => true
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o R IEIELLIENLUR XY vmware. log SCAFRIVE R G Bl o B SOV IR R0 T B> T
Vil i, A LAIREERLAE 1/0 [T

isolation. tools. log. disable => true

o i vmware. log U I B I F IR B ERAE, B vmware. log SCHARTGAE R
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log. rotatesize => 100000

o SURSFBEE SR S viware. Tog SUIE, 86 T AL (RA7 FTZ SO K B A 2
), 75 VMFS JRGeH, 3XAN SO Ay LARGE A 21 32K [ 30K/ B

log. keepold => 10

o PRI LKL VWvare J5 [ TRE 5508 & -

tools. setinfo. sizeLimit => 1048576

o ZRIRIERLJE T IRERE AR RE UL A 8 A0 — S E A RS
isolation. tools. setInfo. disable => true

o ZEREANELL Wware 5 I TR EAEBCE REAUNUE LB CBOK. ek, KR
) HEROIRE (WITEGER) -

isolation. tools. connectable. disable => true
isolation. tools. diskshrink. disable => true

o EEILEINLIE L VWware f5 11 P HZ A diskwiper Difig:
isolation. tools. diskwiper. disable => true
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fey PIOIE 2 A ) Y ST

i VMware ESX 5% VMware ESXi FI45, (HLIALEIXNFET - F Hypervisor W
T Layer 2 BN OCAT AT K A Layer 2 #)BEMOC—HEMTEL . 48 T X L8 40U OC A AE
FF HIX L BRI SCA GEA FLOEAE (BRIEEFAF I G , PrlfiE—2 R G0 LA
N IERE . VMware ESX B(# VMware ESXi AEAFENIXFE—ANHFEE, (HZEIA] LLYERF 24U
WA A I 1 B 1 — AN ERINLAOE L B BRI OCH portgroups b, IXANEFAM K
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Bl x4l .

e nriis
Hi 55 Pl 5 BE A B B2 REAUM G B portgroups 1T, JF HAREAEEAIH &

REFAM ) portgroups Wo BT A BEVER) TAEAAE XA WILS oe i, AT iE e B
TAF RS RN RGE NS B IXANRIZ— il SSL A RIEY, Vi) ix ANk
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28] DASS T B0t 5 IR FE AR IR 2 035 02 21 R AU S5 v () vl ek r%%f*u@imw&%mm
SWASHRAEK rignrds, BiXEEREPRS SO RN o B0k, X
@ﬁﬁﬁ—AE%ﬁﬁmmmE%EﬁﬁWWMeBMImL%Fmﬂ , WEET 2
o T B E VT R T A 1 B IR .

TFHEM 2%

AR 8T TH A — A2 B AEIL B 5 UM SR N BRI B M 2% . T T S ST s
(KT ESLAE ) B2 it T8 AAN s T AR IR M o 038 3R AU )3 X 2% (KB RR At ] AV
) AU A M o b 2PokE, WRAE IS 1SCST, mha s Ja Ah—MhBuadi i 55 12 ) 6 1
HE B A RE, ﬁ%ﬁﬂ&%ﬁ%ﬂ@@i%ﬁﬁ!&ﬁ%@%'ﬁ iSCST %%,

VMotion F7#f# VWMotion P %%

VMware VMotion Fll Storage VMotion MZ&iH ¥ 15t FAEH A S K BRI F, —&
PLHSCO7 AR Bk % AL 6 B AL N SR RER 5 R . Bl T2 3l LIRS B RUP L A7
RN G S, TP AW A e L B R fE R —4b, M iXeF e, Kb
A LA 27 i AR BRI B FIAESS B, IXAN M g it sl 1 B H 2%
[PIAX 2L

REFUBL I 2%
ARG RE SN LA 2875 i 42 TR R AN 2 7 R SRAT I8 = W 487 1] 42 TS PR IR g DXL o

B LD Wware g SRS, BRUATR AR IULE — AR 25 X N FF a3 VWMware
ESX ML VMware ESXi FHLZHY, [FUEHXSE RS YN, 2500 R

e VMware whitepaper on virtual networking concepts
e VMware whitepaper on VMware ESX 802.1q VLAN solutions
e VMware whitepaper on iSCSI design and deployment
e VMware whitepaper on placing a VMware ESX host within a DMZ
(/F#: Edward L. Haletky #£#: F#t #JF: TechTarget #7/#)
JESChRAB: el 97 1A B 3 X B VMware ESX R ESXi 4% 22 4 Y 2
JRSCEERE: http://www. searchvirtual. com. cn/showcontent 26152. htm
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H1l Wware ESX J2— MR, JCHIE WERARIGZEA 2860 T JLASAS R R bR
N L3858 VWware ESX HL#S 22t AV 2 i, A b T2 Fahiimm s s 240,
HER—EH NI E T — 5 ESX AL, X EHLEIPRSTE ConfigCheck 224K
HR 7T RS R A 45 NMAAE . TripWire ConfigCheck & — M 3R N, REH BN
WA, FEE L AR AL U . ZEASCH, TechTarget H [ [FRF 2 E UL
L5 David Davis F Ut H a1 343 ConfigCheck LA GAFIZATE -

JAt A VPfh VMware ESX Z4E?

T I8 FI R 25 2%, A3 VWware ESX Servers 52 T AT R4Tk. SOX (BEHEHT—B
SORTARIEZE) o AR EECRRS nT RS R ) TR A R, DA S 2 SRR A AR VMware
ESX WLESH) 24z, Sy hh—sed] 40 H ARG ESX BN 2248,

BR/NRREE, BRGS0 25 A8 P B AZ AR SR TEABAT T Al 5545 A IR 26 RS B K
g aie. A TR el WEE B R MCKIC EIRSS A F A BRI RS AR
BAE RGBT RBFERY B CA B 502N E R

4 £ Tripwire ConfigCheck?

Tripwire DAAENCE S AU I 458 MR 55 2 B0 2% 152 5 100 o vE FIVPAS 7= i 190 44 o Bl K
FMLIIAT, Tripwire Wl In VWware ERMLE vF P~ ShE N B RMLIAES . 44t T W
=i, Tripwire ConfigCheck (FRATTHAEAHER) FIVEAY VWMware ESX [#) Tripwire
Enterprise,

Mg Tripwire K472, ConfigCheck AEHH THAIVEAL VMware ESX =ML, I DL far fift v
W) B (B T RN B . BT VMware ESX [ Tripwire Enterprise Bef%VEAf Al
B ESX AN, Redi v FEAE RS, JRERAtRes . B ARk ThiEe .

W AR &EEMIEIT Tripwire ConfigCheck?

PR Tripwire ConfigCheck, 23] ConfigCheck download Wi, HE—AMfajiH.0H)
iR FHIXAS 10MB 1 B IR I .

ConfigCheck f&—> Java M. X RIAH %344 ConfigCheck (LHHIZT M f
ConfigCheck ff] Windows fiy% 3, HIiz4T Java Archive (JAR) . DR, “ZeEfisk
Pttt Java Runtime. fEIBATVHZ 8T, B HBW FEH.
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Conpars pons waulty wih, Tripein'y
Hemadaeton Kaowsdge Sace "ar taded
iy P4 patoed Wi Tapere's Techrew
Carwd s antmis e

1T Configuration Coatral for Tripwire
Enterpeise / Viwace ESK server
Trgmes €

Aeww ewreres

S0/ 0N

ConfigCheck #&—/MAjFAI H o LA B2 ConfigCheck FIFET.

F{FH] ConfigCheck, N ESX THLL. M 4. S ZN, I Al Check
Configuration. XA ZEIFIHE 77 AMELEM L 40T, 76 10 F2 N 5E K.

Did you Pass? Compare &
Remediate, Now!

T e De JO0OrEe 301 "esdet 0Nl Lo
et 1M 1 Jooned W TTERER Y
Yoty RoTetanen Gasres

0 Tha CMCk o corvgiene. Chak on 1he Paiied and Faled reilti 16 view Setied

o]

Verdy Paste 1 o Comale Taded
11,0 vy Opton 59 Oveende Wiawrs Took Settngs s Osatind
Werdy Optien Lo Override Wiware Tosh Scltiongs Iy Divabled Taded

£ 2 0me Oats Fom from the Wit Machine 0 2 D50 Sarew Fost
125 Vol Lag Rotate Soe for Wiuel Machwes 1 <= 10008

Verfy Log Ratate Sue for Virtwal Machines Iy <= 10068 Taded

122 werlly the Number of Log Fled 16 ond Is Eous 10 32

Verty the Nusnber of Log Pes te Keep Iy Eguad to 10 Vaded

123 Verly 500 of Guestiifo Fie s <= 108 -
e B B b $ e B WA P

Addtional Indormation for Trigwire ConfigUheck (TM):
Privacy Pokcy Swvpport FAQ
End User Licane Agreeawnt Vtware 3 Security

S0/ ON
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IAE VWWware ESX 3.5 JIR45 %% FIg4T Configeheck. XGRS Sl T 32 MG A,
KIWT 454 TR 4 HHE T VWMware [ VWWware Infrastructure 3 Security
Hardening Guide. Hi1T ConfigCheck 4G ArFL T VWWMware [ S, B LIRS B VMware
(B 5 A B A RS

URAR B RIS, R 55— A Tripwire 3l $R4E T4 42 n) U
Yo Tripwir WERA—ANSEEEAIAT 129 TUH “ AL 2 b BEETE 7 - PRS2 4h
LRI — M1

- trn: Config
1npw".e- Check for VMware ESX

[ _Oounicsd Jll Knowiedge base Jll Rosouces J Trgwre Erierprive |

Section; 2. Configurng the Service Congole n €SX )5
Soction: 2. & Configure the Franal for Manmum Secunty
Section: 2.1.3 Verdy Qustomn Pans Are Not Opened on the Frenall
Test: Venfy Custom Ports Are Not Opened on the Firewal
Ths test determines # any Custom nbound or outbound ports have been opered on the ESX Server firewall. With the
firewal st 20 the defaulkt level of maumum secunty, & i 32dl possdin for the system sd=wnistrater to define custom
pOrts. Any open ports found by thes test should be carefully evaluated by the admenstrator 10 determune f the
exXoepbon is required, To remediate fadure of this policy test, close any oustom Bremall Dorts that are not reguired n
YOur anviconment
Closing custom firewall ports:

1. Logn 10 the Service Console via S5 usg & nonprivieged account

2. Use the command su » and enter the root passwerd.

3. Run the esxclg-firewall -q %o st the firewall corfiguration and carefully avaluste any custom defined ports

4. Run the esxcig-firewall -c <port,tcpludp,in]out> command to close any Dorts that aren't requred » your
ervrenment, lor example esxclg - firewall -¢ 912,udp,in

5. Bun the service mgmi-vmware restart command o restart the vanware - Bostd process.

.
Note: One exception i the sysiog port (SLA/UDP) that is requred for logpng %0 3 remate host @
Por further detals, ploase refer to: Tec “T&fge‘
pomnarssonvediiv I8 esx Nrasiad 33 25 3 server coofig.pof TTE
sy
AR

FEANKCUE I 15 A KR AR 2 et rl 8. B, bl BB B 5
o J&fT esxcfg—firewall - q LAFTIFBI Kok L HPEAN F 2 X H

e i&fT esxcfg—firewall -c <port, tcpludp, in|out>LLICH] A & LI,

o SRJFIZAT service mgmt-vmware restart H )33l vmware-hostd i 2.

MBI E] BT AR TE, ORI L N BRI ESX %23%%. ConfigCheck 45
HIZE ESX B kB LA 2 e o o EAR T A2 5, BRI [RMZ A ) LA H r AN
W, AN S T 28 e L.

—H BN Wware ESX R&5#8 A B LAFT TS IFEI 224 B8 24T 31 D24
FRFIFN 129 U Tripwire 4N RCTF M, FRAVBIA R Wware ESX Server £ 77 M
A B 45 M RS, XA MR,
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VMware vShield Zones WA F B T BN Z2aFE?

4R vShield Zones?

A T VWMware [P] vShield Zones, fRA]LAMS# MEFUIASE BLI M 2yt , Il It 7E 4%
M4y FH 7 A s s DL AR VA M . vShield Zones J& VMware (24277 i, HIFARKE T
VMware 7F 2008 4= 10 HYZIE) Blue Lane Technologies.

WIVFZ 3 ) 5 B HA BRI 45 25 B B 25 X (DMZ) —#¥, vShield Zones fCiF A REH)
g5 el 224Xk, vShield Zones IR IIGAFABTE T 28 w128 ] GEWC R & 1) X 25 v &
. T ATRIE .

vShield Zones Wifa T4E?

vShield HATEML TS AR (SPT) , JFiBE: FPT XA s AR . 1)
J&, vShield TEURIFERIZEN, IH5 vCenter MBI ERNLE FfE2 MIMITiE, BE5
VMotion AL

457 vShield, MRA]LLGIEE S PhL S B AR, FH0 Bl M 4% 2 Viware & B

0

TE A A R HLAE A vShield 4585 &, VShield Zones Al LA TAE. vShield
TRE W UL, SR G 2R & ESX RS 28 LRI BRI HHL . R332 W)
vSwitch #RZ e, FFH vShield Wi¥sgsfEHe 21 e 1 vSwitch FE S vSwitch Z [0, B
AR EE IR P12 vShield B BEG, fo AR AT AR BHSG 20052 S DA R 448 R 400 22440 9 244 3
T, JFARIE Fo VR 4 Y 4R i

LENA A vSphere Editions H1, A —=PhHiA$#Eflt vShield Zones: Advanced.
Enterprise fll Enterprise Plus. H4F, 755 VWMware [] vCenter. AJ AYE
SearchVMware. com W% I 75 vShield Zones /4.

25 KI5 SE Wware' s vShield Zones FEEL T4 vShield Zones 1.0 FAQ [£J DPM,

(7F#: David Davis ##: HLEE FKI: TechTarget /7/%)
JASCHRAE: VMware vShield Zones 4ifal 5 BT EFUNL 2 4 i 4 2
JRSC 5 http://www. searchvirtual. com. cn/showcontent 33367. htm
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VMware vShield Zones A RHTIEREAH

VMware 0 HEFUAL 22 4% ] @ FIIE 5T 7 [l SR rh 7E AN 32221 vSphere 4144 I: Vmsafe
F1 vShield Zones. H:H VMsafe j&— AN RSPl A8 4l tE, H TR =5 g
FERUAL 2247 B DU G 3 VWWware ESX, 1] vShield Zones & —MHi[a] VMware &5 57
224 1T H,

vShield Zones A _F & — Nt ORI MEFUATLRN 23 AT 52 0L D04 266 9 2 110) R A 99 K 338
PRk RS HIESLN) =3, KR W] 3 FA R B vShield Zoneo IUAE, ikFRAIMIER
RN BITUG: 442 vShield Zones LLA 'S A2 Wi TAE .

vShield Zones #EiR

vShield Zones AT bt —ANET 2008 4F A AN Blue Lane BEARSEILR) HEFLAR K K,
BBt R R EAUA LRI 0 AT I 48 it o ILAETY vShield Zones 1.0 fRASIETGVLER Vmware
BTN Vmsafe BERBE L. W Voware FTHRI, 78RR & AT BT vShield Zones 144
H WMsafe API. 7f Advanced. Enterprise fl Enterprise Plu JiRAS[H ESX 1 ESXi L4 4R
fit vShield Zones ZH41 9028 F# ke

hhhbhh

vShield Zones vShield Zones vShield
Manager

vCenter Server

—— e EE. o
n'(l’krgﬁl

TT®E

Vmware J# it #%% vShield Zones {{f FIAZLoy™ it SEINT READA Y 28 (R FE AR 3 D i
vShield Zones $&4HL 1) W25 B 47 1oy Dy e SR 2 58 =7 AR P 284k 1. Reflex
Systems Virtualization Management Center. Altor Networks Virtual Firewall i
Catbird ff) V-Security. {H/EAM 5 vShield Zones WA I AE IR, &Rt~
ite TR EF AL AL VWware 7 BE D125 &30 vShield Zones AL RAEF 7. H P
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IR B I T 0 ST LA B R B LSR P (15 4 e . FTHFI2K T vShield
Zones Jy S HERLIA 20K OB 2

o B k3B ——vShield Zones $2ftE% vSwitch BT KIEBTH A, v bk )
Sk A VFERBH IERR IR 1 U 1) BRSCRIL ) o Bl KA Th A W%ﬁ“wwaﬁ,ﬁi
s s R BEFEA R AN 0 I Ui R 5K . Horp Layer 4 il
Layerv2/3 B[R MU vl P e SO X5 - OST 19 4 B SURSS TR Fr 5 i it
& Mg ZRfEZ .

o WEHST— T EL vShield BAMEIFAIAF IS, WEAC BT, H
Frih P ARG AH OS5 B 2l vShield Manager. Vs #rDhREREFR A “VM
Flow” , W LAEMMN 82 Wr. alBedmm T B vs i U IE 2% .

. E&ﬂﬁ% ﬁMMd%mwﬁl%*Aﬁﬁﬁﬁ,%Xéﬁﬁﬁ%mﬁﬁg
g N RN AT — FUIX RS BRI 0T, AT LA KA il B K i
7 e s 2 2%

VShield Manager 1 vShield fQE

vShield Zones HPANHEAT 408K : VShield Manager 1 vShield agents, iXPH#HEZ#0
WAE R B P 2 A 35 4E OVF (Open Virtualization Format) 4. VShield
ManagerzEFﬁEEE§£§EE¥§vShleld4tﬂ¥§ﬁqjﬂ%E§ﬂiifF?, BLAE ST I IR 7 R 2%
o T Web FLf & RE—A VShield Manager o] LLAF PRk [ £ /> ESX Bt ESXi FHLIK
vShield fCBE, —H )& E T vShield Zones f547 vSwitch, VShield Manager J44F
vSwitch FT7EMHEFA ML H %285 vShield fRBE. Wit vShield fREEHEHERT KB LRI, W 4%
TR TR A X IR E DI RE. vShield AREIAEHTAA U5 70 B A 8 DR S8R0 A AR 4
8, Eﬁ%?ﬂéEﬂﬂiﬂﬁﬁﬁﬁmfiﬁﬁrjﬁgﬁﬁgiéﬁ vShield fRBERIIA EFUMLIT L5 B ORI 158

ARG — A AT LUl A BB b5 1o h TR, A U R VR
FHATLLEN, B TE St e s T 2 Mar it/ g Eo PralEEEA N B A,
HRL I — PR (R /MR o AN AR TRCE S5 B (vShield %73 O, fllA e
VRIRIAE D 2 03 b (B kAR (% NIBAT . [, 2 Hax P ag BT A7 3l 1/
TR HEEAL T AT BE DL GREDHT -

BN KRB ARRIE VS vShield ARBLFD I

L. ARFEFEAA vShield & wigFe P AN —ANH I M AUN L. R 4 KEFML 2 Tie — Bh 4
WK (WNIC) , —ANHT#E VShield Manager Z[AIfFIAFI%; —ANIER S| RA T
vSwitch (vSwitchl) R HIME (N, F—PNEERHGIEER
vSwitch (vSwitch2) 1ENFIEBRINLFIH R I EIEE (HIE)

2. BIESEH) vSwitch (vSwitch2) IFANZMECHER K,

3. 1F vSwitch 1 EB&—24 8 10w Dﬂﬂﬂ:*ﬁ%ﬁhﬁﬁmal_l_, 1F vSwitch2 gt
— A O TR Bl . vShield agent HIRERARI R (VNIC) 4394
7RI PR A v R
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4. 7F vSwitch2 eI KA T vSwitch 1 PRI L, BSEFAERIHLT
WE, JFHIEYH MRS 3] vSwitceh? [K#T 0 4.
5. —H RN SN F] vSwitch2 Wb, R EGEG 1T vSwitchl AR,

X4 vShield Zones BE5 i vSwitch T7n AL :

Virtual Switch: vSwitchi

Virtual Machine Port Group
£ WM Metwork YLAN 3

Remove... Properties...

Physical Adapters

o B vmnicl 1000 Full 63

e

Virtual Machine Port Group
£ WM Network YLAN 20 @

= 2 virtual machine(s) | YLAMN ID: 20

Win2003-1 -4
&

Winz003-2

= 1 virtual machine(s) | YLAM ID: 3
Suse-1

XL vShield Zones Z JG I w7~ A 1H] :

Virtual Switch: vSwitchi

Virtual Machine Port Group
[ YSunprot_YSAgent1 Q.

= 11 virtual machine(s) | YLaM ID: all
YSAgent1 B

Virtual Switch: vSwitchl VS

Virtual Machine Port Group

> 4

L

TechTarget
TT4E
Remove.., Properties...
Physical Adapters
B vmnict 1000 Full G2
Remove... Properties...

Physical Adapters

67 ¥Sprot_YSAgent1 e
= |1 virtual machine(s) | YLAN ID: All

YSAgentl @.4
Virtual Machine Port Group
G WM Network YLAN 3 O <

= 1 virtual machine(s) | YLAN ID: 3
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Virtual Machine Port Group
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Win2003-2 @
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M ] LLE B B (A A 0E A T vSwitehl B, RJ5 % 5T vShield
agent RERINL, FI B 1R FANLITAE I8 AR 1) vSwitehl VS vSwitch,

W T 255 vShield Zones, B GHAAMEEAT KIE Wware ESX 5E ESXi 4.0 FHL
Fl vCenter Server 4.0, #RJGIETEEIA v LA INAN G ) B IINLA)E BB, F1H T4 A0
#% vShield Manager F1%&F vShield agent [iEA TP Hudik,

T, A —ANEEKRER AR, HiE vShield Manager REFUMLENEE I 77 £
e EL IR 2GB W AE4F[A], vShield agent [WEIEERF EETSE /3 FLIFOR B 1GB A AF4 (A
BT RE WA TR, 24 Manager AR E )2 171, BTG IR EHLA L] =S
PRI EE N A7 B o B AR AT L IE It A8 50 HOLMTL 1) 8 R TEE S TR AP R RS, (EE FRIF A
BOXAM. XMk FEOR SRR 250, BEmim 2 D) Ref L. 1 H AR Jo 7 1
InorBcss vShield Manager FURER A7 0], IXFEWASHGENERE .

28R vShield 0 H AU R #1251 1% Lo 1 755K «

e Port 11 Secure Shell, 1Y SSH (Transmission Control Protocol TCP) ——
HT4F vShield Manager FIACTH 2 [&] 438 TH

e Port 123 Network Time Protocol (User Datagram Protocol, UDP)——HF
vShield Manager FIACHE )i [a] [A] 22

e Port 443—HTITP Secure (TCP) FF PC HLIE L web [ FE 5 1 %25 ok A1 B
vShield Manager
e Port 1162 Simple Network Management Protocol, SNMP (UDP)——H]F+ M

vShield AtH % vShield Manager &% SNMP {5 5L, £03E A AEAT CPU 76 N I I A3 3%
fh R 5 e%, ERAEH] Port 22,

vShield Manager FARERAR Sy by H ML, Horp ]AFFIBERE 1Y) 5 2 A, CPU
) R A b ke T AR BE 1) 0 48 3 RN e 3 AR I R A B N S A A — R 1 KA
AR, 3X A& HH T A RE B K R UL I 38 0 T AN Bk S 80 . ABETT JEER AR HT
A~ vShield & itide 2 32 FF 40, 000 NIFRIINTE (session) , XAEEAZEH
FE BN DURN 2 B g5 25 7 it IR P R I PR o vShield Manager AIARER[KIBEYR v FH 75 150
HIZEQR
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P
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A LA AL E vShield Zones?

XN RV HE—5, FRPFAB T “Wware vShield Zones A I TAEREE” o T
R F K Ak S R ] 225 FNC ' vShield Manager M vShield agents.

FEST IR 20T, A TN AZMER A AR LA SO USRI &5 . vShield Zones VERHE
Tl vShield Zones BiWI45. PRIALHSE 15 W AL BE 53 T

it TARSEn, TR LN B BRIT IR 222 vShield Zones:
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R, Hrpf % vShield Zones, TG Fék. )

L ARJEEBAE R A BRGSO 253 DVD YeRt b alE RO IK A INE . e dE )
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Manager REFUNLNY FH o
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B

o  MINUHEEFIERE File 328, SR)J51%+% Deploy OVF Template #EI

o JE¥E Deploy From File XM, rgith Browse #&4l, MEFETFEAMRERN H brSCHFJE %
1%, vShield Manager FEASLE vShieldManager—R1. 0G68 T~ 43¢ (vShield-
R1. 0G68 SCAF I A7 I /Z vShield agent)

e &t vShieldManager. ovf 4

o Nili Next Gt —AN 4T 8GB EFUAESL I ERINL, SEi BANUFEA TR B 2
NHIK

o YRERIRIIRIRIEROH R ML B AR ML Edn o s DU H AR (il

Destination Networks J& n] ARC B AH N K240

i Finish 58808 vShield Manager HEFUNLHI G EE
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() Deploy O¥F Template R = |D|ﬂ
Ready to Complete
Are these the options you want to use?

Source
OVF Template Details

End User License Agreement
Mame and Location

‘When you click Finish, the deployment task will be started,
Deployment settings:

Download Size: 226 MB
Host | Cluster Size on disk: 5193 MB
Datastore Mame: vShield Manager
Metwork Mapping Folder: My DataCenter
Ready to Complete Host{Cluster: gold.xyz.com
Datastore: Storagel

Metwork Mapping: "VSMgmt" to "¥M Network YLAN 11"

Help I < Back | Finish I Cancel

IT

Criily Bt RETBORD

V. $RJ5, PCE vShield Manager REUMNLIZERE] vSwitch. 91— 44 K4 vsmgmt 135
Uig 11, WURTT S B3 RC VLAN 1D, 3X& — M T8 Shield agents TR HF AR 120,
Bl 12242 [1) vShield Manager EFUINLBEFERR . 5/ vShield Manager REFUNLIIHCLE 2 )5,
i%E¥E network adapter, i network label 1EMUABTEIEH) vsmgmt o

(% vShield Manager - ¥irtual Machine Properties o o =] S
Hardware 'Options | Resources | Virtual Machine Yersion: 7
— Device Status
I Show All Devices Add... | Remove oo
Hardware | Summary [V Connect at power on
Wl Memory 2048 MB
o crus 1 — Adapter Type
Video card video card Current adapter: E1000
& VYMCI device Restricted
% CDJDYD Drive 1 unknown device —MAC Address
% Network adapter 1 {(edited) ysmgmt |00:50:56:b2:2c:80
SCSI controller 0 BusLogic Parallel e : P
© Harddisk 1 Virtual Disk FOREIE Manual
& Harddisk2 Yirtual Disk :
—Metwork Connection
Metwork label:
vsmgmk
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Tiv J3) vShield Manager HEFUMML. FRzhsEpn, MHABOAKM 4 “adnin” , %
i “default” %kl KR, BUEAEHLPI, M “setup” BT A7 S
ISR 0] GORBCE P45 E . BN TP MBS B SEon, W8 “y” fRAFICE . REUKHe
AR IR R Gk, XADEIFAL LI, X, JRATLLEAT ping vShield Manager
KNSRI TR . SEBUREFE “quit” IR,

localhost login: admMmin

se CTRL-D to abort configuration dialog at any prompt.
efault settings are in square brackets '[1°.

IP Address (A.B.C.D): 172.268.11.144
Subnet Mask (A.B.C.D): 255.255.255.48
172.20.1%1:.1

(ysInl): v
lease logout and login back again.
anager> [ 545.979432]1 e1888: mgmt: e1888_watchdog: NIC Link is Up 18688 Mbps
11 Duplex

N~ BN CRTEFE M vShield Agents OVF SCAGIEE—NRERINL, - HIEE RN —A
FEAS, J5ffJ54E vShield Agents WG, T 58X B HAE, AT E4E ] vSphere
Client,

o kP File/Deploy OVF Template/Browse, {Eff M) 234 Fik#E vShield—
R1. 0668 F3CFJe, 3k vShield. ovf 3CfF.

o il Next, W LAEZBIFEARITELANE BSEm. BB LRs 2> i 56B 1AL .

o IEMRIN S IRIER H bR EHUREHEAF O . 4 network mapping Ftifl, KA LE
FIZAMLKIERLAS (vsmgmt, PELRIIAERPE LRI ED o

o LT HARM L HNE O A, TR AR E .

o GEMEHEINSE, %% Finish A% vShield Agents REHIHL, REIIMLEIERES,
I AEE 5.

o  AHEFRERINL, 1EFE Template, PRJEi%EFF Convert to Templates
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TTHESSH TTHE
[+ Deploy O¥F Template B = |I:I|
Ready to Complete
Are these the options you want to use?
ource wWhen you click Finish, the deployment task will be started,
OVF Template Details Beskment cottinae:
End User License Agreement it L
Narieiand Location ég\r‘F f:le:':| . g;\gz;lgeleones'l,vShield-Rl .0G681Shield, ovf
lus ownload Size:
E°:t tc — Size on disk: 5120 MB
Latastore Mame: vShield
Network Mappin Folder: My DataCenter
Ready to Complete Host/Cluster: qold.xyz.com
Datastore: Storagel
Metwork Mapping:  "vSMamt" ko "vM Network YLAN 11"
Metwork Mapping: "Protected" to "vM Network YLAN 11"
Metwork Mapping: "Unprotected" to "M Network YLAN 11"
Help < Back Finish Cancg‘
_
IT

t. U TRECE 5% vShield Manager 58L& -

o FIIT Web W02y, HiAMME https://<vShield Manager IP Address>. it
fidi S 111

o HERVAHI4 “admin” 2R “default” B[k

o EFEJE, AEMMATM Configuration &I |, % vCenter, FA IP HilikFl
vCenter Server M k(5 E, st Commit &8I EFE LS, MHARZEMIM H AR
vCenter Server j&—2H), REAILLE LS Configuration &I N K HEE A A FIRC
‘B DNS fl Date/Time
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Settings & Reports

Logzed in as: admin

Release 1.0-G68 () §)

Configuration Updates Users System Events Audit Logs
vCenter DHS Date/Time HTTP Proxy Support Backups tatus Marmal Install vSphere Phaz-in
vCenter Server Configuration
vSphere Inventory was last successfully updated on Jul 16, 2009 5:06 PM
IP addvess { Name: (172202038
User Name: administgator
Password: [XTYYTYYYY YY)
Conunit I TechTarget
TT+E

J\. BUFE vShield Manager T4 2 ANNE B 52, 2 PR 2338 vShield Agents.

o TEZEAMNTHIAR gk AR EEAS PR 1) ESX 3L

o LEMEMUAM, #EFE Install vShield EIR

o %P Configure Install Parameters #4%, W U2 T Hr v R vShield

Agents FEIML, IP HuhERILRY ) vSwitch ZEAHIC(E H .

FEM vShield Agents BY34 M Z B PRAT AR R B 4

o EFEH agent JERUMNLIEIE A7 BObE, FFNETREME— AR

o EF—A vSwitch /F K vShield & HIRE PR (vsmgmt) , JFHHENEN IP H
Hbo AEJGHB N T RS B e FEES IR Y K vSwitche 045 SR WoR P A A7 A1
vSwitch I HAR UL B 0] LLA N vShiled PRI EEAH S B -

o JIHfEREMIANTEHIG, Mt Continue JFaf 235 FE

XHUAT LR e b DAy

TT ERAEAR L2 “ /Y7 VMware P57 % 4
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silver.xyz.com

Install vShield

Logout

Summary

! Contirme |

| Select/Clone a vShield to Install
Select from available vShields :
Or,
Select template to clone :
Select a datastore to place clone :

Enter a name for the clone :

| Specify vShield Configuration
Select a vSwitch for management port:

No uninstalled vShield found. \:]

vshield [y ,
Name: ' Storagel (1) ' (' VMFS "), Free Space: ' 109 GB ' @
Vshgentl

| vSuwitchD [v

Specify IP Address of vShield VM : 17220.11.145
Specify IP Mask for vShield : 2552552550
Specify IP Address of Default Gateway for vShield : 172.20.11.1
Specify associated VLAN ID {optional) :
Specify Secure Key for vShield (leave blank for defanlt) :
Select a vSwitch to shield .
Select a v§wiich to protect : vSwitch1 [v]
S5 Analysis of vSwitches on this Host
vSwitch PortGroups Nics Associated vShield Commenis
vSvritchl [VM Network, VMkemel, Sexvice Console] [nic0] | N& Hot ded for vShield ion *
vSvrtchl [VM Network VLAN 3, VM Network VLAN 20] [rnicl]  |NA Candidate for vShield protection
| * VMEKemel Port Group and vShield connected to the same vSwitch can create issues under high load. TechTarget
TT+E

Jus NN UUIAPR B s A8 e3¢ vSwi teh WG AR IR BR 00 DA 30 3R o i JEGHH
1] Install %40, JFaR2eds, AT PALE Web ) 58 8 Hh ol 34 1 ok % 5% vSphere Client, M

U LSS P ER BRI 20

gzed in as: admin

silver.xyz.com

Release 1.0-G&

Install vShield

Summary
Before (An example)
vSwitch0
Service Console Port Physical Adapters
Service Console g - EH vmnic
EH vmnic
VM Kernel Port
VMKernel g -4
vSwitch1 .
Virtual Machine Port Group — Physical Adapters
vmnic
Servers g B a | : &
EE vmnic
After (An example)
vSwitch0
Service Console Port — Physical Adapters
Service Console g - — EH vmnic
EH vmnic
VM Kermnel Port
VMKernel g -
Virtual Machine Port Group
(@ Mgmt g )—1
vSwitch1
Virtual Machine Port Group Physical Adapters
’7 Unprotected o }-{ EH vmnic
E® vmnic
.

vShield Install Steps :

s

. Create vShield from Template vShield VSAgent]

2. Create vSwitch vSwitchl,vSwitch1_VS

3. Create Management Port Group
v3witch0,VSmgmt_VSAgentl

4. Create Protected Port Group
vSwitchl_VS,VSprot_VSAgentl

5. Create Unprotected Port Group
vSwitch1,VSunprot_VSAgent]

6. Create vShield Configuration
silver.xyz.com, VSAgent1,172.20.11.145,255.255.255.0

7. Comnect vShield V3 Agent]

. Power On vShield VSAgent],on

9. Set Port Group Properties

Vunprot_ VSAgent], VSprot_ VSAgentl

Add vShield To vShield Manager Inventory My

DataCenter,172.20.11.145, VS Agent1 silver. xyz.com

Move Port Group VM Network VLAN

3 wSwitchl,wSwitchl_V3

Move Port Group VI Network VLAN

20,vSwitch1, wSwitchl_V3

Install

=]

10.

11

12.

TechTarget
T
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T REGERUE, AMIF T A2 T NPT EE T agent FBRINLATK. Witk
1 agent Jf sl VM Discovery EI0, 1] DAXS BN FI R REAECE . TR RS 0y
REFUMLITI B I 05 sl RN FF U o AT PLUERET T4 e 1P Huhk i —ik
PEFEE A AT (BES) FE .

e @
Host & Clusters vl

@ Settings & Reports
= Datacenters

=[5 My DatacCenter Mamal Automated Results
=-Eh My Cluster
B Q gold.xyz.com Schedule Parameters
~@ vshagent2
=@ SilEExy2.com Sciediled Discovery Status Continous [v|
B Shgentl "
#) Suse-1
&1 VMware Data Recovery Maxinoam Discovery Duration (min)
# win2003-1
1 Win2003-2 .
Discovery Frequency
Day of week
Hour of day
Mimte
Network Address Mask
Add I Remove
Notes: A pting to scan th h a fi 11 can prod

incomplete and/or incorrect scan resulis.

OKI Cancel Harget
TT48

P51 VM Wall F1 VM Flow i%&TR

BT 1 22 A B e s, AT LLFTIT VM Flow Al VM Wall SEIiskeiE4 7 i &0 4
KT K EEHNEE . UIRAE AL EFE data center, cluster, resource pool X virtual
machine X YEIEINRS, X LEIE IR 2> 7 A8 HAR A .

W sk VM Wall S50, nf LUE B BRAMIBT KB, X TAR R IR H AR 1P Hb
HEJERTH b DA E N “any” o X RVFRTA RV RIE L vShield Agents. FEFREN
T B KB EEN g5, nl DURIRYEAT H AR FE B FEA UL ER X TP bk s,  [RIFFnT LU
vCenter Server R4, Ul data center Fil cluster. PRAJ LI e v i 100358 ) 424
B ELAAC AT VM Flow 23 #r S, GUEE B I v Wall $E0).
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My Cluster
Summary f ¥M Flow
\ Start Date: End Date:
| 0741072008 10741742009 Tpdate Raport. | | Show Chart
\
Application Sessions Packets Bytes VI Wall
=EALLOWED 1320 12,755 1,770,070
=GaTCP 359 10,961 1,645,012
=5upp 961 a70 118,638
= ZINCOMING 348 348 31,320
= ECATEGORIZED 348 348 31,320
= $5NBNS-Broadeast 348 348 31,320
= SWin2003-1(172.20.20.115) 348 348 31,320
[£+172.20.20.88 95 95 8,550 fe
[£9172.20.20.90 253 253 22,770 Is
ESUNCATEGORIZED 0 0 0
= 8,0UTGOING ] 18 2,003
= BPCATEGORIZED 9 18 2,003
=5DNs 9 18 2,003
=5172.20.3.50 ] 18 2,003
[ZWin2003-1(172.20.20.115) g 18 2,003 @
EUNCATEGORIZED 0 0 0
SINTRA 0 0 0
EINTRA_HOST 0 0 0
=ERICMP 0 107 6,420 S
=CEARP 0 77 0 el
LRl

RS MFER (W Flow) B DAfFEHET data center, cluster, port group, VLAN,
of virtual machine 2R, BiP R (W Wall) #[R#I4E data center, cluster
A VLAN JZ Mo FEIARZN, AT RASEAS [A) 4 J2 15 AN [ 07 im0, [ oy L 21 2
PR T4 R . VM Wall HRLEIE 73241, data center FBCERUNAHEL NI
cluster JZHEIAMA SE AR 56

W AR AR IR B AN IE AL B vShield Zones, 77— Ui H) K I& HE Y. o
vShield Zones BB RIRRIPEAL T — 2L T B EFEH VM Wall A1 VM Flow ZAF 140715 &
Wo M, ERXMRIINERE—ET, FBFRAE s,

(7E#: EricSiebert /##: FEUF K. TechTarget #//%)
JASCRRRR: L] 22 BE AL S vShield Zones?
JR CEERE: http://www. searchvirtual. com. cn/showcontent 26652. htm
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B P vShield Zones FIEBAERTS (B)

W IRARIERATH vShield Zones, IBAARNAZIERS] T EMAERH R #la, ©&fA
74 VMware Data Recovery HRFELS, #1%fil vSphere [ BE 53 % 75 B H 4140 22 Adak i) 155
e LEARTLHY, TechTarget W PIFFL ML LK Eric Siebert 441t H #i A tb B &30
MEETG, DMEIRERAME R HFTRRA T vSphere.

X7 vShield Zones RAN N HE NI G —H 0. WRAR—RIERE, NAZFERA T
ZYMEIR T vShield Zones, 28 #iAr it fINC S vShield Zones.

VMware Tools

vSphere Client ¥4k % VWWware Tools ¥ H ‘%3E4E vShield Manager FI{CEE EEHINL
b AR XL BRINL - 22%% VMware Tools, R MEA VL, JfH VWware Tools &
BERIME BRI TV N B AE vShield Zones FEFUINLAE .

W5 CPU Tl

B R E LA R AU UL, B NAZE SOE . BARBON N EATH AT, H
AT CPUo 25 RE AR 52 T P ORAIEARERL (1 CPU B2

VMkernel 5R&ZHIE

VShield Zones [FEENFH TR ERINL, A E VMkernel SRS IEHIG . AL RS
45 8% VWMkernel vSwitch | 223840HE,

MZFERM LR DR

ANEEIN vShield Manager BEREL BN BRI 235N 482 K (NIC) o WIERAR
B/ vShield fREE LASBRIFA N NIC, DAZIUEIZK vShield Zones fREEIFHE B 2¢%%. WIRIR
M vShield Manager #Fr NIC, W] RELAHE B 284> vShield Zones LAfifR vShield 4K
LA vShield Manager Z [IIHAE . AEEFPACE M AT 8Lk /D /3 iLss vShield Zones
Manager BUARERREFIMNLATE I, B EAICZ4E vCenter Server fLfb.

VMotion

i vShield fRI FIBHUINLEZ VWotion (S HE, AR SE 2 PR AL EHL A QR
Bah i hl, IF HARP S DA B AN R E . BN FRARE WWotion —SIEZFINE (R
S&NIC) vSwitch HYREFINL, IR ZUE I 2 vpxd. cfg SCHFFRR N
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VMOnVirtual Intranet 24l vCenter Server MLFXFEAN (FEZ 40725 . vShield
Zones EHL TR T .

VMotion ANSZHF vShield fCHH, {HJZFF vShield Manager. PRAAH vShield /U
BIHAB TN, KIS REEH 52 vShield ARELEHIML L Distributed Resource
Scheduler Fl High Availability (HA) Zhfig. /RANRELE ML EAFHIZ4T vShield AAHH
Data Protection Manager (HZ 4I5S vShield i HFEFID .

A5 3L A

vShield Manager FIMXH R FUNLAE 225 B A M G5 B8 =it . T R e et
WA, XFEREEAT VWotion M1 HA. HHTACBEARGEMN ENIE SN, Sl 2o B A ML .

VSwitch

M vShield AR, IRAEEAUBNLAZ BTG, O ENTA—A vSwitch B3 E] T 5
— A AERIGIAIATT AR A F R A WA SR R AL L ping I, HAE LA
BATI N o

DMZ

e ENL E BT DMZ B35 R), VShield Zones 34t T 9 L TAEY . BB R A
VMware [ B2 TR0 5 SEAE T, R AT LAYEREAT DMZ it & A vShield Zones FIHHEFH £,

B R 1 i )
(/F#: Eric Siebert 7" : JHHIE FJi: TechTarget /7/%)

JESCRR S A58 vShield Zones MIfAEHTs ()
JRCEEE: http://www. searchvirtual. com. cn/showcontent 26650. htm
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B P vShield Zones FIEBEFTT (F)

Q=8 Il S D)

Wi vSheild BEBAREG R

Wik vShield Manager WrHf, ‘BAZR2NA vShield FCBHIEE B2 R B ERIML. ik
vShield Manager F-U8ATIHH, &F vShield GEHEFEdE I 4E vShield Manager BEH
(s %1% %) vShield Manager. ANiEUIS vShield fRFEWTHL, £ 204 XK BT BEFUML
B E R M e %R, IFPRIEIZE vCenter Server HEREDT I A HIACHE EERIAL, I H%E
M ENUE S S S ERPLE B8 80,

VSphere Client f&f4:

HNH T vShield Zones [#] VSphere Client i, A& IhH st H 2L S 5h Web Ft
[T

JEAZ BN 7 A0 B U B

VShield Zones SZHibntERRERIAT AL (MM vSwitches) FI43AE vSwitches. X
PR35 3 e S ARUE) vSwitches, AARUINT-SHCE Distributed vSwitches.

B BRI R

PRI AZS R 2 manager FIRERFTERIN S D, XA manager 5 vCenter B4
manager S ACH Y (A (AL . TR, 7F Web FH 7 FLI AR BT K D 5 A A 4T T IR
FH K P RN o B SAT8 FBRO R IO BE 53 P S RS i, e 2 ik =, BA
ANTR) 7 AL

PREEAE ] Web FH 7 FHH SO B 0D . VEAIE B2 W “4RY? vShield Zones CLI HF
W R B X" T IR REAE T Web P SIS in H P 2 manager .

&0

PREE U K& vShield Manager #idit, XOFERGECE . WA HER. &0
{5478 vShield Manager &iji il (FJC Al 2. BELE vShield Manager UI [f] Configuration
% Pl E &0

I TR A
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LREFEVIUEI vShield Manager J&, RERCE BAS A] Y55 M0 &4 I ] B (NTP) R 45 %%
T I AR S . BRILR, vShield Manager Mt & 554N 222351 vShield ALEEfH H
vShield Manager (1] IP il SZ3 NTP AR5 . VRANRERE 04X vShield fCHHE ) NTP k45280l

H &3

AT RS B, G SRR R e H B S, vShield Manager FIREE R H A& Sc4-mT LA
ffH vShield Manager A At N3k, HFEIESE Configuration FK4R )5 MidF Support &
Wi MR i R H B, XA HE TR I e m TEsL . HER
JE461, AL TR SCHd 2. blsl (Blue Lane Support Log) , AEAFH4 WinZip XL
it s T HITIT.

VShield Zones iR ASEE #t

VShield Zones WRASEE B & B0 A . AT LALE Update 3 _F{#H] vShield Manager
PO . AT ST LU 48] PC, AR5 vShield Manager FI/7 Sl A% . 156
MWiZ 5 g vShield Manager, #RJG+t vShield ARFHE . KB WL FRIR S S HAE L 00T s
JE15 72 manager it ARPE S . EHEFAEAACELZ IR 5 56 H 5 vShield Manager.

IS¥

vShield Zones ARMKMFIMAKG B H Uf I A2 A vl FIPE, 38901 I BE e SE & PRI R 11
REFLIAET . KR 1 — LD Rt 454 vShield QB H M ml M (HA) BIReSs, Bk, i
BB, T LAZEAAR B L B3 E ) . b4k, VWsafe S2%7E vSphere ., RANF 7524
vSwitch EATHAELACEE, [RIAHEE e fE & UM LI B HL NIC HL,

(/F#: Eric Siebert 7 : JHHE FJi: TechTarget /7/%)
JRSChRIE: 48P vShield Zones MIFAERTS CF)
JRCEREE: http://www. searchvirtual. com. cn/showcontent 26651. htm
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