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B EHPL: VMware, Virtual PC, JavaiEiitl,
Bochs, Qemu, UML, Xen, KVM, etc...

B ERIEYL(Virtual hosting)

B RIS BEUSEM(VLAN). EIEHBMNVPN).
BHLA R (VNN)

B BT BRES. BIUMEA. BILSE. BRAA
Everything can be virtual? Virtual Brain?
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2 & i ?

I (Virtualization)

B GEEAFEYH) R IR E S RCA ) TR R .
B the creation of a virtual (rather than actual)
version of something. [Whatis.com]

sl (Virtual)
mEE X AR B SR B S AR S
B In general, it distinguishes something that is

merely conceptual from something that has
physical reality.

J SCUR] s BUSEH, SERRR, PIEER, ZEX

Opposite: real, actual, physical, absolute

L

el
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4 2 v E AU R AL ?

THEARIE B B [whatis.com]

[webopedia]

O SR B R DA B VAR AR

m EMEY > KM E SR

B AEIRES, NAE, BEEL, SEEERTEEL, M2, &5

T A B [wikipedia]

B eV, AR AN T RN,
RN T EAL BT 4l 54k (abstraction),  ERUAL
XSGR ) 7 (Y PR A B & i ] P ) Beek 17
AT R E . [1]

H [1] IBM White paper: Virtualization In

education
200846 H18H
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Abstraction, Interface, Architecture, —
Implementation

O #%1k (Abstraction)

B In computer science, abstraction is a mechanism and
practice to reduce and factor out details so that one can
focus on a few concepts at a time.

O #04d (Interface)

B Separates levels of abstraction, facilitates independent
subsystem development by both hardware and software
teams.

O #AREZE (Architecture)

B Refers to a formal specification of an interface in the
system, including the logical behavior of resources
managed via the interface.

O sSZHl (Implementation)
B Describes the actual embodiment of an architecture.
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Abstraction¥FCSKkRBHREARE X

O wikREZR
B EVRSGEHETTHE SR
B BEIRIFHL TR
B HRAFHGE: R EFTRVFEVIBE AR
O R
B B OHERR L
B H¥HtESST, &4 >FWAA
B ASKERNZEE>TREN
O =Hl
B Intel, AMD&iHMIFFACPULI Intel 1A-32(x86)#54
%mjﬁ %%D Y3 BIE RS IRALAP 1 DRIV I
B MS$iXiFHFREWindows#E#IE RS IRALAPI isua
Stiéig%ﬁﬁ%i%,éﬁ%:i&ﬁéﬂ?‘é/—:’\%’féx86aﬂ§é\%fﬂ?@%D
B Win32VFENHREF REMMHAPIE O+VSEE N AH KA
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Architected Interfaces

[0 ISA: Instruction Set

Architecture Aijplleaiilon
) rograms
B Interface 3: system ISA, P Software
visible only to OS for Libraries
managing HW API
B Interface 4: user ISA,
visible to an application Operating system / ABI
program 7 ISA
0 ABI: Application Binary |
Interface Execution hardware
B Interface 2: system call
interface : Memory | Hardware
B Interface 4: user ISA System interconnect translation
0 API: Application B
Programming Interface /0 devices o
B Interface 1: high-level and menilgry
language (HLL) library calls networking

[ Interface 4: user ISA

Figure: Computer System Architecture
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B Lack of interoperability (H#EAEMH)
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Figure: Abstraction and virtualization applied to

disk storage.
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MR 5 R X

A S

1964 1974 1998 2008

“Zero generation”: Mainframe Virtualization

E  1964-1973: IBM mainframes (CPm A/360, CP-67, CP/CMS,
S/370, VM/370) — time-sharing, ,run VM under VM, to

multiplex such a scarce resource among multiple applications.
B 1974: IEEE Computer “Survey of Virtual Machine Research”

80s, 90s: VMMs disappeared due to modern multitasking operating
systems / cheaper hardware

1997-: Revival of virtualization — Java VM (95), Virtual PC
(Connectix, 97), VMware(98)
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Why the Revival?

LA EAE RGMEFT RS T B 2R &

B LA EEE A2 i T SO AR

B BRAERSGHE RN RGN

one application running per machine
B alD R G I AR 3 R 52
BRI R I, B UEA A ERAK

BN AR T e BEATREYE 1 AH

Why the Revival of Virtual Machine?

B Multiplexing hardware: server consolidation and
utility computing

B more a solution for: ease of management,
security, reliability

200846 H18H 11/76



Virtualization Benefits:

Decoupling HW and SW

O

O

tremendous control over how GuestOSs use HW
resource

uniform view of underlying hardware
L R e WL /B RS A I K78 S Y N R &y
complete encapsulation

B map/remap, suspend/resume/checkpoint/revert,
migrate/replicate

B |oad balancing

B robust model for dealing with hardware failures
B supports a very general mobility model

total mediation of all interactions btw HW and SW

B Multiplexing of many virtual machines on a single
hardware platform

B strong isolation: valuable for reliability and security

200846 H18H 12/76



L4

BRI E M first generation

The first Generation: xX86 virtualization

(1997 2005)

1997: Virtual PC for Macintosh by Connectix
1998: Diane GreenefliMendel Rosenblum#!|/]
StanfordF 57 R G VMware A &,  HHELRIFEAR
1999: VMware Virtual Platform (Workstation) for
X86

2001: VMware GSX Server product (Server, 06
free release)

2003: M$ acquired Connectix (Virtual PC &
Virtual Server), EMC acquired VMware for $635
million

Full Virtualization with Binary Translation

20086 ]18H 13/76



RIUMEARFIE X second generation

O The second Generation: Hardware/0OS assisted
Virtualization(05-)

[0 Hardware assisted virtualization

2005: Intel's IVT (Vanderpool/Silvervale)
2006: AMD’s AMD-V (Pacifica)
Native Virtualization

[1 OS assisted virtualization (paravirtualization)

2002: Denali by Washington U.
2003: Xen by XenSource (from U. of Camb.)
2005: Virtual Machine Interface by VMware

2008: XenSource is also developing a compatibility
layer for M$ Windows Server 2008

paravirtualization

[0 Virtual Infrastructure: third generation?

2006-: Virtual Infrastructure by VMware

200846 H18H 14/76
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What i1s a Virtual Machine

[0 Virtual Machine
B virtual version of a “machine”

[0 What is a “Machine” then?

B Consider the meaning from both a process and system
perspective

[ From the process’s perspective

B A logical memory address space; User-level instructions
and registers; 1/0 (only visible through the operating
system calls).

B Thus, ABI defines the machine as seen by a process,
APl specifies the machine as seen by HLL program

[0 From the OS’s perspective

B the underlying hardware’s characteristics alone define
the machine.

B ISA provides the interface between the system and
machine.

20086 ]18H 16/76



Process VM & System VM

[0 Process VM

B A process VM is a virtual
platform that executes an
Individual process.

B Java VM, FVM Sandbox,

etc.

[ System VM

B a system VM provides a
complete, persistent
system environment that
supports an operating
system along with its
many user processes.

® VMware, Qemu, eftc.
[l Basic concepts

B guest, host, runtime,
VMM

GQuest

Runtime

Host

(a)

Guest

VMM

Host

(b)

Application process
N N N NN NN N
Virtualizing software

k.

Hardware

Applications

s

Virtualizing software

ipSpSpSpSpipSpSpEpSyl

Hardware

Application process
NN N NN NN NN

Process
virtual
machine

Applications

0S

System
virtual
machine

Figure: Process and system VMs
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Process VMSs

O

O

Multiprogrammed systems ZEEBIERS

B Most OS simultaneously support multiple user
processes through multiprogramming

B most common process VM

Emulators and Dynamic Binary Translators

B SRR E | SAG 13 Y 3k R e A2 LA ISA B AT

B AT (interpretation)

B Dynamic Binary Translator: 3z 3RS H 1%
(dynamic binary translation)

Same-I1SA binary optimizers / translators

B RS AR AT /R R R AT A4k . Dynamo

B HHFEISA, AFEABIFACISfER/FE: Wine

High-level-language VMs &Z%iE F BHIL

B cross-platform portability: Java VM, .NET framework

20086 ]18H 18/76



HLL VMs— S Z4iE S BINL

[0 HLL VMs
B Full cross-platform portability
B SRR S RS BB B process VMIF) S
O #ZNFEHEKXHEERS VS, REE S UYL
B RGP S AHOCHR BRI s 1 R AR R RSP, IKE?%‘%EI’JISA/OS

B SE T R ﬁﬁﬁﬂISAT*&*EEI’Jﬂ'ﬁﬁ%%HEﬁ?E HiZVM
ﬁ#%%%ﬁ/«ﬁw%ﬁiﬁﬁ AT e 1 3R fR Y

HLL program HLL program
Compiler front end Compiler
A 4 v
Intermediate code Portable code
Compiler back end VM loader Distribution
— v
Object code Virtual memory image
Distribution : ,
Loader VM interpreter/compiler
A 4 \ 4
Memory image Host instructions
2008461181 (a) (b) 19/76

Figure: high-level-language environments



System VM

Application

Before Virtualization:
» Single OS image per machine
s Software and hardware tightly coupled

» Running multiple applications on same machine
often creates conflict

« Underutilized resources

» Inflexible and costly infrastructure

Application Application

After Virtualization:

» Hardware-independence of operating
system and applications

- Virtual machines can be provisioned to any
system

- Can manage OS and application as a single
unit by encapsulating them into virtual
machines

2008%6/]18H
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System VMs

Classic system (hypervisor) VMs
B 60s-70s, VMME AT T #ift 2 -
B VMMig1T TR, guest OSiz4T T 52 BRAN PR

O my BRI Hguest OSEEAE, i 1Al /45 ok Al

® [7]H: VMware ESX Server
Hosted VMs
B VMMigATE s EEE RS L
| ] q’jﬁ%ﬂ

O VMM %21 38 v H # A

O MM T 18 L EeAE R Ge vt it i o DR sh AW i 2 il 55
B VMware Workstation/Server, Xen ...

200846 H18H 21/76



System VMs (2)

[0 Whole-system VMs

host and guest systems do not have a common ISA
ISA: x86, PowerPC, ARM, 1A-64(ltanium)
VMM 5 22477 5N F R e AR R G405

Example: Virtual PC, QEMU, etc.

[0 Codesignhed VMs

codesigned VMsHIHEH) . L IEMIISA, CLFEFA-MRe/ PR Re YR
%0 B i

VMM-— A R e ot SEILEAR &

Example

[0 IBM AS/400 (1996): provide support for an object-based
instruction set

[0 Transmeta Crusoe (2000): Host ISA- very-long instruction
word architecture; Guest ISA — x86; Adv: power-saving

20086 ]18H 22/76



Virtual Machine Taxonomy

Process VIVs I System VMs

Different
ISA

Same
ISA

Different
ISA

Same

I
I
I
I
I
I
:
I
ISA |
I
I
I
I
I
I
I

Multiprogrammed Dynamic Classic system Whole-system
systems translators \/Ms VMs
Same-1SA dynamic High-level-languagel Hosted Codesigned
binary optimizers VMs | VMs VMs

Figure: Virtual machine taxonomy
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System VMM SZILESR I H b5

System VMMSEILFE 5k

il Guest OS5 B Sl AH 2R AL 422
4211 : CPU, Memory, 1/0 (Disk, Network,
Peripheral equipment)

System VMMEE] B #rR

Compatibility: ability to run legacy software
Performance: low virtualization overhead

Simplicity: secure isolation (be free of bugs),
reliability (without VMM failure)

Various techniques, each offering different
design tradeoffs

20086 ]18H 25/76



CPU Virtualization

[0 A CPU architecture is virtualizable

B if it supports the basic VMM technique of direct
execution

[0 direct execution

B {EVMMORFF X CPUR I & = HiIBHTHE &, BERE Lk BN (1)
A B U L B IS T
B SZldirect executioniy &
[0 virtual machine’s privileged and unprivileged code:
CPU’s unprivileged mode
VMM: CPU’s privileged mode
virtual machine performs privileged operation: CPU

traps into the VMM, emulates the privileged operation
on the virtual machine state

O 2L n] R H I CPUAE ZHEZE ) oc

B {fttrap semantics,[FSVMME] DL 4. B, EEEK
ﬁ#ﬁcpuﬁurﬁﬂJﬂL

O
O
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CPU Virtualization Challenge

O K¥#srmodern CPU FEASCFin] [

e, ?“ffSG _ Ring3
O R AR O B R G
B RART L A/ERING OPAT ting 2 Direct
O CPUMERMLAZIAGuest OS Ffj  Ring ek
WINVMM(Ring 0) Ring 0 Ll

O —2eCfifr7EdERing ORURZA
1T AR S AT RUE UL,
WIPOPF#E 4

Host Computer
System Hardware
Figure: x86 privilege level

O R AR 2 r LA WCPURI 24T architecture without virtualization
L, X86H - Atrapix £efs 4
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CPU Virtualization Tech:

Full virtualization using binary translation

[0 direct execution combined with
fast binary translation

N g

BRI CPURE AT R gy,
WL P35 17 P Ring
0 High performance Ring 2

B AR R CPUR |
binary translator Ring 1 j

[0 fast: same ISA, negligible Ring 0 VMM
overhead

[0 dynamic/on-the-fly:
opposite - paravirtualization FEEFEEENES
[0 Compatible: guest OS is not

Host Computer

Direct
Execution
of User
Requests

Binary
Translation
of OS
Requests

aware, run legacy software - Figure: the binary translation
main édv approach to x86 virtualization

O Full virtualizationZ2 LHEEMA4FOS
X FFSCHL R A FE 2 RE AL ME— IR .

200846)]18H
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CPU Virtualization Tech:

Paravirtualization
[0 Paravirualization
B alongside virtualization Ring 3
B OS-assisted virtualization - Direct
YL RS \ . in xecution
B VMM EEE SRR of User
0, BAA] B FE 22y Ring 1 Requests
ﬂﬁ?ﬁf’t/ﬂ%ﬁﬁETﬁTﬂ{ff H(J/_—T—J‘é Paravirtualized ‘Hypercalls’ to the
Ring 0 Virtualizati
4 L)
B Adv: JH ~tra L—Té\t'j:u ,{3 Non-virtualizable
h %I% ;r&ke*?g& 1 0S Instructions
B Disadv: RH#, fEEKiRlF TEENEEES

A4, MrNLOSH = Lk Figure: the paravirtualization

O Xen. Windows Svr 2008 approach to x86 virtualization
VMware Virtual Machine
Interface

200846 )18H 29/76



CPU Virtualization Tech:

Native Virtualization / hardware-assisted

Ring 3 RSEEIReIE

Non-root Ring 2
Mode

Privilege Rina 1
Levels e

Ring 0

Root Mode
Privilege
Levels

Host Computer
System Hardware

Figure: the native virtualization approach to x86 virtualization

Direct
Execution
of User
Requests

0S Requests
Trap to VMM
without Binary
Translation or
Paravirtualization

2008%6/]18H
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CPU Virtualization Tech:
Native Virtualization /7 hardware-assisted

[0 Virtualizable CPU
B PEEBIMCBORE S, M) way Pead e R I HE HS g A R Ak 15
AR IICPUB ;1
B Intel Virtualization Technology (VT-Xx)
B AMD’s AMD-V
O SR GRS ) R AL
B {fRing O R Ii—~¥riroot mode (VMM)

B RS BBhtrapZhypervisor, T iEparavirtualization
midynamic translation

B guest statefrfif T Virtual Machine Control Structures
(VT-x) / Virtual Machine Control Blocks (AMD-v)

B Disadv: high hypervisor to guest transition overhead
® VMware limited cases (64-bit guest support), Xen 3.0

20086 ]18H 31/76



CPU Virtualization:
Summary

Dynamic Paravirtualizati | Native

Translation on Virtualization
Compatibility Excellent Poor Excellent
Performance Good Excellent Average
Simplicity Low Average Average

[0 Three Current CPU Virtualization Techs

B Dynamic Translation, Paravirtualization, Native
Virtualization

B Unique Advs. and Disadvs.

B Trends
[0 More, better hardware assistance: better performance

0 More, better OS assistance: standard virtual machine
interface, improve Compatibility for paravirtualization

[0 Multi-mode, flexible architecture, select best mode for the
workload

More reading: Keith Adams, Ole Agesen, A Comparison of Software
20086 H18H and Hardware Techniques for x86 Virtualization, ASPLOS’06. 32/76



Memory Virtualization
Requirements

sharing the physical system memory
and dynamically allocating it to virtual
machines

Tradeoff between isolation and sharing
B |Isolation for security and reliability

B Sharing for performance

Page the virtual machine to disk

B Like a traditional operating system’s virtual
memory subsystems

20086 ]18H 33/76



Memory Virtualization
Technique

1 similar to the virtual memory support by modern OS

B page tables: mappings of virtual memory to physical
memory
B Memory management unit (MMU), translation lookaside
buffer (TLB)
[0 shadow pagetables for memory translation: shadow
physical memory - actual machine memory

gunnnngannunnlfiannnnnfnnnnnn-—
mn 000 ey ™
S\ m =

Figure: memory virtualization technique
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Memory Virtualization Challenges & |
Advanced Techniques

[0 Two levels of memory translation causes
performance overhead

B From shadow pagetables to direct pagetables

[0 VMM uses TLB to map the virtual memory directly to
the machine memory

[0 maintaining MMU updates due to mapping changes
[l paging out memory pages to disk

B Guest OS have much info about which pages are
good candidates

B paravirtualization-like approach: balloon process

[0 Running multiple virtual machines waste
considerable memory due to redundant

B content-based page sharing
B normal copy-on-write page-sharing scheme

20086 ]18H 35/76



Memory Virtualization New Feature

[0 Hardware assisted paging
B Intel Extended Page Tables (EPT): March 2008
B AMD Nested Page Tables (NPT): March 2008

B Xen and the Art of Virtualization Revisited, lan Pratt, NSDI
08 Keynote, Apr 2008

[0 Current implementations seem to do rather worse than
shadow PTs (e.g. 15%)

O HW will improve: TLBs will get bigger, caching more
elaborate, prefetch more aggressive

EPT Base Pointer

Intel® 64 Host

Page ' Physical
Tables Tables Address

2008%6/]18H 36/76



1/0 Virtualization

1/0 Virtualization Reqguirements

B 1/0: Network, Disk, other devices

B managing the routing of 1/0 requests between
virtual devices and the shared physical hardware

Classic Approach in 70s

B Native 1/0: a channel-based architecture

B a separate channel processor: safely export 1/0
device access directly to the virtual machine

B Advs: very low virtualization overhead for 1/0

B Worked well for the 1I/0 devices of that time:
text terminals, disks, card readers, and card
punches

20086 ]18H 37/76



170 Virtualization Challenge

[0 Richer and more diverse
COIIeCtiOn Of I/O deViceS Parallel Ports Serial/Com Ports

B make virtualizing 1/0 much %
more difficult. \

:

Ethernet

[l some devices have % ' | %
extremely high
performance % ' Monitor
requirements <o

"4 %’

B graphics subsystem or @ @ Cé
network interface '
B even more critical

o Figure: 1/0 virtualization
prerequisite: low-overhead
virtualization

200846 )18H 38/76



1/0 Virtualization Tech:

Software based 1I/0 Virtualization

O
O

Uses device drivers of HostOS

Example:
B GuestOS: reads/writes blocks from
virtual disk

B VMM: translates to file reads/writes
[ HostOS: native disk reads/writes

Advs:
B Simple to install VMM

B fully accommodates the rich diversity
of 1/0 devices

B VMM can use the scheduling, resource
management, and other services the
HostOS environment offers

B  offers rich set of features

Disadvs:

B Just for hosted VM

B Performance overhead

B Lack of resource management support

App

App || App /0

l
|
/ w GuestOF

HostO’?{ WIVI+

Stanﬁard x86 PC hardware

Figure: software based
1/0 virtualization

2008%:6)]181H
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1/0 Virtualization Tech:

Hypervisor Direct 1/0 Virtualization

[0 Requirements

B Sophisticated scheduling and resource
management

B highly optimized 1/0 performance for
network and storage devices

[0 Running directly on the hardware

B VMware ESX Server: use device drivers
from the Linux kernel

B Paravirtualization: the ability to export
special highly optimized virtual 1/0
devices that don’t correspond to any
existing 1/0 devices.

Figure: hypervisor direct

Guest OS

[ Guest }
DevicgDriver

Virtual
Device

/0 Stack

Physical
Device Driver |

1/0 virtualization

200846)]18H
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1/0 Virtualization Tech:
Pass-through 170 Virtualization

[0 Guest drives device directly Guest OS
®  Without CPU, Effectively eliminating 1/0 virtualization
overhead Guest
B achieve high-performance 1/0 device virtualization [ Device Drivei—J
B Discrete I/0 devices - channel-like 1/0 devices $——
[0 support multiple virtual interfaces
O PS2 -> USB, IDE - SCSI, SATA
170 devices perform DMA requires memory
remapping
routing device completion interrupts to the
correct virtual machine
Benefits: Performance, improved security and Device
reliability gained from removing device Manager
drivers
[0 Future Hardware feature supports
m |/0 MMU for DMA address translation and protection
(Intel VT-d, AMD 1I/0 MMU)
B Partitionable 1/0 device for sharing (PCI-SIG IOV : .
SR/MR specification) Figure: .pass_—thr.ough
1/0O virtualization
20086 ]18H 41/76



1/0 Virtualization Summary

Tradeoff between
functionality and e
efficiency

B Virtualized 1/0

provides rich
functionality

[0 Software-based
Split
[0 Dypervisor Direct

B Pass-through 1/0
minimizes CPU
utilization

Functionality

®
Passthrough I/0

Figure:Virtualized 1/0
VS. pass-through 1/0

200846 )18H 42/76
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VMware Inc.

O )ﬁ?ﬂﬁﬁﬁj@l SiF —VMWare Inc. &
Founded at 1998, from .
Stanford
2003 4 EMC 2 7 e

SERERL T —EMC/VMware
Tl 3%, M$/Connectix, |
Citrix/Xen, Sun Oracle

O VMware XE4]

B President & CEO: Diane
Greene, Berkeley

B Chief Scientist: Dr. Mendel
Rosenblum, Standford

200846 )18H 44/76



VMwaref] BRIV A

Application

Guest Operating System

Virtualization Layer

Host Operating Systam

CPU Memory HiC Disk

Hosted Architecture Bare-Metal (Hypervisor) Architecture

Hosted Architecture: ACE, Workstation, Server
Hypervisor Architecture: ESX Server

CPU Virtualization: Full Virtualization with BT / ParaVirtualization /
Native Virtualization; Multi-Mode VMM Architecture

Memory Virtualization: shadow pagetables
1/0 Virtualization: software-based, hypervisor direct for storage / net

OO0 O00

2008%6/]18H 45/76



VMware’s paravirtualization

[0 Xen’'s paravirtualization

Paravirtualized operation system

[0 major Linux distributions are starting to bundle
paravirtualization into the OS kernel

0 Windows Server 2008

strong dependency between paravirtualized OS with
hypervisor

Delivers performance benefits with maintenance
costs and incompatibility

L0 VMware’'s Transparent Paravirtualization

proposed standard communication mechanism
between GuestOS and hypervisor: Virtual Machine
Interface

Balances performance benefits with maintenance
costs

20086 ]18H 46/76



Virtual Machine Interface

[0 VMI standard

B |ayer between the hypervisor
and the paravirtualized
GuestOS

B Transparent
paravirtualization

B Same GuestOS can run
either natively or virtualized
on any compatible hypervisor

0 Implementation

B paravirt-ops into kernel since
2.6.20

H VMI backend since 2.6.22

B Raise compatibility from poor
to good

VMI-Linux

VMI

Native inline code
for VMI layer

VMI layer for
VMware hypervisor

VMI layer for Xen
hypervisor

Native machine

I
VMware hypercalls

.

I
Xen hypercalls

2

VMware hypervisor

Xen hypervisor

Native machine

Native machine

Figure:Virtual Machine Interface

2008%:6)]181H
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VMwarelJr= e LR

CONSISTENT VIRTUAL HARDWARE PLATFORM VMware
Open Interfaces Infrastructure

ACE Workstation ~ VMware Server
Secured Enterprise Technical Departmental
Desktop Desktop Computing

2008%6/]18H 48/76



What's ahead? — Server side

O

O O O 0O 0O

What's ahead? - Dr. Mendel Rosenblum, Virtual
Machine Monitors: Current Technology and Future
Trends. IEEE Computer, May 2005.

Quickly provision, monitor, and manage VMs from a
single console

create new servers from an existing template, view
computers simply as part of a resource pool

Hot migration: move rapidly between physical
machines with continuous service availability

Handle hardware failures, maintenance, upgrade
easily without service interruptions

creates and destroys virtual machines on demand

20086 ]18H 49/76



VMware Virtual Infrastructure

M e e

Application Application Application

Operating System Operating System Operating System

Virtual Machine Virtual Machine Virtual Machine

Virtual Infrastructure

SERVERS

STORAGE NETWORK NETWORK SERVERS STORAGE
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VMware Infrastructure 3

Automation
Aggregation
Availability,
Optimization

e Central
== Management

Qvetem
= Partitioning

VMotion

Resource Pools
DRS
HA

Consolidated Backup

VirtualCenter 2

200846)]18H
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Requirements for
enterprise-class virtualization

LI Virtualization of servers, storage and network

B Not just servers, storage and network virtualization as
well!

[0 Reliability, scale and performance

B ESX Server at a customer site: 800 days continuous
uptime!

[0 Interoperability and certification

B Extensive certification, testing and interoperability
throughout the stack

[0 Support for enterprise workloads
B Up to 16GB RAM and 4 virtual CPUs per VM

20086 ]18H 52/76



VMware Infrastructure 3

Automation
Aggregation
Availability
Optimization

Central
Management

iga System
# Partitioning

VMotion

Resource Pools

DRS

HA

Consolidated Backup

VirtualCenter 2

200846)]18H
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VMware Infrastructure management

200846 H

e N
VirtualCenter

ESX Server

ESX Server ESX Server ESX Server

VC Agent

Server Farm

g ¥
N(ﬁ)rk

Storage
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20(

Programmatic
Interfaces

Security and
Access Control

System
Monitoring

Virtual Machine
and Server
Managemen

Centralized
Management

Resource
Management

Provisioning

Migration

VirtualCenter—Key functionality
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VMware Infrastructure 3

Automation
Aggregation
Availability
Optimization

Central
Management

"5 System
= Partitioning

VMotion
Resource Pools
DRS

HA

Consolidated Backup

VirtualCenter 2
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Live migration of virtual
machines with VMotion

What is it?

[0 Live migration of virtual
machines with VMware
VMotion

VMotion Technology | C u StO mer I m p aCt

VMware ESX Server VMware ESX Server
‘%86 Architecture %86 Architecture

Zero downtime maintenance
Continuous service availability
Complete transaction integrity

Supported on Fibre Channel
and iISCSI SAN and NAS

OO0 QO

More Reading: Michael Nelson, Beng-Hong Lim, and
Greg Hutchins, Fast Transparent Migration for
Virtual Machines, Proceedings of USENIX '05,
Anaheim, California, USA, April 2005
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Resource pools

Business Unit

Resource Pool 3

CPU 12GHz, Mem 22GB
Priority LOW

Resource Pool 2

CPU 36GHz, Mem 58GB
Priority HIGH

Aggregate Resources

CPU 48GHz, Mem 80GB

~

Servers, Storage, Networking

-

Customer Impact

[0 Failed server means fewer
resources not a failed application

[0 Enables high availability across
the infrastructure

O Provides service level assurance

[0 Dedicated (virtual) infrastructure
for each business unit; central IT
retains control over hardware

0 Delegation of resource and virtual

machine management down to
the business unit

2008%6/]18H
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Resource optimization with VMware =
Distributed Resource Scheduler

What is it?

é ) - : -
Business Demand [0 Dynamic balancing of computing

resources across resource pools

[0 Intelligent resource allocation
based on pre-defined rules

Customer Impact

O Align IT resources with

business priorities
[0 Operational simplicity;
dramatically increase system
administrator productivity
Add hardware dynamically to avoid
over-provisioning to peak load

[0 Automate hardware maintenance

Resource Pool
O

200846 )18H 59/76



Capacity on demand with
VMware DRS

( O Provisioning is
| I | “fire and forget”
0s

[0 Easily add more
App
0s

capacity

[0 Avoid over-
provisioning to
peak load

\ Y
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Zero-downtime maintenance«
using VMware technology

Use VMotion to evacuate hosts (7
B Move running applications |

to other servers without
disruption
B Perform maintenance at
any time of day
Automate with DRS w
maintenance mode 1. Activate Maintenance Mode
B Automates moving virtual for physical host
machines to other hosts «  Shut down idle host and

B Automates re-balancing perform maintenance
after maintenance
complete 2. DRS migrates running virtual

machines to other hosts

» Restart host; DRS automatically
rebalances workloads
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Ensure high availability
with VMware HA

What is it?

Resource Pool

O

N\ O Automatic restart of

virtual machines in case
of server failure

Customer Impact
= | O

Cost effective high
availability for all
applications

No need for dedicated
stand-by hardware

None of the cost and
complexity of clustering

200846)]18H
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Protect data with VMware
consolidated backup

SAN STORAGE \

What is it?
[0 Centralized agentless backup
for virtual machines
B Move backup out of the virtual
machine
B Eliminate backup traffic on the
CENTRALIZED

DATA MOVER q local area network

[0 Pre-integrated with major
3rd-party backup products

Customer Impact

ESX SERVER

o [0 Perform backup in the
BACKUP DISK a PROXY middle of the day
\ J
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What's ahead?
— Beyond the machine room

From server room to desktop

provide a powerful unifying paradigm for
restructuring desktop management

Virtual machines could also significantly
change how users think about computers

iIncreased mobility: migrating a user’s
entire computing environment over the
local and wide area

Increasingly dynamic character: require
more dynamic network topologies, Virtual
switches, virtual firewalls, and overlay
networks
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VMware Virtual Desktop

INnfrastructure

O

O

O O

An Integrated Desktop
Virtualization Solution
VMware VDI, 2007

B VMware Infrastructure 3
B Virtual Desktop Manager
B Thin clients (RDP)

End-to-end Virtual Desktop
Infrastructure Functionality

Simplified Desktop
Management & Secure
Provisioning with VMware
VDM

Familiar End-user Experience

Seamless Integration with
VMware Infrastructure 3

CEMTRALIZED
VIRTUAL DESHTOPS

YMWARE
INFRASTRUCTURE 3

VMWARE VIRTUAL
DESKTOP MAMAGER

MICROSOFT ACTIVE

VIMWARE DIRECTORY
VIRTUALCENTER

CLIENTS 4@

Figure: VMware Virtual Desktop
Infrastructure
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What's ahead?
— software distribution

VMM JZSCFFPAT) il AT 85 = a2 3248

158 A RE UL

B Oracle VMU &A1 10,0001

At kA 7= - Virtual appliances

B VMware ACE: (¥4 flvirtual appliances,
FEsh A BCE AT H S

B T2 A license i a\
O fLguikft kAulicensetiz\: Haefef e it Ligtr
O DB RN H % 2 AR AT AT - 8™ 4% 32 FRlicense

i, AR B, EETIVM licensef =
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VMware ACE &
Virtual Appliances

0 VMware ACE

B Workstation 6 with ACE Option Pack for create VM package
B ACE Management Server

[0 VMware Server (free) / VMware Workstation
[0 Virtual Appliances

B VMware Virtual Appliance Marketplace
B http://www.vmware.com/appliances/

Create Package Deploy Manage APPLIANCE

Operatng Systems  Lifecyche  Secusity ALCE Management
& Applications  Policies v . Server
AL s S
| 4 o

i b

R

Al
L

2008116 H18H Figure: VMware ACE Figure: Virtual Applianfc5:7e/76



Benefits for Vendors

Reduced supported OS platforms
B First of choice — Ubuntu JeOS (“Juice”)

Expand footprint of certified hardware
Focus purely on developing and
optimizing your application

Reduced the length and cost of your
sales cycle

B VMware Virtual Appliances Marketplace

B VMware Certified Virtual Appliances Program
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What's ahead?
— Security Improvements

0 VMMs offer

B the potential to restructure existing software systems
to provide greater security

B facilitating new approaches to building secure
systems

[l Host-based security mechanisms
B Current OS provides poor isolation, subject to attack

® VMM provides strong isolation

0 same? (greater) functionality but with much stronger
resistance to attack

[0 Research examples: Livewire, ReVirt, TTAnalyzer,
VMWatcher(CCS’'07), VMscope(RAID'07), ...

[0 Network-based security mechanisms

B VMM provides an attractive way to quarantine the
network: virtual firewall, virtual IDS, etc.
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What's ahead?

— Security Improvements (2)

O

Well suited for constructing high-assurance systems

B NSA's NetTop architecture, uses VMM to isolate multiple
environments

B run multiple software stacks with different security levels
Well suited for building trusted computing, example

B Terra system: running multiple virtual machines of
different security levels simultaneously

B VMM can authenticate software running inside a virtual
machine to remote parties, in a process called attestation.

flexible resource management that VMMs provide can
make systems more resistant to attack

B rapidly replicate virtual machines and dynamically adapt to
large workloads

B dealing with the scaling demands that flash crowds and
distributed denial-of-service attacks can impose.
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VMware VMSafe

[0 A Security Technology for Virtualized
Environments

[l enable a rich ecosystem of third-party security
solutions, by providing a set of security APIs

fine-grained visibility over virtual machine resources
monitor every aspect of the execution of the system

stop previously undetectable viruses, rootkits and
malware before they can infect a system

Introspection of virtual machine memory pages and
CPU states

filtering of network packets inside hypervisors, or VM

In-guest, in-process APls that enable complete
monitoring and control of process execution

Guest VM disk files can be mounted, manipulated and
modified as they persist on storage devices.

200846 H18H 71/76



set of technologies wi
can provide innovativi
for virtual machines.

B Stronger security

B greater visibility, manas
enforcement of security

Better isolation
Closer correlation

Better scalability: hook:
Infrastructure

VMware VMSafe Benefits

[l an open, interoperabl:

‘Iﬁ"'L|_F|:-_jR Apani OB'GF”" #E."ueiane xatbird

Y CENZIC Q i romTminer fortisphere
- Check Point .

McAfee M

== QIMIPERMVA  kafpirficy 2

@Rt BN secre < Shavik SOPHOS
B symantec BRlEn.I;.;'\ M, TReNe. S HITTTTES @webroot

[l VMsafe Partner Program

2008%:6)]181H
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VMsafe use case - antivirus

AntiVirus VMsafe
Secured Secured T:}ird'PT:)' Sll.!curity
Offline VMs Online VMs irtual Appliance

VMware ESX

With VMware VMsafe, security providers can develop antivirus
virtual appliances that protect both online and offline
virtual machines running on ESX.
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VMSafe use case - Scalable,
Integrated Network Security

VMkernel VMsafe

Third-Party Security
Virtual Appliance

Secured VM Secured VM Secured VM

Virtual Switch ~_~" " Virtual Switch
1 (internal-only)

VMware ESX

VMware VMsafe makes it possible for security providers
to develop security virtual appliances that monitor
and control network activity across all virtual machines.
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Summary

O

Virtual Machine: interconnection technology
decoupling HW/SW

B enable interoperability between HW, OS, and
application

B provide a backward-capability path for deploying
Innovative operating system solutions

Altering the complex HW/SW environments
B From server to desktop

B Software distribution model

Provide more features

B Interoperability, mobility, high-availability, ease-of-
management, reliability, security

New environment (chance) for security
researchers and vendors.
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Q&A

Thanks

zhugejianwei@icst.pku.edu.cn

20086 ]18H 76/76



