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Preface

This guide describes commands for routing policies on the Watta system.

This preface provides information about using this guide. The following topics are
covered:

e Intended Audience
» Organization of This Guide
e Document Conventions

*  \Watta Publications

Xi



Intended Audience .
xii

Intended Audience

This guide is intended for experienced system and network administrators. Depending on
the functionality to be used, readers should have specific knowledge in the following areas:

*  Networking and data communications
e TCP/IP protocols

»  General router configuration

* Routing protocols

»  Network administration

*  Network security

Organization of This Guide

This guide has the following aid to help you find the information you are looking for:
e Quick Reference to Commands

Use this section to help you quickly locate a command.
*  Quick List of Examples

Use this list to help you locate examples you’d like to try or look at.

This guide has the following chapters:

Chapter Description Page
Chapter 1: Routing Policy This chapter provides a brief overview of 1
Overview routing policy features on the Vyatta

system.
Chapter 2: Routing Policy This chapter provides configuration 3
Configuration Examples examples for routing policies.
Chapter 3: Routing Policy This chapter describes Vyatta system 26
Commands routing policy commands.
Glossary of Acronyms 153
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Document Conventions

Xiii

Document Conventions

This guide contains advisory paragraphs and uses typographic conventions.

Advisory Paragraphs

la
A

This guide uses the following advisory paragraphs:
Warnings alert you to situations that may pose a threat to personal safety, as in the
following example:

WARNING Switch off power at the main breaker before attempting to connect
the remote cable to the service power at the utility box.

Cautions alert you to situations that might cause harm to your system or damage to
equipment, or that may affect service, as in the following example:

CAUTION Restarting a running system will interrupt service.

Notes provide information you might need to avoid problems or configuration errors:

NOTE You must create and configure network interfaces before enabling them
for routing protocols.

Typographic Conventions

This document uses the following typographic conventions:

Routing Policies
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Xiv

Monospace

Examples, command-line output, and representations of
configuration nodes.

bold Monospace

Your input: something you type at a command line.

bold

Commands, keywords, and file names, when mentioned inline.

Obijects in the user interface, such as tabs, buttons, screens, and
panes.

italics

An argument or variable where you supply a value.

<key>

A key on your keyboard, such as <Enter>. Combinations of keys
are joined by plus signs (“+”), as in <Ctrl>+c.

[argl|arg?]

Enumerated options for completing a syntax. An example is
[enable | disable].

numl-numN

A inclusive range of numbers. An example is 1-65535, which
means 1 through 65535, inclusive.

argl..argN

A range of enumerated values. An example is eth0..eth3, which
means ethO, ethl, eth2, or eth3.

arg[ arg...]
arg[,arg...]

A value that can optionally represent a list of elements (a
space-separated list in the first case and a comma-separated list in
the second case).

Vyatta Publications

More information about the Watta system is available in the Watta technical library, and
on www.vyatta.com and www.vyatta.org.

Full product documentation is provided in the Watta technical library. To see what
documentation is available for your release, see the Guide to VWatta Documentation. This
guide is posted with every release of VWyatta software and provides a great starting point for
finding the information you need.
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Chapter 1: Routing Policy Overview

This chapter provides a brief overview of routing policy features on the Watta
system.

This chapter presents the following topics:

* Routing Policy



Chapter 1: Routing Policy Overview Routing Policy

Routing Policy

A routing policy is amechanism that allows a user to configure criteria to compare a routing
update against, with one or more actions to be performed on the route if the defined criteria
are met. For example, a policy can be created to filter (block) specific route prefixes that

are being announced by a BGP neighbor. Policy statements are also used to export routes
learned via one protocol, for instance OSPF, into another protocol, for instance BGP. This
is commonly called route redistribution.

Routing policies are grouped together in the WWatta configuration under the policy node.
This “policy” node simply serves as a container for policy statements; it’s the actual policy
statements that define the rules that will be applied to routing updates.

Once a policy has been defined, in order for it to take affect, it needs to be applied to a
specific routing protocol. A policy can be applied as either an import policy or an export
policy to routing protocols like RIP, OSPF, and BGP. In the case of BGP, policies can be
applied per peer. Only one import and one export policy can be applied to a protocol (or a
BGP peer).

A policy that has been applied as an import policy to a routing protocol is used to evaluate
routing updates received via the routing protocol to which the policy is applied. For
example, if a user configures an import policy for the BGP protocol, all BGP
announcements received by the Watta system will be compared against the import policy
first, prior to being added to the BGP and routing tables.

A policy that has been applied as an export policy to a routing protocol is used to evaluate
routing updates that are transmitted by the routing protocol to which the policy is applied.
For example, if a user configures an export policy for BGP, all BGP updates originated by
the Watta system will be compared against the export policy statement prior to the routing
updates being sent to any BGP peers.

In addition to controlling routing updates transmitted by a routing protocol, export policies
are also used to provide route redistribution. For example, if a user wants to redistribute
routes learned via OSPF into BGP, the user would configure a policy statement identifying
the OSPF routes of interest, and then the user would apply this policy statement as an export
policy for OSPF.

Routing Policies
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Chapter 2: Routing Policy Configuration
Examples

This chapter provides configuration examples for routing policies.
This chapter presents the following topics:

»  Filtering Routes using Access Lists
»  Filtering Inbound Routes using Prefix Lists

» Filtering Outbound Routes using AS Path Lists



Chapter 2: Routing Policy Configuration Examples

Filtering Routes using Access Lists

Filtering Routes using Access Lists

This section presents the following topics:

Basic RIP Configuration

Verifying the RIP Configuration

Creating a Route Filtering Policy

Applying a Route Filtering Policy

Verifying the Route Filtering Policy Configuration

Access lists can be used to filter routes for distance-vector protocols such as RIP and at
redistribution points into link-state routing domains (like OSPF) where they can control
which routes enter or leave the domain.

This section presents a sample configuration for RIP and route filtering policy. In it we first
show a RIP configuration that distributes all known routes among three routers. Then we
configure a route filtering policy using access lists to filter out advertisement of one
network. The configuration example is based on the reference diagram in Figure 2-1.

Figure 2-1 RIP configuration reference diagram
( 10030024() (120040024 () ( 120050024 () ( 10.0.60.0/24 ()
eth3 eth4 eth4 eth5 eth5 eth6
1 1 2 2 3 3
ey ey ey
NS g NS
eth2
1 R1 R2 R3

( 10.0.20.0/24 1»

Basic RIP Configuration

This example assumes that the router interfaces are already configured; the RIP
configuration on each of the routers is shown below.

Example 2-1 Basic RIP configuration

Router Step

Command(s)

Routing Policies
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Chapter 2: Routing Policy Configuration Examples Filtering Routes using Access Lists

R1 Display the vyatta@R1# show protocols
configuration. rip {
network 10.0.40.0/24
redistribute {
connected {

}

3
[edit]

R2 Display the vyatta@R2# show protocols
configuration. rip {
network 10.0.40.0/24
network 10.0.50.0/24
redistribute {
connected {

}

3
[edit]

R3 Display the vyatta@R3# show protocols
configuration. rip {
network 10.0.50.0/24
redistribute {
connected {

}

s
[edit]

Verifying the RIP Configuration

The following operational mode commands can be used to verify the RIP configuration.

R3: show ip route

Example 2-2 shows the output of the show ip route command for router R3.

Routing Policies Rel R6.0 v. 03 Vyatta



Example 2-2 Verifying RIP on R3: “show ip route”

vyatta@R3:~$ show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
I - ISIS, B - BGP, > - selected route, * - FIB route

R>* 10.0.20.0/24 [120/3] via 10.0.50.2, eth5, 00:20:16
R>* 10.0.30.0/24 [120/3] via 10.0.50.2, eth5, 00:34:04
R>* 10.0.40.0/24 [120/2] via 10.0.50.2, eth5, 02:15:26
C>* 10.0.50.0/24 is directly connected, eth5

C>* 10.0.60.0/24 is directly connected, eth6

C>* 127.0.0.0/8 is directly connected, lo
vyatta@R3:~$

The output shows that routes to 10.0.20.0/24, 10.0.30.0/24, and 10.0.40.0/24 have been
learned via RIP and that packets to those networks will be forwarded out eth5 to 10.0.50.2.
Networks 10.0.50.0/24 and 10.0.60.0/24 are directly connected.

R3: show ip rip

The show ip rip command for R3 displays similar information in a different format. This
is shown in Example 2-3.

Example 2-3 Verifying RIP on R3: “show ip rip”

vyatta@R3:~$ show ip rip
Codes: R - RIP, C - connected, S - Static, O - OSPF, B - BGP
Sub-codes:
(n) - normal, (s) - static, (d) - default, (r) - redistribute,
(i) - interface

Network Next Hop Metric From Tag Time
R(n) 10.0.20.0/24 10.0.50.2 3 10.0.50.2 0 00:23
R(n) 10.0.30.0/24 10.0.50.2 3 10.0.50.2 0 00:23
R(n) 10.0.40.0/24 10.0.50.2 2 10.0.50.2 0 00:23
C(i) 10.0.50.0/24 0.0.0.0 1 self 0
C(r) 10.0.60.0/24 0.0.0.0 1 self (connected:1) O

l

vyatta@R3:~$

Again, the output shows that networks 10.0.20.0/24, 10.0.30.0/24, and 10.0.40.0/24 have
been learned via RIP and that packets to those networks will be forwarded to 10.0.50.2.
Networks 10.0.50.0/24 and 10.0.60.0/24 are directly connected.
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Filtering Routes using Access Lists

Creating a Route Filtering Policy

In this section, you configure a route filtering policy on R2 using access lists to deny
incoming routes from 10.0.20.0/24.

Example 2-4 Route filtering configuration

Router Step Commandy(s)
R2 Create an access listand vyatta@R2# set policy access-list 100 rule 10 action
arule to deny specified  deny
routes. [edit]
R2 Match any destination. vyatta@R2# set policy access-list 100 rule 10
destination any
[edit]
R2 Match source 10.0.20.0. vyatta@R2# set policy access-list 100 rule 10 source
10.0.20.0
[edit]
R2 Specify the inverse mask vyatta@R2# set policy access-list 100 rule 10
for the network. inverse-mask 0.0.0.255
[edit]
R2 Create a rule to permit vyatta@R2# set policy access-list 100 rule 20 action
all other routes. permit
[edit]
R2 Match any destination. vyatta@R2# set policy access-list 100 rule 20
destination any
[edit]
R2 Match any source. vyatta@R2# set policy access-list 100 rule 20 source
any
[edit]
R2 Commit the changes. vyatta@R2# commit

[edit]
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Example 2-4 Route filtering configuration

R2 Display the vyatta@R2# show policy
configuration. access-list 100 {
rule 10 {

action deny

destination {
any

}

source {
inverse-mask 0.0.0.255
network 10.0.20.0

}

}
rule 20 {

action permit
destination {
any
3
source {
any

}

3
[edit]

Applying a Route Filtering Policy

In this section, you apply the route filtering policy to incoming RIP advertisements on R2.

Example 2-5 Applying a route filtering policy

Router Step Command(s)

R2 Use the access list vyatta@R2# set protocols rip distribute-list
created in the previous  access-list in 100
example to filter [edit]

incoming route
advertisements.

R2 Commit the vyatta@R2# commit
configuration. [edit]
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Example 2-5 Applying a route filtering policy

R2 Display the vyatta@R2# show protocols
configuration. rip {
distribute-list {
access-list {
in 100

}

3
network 10.0.40.0/24

network 10.0.50.0/24
redistribute {
connected {

}

3
[edit]

Verifying the Route Filtering Policy Configuration

The following operational mode commands can be used to verify the route filtering policy
configuration.

R3: show ip route

Example 2-6 shows the output of the show ip route command for router R3.

Example 2-6 Verifying routing policy changes on R3: “show ip route”

vyatta@R3:~$ show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
1 - ISIS, B - BGP, > - selected route, * - FIB route

R>* 10.0.30.0/24 [120/3] via 10.0.50.2, eth5, 00:45:21
R>* 10.0.40.0/24 [120/2] via 10.0.50.2, eth5, 00:45:21
C>* 10.0.50.0/24 is directly connected, eth5

C>* 10.0.60.0/24 is directly connected, eth6

C>* 127.0.0.0/8 is directly connected, lo

vyatta@R3:~$
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The output shows that routes to 10.0.30.0/24, and 10.0.40.0/24 have been learned via RIP
and that packets to those networks will be forwarded out eth5 to 10.0.50.2. Networks
10.0.50.0/24 and 10.0.60.0/24 are directly connected. Notice that there is no route to
10.0.20.0/24 as it was filtered by the routing policy.

R3: show ip rip

The show ip rip command for R3 displays similar information in a different format. This
is shown in Example 2-7.

Example 2-7 Verifying routing policy changes on R3: “show ip rip”

vyatta@R3:~$ show ip rip
Codes: R - RIP, C - connected, S - Static, O - OSPF, B - BGP
Sub-codes:
(n) - normal, (s) - static, (d) - default, (r) - redistribute,
(i) - interface

Network Next Hop Metric From Tag Time
R(n) 10.0.30.0/24 10.0.50.2 3 10.0.50.2 0 00:22
R(n) 10.0.40.0/24 10.0.50.2 2 10.0.50.2 0 00:22
C(i) 10.0.50.0/24 0.0.0.0 1 self 0
C(i) 10.0.60.0/24 0.0.0.0 1 self 0
vyatta@R3:~$

Again, the output shows that networks 10.0.30.0/24, and 10.0.40.0/24 have been learned
via RIP and that packets to those networks will be forwarded to 10.0.50.2. Networks
10.0.50.0/24 and 10.0.60.0/24 are directly connected. Again, there is no route to
10.0.20.0/24.
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Filtering Inbound Routes using Prefix Lists

This section presents the following topics:

e Prefix List Configuration

»  Verifying the Inbound Filter

Prefix List Configuration

A common requirement for BGP configurations is to filter inbound routing announcements
from a BGP peer. On the Watta system this is accomplished using routing policies that are
then applied to the BGP process as “import” policies. In this instance we use prefix lists in
conjunction with route maps to accomplish this.

Example 2-8 creates the following inbound filtering policies:

» R1 should only accept network 12.0.0.0/8 from its eBGP peer, and reject everything
else.

* R4 should allow all Internet routes, but reject all RFC 1918 networks from its eBGP
peer.

This import policy is shown in Figure 2-2.
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We assume that the routers in AS100 have been configured for iBGP and
eBGP as shown and that the routers in AS200 and AS300 are configured
appropriately as eBGP peers.

Figure 2-2 Filtering inbound routes

- iBGF CGI‘I]‘IECﬁOI’I

accept: 12.0.0.0/8 88.88.80.0/30
reject: 0/0
Loopback: Loopback:
10.0.0.11 10.0.0.22
R3 Loopback:
Loopback: 10.0.0.44
10.0.0.33
accept; 0/0
. reject: 10.0.0.0/8
«=s== gBGP connection R L 9 rEjECt 172.16.0.0112
o ( }"f ) | reject 192.168.0.0/16

To create this inbound route filter, perform the following steps in configuration mode:

Example 2-8 Creating an import policy

Router Step Command(s)

R1 Create a list of vyatta@R1l# set policy prefix-list ALLOW-PREFIXES rule 1
prefixes to action permit
allow. In this [edit]
case we just vyatta@R1l# set policy prefix-list ALLOW-PREFIXES rule 1
have one - prefix 12.0.0.0/8
12.0.0.0/8. [edit]
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Example 2-8 Creating an import policy

R1 Create a route vyatta@R1l# set policy route-map eBGP-IMPORT rule 10 action
map rule to permit
permit all [edit]
prefixes in our vyatta@R1l# set policy route-map eBGP-IMPORT rule 10 match ip
list. address prefix-list ALLOW-PREFIXES
[edit]
R1 Create a route vyatta@R1l# set policy route-map eBGP-IMPORT rule 20 action
map rule to deny
deny all other [edit]
prefixes.
R1 Assign the route vyatta@R1# set protocols bgp 100 neighbor 88.88.88.2
map policy route-map import eBGP-IMPORT
created as the [edit]
import route
map policy for
AS 200.
R1 Commit the vyatta@R1# commit
configuration. [edit]
R1 Reset the BGP vyatta@R1# run clear ip bgp 88.88.88.2

session to the
peer so that the
new policies are
enabled.

[edit]
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Example 2-8 Creating an import policy

R1 Display the vyatta@R1# show policy
policy prefix-list ALLOW-PREFIXES {
configuration. rule 1 {

action permit
prefix 12.0.0.0/8

}
}
route-map eBGP-IMPORT {
rule 10 {
action permit
match {
ip {
address {
prefix-list ALLOW-PREFIXES
}
}
}
}
rule 20 {
action deny
}
}
[edit]
vyatta@R1#
R1 Display the BGP  vyatta@R1# show protocols bgp 100 neighbor 88.88.88.2
configuration remote-as 200
foﬁﬁifp route-map {
nei or -
8&3&882. , import eBGP-IMPORT
[edit]
vyatta@R1#
R4 Create aruleto vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 1

match any prefix action permit
from 10.0.0.0/8  [edit]

to 32. vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 1 le
32

[edit]

vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 1
prefix 10.0.0.0/8

[edit]
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Example 2-8 Creating an import policy

R4 Create aruleto vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 2
match any prefix action permit
from [edit]
;;11601ﬂ12t0 vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 2 le
. 32
[edit]
vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 2
prefix 172.16.0.0/12
[edit]
R4 Create aruleto vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 3
match any prefix action permit
from [edit]
192.168.0.0/16  yyatta@R4# set policy prefix-list RFC1918PREFIXES rule 3 le
to 32. 32
[edit]
vyatta@R4# set policy prefix-list RFC1918PREFIXES rule 3
prefix 192.168.0.0/16
[edit]
R4 Create a route vyatta@R4# set policy route-map eBGP-IMPORT rule 10 action
map rule to deny
deny all prefixes [edit]
in our list. vyatta@R4# set policy route-map eBGP-IMPORT rule 10 match ip
address prefix-list RFC1918PREFIXES
[edit]
R4 Create a route vyatta@R4# set policy route-map eBGP-IMPORT rule 20 action
map rule to permit
permit all other [edit]
prefixes.
R4 Assign the route vyatta@R4# set protocols bgp 100 neighbor 99.99.99.2
map policy route-map import eBGP-IMPORT
created as the [edit]
import route
map policy for
AS 300.
R4 Commit the vyatta@R4# commit
configuration. [edit]
R4 Reset the BGP vyatta@R1l# run clear ip bgp 99.99.99.2

session to the
peer so that the
new policies are
enabled.

[edit]
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Example 2-8 Creating an import policy

R4 Display the

policy
configuration.

vyatta@R4# show policy

prefix-list RFC1918PREFIXES {

prefix-list RFC1918PREFIXES

rule 1 {
action permit
le 32
prefix 10.0.0.0/8
}
rule 2 {
action permit
le 32
prefix 172.16.0.0/12
}
rule 3 {
action permit
le 32
prefix 192.168.0.0/16
}
}
route-map eBGP-IMPORT {
rule 10 {
action deny
match {
ip {
address {
}
}
}
}
rule 20 {
action permit
}
}
[edit]
vyatta@R4#

R4 Display the BGP
configuration
for eBGP
neighbor
99.99.99.2.

vyatta@R4# show protocols bgp 100 neighbor 99.99.99.2

remote-as 300
route-map {
import eBGP-IMPORT
}
[edit]
vyatta@R4#
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Verifying the Inbound Filter

The following commands can be used to verify the inbound filter configuration.

R1: show ip bgp
Example 2-9 shows R1’s BGP table before the import filter is applied.

Example 2-9 R1 inbound BGP routes before import filtering

vyatta@R1l:~$ show ip bgp
BGP table version is 0, local router ID is 10.0.0.11
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2.0.0.0/24 88.88.88.2 0 0 200 i
*> 2.1.0.0/24 88.88.88.2 0 0 200 1
*> 2.2.0.0/24 88.88.88.2 0 0 200 1
*>13.0.0.0/24 99.99.99.2 0 100 0 300 i
*>13.1.0.0/24 99.99.99.2 0 100 0 300 i
*>i3.2.0.0/24 99.99.99.2 0 100 0 300 i
*> 12.0.0.0 88.88.88.2 0 0 200 i
*>i13.0.0.0/24 99.99.99.2 0 100 0 300 i
*> 88.88.88.0/30 88.88.88.2 0 0 200 1
*>§99.99.99.0/30 99.99.99.2 0 100 0 300 i
*> 172.16.0.0/24 0.0.0.0 1 32768 i
* 0 10.0.0.44 1 100 01
*>§172.16.128.0/24 99.99.99.2 0] 100 0 300 i
*>i192.168.2.0 99.99.99.2 0 100 0 300 i

Total number of prefixes 13
vyatta@Rl:~$

R1: show ip bgp
Example 2-10 shows R1’s BGP table after the import filter is applied.

Example 2-10 R1 inbound BGP routes after import filtering

vyatta@R1l:~$ show ip bgp
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BGP table version is 0, local router ID is 10.0.0.11
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>13.0.0.0/24 99.99.99.2 0 100 0 300 i
*>i3.1.0.0/24 99.99.99.2 0 100 0 300 i
*>i3.2.0.0/24 99.99.99.2 0 100 0 300 i
*> 12.0.0.0 88.88.88.2 0 0 200 1
*>113.0.0.0/24 99.99.99.2 0 100 0 300 1
*>§99.99.99.0/30 99.99.99.2 0 100 0 300 i
*> 172.16.0.0/24 0.0.0.0 1 32768 i
* 0 10.0.0.44 1 100 01
*>§172.16.128.0/24 99.99.99.2 0 100 0 300 i
*>§192.168.2.0 99.99.99.2 0 100 0 300 i

Total number of prefixes 9
vyatta@Rl:~$

Note that only 12.0.0.0 from 88.88.88.2 is still in the table.
R4: show ip bgp

Example 2-11 shows R4’s BGP table before the import filter is applied.

Example 2-11 R4 inbound BGP routes before import filtering

vyatta@R4:~$ show ip bgp
BGP table version is 0, local router ID is 10.0.0.44
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 3.0.0.0/24 99.99.99.2 0 0 300 i
*> 3.1.0.0/24 99.99.99.2 0 0 300 i
*> 3.2.0.0/24 99.99.99.2 0 0 300 1
*>§12.0.0.0 88.88.88.2 0 100 0 200 i
*> 13.0.0.0/24 99.99.99.2 0 0 300 i
*> 099.99.99.0/30 99.99.99.2 0 0 300 i
* 1172.16.0.0/24 10.0.0.11 1 100 O i
*> 0.0.0.0 1 32768 i
*> 172.16.128.0/24 99.99.99.2 0 0 300 i
*> 192.168.2.0 99.99.99.2 0 0 300 i
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Total number of prefixes 9

vyatta@R4:~$

R4: show ip bgp

The output below shows R4’s BGP table after the import filter is applied.

Example 2-12 R4 inbound BGP routes after import filtering

vyatta@R4:~$ show ip bgp

BGP table version is O,

Status codes: s

-

Origin codes:

Network
*> 3.0.0.0/24
*> 3.1.0.0/24
*> 3.2.0.0/24
*>§12.0.0.0
*> 13.0.0.0/24
*> 99.99.99.0/30
* 1172.16.0.0/24
*>

Total number of prefixes 7

vyatta@R4:~$

local router 1D

is 10.0.0.44

suppressed, d damped, h history, * valid, > best, i - internal,

RIB-failure, S Stale, R Removed

- IGP, e - EGP, ? - incomplete

Next Hop

99.
99.
99.
88.
99.
99.

99.
99.
99.
88.
99.
99.
10.0.0.11

99.
99.
99.
88.
99.
99.

0.0.0.0

NNDNNMNNNDN

Metric LocPrf Weight

0

P P,OOOOO

100

O O O0OO0OO0OOoOOo

100
32768

Path
300
300
300
200
300
300

Filtering Outbound Routes using AS Path Lists

This section presents the following topics:

»  AS-path-list Configuration

»  Verifying the Outbound Filter

AS-path-list Configuration

Filtering outbound prefixes is another common BGP configuration requirement. On the
Watta system this is accomplished using routing policies that are then applied to the BGP

process as “export” policies.
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reject routes from
A5 300

Loopback:
10.0.0.11

The example in this section assumes that AS100 does not want to be a transit AS for AS
200 or AS 300. This means that:

» eBGP routes from R1’s eBGP peer (AS 200) should not be sent to R4’s eBGP peer.
* Routes from R4’s eBGP peer (AS 300) should not be sent to R1’s eBGP peer.

If we did not implement this filtering, AS 300 might send traffic destined for AS 200 to
router R4, and this traffic would then be carried across the AS 100 network.

There are several ways that this routing policy could be implemented: two most common
are basing the filter on the network prefix or basing it on the AS Path. In this example, we
update the existing BGP export policy to add some additional restrictions that will prevent
AS 100 from acting as a transit network for AS 200 and AS 300.

This export policy is shown in Figure 2-3.

We assume that the routers in AS100 have been configured for iBGP and
eBGP as shown and that the routers in AS200 and AS300 are configured
appropriately as eBGP peers.

Figure 2-3 Filtering outbound routes

88.88.88.0/30

Loopback:
10.0.0.22

Loopback:
Loopback: 10.0.0.44
10.0.0.33
reject routes from
AS 200
==== eBGP connection 4 *h,;-
==== |BGP connection
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To create this export policy, perform the following steps in configuration mode:

Example 2-13 Creating an export policy

Router Step Command(s)
R1 Create a list vyatta@R1l# set policy as-path-list AS300 rule 1 action permit
of ASpathsto [edit]
deny. In _th's vyatta@R1# set policy as-path-list AS300 rule 1 regex 300
case we just [edit]
have one -
AS300.
R1 Create a vyatta@R1l# set policy route-map eBGP-EXPORT rule 10 action
route map deny
rule to deny [edit]
aIIA§ pathsin vyatta@R1l# set policy route-map eBGP-EXPORT rule 10 match
our list. as-path AS300
[edit]
R1 Create a vyatta@R1l# set policy route-map eBGP-EXPORT rule 20 action
route map permit
rule to permit [edit]
all other
prefixes.
R1 Assign the vyatta@R1# set protocols bgp 100 neighbor 88.88.88.2 route-map
route map export eBGP-EXPORT
policy created [edit]
as the export
route map
policy for AS
200.
R1 Commit the vyatta@R1# commit
configuration [edit]
R1 Reset the BGP vyatta@R1# run clear ip bgp 88.88.88.2

session to the
peer so that
the new
policies are
enabled.

[edit]
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Example 2-13 Creating an export policy

R1 Display the vyatta@R1# show policy as-path-list AS300
policy rule 1 {
configuration action permit
S- regex 300
}
[edit]
vyatta@R1# show policy route-map eBGP-EXPORT
rule 10 {
action deny
match {
as-path AS300
}
}
rule 20 {
action permit
}
[edit]
vyatta@R1#
R1 Display the vyatta@R1# show protocols bgp 100 neighbor 88.88.88.2
BGP remote-as 200
configuration route-map {
for eBGP export eBGP-EXPORT
neighbor _
88.88.88.2. import eBGP-IMPORT
}
[edit]
vyatta@R1#
R4 Create a list vyatta@R4# set policy as-path-list AS200 rule 1 action permit
of ASpathsto [edit]
deny. In This vyatta@R4# set policy as-path-list AS200 rule 1 regex 200
case we just [edit]
have one -
AS200.
R4 Create a vyatta@R4# set policy route-map eBGP-EXPORT rule 10 action
route map deny
rule to deny [edit]
a”AI'?- i’athSi” vyatta@R4# set policy route-map eBGP-EXPORT rule 10 match
our list.

as-path AS200
[edit]
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Example 2-13 Creating an export policy

R4 Create a vyatta@R4# set policy route-map eBGP-EXPORT rule 20 action
route map permit
rule to permit [edit]
all other
prefixes.

R4 Assign the vyatta@R4# set protocols bgp 100 neighbor 99.99.99.2 route-map
route map export eBGP-EXPORT

policy created
as the export
route map
policy for AS
300.

[edit]

R4 Commit the
configuration

vyatta@R4# commit
[edit]

R4 Reset the BGP
session to the
peer so that

vyatta@R4# run clear ip bgp 99.99.99.2
[edit]

the new
policies are
enabled.
R4 Display the vyatta@R4# show policy as-path-list AS200
policy rule 1 {
configuration action permit
S- regex 200
be
[edit]
vyatta@R4# show policy route-map eBGP-EXPORT
rule 10 {
action deny
match {
as-path AS200
}
}
rule 20 {
action permit
be
[edit]
vyatta@R4#
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Example 2-13 Creating an export policy

R4 Display the vyatta@R4# show protocols bgp 100 neighbor 99.99.99.2
BGP remote-as 300
configuration  royte-map {

forﬁifp export eBGP-EXPORT
333993; import eBGP-IMPORT
[edit]
vyatta@R4#

Verifying the Outbound Filter

The following commands can be used to verify the outbound filter configuration.

AS 200: show ip bgp

Example 2-14 shows AS 200’s BGP table before the export filter is applied.

Example 2-14 AS 200 outbound BGP routes before export filtering

vyatta@AS200:~$ show ip bgp

BGP table version is 0, local router ID is 10.0.11.11

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2.0.0.0/24 0.0.0.0 0 32768 i
*> 2.1.0.0/24 0.0.0.0 0 32768 i
*> 2.2.0.0/24 0.0.0.0 (0] 32768 i
*> 3.0.0.0/24 88.88.88.1 0 100 300 i
*> 3.1.0.0/24 88.88.88.1 0 100 300 i
*> 3.2.0.0/24 88.88.88.1 0 100 300 1
*> 12.0.0.0 0.0.0.0 0 32768 i
*> 13.0.0.0/24 88.88.88.1 0 100 300 i
*> 88.88.88.0/30 0.0.0.0 0 32768 i
*> 99.99.99.0/30 88.88.88.1 0 100 300 i
*> 172.16.0.0/24 88.88.88.1 1 0 100 1

Total number of prefixes 11
vyatta@AS200:~$
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AS 200: show ip bgp

Example 2-15 shows AS 200’s BGP table after the export filter is applied.

Example 2-15 AS 200 outbound BGP routes after export filtering

vyatta@AS200:~$ show ip bgp

BGP table version is 0, local router ID is 10.0.11.11

Status codes: s suppressed, d damped, h history, * valid, > best