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Use this list to help you locate examples you’d like to look at or try.
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This document describes the various deployment, installation, and upgrade options 
for Vyatta software.

This preface provides information about using this guide. The following topics are 
presented:

• Intended Audience

• Organization of This Guide

• Document Conventions

• Vyatta Publications
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This guide is intended for programmers and feature developers intending to deliver 
a feature or service that is fully integrated with the Vyatta system user interfaces. The 
intended audience of this guide is experienced system programmers. It is intended for 
developers and assumes some knowledge of the Vyatta system in general as well as 
the underlying Vyatta CLI architecture. In addition, the developer should have 
detailed knowledge of the specific service to be integrated, so that integration can be 
implemented with appropriate system, process, and data dependencies. 

����������������� ���!����

This guide has the following chapters:

������� ��	
������ ����

" �#��� �$��������% � ���� �#����#������������������%����� ��

������������	�
�	���������������

�

" �#��� $�"�������������&��� � ���� �#����#����������������#��������� ��

���������'��������'�('�������������������	����

���� ���������
�	���������������

)

" �#��� *$��#��������'�&��� � ���� �#����#����������������#��������� ��

���������'��������'�('������#��������'�	�������

� ���������
�	���������������
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!'����������������	� ,�



�� -���	����"���������� viii

������������	 
������ 
�	�����������������

-���	����"����������

This guide uses the following advisory paragraphs, as follows.

���������������	
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This document uses the following typographic conventions.

����	�
�������
������������������
����
����������������������������������������������

����	��������
������������������
����
����������
�������������������������������������������

���
���������������������������	
���

��������� Examples, command-line output, and representations of 
configuration nodes.

����������	
�� Your input: something you type at a command line.

bold Commands, keywords, and file names, when mentioned 
inline.

Objects in the user interface, such as tabs, buttons, screens, 
and panes.

italics An argument or variable where you supply a value.

<key> A key on your keyboard, such as <Enter>. Combinations of 
keys are joined by plus signs (“+”), as in <Ctrl>+c.

[ key1 | key2] Enumerated options for completing a syntax. An example is 
[enable | disable].

num1–numN A inclusive range of numbers. An example is 1–65535, which 
means 1 through 65535, inclusive.

arg1..argN A range of enumerated values. An example is eth0..eth3, 
which means eth0, eth1, eth2, or eth3.

arg[ arg...]
arg[,arg...]

A value that can optionally represent a list of elements (a 
space-separated list and a comma-separated list, respectively).
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Full product documentation is provided in the Vyatta technical library. To see what 
documentation is available for your release, see the Guide to Vyatta Documentation. 
This guide is posted with every release of Vyatta software and provides a great 
starting point for finding the information you need. 

Additional information is available on www.vyatta.com and www.vyatta.org.
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This chapter provides an overview of the Vyatta system Remote Access API.

This chapter presents the following topics:

• Introduction

• Remote Access API Statements

• API Prerequisites

• Enabling HTTPs on the Vyatta System

• Interacting with the API

• Sample Workflows
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This document describes the Vyatta Remote Access API 2.0. This API enables remote 
command execution on a Vyatta Subscription Edition system over HTTPs using a 
simple, coherent, stateless interface. In addition to accessing the standard set of 
operational and configuration commands, the API provides process control and 
management features.

The API adheres to Representational State Transfer (REST) principles where 
possible, and uses the JavaScript Object Notation (JSON) format for data 
representation. Version 2.0 of the API largely replaces the original XML-based 
Vyatta Remote Access API 1.0.

The API interacts with the Vyatta system through an operational mode/configuration 
mode model. The API modes are closely analogous to the corresponding CLI modes 
but include additional capability to support session and process management.

Commands that return response bodies provide JSON-formatted output, unless 
otherwise noted. 

�����������		��
�� ��������	

REST statements are submitted using HTTP GET, DELETE, PUT, and POST 
commands, using the format HTTP-command REST-statement, as in the following 
example:

��������	�
��

The specific result of any REST statement depends on the HTTP command used to 
submit it to the remote Vyatta system. 

���������������	
�������	�������������������������	���	��������
���	���
�����������

�����	
�����
������������������������
��������	����������������������	���	����

����������	
�����������	���
���������������	���������������������������� 

�
��
����!��	���	

Using the Vyatta Remote Access API 2.0 requires the following:

• A Vyatta Subscription Edition system running Release 6.0 or later software, with 
HTTPs enabled

This feature is available only in the Vyatta Subscription Edition.
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• A valid username and password on the Vyatta system

• A system to generate the HTTPs requests to the Vyatta system

"��#$��%�&''
	��������������� �	���

To enable HTTPs on the Vyatta system, issue the following commands at the Vyatta 
command prompt.

����������%�����������
�

In general, interactions with the Vyatta system consist of an HTTPs request to the 
system followed by a response from the system. Each request includes in its HTTP 
header a command, the address of the remote system, the format of the response 
body that is expected, the specification version number, and a base64 encoding of a 
valid username and password pair (conforming to the basic access authorization 
originally defined in RFC 1945); these credentials are validated on the remote 
system’s authorization system.

The following shows a simple request and response.

���������	
 �	��
�

"��������(�%������������ ���		�����		�������������	

���		�����		��

"��#$��&''
	��������	�	��� ���		�����		���
	��
	���	�����


���������������%� ���		�����		���������

 ������������%��	������������$$�

#������$�#$���(������	�	����

��#���

���		�����		���
�	

�������
�������	����	������	����		���	
�
�����
��������	����

����

��������������������$����� ���		�����		���	���

���		�����		�����
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For testing purposes, a simple way to create a request is to use a command such as 
curl, although any tool that allows you to construct an HTTPs request (such as wget, 
a browser, python, and so on) will suffice. 

For example, to generate the request in the previous example using curl you would 
enter the following:

For examples of Perl scripts that use the API, see the following files on the Vyatta 
system:

���	����		����������		�� �����!��"�##��#

���	����		����������		�� �����!�����#

���������	
 �	��
��������	
��

��!��	������$�����������	����

�������������)��'���	����%�

*$�#"$%&"'�()*+&,*-../�

���	"�����01���
�$����

��	"��

������2������ ��$������

���		�����		�

POST 

/rest/op/clear/interfaces/ethernet/eth0/counters

Host: 10.0.0.232

Accept: application/json

Vyatta-Specification-Version: 0.1

Authorization: Basic dnlhdHRhOnZ5YXR0YQ==

 �	������	���	�� HTTP/1.1 201 Created

Transfer-Encoding: chunked

Content-Type: application/json

Location: rest/op/3479DEF17C6AF4D1

Date: Fri, 19 Feb 2010 21:27:57 GMT

Server: lighttpd/1.4.19

���������	
 �	��
�

+	����������%�����������

����������$��������!��	��

,�$���������(���	����������

������������	*��	��%�����

�	������-��		����������

����������������������������

	�	������������)�

���		��&3�������������
���������������������������	����	��������
�������	�����������������
������� !"#�

����
���$�%�%�%&'&/rest/op/clear/interfaces/ethernet/eth0/c

ounters

 �	������	���	�� HTTP/1.1 201 Created

Transfer-Encoding: chunked

Content-Type: application/json

Location: rest/op/D462E45FCEFBB5A5

Date: Fri, 19 Feb 2010 21:28:39 GMT

Server: lighttpd/1.4.19
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 �����$�����������&���$��%
Special characters that must be included within the command line of the request 
header must be formatted to be URL-safe. For example, to set the address of eth0 to 
10.0.0.231/24 using the CLI you would enter the following command in 
configuration mode.

��	���	���
����	"����	��	",��$$�����3,�,�,�!43�!1

Within the API, however, the last slash character (“/”) character would be improperly 
parsed by the HTTP protocol, so it must be replaced by a sequence of escape 
characters to represent it. The escape encoding for the slash character is “%2F”; 
therefore, the URL-safe string must be represented as follows.

���	�
�����	���	���
����	"����	��	",��$$�����3,�,�,�!435!6!1

The following table shows the encodings required for the various special characters:

".���$���/���� �����$����������	�"������%	

�������������� �
�	��
�

'�# 0�1

 ���� 0��

2 0��

3 0�)

0 0�4

5 0��

6 0�7

8 0�1

9 0�:

; 0��

 0�"
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The response header contains the HTTP status code. 

Before processing the response body, you should check that the request succeeded by 
ensuring that the HTTP status code is a 200-level (i.e., 2xx “Ok”) response code. The 
Content-Type information returned in the response header should also be checked to 
verify that it is correct. 

There are three types of response bodies that can be returned in response to a request: 

• An empty body

• A JSON-formatted body

• A plain text body

- 0�<

� 0)�

= 0):

> 0)�

? 0)@

A 0)"

B 0)<

C 0D�

E 04:

F 04�

G 04@

H 04"

I 0��

J 0K:

L 0K�

M 0K@

N 0K"

".���$���/���� �����$����������	�"������%	

�������������� �
�	��
�
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The body of the response returned, and its format, depends on the requested HTTP 
Content-Type and the command issued through the API. 

• Responses to requests that initiate actions (for example, to initiate the show 
version command) typically have empty bodies. 

• Responses to requests that retrieve data (for example, a list of active operational 
processes) have JSON-formatted bodies. 

• Responses to requests containing operational mode command output (for 
example, output from the show version command) have plain text bodies.

JSON responses vary with the command issued. Additional command status codes 
can also be returned in the body of the response. Example 1-2 shows a 
JSON-formatted response body—in this case, the currently active operational mode 
processes.

".���$���/������O �P/(�����������	���	��#���

7

��8���
���8��9

����7

������8������2�8��8���		�8:

������8�	��	�	�2�8��83!;4!)!!438:

������8#��	���$�	�8��8<8:

������8�$8��8,!=41;>?@3)!!6!@8:

������8
�22��$8��8�����3,�4�,�38

����A:

7

������8������2�8��8���		�8:

������8�	��	�	�2�8��83!;4!0!43<8:

������8#��	���$�	�8��8<8:

������8�$8��8@<0=6?=3=?)�4)4�8:

������8
�22��$8��8�"� ��������8

����A

B

A

JSON responses follow standard JavaScript object construction where elements are 
either hash entries, arrays, or nested combinations of these. In the response body 
shown above:

• There is a single hash: “process”. It points to an array of hashes. 

• Each element of the array represents a distinct operational mode process (in this 
example, there are two of them) and contains information about that process.
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• For each process the response shows the user who initiated the command, the 
time the command was initiated, the number of updates that have been retrieved, 
the ID of the process, and the command that was executed (or is currently 
executing).

Processing JSON-formatted responses is well-supported using support libraries 
available in most programming languages. Further information can be found at 
http://www.json.org. 

 ���$��Q��R($��	

Most things you can do with the Vyatta system you can do through the API. The 
examples in this section show the workflow for some common or useful operations 
using the API by means of a scripting or compiled language of choice. 

S�$���$��	�	�������(�%�����������$������	
� Create new configuration sessions across the target system.

� For each command issued by the source (user, script, or compiled language) 
dispatch configuration mode PUT command to each target.

� For each target, apply a commit action.

� Verify the configuration by retrieving it using a configuration mode GET 
command.

S��������%���������(��������		� �	���	
� For each target, execute the show interfaces command using an operational 

mode PUT command.

� For each target, poll on process ID until the command is completed.

� Sleep and continue to loop.
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This chapter provides a description of the functionality available in configuration 
mode of the Vyatta Remote Access API.

This chapter presents the following topics:

• Overview

• Summary of Tasks

• Configuration Mode Session Example

• Configuration Mode Command Reference
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The configuration mode of the Vyatta Remote Access API allows you to update the 
system configuration of the remote Vyatta system. The workflow for configuration 
using the API is the same as using the system directly: begin a configuration session, 
make configuration changes, commit changes, optionally view them and save them. 
Configuration mode is accessed using the rest/conf URI prefix.

In configuration mode within the API, each configuration session creates a unique 
session ID that is used to reference the session as the URI rest/conf/conf-id. This ID 
must be explicitly removed when the session is complete to release the resources 
associated with the session. 

#����������$�	%	

You can perform the following tasks using the commands in this chapter.

#���������������������	�		������ �������

���������������� �


!#$�&��	�&����

�'���(����)���������������*�������������)��� �+

������������ ����������������������������� 
,$�&��	�&����&-����.� /&	��&-����/

�'���(����)�����	��

0�)����������������������������� 
,$���	�&����&-����.� /& �)���&-����/

�'���(����)����� �)���

�		�������������������������������� 1�	�����	�

������1�	���1�)�� 1������1����	��"


!#$�&��	�&����&-����.� /&-�� /

�'���(����)�����������1�	���1�)�� 1������1�

	��"

0�	�)���������������������������� 23$�&��	�&����&-����.� /&-����/

�'���(����)�����	��"�*������������������� �+

'�	������������������������� ��	�		���	 23$�&��	�&����

�'���(����)�����4���

35�������	������� ���������������	�		��� 03'3$3�&��	�&����&-����.� /

�'���(����)������5��
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The following is an example of a Remote Access API request to a Vyatta system at 
10.0.0.232 to initiate a configuration mode session.

The HTTPs server located on port 443 will receive this request and identify it as a 
REST request to the configuration tree (/rest/conf). The MIME base64 encoded 
username:password (in this case “dnlhdHRhOnZ5YXR0YQ==” is the base64 
encoding of “vyatta:vyatta”) is then validated. Once validated, the request will run 
using the credentials of the specified user (in this case “vyatta”). 

At this point the action and the remaining elements in the header are used to 
determine the specific processing required for this request. For this request, the 
action is to POST to the root of the rest/conf tree. The path and action instruct the 
remote Vyatta system to create a new configuration session for this request and 
return a unique ID for this configuration session.

The response generated by the remote system is as shown below.

The 201 response code indicates that the request succeeded and that remote system 
was able to create a new configuration tree associated with the ID 
“2957FCA1FE3B3C”. This ID is used for any further interaction with this 
configuration session.

���������������	�
��	����������������
�	�������������	���	���������	��
�

�	�
�	��������	����

�	��

�
����������������������������
�������
	�
������	���	��

����������������
�	���������
��

��
	����
�����������	������
��

In the following example:

35���)���.����2���������������������������� ��	�		������(��	�

���������	
 �	��
������	
��

��(��	������"����������������� ��

	�		������(��	��$��	��	������(����)����

��������'���	
������������� 

��������	
����

��	
������������

�����
���������
����	�

���

�����������
������	�������

��
 ���!�
����"�	���#� #�$ �%&'($�')**

35���)���.����#�	������	���	��������������������� ��	�		������(��	�

���������	
 �	��
������	
��

#�	������	���	� �������������+���
�#

���	����,��#�-��� �.�#

+�
�
��������������
����	�

/���
������	
������0&12+0+��2,�"�+

3�
���4�#5��&�6���������7�&��87�96�

���:������- 

�#���8��0
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• A request is made to view information about active configuration sessions to see 
that the new session is opened. 

• Configuration information is then modified, committed, and saved.

• The session is ended.

• Active configuration is viewed again to ensure that the session was removed.

35���)���.6��������������������� ��	�		���

���������	
 �	��
������	
��

��(��	��������"����������������������

	�		���	�$�����)�� ����������7��"����

���	��� ������������	��5���)���	������
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�����������		��
���� ������� ������

���������������� �������� ����������

This section presents the following commands:

03'3$3�&��	�&����&-����.� / 3� 	�����	������� ����������������� ��	�		���

�'���(����)������5��

23$�&��	�&���� ��������	���)�	������������������������������	�		���	�����

������	���������	������� ��
��  ��		

�'���(����)�����4���

23$�&��	�&����&-����.� /&-����/ ������	����� ������������������������������� ��

���������1���	�����������)��1��� ���)�	�������	����) �

���������	

�'���(����)�����	��"�*������������������� �+
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����		�������������������� �������� 	

�'���(����)���������������*�������������)��� �+


!#$�&��	�&����&-����.� /&-�� / �		��	������������������� ��������������� 

�'���(����)�����������1�	���1�)�� 1������1�	��"
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�����������		��
���� ������� ������

�� �����������	
��!�	
�"��#

Ends the specified configuration mode session. 

CLI equivalent: exit

#����	�	

DELETE /rest/conf/conf-id

�� �

Configuration mode.


��������	

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Command Response

Response Status: 200, 400, 401, 403, 404

,	����2�� �)���	

Use this command to end and exit a configuration mode session, removing the 
session ID and releasing system resources associated with the session.

conf-id The ID of the configuration session to be ended.



��������������������������� �� ���������������� �������� ���������� 18

�����������		��
���� ������� ������

35���)�

35���)���.?���3� ��������������������	�		���

���������	
 �	��
������	
��

3� �����������������	�		����

��������6�

3,/,�,����	
������11&&"8"+7���1�,

��	
������������

�����
���������
����	�

���

�����������
������	�������

��
 ���!�
����"�	���#� #�$ �%&'($�')**

#�	������	���	�� ��������������;

+�
�
��������������
����	�

+�
�
�/�-
 ����

3�
���2��5��0�2�F���������&&����96�

���:������- 

�#���8��0

=

��>@�		�-�>��>�>

��>�����>��>�>

A



��������������������������� �� ���������������� �������� ���������� 19

�����������		��
���� ������� ������

�����������	
�

Retrieves a list of the active configuration sessions for the host at the specified IP 
address.

CLI equivalent: None.

#����	�	

GET /rest/conf

�� �

Configuration mode.


��������	

None.

0����)�

None.

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Session data

Response Status: 200, 400, 401, 403, 404

,	����2�� �)���	

Use this command to retrieve a list of the active configuration sessions for a host. 

The JSON-formatted response only returns sessions associated with the user, as well 
as the start and last modified time (in UNIX epoch time). The “modified” key is a 
Boolean value that shows if there are local (that is, uncommitted) changes in the 
configuration session.
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�����������		��
���� ������� ������

�����������	
��!�	
�"��#�!���#

Returns the definition of a configuration mode parameter, its current value, and a list 
of its child parameters. 

CLI equivalent: show (in configuration mode)

#����	�	

GET /rest/conf/conf-id/path

�� �

Configuration mode.


��������	

0����)�

None.

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Configuration data

Response Status: 200, 400, 401, 403, 404

,	����2�� �)���	

Use this command to obtain configuration information from the Vyatta system.

As in the CLI, the user must create a configuration session before parameters may be 
modified. The response is formatted as JSON and returned as a hash. The current 
node may return name, state, type, enumeration, end, mandatory, multi, default, 
help, val_help, comp_help, and children.

conf-id The configuration session ID associated with the configuration 
session.

path The path to the configuration node.
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�����������		��
���� ������� ������

A brief description of each of these fields is as follows:

Name: Actual name of this node. The same as the last switch of the request URI.

State: Can be [active, set, delete, none]. Denotes if this node is active in the current 
configuration, not-active, or has been modified in the local configuration only 
(pending commit or discard).

Type: For value nodes. Can be [none, bool, text, ipv4, ipv6, ipv4net, ipv6net, 
macaddr, u32]

Enumeration: List of allowed values for this node.

End: If this node is last element of the tree.

Mandatory: If this is required in the configuration.

Multi: If this node can be set to more than one value.

Default: If this value node has a default value this will be returned.

Help: Help text.

Val_help: If the node supports more than one type of input or if the completion help 
string needs to be different than the primary help string.

Comp_help: “Detailed Information” help text.

Children: Array of configurable children under this node along with their current 
state in the local and active configuration tree.

35���)�
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���� ������� ������

������������	
�

Creates a new configuration session ID that provides access to configuration mode 
commands. 

CLI equivalent: configure (in operational mode)

#����	�	

POST /rest/conf[/description]

�� �

Configuration mode.


��������	

0����)�

None.

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type, Cookie

Response Message Body: N/A

Response Status: 200, 201, 400, 401, 403, 404

,	����2�� �)���	

Use this command to obtain configuration information; this is the equivalent of using 
a show command in the CLI configuration mode.

The client must create a configuration session before any operations can be 
performed on configuration information; this is the equivalent of entering 
configuration mode in the CLI. 

description Optional. A descriptive tag for the session.
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When the session is created, a configuration session ID is created and returned within 
the response header in the Location: parameter. (In the example, the session ID is 
“27755B4BC823272E”.) The configuration session ID is globally unique.

Note that configuration sessions created using the API persist indefinitely (even 
across reboots) unless explicitly deleted. You should make sure you delete 
configuration resources when the session is finished to free associated resources.

A created configuration session can be associated with an optional description field. 
This description can be used in place of the configuration session ID in referencing a 
configuration session with the other configuration commands.
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Issues a configuration mode action command.

CLI equivalent: commit, save, load, merge, show.

#����	�	

POST /rest/conf/conf-id/cmd[/path]

�� �

Configuration mode.


��������	

0����)�

None.

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type, Cookie

Response Message Body: N/A

Response Status: 200, 400, 401, 403, 404

,	����2�� �)���	

Use this command to issue a configuration action command. Configuration action 
commands are configuration commands that do not modify local configuration 
nodes in the way that set, delete, and run do, for example. Supported commands are 
commit, save, load, discard, merge, and show. 

conf-id The configuration session ID associated with the configuration 
session.

cmd The configuration action command to execute.

path Optional. The path to the configuration node to be affected by the 
command. Equivalent to the CLI configuration mode parameters. 
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The edit, exit, copy, and rename commands are not supported. 

You must create a configuration session before parameters can be modified; this is 
the equivalent of entering configuration mode in the CLI.  Also, as in the CLI, 
changes must be committed for them to be applied to the system.
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Deletes configuration information.

CLI equivalent: delete

#����	�	

PUT /rest/conf/conf-id/delete/path

�� �

Configuration mode.


��������	

0����)�

None.

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Command Response

Response Status: 200, 400, 401, 403, 404

,	����2�� �)���	

Use this command to delete configuration information. Using this command is the 
equivalent to using the delete command in the CLI.

Note that special characters (that is, characters that are not valid HTTP URL 
characters—for example, spaces) must be escaped within the URI string. The API 
automatically converts the escaped characters back to the intended character.

conf-id The configuration session ID associated with the configuration 
session.

path The path to the configuration node. Equivalent to the CLI 
configuration mode parameters.
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Responses to this command may return messages associated with this command in 
the response body. All commands are local to the session until the API command 
representing the commit action is applied.

35���)�

35���)���.������		��������� ���� �)��������##>�	������

���������	
 �	��
������	
��

��(��	����� �)��������

##>�	����������

�����6�

�C�����	
������11&&"8"+7���1�,�#���
��	��:����		 

��	
������������

�����
���������
����	�

���

�����������
������	�������

��
 ���!�
����"�	���#� #�$ �%&'($�')**

#�	������	���	�� ��������������;

���	����,��#�-��� �.�#

+�
�
��������������
����	�

3�
���2��5��0�2�F���������&�����96�

���:������- 

�#���8��0



��������������������������� �� ���������������� �������� ���������� 32

�����������		��
���� ������� ������

�'���������	
��!�	
�"��#�����!���#

Set configuration information. 

CLI equivalent: set

#����	�	

PUT /rest/conf/conf-id/set/path

�� �

Configuration mode.


��������	

0����)�

None.

��(��	�&��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Command Response

Response Status: 200, 400, 401, 403, 404

,	����2�� �)���	

Use this command to set configuration information. Using this command is the 
equivalent to using the set command in the CLI.

Note that special characters (that is, characters that are not valid HTTP URL 
characters—for example, spaces) must be escaped within the URI string. The API 
automatically converts the escaped characters back to the intended character.

conf-id The configuration session ID associated with the 
configuration session.

path The path to the configuration node. Equivalent to the CLI 
configuration mode parameters.
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This command may return messages associated with this command in the response 
body. All commands are local to the session until the API command representing the 
commit action is applied.
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This chapter provides a description of the functionality available in operational 
mode of the Vyatta Remote Access API.

This chapter presents the following topics:

• Overview

• Single-Output Example

• Continuous-Output Example

• Operational Mode Command Reference
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Operational mode provides the ability to remotely execute operational mode 
commands and view their output. Each command executed initiates a process which 
may have a finite lifespan (for example, show version) or may run indefinitely until 
explicitly stopped (for example, ping address). 

Commands with finite lifespans will continue to consume system resources until the 
client either requests that the resources be released (using DELETE) or it finishes 
reading the output generated by the command. Receiving a response code of 410 
(GONE) indicates that the output has been consumed. Output that is not read will 
remain on the system until the next reboot or until the HTTPs service is restarted.

Commands with infinite lifespans must be stopped explicitly (using DELETE). 
Output will be removed when the process is deleted or the output has been 
completely read.

��������������	�
����������	������������	�����������	�	���������������������������������	���

����������	���������

Operational mode requests use rest/op or rest/op/op-id as part of the URI (as 
opposed to rest/conf or rest/conf/session-id used in configuration mode). 

"#�������$�%�	&	

You can perform the following tasks using the commands in this chapter.

"��'��(�#��#��)*�����

Example 3-1 shows a request to a Vyatta system at 10.0.0.232 to view the system 
version information. It is equivalent to the operational mode command show 
version. This command has a finite lifespan and the system resources it uses are freed 
once its output is read.
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The previous example showed the execution of a command that generated its output 
and finished (finite lifespan). In this example we look at a command that continues 
to generate output until it is explicitly stopped (infinite lifespan). The client may need 
to make several requests for data before the 410 response is received (if the process 
generating the output ends). Each response is a sequential piece of output from the 
command that was executed. If the process that is generating the output does not 
end, output can be retrieved only while the process is running. Once the process is 
stopped the output will be deleted.

The following is an example of a request to a Vyatta system at 10.0.0.232 to ping 
another device. It is equivalent to the operational mode command ping address.
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�������������� �������� ���$������

This section presents the following commands.

/)0)%)�+��	�+��+,�����		(� - )� 	������������������ �������		
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�������������	�����	��������

Ends an operational mode process. 

"����	�	

DELETE /rest/op/process-id

�� �

Operational mode.


��������	

/�$�#��

None.

��1#�	�+��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Command Response

Response Status: 200, 400, 401, 403, 404

6	�'��.#� �����	

Use this command to terminate (kill) an operational mode process and release the 
system resources associated with it.

process-id The process ID to end.
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�����������		��
���� ������� ������

����������	�

Returns a list of the operational mode commands that are still running and/or still 
have data output pending.

"����	�	

GET /rest/op

�� �

Operational mode.


��������	

None.

/�$�#��

None.

��1#�	�+��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Op mode process data.

Response Status: 200, 202, 400, 401, 403, 404

6	�'��.#� �����	

Use this command to retrieve a list of the operational mode commands that are still 
running and/or still have data output pending. 

Processes displayed in this list are taking up system resources and should be removed 
from the system if they are no longer needed.

Data returned in the response body is an array of process hashes. Only processes 
initiated by the user as specified in the authentication header will be returned. Time 
values (start and update) are returned in UNIX epoch time (seconds since January 
1st, 1970).
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�����������		��
���� ������� ������

����������	�������

Retrieves the definition of an operational mode command and a list of its children.

"����	�	

GET /rest/op/path

�� �

Operational mode.


��������	

/�$�#��

None.

��1#�	�+��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Op mode configuration data

Response Status: 200, 202, 400 401, 403, 404

6	�'��.#� �����	

Use this command to retrieve the definition of an operational mode command and a 
list of its children. 

Data is returned in a JSON hash. The response returns help for the the node being 
requested, a Boolean value indicating whether this command can be executed, and a 
list of the node’s children and enumered values, if available.

path The path to the operational command.
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����������	�����	��������

Returns the output from an operational mode command. 

"����	�	

GET /rest/op/process-id

�� �

Operational mode.


��������	

/�$�#��

None.

��1#�	�+��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: Command Response

Response Status: 200, 202, 400, 401, 403, 404, 410

6	�'��.#� �����	

Use this command to retrieve the output from an operational command.

Note that some commands may not terminate by themselves. It is the responsibility 
of the developer to manage non-terminating processes. Also note that queries can 
sometimes be generated faster than the command can produce data, in this case the 
command will return with a 200 or 202 status code. The client at this point can 
continue to request data from this process until a 410 response is received. 
Commands that return with a 410 response do not require any further process 
management or client-initiated process deletion.

The response is not JSON, but plain text.

process-id The process ID used to retrieve operational mode command 
output.
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Issues an operational mode command.

"����	�	

POST /rest/op/path

�� �

Operational mode.


��������	

/�$�#��

None.

��1#�	�+��	���	���������

Request Headers: Accept, Authorization, Vyatta-Specification-Version

Request Message Body: N/A

Response Headers: Content-Length, Content-Type

Response Message Body: N/A

Response Status: 201, 400, 401, 403, 404.

6	�'��.#� �����	

Use this command to issue an operational mode CLI command on the remote system.

Issuing this command initiates an asynchronous process that performs the command.

Note that a success (2xx) response does not guarantee successful execution of the 
command. The response header on success (HTTP status code 201) contains the path 
(in the Location: parameter) to the command response, which must be used in any 
subsequent GET command to obtain any data associated with this command, as well 
as command success or failure.

path Uniquely identifies the location in the operational mode 
command tree.
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The Location: parameter identifies the resource location. A further operational mode 
GET to this location will return any results associated with the command. However, 
as the command may still be running, successive GET commands may be required to 
obtain the full response (see the section “Continuous-Output Example” on page 37 
section for additional details).
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This appendix lists the HTTP status codes returned by the Vyatta system. 
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%���&�����'��	� �!�����$�'��	���$$�$�( �������������

!����)

%���*����+�$�,�� ���+�$�,�������$$�$

-��$������!�.���

%���&�����'��	� �!�����$�'��	���$$�$�(��!/�$����

$�'��	�)

0 1232�2
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2$$�$
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ACL access control list

ADSL Asymmetric Digital Subscriber Line

API Application Programming Interface

AS autonomous system

ARP Address Resolution Protocol

BGP Border Gateway Protocol

BIOS Basic Input Output System

BPDU Bridge Protocol Data Unit

CA certificate authority

CCMP AES in counter mode with CBC-MAC

CHAP Challenge Handshake Authentication Protocol

CLI command-line interface

DDNS dynamic DNS

DHCP Dynamic Host Configuration Protocol

DHCPv6 Dynamic Host Configuration Protocol version 6

DLCI data-link connection identifier

DMI desktop management interface

DMZ demilitarized zone

DN distinguished name

DNS Domain Name System
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DSCP Differentiated Services Code Point

DSL Digital Subscriber Line

eBGP external BGP

EGP Exterior Gateway Protocol

ECMP equal-cost multipath

ESP Encapsulating Security Payload

FIB Forwarding Information Base

FTP File Transfer Protocol

GRE Generic Routing Encapsulation

HDLC High-Level Data Link Control

I/O Input/Ouput

ICMP Internet Control Message Protocol

IDS Intrusion Detection System

IEEE Institute of Electrical and Electronics Engineers

IGP Interior Gateway Protocol

IPS Intrusion Protection System

IKE Internet Key Exchange

IP Internet Protocol

IPOA IP over ATM

IPsec IP security

IPv4 IP Version 4

IPv6 IP Version 6

ISP Internet Service Provider

L2TP Layer 2 Tunneling Protocol

LACP Link Aggregation Control Protocol

LAN local area network
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LDAP Lightweight Directory Access Protocol 

LLDP Link Layer Discovery Protocol

MAC medium access control

MIB Management Information Base

MLPPP multilink PPP

MRRU maximum received reconstructed unit

MTU maximum transmission unit

NAT Network Address Translation

ND Neighbor Discovery

NIC network interface card

NTP Network Time Protocol

OSPF Open Shortest Path First

OSPFv2 OSPF Version 2

OSPFv3 OSPF Version 3

PAM Pluggable Authentication Module

PAP Password Authentication Protocol 

PAT Port Address Translation

PCI peripheral component interconnect

PKI Public Key Infrastructure

PPP Point-to-Point Protocol

PPPoA PPP over ATM

PPPoE PPP over Ethernet

PPTP Point-to-Point Tunneling Protocol

PVC permanent virtual circuit

QoS quality of service

RADIUS Remote Authentication Dial-In User Service
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RIB Routing Information Base

RIP Routing Information Protocol

RIPng RIP next generation

Rx receive

SLAAC Stateless Address Auto-Configuration

SNMP Simple Network Management Protocol

SMTP Simple Mail Transfer Protocol

SONET Synchronous Optical Network

SSH Secure Shell

SSID Service Set Identifier

STP Spanning Tree Protocol

TACACS+ Terminal Access Controller Access Control System Plus

TCP Transmission Control Protocol

TKIP Temporal Key Integrity Protocol

ToS Type of Service

Tx transmit

UDP User Datagram Protocol

vif virtual interface

VLAN virtual LAN

VPN Virtual Private Network

VRRP Virtual Router Redundancy Protocol

WAN wide area network

WAP wireless access point

WPA Wired Protected Access
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