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Preface

On the Vyatta Subscription Edition, the Vyatta system is available as an Amazon
Machine Image (AMI) for use with Amazon Web Services (AWS).

.E This feature is available only in the Viyatta Subscription Edition.

This document explains how to launch the Vyatta AMI into a Virtual Private Cloud
(VPC_ within the AWS cloud, and how to configure AWS such that you can access
the Vyatta system remotely. It also provides examples of how to configure the Vyatta
system for various uses, and how to upgrade a Vyatta AMI system.

This preface provides information about using this guide. The following topics are
presented:

e Intended Audience
e Organization of This Guide
®  Document Conventions

e Vyatta Publications
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Intended Audience

This guide is intended for experienced system and network administrators.
Depending on the functionality to be used, readers should have specific knowledge
in the following areas:

e Networking and data communications
e TCP/IP protocols

® General router configuration

e Routing protocols

e Network administration

* Network security

e ]P services

Organization of This Guide

This guide has the following chapters:

Chapter Description Page

Chapter 1: Installing the System This chapter describes the Vyatta AMI and 1
how to install it within the Amazon Web
Services cloud.

Chapter 2: Configuration Examples This chapter presents examples for 19
configuring a Vyatta AMI instance for a
variety of scenarios.

Chapter 3: Upgrading the System This chapter explains how to upgrade Vyatta 47
system software on a Vyatta AMI in Amazon
Web Services.

Chapter 4: Installation and Upgrade This chapter describes installation and 52
Commands upgrade commands.
Glossary 65
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Document Conventions

This guide uses the following advisory paragraphs, as follows.

WARNING Warnings alert you to situations that may pose a threat to personal safety.

CAUTION Cautions alert you to situations that might cause harm to your system or damage to

g equipment, or that may affect service.

NOTE Notes provide information you might need to avoid problems or configuration errors.

This document uses the following typographic conventions.

Monospace Examples, command-line output, and representations of
configuration nodes.

bold Monospace  Your input: something you type at a command line.
bold Commands, keywords, and file names, when mentioned
inline.

Objects in the user interface, such as tabs, buttons, screens,

and panes.
italics An argument or variable where you supply a value.
<key> A key on your keyboard, such as <Enter>. Combinations of

<« 2

keys are joined by plus signs (“+7), as in <Ctrl>+c.

[ keyl | key2] Enumerated options for completing a syntax. An example is

[enable | disable].

numl-numN A inclusive range of numbers. An example is 1-65535, which
means 1 through 65535, inclusive.

argl..argN A range of enumerated values. An example is ethO..eth3,
which means ethO, eth1, eth2, or eth3.

arg| arg...] A value that can optionally represent a list of elements (a
argl,arg...] space-separated list and a comma-separated list, respectively).
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Vyatta Publications

Full product documentation is provided in the Vyatta technical library. To see what
documentation is available for your release, see the Guide to Vyatta Documentation.
This guide is posted with every release of Vyatta software and provides a great
starting point for finding the information you need.

Additional information is available on www.vyatta.com and www.vyatta.org.
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Chapter 1: Installing the System

This chapter describes the Vyatta AMI and how to install it within the Amazon Web
Services cloud.

This chapter presents the following topics:

Introduction

Before You Begin

Learning About AWS

Obtaining the Vyatta AMI

Launching a Vyatta AMI Instance into a VPC

Terminating an Instance

Vyatta System

R6.4 v01
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Chapter 1: Installing the System Introduction 9

Introduction

Amazon Web Services (AWS) is Amazon’s cloud computing service. AWS provides
the tools and infrastructure required by businesses to run computing environments
“within the cloud.”

When you operate a computing environment within the cloud, you reduce capital
expenditures to a minimum, and you gain the ability to easily scale up or down your
compute resources as required. You pay as you go and you pay only for the resources
you use.

AWS provides a number of different products and services to enable businesses to
build the environments they require. At the core of AWS is the Amazon Machine
Image (AMI). An AMI is a virtual machine image. You instantiate a copy of the
image as virtual machine instances within the AWS cloud. A variety of AMIs are
available from a number of vendors. The Vyatta AMI is a version of the Vyatta
Subscription Edition system packaged to run in the AWS cloud.

The Amazon Elastic Compute Cloud (EC2) is the AWS infrastructure within which
all AMIs are launched. EC2 allows you to easily obtain and scale compute capacity
as required.

A Virtual Private Cloud (VPC) allows you to provision a virtual private network
within the AWS cloud. A VPC allows you to define a virtual network topology within
which you can create subnets, select IP addresses, and configure routing tables and
network gateways.

This document explains how to launch the Vyatta AMI into a VPC within the AWS
cloud and to configure AWS such that you can access the Vyatta system remotely. It
also provides examples of how to configure the Vyatta system to act as a NAT
gateway, a site-to-site IPsec VPN endpoint, a site-to-site OpenVPN endpoint, and a
remote access [Psec VPN server.

Before You Begin

To use this guide, and to deploy the Vyatta system within the AWS environment, you
must be conversant with AWS and virtual private clouds (VPCs). This guide assumes
you are thoroughly familiar with at least the following AWS documentation:

e http://docs.amazonwebservices.com/AWSEC2/latest/GettingStarted Guide/
e http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStarted Guide/

You should also be conversant with the AWS services you will be using. You can find
AWS documentation at http://aws.amazon.com/documentation/.

Vyatta System R6.4 v01 Installing the System/User Guide: AMI


http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/
http://aws.amazon.com/documentation/

Chapter 1: Installing the System Learning About AWS 3

This document also assumes the following;:

Amazon Web Services Account

®  You have an AWS account. Sign up for an AWS account at
http://aws.amazon.com/.

®  You are able to log on to the AWS Management Console.

Amazon Web Services Skills
*  You have mastered general AWS skills, including the following;:

— Creating a VPC subnet
— Creating and attaching an Amazon VPC Internet Gateway to the VPC

— Setting up routing in the VPC to enable traffic to flow between the VPC
subnet and the Internet

— Setting up a security group to control inbound and outbound traffic for the
instances launched within the VPC

— Launching an AMI instance (either Linux/UNIX or Windows) into the VPC
— Creating a key pair and assigning it to an instance
— Assigning an Elastic IP address to an instance

— Connecting to an instance remotely using SSH (for Linux/UNIX instances) or
RDP (for Windows instances)

Vyatta Account
®  You have purchased the Vyatta AMI.

®  You have provided Vyatta with your AWS account number so that Vyatta can
provide you with access to the Vyatta AMI.

NOTE You can find your account number using the AWS Management Console. Click Account
at the top of the the AWS Management Console. Click Account Activity on the Your Account
page. Your account number appears in the top right corner of the Account Activity page.

Learning About AWS

It is beyond the scope of this guide to describe how to use AWS. Before trying to use
a Vyatta AMI with AWS, review the AWS documentation shown in Table 1-1.
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Table 1-1 Amazon Web Services Reference Documentation

What Where
AWS
Introduction to AWS webinar in the http://aws.amazon.com/resources/webinars/

Solutions playlist

AWS documentation library http://aws.amazon.com/documentation/
Amazon EC2
Amazon EC2 documentation index http://aws.amazon.com/documentation/ec2/

Amazon EC2 Getting Started Guide http://docs.amazonwebservices.com/AWSEC2/latest/
GettingStartedGuide/

Amazon EC2 User Guide http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
Amazon VPC documentation index http://aws.amazon.com/documentation/vpc/
Amazon VPC

Amazon VPC Getting Started Guide http://docs.amazonwebservices.com/AmazonVPC/latest/
GettingStartedGuide/

Amazon VPC User Guide http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/

Obtaining the Vyatta AMI

When you purchase the Vyatta AMI and provide Vyatta with your AWS account
number, Vyatta shares the Vyatta AMI with you within the AWS environment.

To view the Vyatta AMI:

1 Click the EC2 tab of the AWS Management Console.

2 Select AMIs in the left navigation pane.

3 Within the Viewing: field, select Private Images, All Platforms.
4

Specify vyatta-AMI in the search field. All available Vyatta AMIs appear, named
vyatta-AMI_release number, where release number is the release number of the
image, as in the following example.
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AWS Management Conscle

Yyatta Documentation ¥ | Help ¥|

Elagtic Beanstalk | 83 EC2 | WPC  CloudWatch | Elastic MapReduce  CloudFront | CloudFormation | RDS | ElastiCache SHS | 1AM

avigation |
Region: [ Reaister New AM) [ showkide | Refresh || @ Help
E US Eadt (virgni) ¥ wewi..g;Ianale Images j IAII Platforms j |vyana-AM\ © 4 ltolofiaMls & &

ECZDactbozd Name = AMIID Source Owner Visibility Status AMIName  Platform Virtualiza

= INSTANCES r smpty @ ami-7bB44, 781022117206 7B1022117206 Private O available | vyatta-AMI_VS (} Other Linu - paravirtual

Instances
Spot Requests
Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK 5TOR
valumes
Snapshats

0 ECZ Amazon Machine Images selected

Salect an image above

METWORK & SECURIT
Security Groups
Elastic IPs
Placement Groups

Load Balancers

Ky Daire i

The Vyatta AMI comes preconfigured as a standard Vyatta Subscription Edition

system with some additional configuration changes to ease installation and access
within AWS:

® The ethO interface is configured to use DHCP. The IP address can be specified
when launching the instance. If not specified, AWS assigns one automatically.

The IP address is in the range of private addresses for the subnet into which it is
launched.

e SSH access is configured.
e The host-name is set to VyattaAMI.

The Vyatta AMI must be launched within a VPC. It is supported as a Small instance

type (m1.small, 1.7 GB) within AWS and is provided with persistent Amazon Elastic
Block Storage (EBS).

Launching a Vyatta AMI Instance into a VPC

This section presents the following topics:

e Createa VPC

® Launch a Vyatta AMI Instance into the VPC

e  Modify the Default Security Group

e Assign an AWS Elastic IP Address to the Instance

e Access the Instance Remotely
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Create a VPC

You can create a VPC with a single public subnet by following the steps outlined in
the Amazon VPC Getting Started Guide at

http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStarted Guide/.

The example that follows assumes that you have completed the steps in the Amazon
VPC Getting Started Guide. These steps create a VPC that provides for addresses in
the range of 10.0.0.0/16 and a public subnet in the range of 10.0.0.0/24. The
example uses these addresses, but any private IP address ranges defined in RFC 1918
(that is, 10.0.0.0/8, 172.16.0.0/12, or 192.168.0.0/16) can be used.

Launch a Vyatta AMI Instance into the VPC

Launching a Vyatta AMI instance is the same as launching an instance of any other
AMI within the AWS cloud.

To launch a Vyatta AMI instance into a VPC
1 Click the EC2 tab of the AWS Management Console.

2 Select AMIs in the left navigation pane. The Amazon Machine Images page opens
on the right.

3 In the Viewing: field, select Private Images, All Platforms, and specify
vyatta-AMI as the search string. Vyatta AMIs are listed.

Elastic Beanstalk | 53

AWS Management Console

EC? |VPC | CloudWatch Elastic MapReduce CloudFront CloudFormation RDS  FlastiCache SHS 1AM

Vyatta Docurnentation ¥ Help ¥|

Region:
E U% East (Wirginia) ~

EC2 Dashboard

=| INSTANCES
Instances
Spot Requests
Reserved Instances

=| IMAGES
AMIs
Bundle Tasks

= ELASTIC BLOCK STOR
Volumes
Snapshats

=/ NETWORK & SECURIT
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Kau Pairs

[ Register New AMI

(1] showhide o Refresh | @ Help

Viewing:l Frivate Images
Name

O ematy

© AMID

ﬂ I Al Platforms j |vyalta-AMI

Source

@am\-?bﬂdd] FRIOZ217206 731022117206 Private

0 EC2 Amazon Machine Images selected

Selact an image above

1tolof L AMIs

Owner Visibility Status AMIName  Platform Virtualiza

D available  wyatta-AMI_VE (_\ Other Linu~ paravirtual

4 Select a Vyatta AMI and click Launch at the top of the Amazon Machine Images
page. The Request Instances Wizard opens at the Instance Details step.

Vyatta System
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Request Instances Wizard Cancel [X

Provide the details for your instance(s). You may also decide whether you want to launch your instances as “on-demand"” or
“spot” instances.

Number of Instances: [ Instance Type: . (t1.micro, 513 MB) -

@ Launch Instances

ECZ2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fized costs into much smaller variable costs.
Launch into: ®EC

Availability Zone: Mo Preference »

O Request Spot Instances

e Select Small (m1.small, 1.7GB) as the Instance Type:.

NOTE If you select Micro (t1.micro, 613 MB), you will not be able to launch the instance into your
VPC.

5 Within the Launch Instances section, select VPC.

6 In the Subnet: field, select the subnet within the VPC to which to attach the
instance (10.0.0.0/24) and click Continue. The Advanced Instance Options page
opens.
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Chapter 1: Installing the System Launching a Vyatta AMI Instance into a VPC

Request Instances Wizard Caneal [X

Number of Instances: 1

Availability Zone: Mo Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances, You can also choose to enable Cloudwatch
Detailed Monitoring or enter data that will be available from your instances once they launch,

Kernel ID: Use Default RAM Disk ID: Use Default v

Monitoring: [ Erable Claudwatch detailzd ronitaring for this instance
(additional charges will apply)

User Data:

® as text

O asfile [ basesd encaded
Termination [ Frevention sgainst accidental tsrmination. Shutdown Behavior: Stop -
Protection:

Choose the behavior when the instance is
shutdown fram within the instance.

VPC Advanced Options

IP Address: Optionally specify the IP address of your
instance within the 10.0.1.0/24 subnet.

Tenancy: Defaut v additional Network Nore v
Interface:

7 In the IP Address: field, enter 10.0.0.10 and press Continue.

Whatever addressing scheme you choose to implement, this address must be
within the address range of the public subnet you created—in the example,
within the 10.0.0.0/24 address range. The Add Tags page appears.

Request Instances Wizard Cancel [X
@)

Add tags to your instance to simplify the administration of your EC2 infrastructure. & form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value

= Webserver. You can add up to 10 unique keys to each instance along with an optional value for each key. For mare
information, go to Using Tags in the £C2 User Guide,

Key Value Remove
Marne Wyattal AT P 4
*

Add another Tag. (Maximum of 10

8 In the Key column, add a key called Name. In the Value column, enter
VyattaNAT1 and press Continue. The Create Key Pair page opens.
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Request Instances Wizard Cancal [X

CREATE KEY PAIR

Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a3 name and
click Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Note, you only
need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance.

® choose from your existing Key Pairs

Your existing Key Pairs*: |{estkey +

O Create a new Key Pair

O Proceed without a Key Pair

< Back

9 Select Choose from your existing Key Pairs and select an existing key pair from
the Your existing Key Pairs drop-down list. Click Continue. The Configure

Firewall page opens.

Request Instances Wizard

CONFIGURE FIREWALL

® choose one or more of your existing Security Groups

50-be100dd0 - default

(Selected groups: =g-bc100ddo)

O create a new Security Group

« Back

Security groups determine whether a netwark port is open or blocked on your instances. You may use an existing security aroup,
ar we can help you create a new security group to allow access to your instances using the suggested ports below, Add
additional ports now or update your security group anytime using the Security Groups page.

Cancel %

10 Select the default security group and click Continue. The Review page opens.

Vyatta System R6.4 vO1
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< Back

Number of Instances:
VPC ID:

VPC Subnet:
Availability Zone:
Instance Type:
Instance Class:

Monitoring:
Tenancy:
Kernel 1D:
RAM Disk 1D:
IP Address:
User Data:

Key Pair Name:

Security Group(s):

Request Instances Wizard

Please review the information below, then click Launch,
AMI:

{} Qther Linux AMI ID ami-7bB44712 (i386)
1

vpc-8388b9ea

subnet-98838b9f1 (10.0.0.0/24)

Mo Preference

Small {m1.smally

On Demand

Disabled
Default

Use Default
Use Default
10.0.0.10

Shutdown Behavior: Stop

testkey

sg-bc100ddo

Launch

Termination Protection: Disabled

Cancel %

O

REVIEW

Edit AMI

Edit Instance Details

Edit Advanced Details
Edit Key Pair

Edit Firewall

11 Review the details for the instance you are creating. When you are satisfied, click

Launch. The instance starts. Click Close on the final wizard screen.

To view the status of the newly launched instance, select Instances on the left
navigation pane within EC2 tab.

AWS Management Console

Vyatta Documentation ¥ Help ¥

Elastic Beanstalk | S3 EC2 |VPC | CloudWatch Elastic MapReduce CloudFront CloudFormation RDS  ElastiCache SHS 1AM

\avigatio

Region:

E U5 Bast (Yirginia) +

Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE

Placement Groups
Load Balancers
Key Pairs

ﬁ Launch Instance

LT_.ShowJHlde (& Refresh | @lHelp

Viawing:IAH Instances

EC2 Dashboard Name Instance Al D Root Device  Type Status Security Groups ~ Key Pair Name
= INSTANCES (3 wyattaNAT! | i i30calesd  ami7bBddT12  ebs ml.gmal @ mnning  defadlt testkey
Instances

Spot Requests

Volumes
Snapshots 0 EC2 Instances selected
= NETWORE & SECURLTY Selact an instance above
Security Groups
Elastic IPs

j IA\I Instance Types

1to1of 1 Instances

| [vyatiahaTd
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Modify the Default Security Group

Security groups provide the policies that control traffic flow and access for EC2
instances and instances within aVPC. EC2 security groups and VPC security groups
are independent of one another. EC2 security groups cannot be used for instances
within a VPC, and VPC security groups cannot be used for EC2 instances (that is,
instances not associated with a VPC). Vyatta AMI instances are launched into VPCs
so they use VPC security groups.

The default VPC security group allows instances within the VPC to communicate
with one another and to access the Internet, but it does not allow remote access to
the instances. To provide remote SSH access into the VPC, either create a new
security group and associate the instance with the new group, or modify the default

security group. This example modifies the default security group to allow SSH access
from anywhere.

NOTE This example allows SSH access from anywhere for testing purposes only. In general, it is best
to restrict SSH access to source addresses that you control. Change the port to something other than
22 or 2222. Also, make sure you change the default password on all devices in your network.

To modify the default security group to allow SSH access
1 Click the VPC tab of the AWS Management Console.

2 In the left navigation pane, select Security Groups. The Security Groups page
opens on the right.

\yatta Documentation ¥ Help 7|

AWS Management Console » Amazon VPC

Elastic Beanstalk | 53 EC2 |VPC | CloudWatch| Elastic MapReduce CloudFront CloudFormation RDS | ElastiCache SHS | 1AM

Region: U Create Securty Group

= U East (Wirginia)

[0 showhide ' Refresh | @ Help

Ve Viewing: |VPC Security Groups j | 1t 1 of 1 Iteme
AIVPCs v Name VPC Description
T O default vor-8388k9ea (10.0.0.016)  default VPG security group
» YPC Dashboard
VIRTUAL PRIVATE CLOUDS
» Your ¥PCs
» Subnets
» Route Tables
» Internet Gateways
» DHCP Options Sets
» Elastic IPs 0 Security Groups selected
SECURITY Selact a security group above

» Network ACLs
» Security Groups:
VPH CONNECTIONS

» Customer Gateways
» Virtual Private

Catewayc
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3 Select the default security group. The details for the default security group appear
at the bottom of the page.

Elastic Beanstalk | 53 EC2

AWS Management Console » Amazon YPC

VPC | CloudWatch Elastic MapReduce | CloudFront| CloudFormation | RDS

Vyatta Documentation ¥ | Help ¥|

ElastiCache SHS | 1AM

Vavigatio
Region:

B USEast(Viginia) v
PC:

AllVPCs E

» ¥PC Dashboard

VIRTUAL PRIVATE CLOUDS
> Your VPCs

> Subnets

> Route Tables

> Internet Gateways

» DHCP Options Sets

» Elastic IPs

SECURITY
» Network ACLs
» Security Groups

VPN CONNECTIONS
> Customer Gateways

> Virtual Private
Gatewave

ﬂa Create Security Graup “ Delete

E Showhide 2 Refresh | @ Help
Viewing: |VPC Security Gmupsj | ¢ 4 itolofiltems & O
Name VPC Description
W defaut ype-G388kSea (10.0.0.0M6)  default YPC security group

1 Security Group selected nd

@ Security Group: default

Details | Inbound || Outbound
Group Name: default
Group ID; sg-bc100ddn

Group Description: default YPC security group

4 Select the Inbound tab. The default inbound rule appears. This rule provides
access between the instances that use this security group.

5 In the Create a new rule: field, select SSH from the drop-down menu.

Vyatta System
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ii AWS Management Console » Amazon YPC

Elastic Beanstalk | 53

¥PC:

> YPC Dashboard

s Your YPCs

» Subnets

> Route Tables

» Internet Gateways
> DHCP Options Sets
» Elastic IPs

SECURITY
s Network ACLs
> Security Groups

WPH CONNECTIONS
» Customer Gateways

» Virtual Private
Ratewavg

EC2  VPC | CloudwWatch |Elastic MapReduce CloudFront CloudFormation RDS | ElastiCache SHS | 1AM

Navigation \ Security Groups
Region: ?) Create Security Graup x Delete

B USEast (Vignia) v

MIVRCS . Name VPC Description

WIRTUAL PRIVATE CLOUDS

\yatta Documentation ¥ Help 7|

(T3 showhide | & Refresh | @ Help

Viewing: IVPC Sacuriy Groups 7| | [¢ ¢ twtoittems » 3

2 Qdefau\l wpc-335869ea (10.0.0.0/18)  default VPC security group

.1 Security Group selected

l & Security Group: defzult

‘ Details ‘ Inbound | Outbound |

Createa  [55H =l AL
new rule: Port (Service) Source Action
Source: |D.U.D‘DJ'D ALL 50-bc100ddo Delete
(8.9, 192,168 2.0/24, 50-47adda2e, or
1234567890/ default)

0 Add Rule
Anply Rule Changes M

6 In the Source: field, enter 0.0.0.0/0 and click Add Rule. The rule appears in the

rule table to the right. Click Apply Rule Changes to apply the rule change. The
security group now allows SSH access from anywhere.

Elastic Beanstalk | 53 EC2

B USEsst(Viginia) v
VpC:

» ¥PC Dashboard

VIRTUAL PRIVATE CLOUDS
» Your YPCs

» Subnets

> Route Tables

> Internet Gateways

> DHCP Options Sets

> Elastic IPs

SECURITY
» Network ACLs
» Security Groups

VPN CONNECTIONS
> Customer Gateways

> Virtual Private
Gatewave

ﬁ AWS Management Console » Amazon VPC

YPC | CloudWatch Elastic MapReduce CloudFront| CloudFormation) RDS | ElastiCache SHS 1AM

Reqion; S Creste Securty Grop | 3 Delete

AllVPCs i

. 1 Security Group selected

yatta Documentation ¥ | Help ¥|

@ Showhide 2 Refresh | @ Help

Viewing: |VPC Security Gmupsj | [€ € ttotoftltems » 3]
Name VPC Description

I @ default ypc-G385k%ea (10.0.0.0M6)  defautt YPC security group

& Security Group: default

‘ Details ‘ Inbound* | Outbound |

Create 3 | Custom TOP ule = |
new rule: Port (Service) Source

Port range: | ALL sg-bc100ddd

Action

Delete

{e.q., 80 or 49152-65535) TCP
Source: |D 0000 Port {Service) Source Action
{e., 192.168.2,0/24, sg-47ad4dZe, or 22 (55H) 0.0.0.0/0 Delete
1234567690/def ault)
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The default VPC security group does not allow instances within the VPC to respond
to pings (ICMP echo requests) from remote devices. In many cases this is desireable.
For our testing purposes, it is desirable to determine that an instance is reachable so
we want to allow ICMP traffic. This example modifies the default security group to

allow incoming ICMP traffic from anywhere.

To modify the default security group to allow ICMP traffic

1 In the Create a new rule: field of the Inbound tab, select All ICMP from the

drop-down menu.

ii AWS Management Console » Amazon YPC

Wyatta Documentation ¥ Help ¥|

Elastic Beanstalk | 53 EC2 WPC | CloudWatch Elastic MapReduce CloudFront CloudFormation RDS | ElastiCache SHS |IAM

ety |
Region; % Creste Securiy Grawp | 3 Delete

= i v
\;C' US e [Voginie) Viewing: |VPC Sacurity Gruupsj |

AIVPCS v Name VPC

F o defaul

E Shawide || 2 Refresh | @ Help

¢ 4 ttotofiltems » &
Description

wpc-8358h9ea (10.0.0.0M6)  default ¥PC security group
» YPC Dashboard

WIRTUAL PRIVATE CLOUDS
» Your YPCs

» Subnets

> Route Tables

> Internet Gateways

> DHCP Options Sets

> Elastic IPs

.1 Security Group selected

l @ Security Group: default

‘ Details ‘ Inbound* ‘ Outbound ‘

Createa Al [CMP o
new rule: Port (Service) Source Action
SECURITY
Source: ALL sg-bc100ddo Delete
» Network ACLs ID'D'D L )
i (e.g., 192.168.2.0/24, sg-47adda2e, or TCP
» Security Groups 1234567890/default)

Port (Service)

2 (s5H)

Your changes have not been applied yet.

Source
0.0,0.0/0

Action
WPH COMMECTIONS

> Customer Gateways

> Virtual Private
Gatewavs

Delete

2

In the Source: field, enter 0.0.0.0/0 and click Add Rule. The rule appears in the
rule table to the right. Click Apply Rule Changes to apply the rule change. The
security group now allows ICMP traffic from anywhere.
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fl AWS Management Console » Amazon VPC

Vyatta Dacurnentation ¥ | Help 7|

Elastic Beanstalk | 53 EC? |VPC | Cloudwatch Flastic MapReduce | CloudFront | CloudFormation RDS | ElastiCache | SHS | 1AM

Region: T Create Securty Grop | 36 Delete [ showhide 2 Refresh @) Help
] inia) * 5 A o
‘;C L2 Eaat (Wirginia) Viewing: IVPC Security Gmupsj I ¢ ttiofinems » 3]
AIYPCs - Hame VPC Description
v @ defautt ypc-8388b%ea (10.0.0.0/16)  default VPT secunty group
> YPC Dashboard
VIRTUAL PRIVATE CLOLUDS
+ Your YPCs & Security Group: default 4
? Subnets : ‘ Details ‘ Inbound ‘ Outhound ‘
» Route Tables
» Internet Gateways Create a ICustum TCP rule - |
» DHCP Options Sets nev rule: Port (Service) Source Action
» Elastic IPs Part range: | ALL 5g-be 10040 Delete
{e.0., 80 or 49152-65535) ICMP
SECURITY Source: 00000 Port (Service) Source Action
» Network ACLs {e.q,, 192.168.2.0/24, sg-47ad482e, or 0.0.0.0/0 Delete
> Security Groups 1234567890/default) Tcp
PN CONKECTIONS P Add Rule | | [ (Service) Source Action
» Customer Gateviays 22(35H) 0.0.0.0/0 Delete
» Virtual Private Apgly Rule Changes
Gatewavs

NOTE If you wish to enable access to the Vyatta Web GUI, you must add a rule that allows HTTPS

(port 443) access. You must also configure the HTTPS service on the Vyatta system using the set
service https command in configuration mode.

Assign an AWS Elastic IP Address to the Instance

In order to access the instance remotely you assign it an AWS Elastic IP address.

To assign an Elastic IP address

1 Click the VPC tab of the AWS Management Console.

2 In the left navigation pane, select Elastic IPs. The Addresses pane opens.
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AWS Management Console » Amazon VPC

Elastic Beanstalk | 53 EC2

YPC | CloudWatch Elastic MapReduce  CloudFront CloudFormation RDS

\yatta Documentation ¥ Help 7|

ElastiCache | SHE | 1AM

Navigatio
Region:

= U East (Wirginia)
VPC:

AllYPCs ud

» YPC Dashboard

VIRTUAL PRIVATE CLOUDS
» Your ¥PCs

» Subnets

» Route Tables

» Internet Gateways

» DHCP Options Sets

» Elastic IPs

SECURITY
» Network ACLs
» Security Groups

VPH CONNECTIONS
» Customer Gateways

» Virtual Private
Gatewauc

i&; Allocate Mew Address

[13 showtide ) Refresh

@ Help

Viewing: | VPC Addresses 7] |

Vou do not have any Elastic IP addresses allocated.
Click the &llocate New Address button to reserve an Elastic IP address.

€ € Mo ltems & »

Allocate New Address

3

If you don’t already have an Elastic IP address available, click Allocate New

Address. The Allocate New Address dialog opens.

Allocate New Address

Are you sure you want to allocate a new

IP address?

EIP used in: |VPC vl

Cancel ¥

| Cancel H Yies, Allocate

4

In the EIP used in: field, select VPC. Click Yes, Allocate. A new Elastic IP address
appears on the Addresses page.
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AWS Management Console » Amazon VPC

Wyatta Documentation ¥ Help ¥|

Elastic Beanstalk | 53 EC2 | VPC | Cloudwatch | Elastic MapReduce | CloudFront CloudFormation RDS | ElastiCache SHS |IAM

Region: L‘*’ Alocate Mevw Address j‘# Release Address | < Associate Sddress L.D ShawHide CJ Refresh || & Hel
‘fc: LSEalnd Viewing: |VF‘C Addressesj | € € i1niofimem 3 9
lm Address Instance D Scope

F 18472124208 e

» YPC Dashboard

WIRTUAL PRIVATE CLOUDS
» Your ¥PCs

> Subnets

> Route Tables

» Internet Gateways

» DHCP Options Sets

» Elastic IPs 1 Address selected

SECURITY 9 Address: 184.72.124.206

> Network ACLs

» Security Groups Address: 18472124208

Instance ID:
WPH COMMECTIONS

> Customer Gateways Scope: e

> Virtual Private
Gatewavs

5 Select the Elastic IP address to be associated with the instance you launched.
Click Associate Address. The Associate Address dialog opens.

Associate Address Cancel | %

Select the instance or network interface to which you wish
to associate this IP address to.

Instance: |Se|e|:t an instance V|

ar

Metwork Interface: |Se|eu:1 a network interface V|

‘ Cancel H Yfes, Associate |

6 In the Instance: field, select the instance that you launched above. Click Yes,
Associate. The Elastic IP address is associated with the instance that you created.
This association appears on the Addresses pane.
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AWS Management Consele » Amazon VPC

Yyatta Documentation ¥ | Help ¥|
Elastic Beanstalk | 53 EC2 | WPC | CloudWatch Elastic MapReduce  CloudFront| CloudFormation| RDS | ElastiCache SHS  |IAM

LV gat o [Addresses ]|

Region: B Alocsts New Address < Assoviats Address | ul Disassoviate Address [ showside | & Retresh | @ Help

E rginia) v
\;_c. US Easst (Virginiz) i IVPC Addressesj I € 4 1toilofiltems ¥ %
AIVPCS v Address Instance [D Scope

P 18472124 208 i-30catesl wpe-83889ea (10.0.0.0/24)

» ¥PC Dashboard

WIRTUAL PRIVATE CLOUDS
» Your VPCs

> Subnets

> Route Tables

> Internet Gateways

» DHCP Options Sets

» Elastic IPs 1 Address selected

SECURITY @ Address: 184.72.124.206

» Network ACLs

> Securily Groups Address: 184.72.124.206
Instance ID: i-30cales

PN CONNECTIONS
Scope: e

> Customer Gateways

» Virtual Private
fGatawavs

Access the Instance Remotely

After you have modified the security group associated with the instance to allow

access from SSH and you have provided the instance with an Elastic IP address, you
can test your access to it.

1  On aremote machine, open an SSH session. As the destination address, provide
the Elastic IP address you associated with the instance.

NOTE On Linux/UNIX systems use the ssh command. On Windows machines use a program such as
putty for SSH access.

2 Once connected you will see the login as: prompt. To use the default login
credentials, log on as user vyatta with password vyatta.

Terminating an Instance

If you terminate a Vyatta instance, make sure you also remove the storage volume

attached to the instance (unless you wish to reuse it). Unless you explicitly delete the
storage volume, you are charged for it.
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Chapter 2: Configuration Examples

This chapter presents examples for configuring a Vyatta AMI instance for a variety
of scenarios.

This chapter presents the following topics:

e Creating a NAT Device

¢ C(Creating a Site-to-site [IPsec VPN Connection
¢ Creating a Site-to-site OpenVPN Connection

e C(Creating a Remote Access VPN Connection

Vyatta System
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Creating a NAT Device

At the end of the installation procedure described in Chapter 1: Installing the System,
the following prerequisites for the examples in this chapter were completed:

® A Vyatta AMI instance was launched into an existing VPC with a single public
subnet.

e The default security group was modified to allow SSH access and ICMP traffic.
® An Elastic IP address was assigned to the instance’s sole interface.

e Remote SSH access was tested.

In this example, the following steps are completed:

e The Vyatta AMI instance is configured as a Network Address Translation (NAT)
device.

e A new subnet is created within the VPC.

® A routing table is configured so that the subnet can route traffic through the
Vyatta NAT device.

® A new instance is launched within the new subnet.
® Remote access to the instance in the new subnet is tested using SSH.

The following diagram shows the configuration that is created.

Internet
Gateway

g

Remote client

Private subnet

10.0.1.0/24 G

Public subnet

10.0.0.0/24 (]

10.0.1.20 NAT (R1)
10.0.0.10
184.72.119.76 (EIP)

VPC
10.0.0.0/16
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Configure the Vyatta AMI Instance for NAT

To configure the Vyatta AMI instance to act as a NAT device

1 Using SSH and the Vyatta AMI instance’s Elastic IP address, log on to the Vyatta
AMI instance .

2 Enter configuration mode.

vyatta@vyatta:~$ configure
[edit]
vyatta@vyatta#

3 Change the hostname to R1 to identify the instance.

vyatta@vyatta# set system host-name R1
[edit]
vyatta@vyatta#

The command prompt changes to reflect the new host name the next time you
log in.

4 Configure masquerade NAT for outbound traffic from subnet 10.0.1.0/24. (This
network address represents the private subnet to be created in a later step.)

vyatta@vyatta# set nat source rule 10 outbound-interface ethe

[edit]

vyatta@vyatta# set nat source rule 10 source address 10.0.1.0/24
[edit]

vyatta@vyatta# set nat source rule 10 translation address masquerade
[edit]

vyatta@vyatta#

5 Configure destination NAT to provide remote access to an instance in the private
subnet. The NAT rule will pass connections to port 3333 to address 10.0.1.20
port 22. (This instance will be launched in a later step.)

vyatta@vyatta# set nat destination rule 20 destination port 3333
[edit]

vyatta@vyatta# set nat destination rule 20 inbound-interface eth@
[edit]

vyatta@vyatta# set nat destination rule 20 translation address 10.0.1.20
[edit]

vyatta@vyatta# set nat destination rule 20 translation port 22
[edit]

vyatta@vyatta# set nat destination rule 20 protocol tcp

[edit]

vyatta@vyatta#

6 Commit and save the changes.

vyatta@vyatta#t commit
[edit]
vyatta@vyatta# save

Vyatta System
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Saving configuration to ¢/config/config.boot’...
Done

[edit]

vyatta@vyatta#

7 View the NAT-related changes.

vyatta@vyatta# show nat
destination {
rule 20 {
destination {
port 3333
¥
inbound-interface etho
protocol tcp
translation {
address 10.0.1.20

port 22
}
}
}
source {
rule 10 {
outbound-interface etho
source {
address 10.0.1.0/24
}
translation {
address masquerade
}
}
}
[edit]
vyatta@vyatta#

8 Exit configuration mode and then exit the login session.

vyatta@vyatta# exit
exit
vyatta@vyatta:~$ exit

logout

The SSH session terminates.
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Modify the Default Security Group

This example modifies the default security group to allow port 3333 access from
anywhere. Connections to the Elastic IP address on port 3333 are translated by the

Vyatta NAT device and then routed to the private instance that will be created in a
later step.

To modify the default security group to allow port 3333 access
1 Click the VPC tab of the AWS Management Console.

2 In the left navigation pane, select Security Groups. The Security Groups page
opens on the right.

AWS Management Console » Amazon VPC

Yyatta Docurnentation ¥ | Help |

Elastic Beanstalk | 53 EC2 | WPC | Cloudwatch Elastic MapReduce | CloudFront| CloudFormation RDS | ElastiCache | SHS  |IAM

 EEEEEm————————
Region: T Creste Securty Group [0 showhide | o Retresh | @ Help
fc: VS Bl (i) ¥ Viewing: IVPC Security Gmupsj | ¢ ¢ ttotofiltems »
lm Name VPC Description

r ) default wpe-8388b9ea (10.0.0.016)  default VPC security group

» VPC Dashboard

YIRTUAL PRIVATE CLOUDS
* Your VPCs

> Subnets

» Route Tables

» Internet Gateways

» DHCP Options Sets

» Elastic IPs 0 Security Groups selected

SECURITY Select a security group above
> Network ACLs

» Becurity Groups

WPN CONNECTIONS

» Customer Gateways

» Virtual Private
atpwavs

3 Select the default security group. The details for the default security group appear
at the bottom of the page.
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ii AWS Management Console » Amazon VPC

Wyatta Documentation ¥ Help ¥|

Ly AMAZN || AMAZN (| AM3XN | AM3AN Anzan Amazn ANE Amzaon | Amazon amazn |f mng
Elastic Beanstalk | 53 EC2 | VPC | Cloudwatch | Elastic MapReduce | CloudFront CloudFormation RDS | ElastiCache SHS |IAM

Region: ?) Create Security Graup x Delete m ShowHide a:’,:’ Refresh @ Help

[ i -

V=P.c U3 East (Virginia] viewing: |¥PC Securty Groups 7] [ [0 4 twioftiems » 3]
VPGS v Name VPC Description

3 Q default wpc-8368h9ea (10.0.0.0A6)  default VPC security group

» YPC Dashboard

WIRTUAL PRIVATE CLOUDS

» Your ¥PCs

> Subnets

> Route Tables

» Internet Gateways

» DHCP Options Sets

» Elastic IPs 1 Security Group selected =
SECURITY & Security Group: default

> Network ACLs

» Security Groups Details ‘ Inbound H Outbound ‘

P CONMECTIONS Group Name: default

> Customer Gateways Group ID: 50-be100dd0

> Virtual Private Group Description: default VPC security group
Gatewavs M|

4 Select the Inbound tab. The current inbound rules appear.

Wyatta Documentation ¥ Help ¥|

L] Amazn | amazn || Aman || Amazn Amzaon Amazn A Amazn | Amazon Amazn (| aAE
Elastic Beanstalk | 53 EC2 WPC | CloudWatch Elastic MapReduce CloudFront CloudFormation RDS | ElastiCache SHS |IAM

Region; W Creste Securty Growp | 36 Delete [T showmide | Retresh | @ Hel
E i -

V:.c U3 East (Viginis) Viewing: |¥PC Securty Groups =] | [€ € ttotoftttems 3 3]
AIVPCS v Name VPC Description

¥ Q default wpc-8358h9ea (10.0.0.0M6)  default ¥PC security group

» YPC Dashboard

WIRTUAL PRIVATE CLOUDS

s Your YACs & Security Group: dafault 4
» Subnets

> Route Tables

> Internet Gateways
> DHCP Options Sets
> Elastic IPs

SECURITY
» Network ACLs
» Security Groups

WPH COMMECTIONS
> Customer Gateways

> Virtual Private
Gatewavs

ii AWS Management Console » Amazon YPC

: ‘ Details ‘ Inbound | Outbound |

Create a ICusmm TCP nule o K

new rule: Port (Service) Source Action

Part range: I ALL sg-bc100ddn Delete
(e.q., B0 or 49152-65535) IcMp

Source: |D.D.D o Port (Service) Source Action
(e.g., 192.168.2.0/24, sq-47ad482e, or ALL 0.0.0.0/0 Delete
1234567890/ default)

Apply Rule Changes

TGP
Port (Service)

22 (SSH)

Source
0.0.0.0/0

Action
Delete

[~

5

In the Create a new rule: field, select Custom TCP rule from the drop-down list.
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6

In the Port Range: field, enter 3333. In the Source: field, enter 0.0.0.0/0 and click

Add Rule. The rule appears in the rule table to the right. Click Apply Rule
Changes to apply the rule change. The security group now allows port 3333

access from anywhere.

fl AWS Management Console » Amazon \/PC

Elastic Beanstalk | 53 EC2

VPC | CloudWatch FElastic MapReduce | CloudFront | CloudFormation | RDS

Vyatts Documnentation ¥ | Help ¥

Viewing: IVPC Security Gmupsj |

ElastiCache SHS  IAM
ey orps
Region: T Creste Securty Grop | 3 Delete [ showhide i Refresh @) Help
E  USEsst(vigis) v

¢ 1wiofilems > 3]
VPC:
AIVPCs - Name VPC Description
W ) default vpe-8383b%ea (10.0.0.0/16)  default YPC secunty group
> YPC Dashboard
VIRTUAL PRIVATE CLOUDS - | Oy Security Group: default 4
> Your YPCs
s Subnets ; ‘ Details ‘ Inbound ‘ Outhound ‘
» Route Tables
Ureate a ICustum TCP ule o AL
» Internet Gatevays new rule: Port (Service) Source Action
* DHCP Options Sets port range: | ALL s5-bc100dd0 Delete
 Elastic IPs (2.0, 0 or 43152-65535) 1GMP
SECURITY Sourcs:  [100.00 Port (Service) Source Action
(2., 192.168.2.0/24, sg-473d482e, or ALL 0.0.0.0/0 Delste

> Netwiork ACLs 1234567890/ default) o
* Security Groups

P Add Rule] | [ (Service) Source Action
VPN CONNECTIONS 22 (55H) 0.0.0.0/0 Delete
> Customer Gateways 3333 0.0.0.0/0 Delete
» Yirtual Private giibiluleClanics

Catowavc

Allow the Instance to Be Used for NAT

In order for the instance to be used as a NAT device, source and destination address
checking must be disabled.

To disable source and destination address checking:

1 Click the EC2 tab of the AWS Management Console.
2 In the left navigation pane, select Instances. The My Instances page opens.
3

Right-click the row containing the Vyatta NAT1 instance. Select Change Source

/ Dest Check from the right-click menu. The Change Source / Dest. Check dialog
opens.
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Change Source/Dest. Check Cancel %

Instance ID: i-30caleb0 (WyattahaT1)
Current Setting: Enabled

| Cancel H Yes, Disahle

4 Make sure that Current Setting: is set to Enabled. Click Yes, Disable. The
instance no longer checks source and destination address.

Create a Private Subnet

Create a new subnet within the VPC. This subnet is made to be private in a later step.

1 Click the VPC tab of the AWS Management Console.

2 On the left navigation pane, select Subnets. The Subnets page opens.

AWS Management Console » Amazon VPC

Wyatta Documentation ¥ Help ¥|

Elastic Beanstalk | 53 EC2 | VPC | Cloudwatch | Elastic MapReduce | CloudFront CloudFormation RDS | ElastiCache SHS |IAM

Region: "'-r‘* Creste Subnet L.D ShowHide || Refresh | @ Help

= i b4

\;c. S East (Virginia) . IAH Subnetsj I ¢ & 1ltolofiltems ¥ %

VPGS v Subnet ID State VPCID CIDR Available IPs  Availability Zone Route Table ~ Network AC
[ subnet883691 Q) svalable  vpe-B398b%a  10.0.0.0/24 20 ug-gast-le 9988080 Default

> YPC Dashboard

WIRTUAL PRIVATE CLOUDS

» Your YPCs

> Subnets

> Route Tables
» Internet Gateways
» DHCP Options Sets

> Elastic IPs 0 Subnets selected

SECURITY Select a Subnet above

> Network ACLs
» Security Groups

WP CONNECTIONS
> Customer Gateways

> Virtual Private
Gatewavs

3 Click Create Subnet. The Create Subnet dialog opens.
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Create Subnet

Cancel X

Fleaze use the CIDR format to specify your subnet's IP address block (e.q.,
10.0.0.0/24). Please note that block sizes must be hetween a f16 netmask
and f28 netmask. You can create no more than 20 subnets per WPC, Also,
please note that a subnet can be the same size as your WPC,

¥PC: |vpc-B398b9ea (10.0.0.0416) =)

Availahility Zone: IND Preference 'I

CIDR Block: [10.0.1.0/24 {e.g. 10.0.0.0/24)

| Cancel || Yes, Create |

4 In the CIDR Block: field, enter 10.0.1.0/24 and click Yes, Create.

This subnet must be within the 10.0.0.0/16 range that was defined for the VPC,
but outside the 10.0.0.0/24 range configured for the public subnet.

The new subnet appears in the list of subnets.

ﬁ AWS Management Console » Amazon VPC

yatta Documentation ¥ | Help ¥|

Elastic Beanstalk | 53 EC2 | VPC | CloudWatch Elastic MapReduce CloudFront| CloudFormation RDS | ElastiCache SHS 1AM

s ]
Region: %i Create Subnet | € Delete [T showmde & Retresh @ Help
E  UsEsst(Vigna) ~

T Viewing: |AH Subnets | |
AlVPCs - Subnet 1D State VPCID CIDR Available IPs

W subnet1021574 () available | wpc-B3B8b3es  10.0.10/24 251

[€ € ttwozof2ltems ¥ 3
Availability Zone  Route Table  Network AC

us-east-1c rth-8588b9ec  Default
» ¥PC Dashboard

T subnet998803f1 | ) awilsble | vpe-8385h3es  10.0.00/24 260 us-gast-Ie b-9958090 | Default
VIRTUAL PRIVATE CLOUDS

» Your VPCs

> Subnets

> Route Tables

> Internet Gateways
+ DHCP Options Sets

» Elastic IPs 1 Subnet selected -
SECURITY ¥ Subnet: subnet-1d2f1574
» Network ACLs —
. CIDR: 10.0.1.0/24 ¥PG: vpc-8388b0ea  Availability Zone: us-sast-1c
» Security Groups

Route Table: rth-8588b9ec (replace)
VPN CONNECTIONS

> Virtual Private 10.0.0.0/16 local |

Gatewavs
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Create a Route Table for the Private Subnet

This step enables access to instances within the private subnet in the VPC, and access

from the private subnet to the Internet through the newly-created Vyatta NAT
device.

1 Click the VPC tab of the AWS Management Console.

2 In the left navigation pane, select Route Tables. The Route Tables page opens.

AWS Management Console » Amazon VPC

\yatta Documentation ¥ Help 7|

Elastic Beanstalk | 53 EC2 |VPC | CloudWatch| Elastic MapReduce CloudFront CloudFormation RDS | ElastiCache SHS | 1AM

Region: Yo Create Route Table [0 showhide ' Refresh | @ Help
] v
V:C' U ot (V) Viewing: |AH Route Tables j | ¢ ¢ 1te2of2ltems »
AIVPCs v Route Tahle ID Associated With Main  VPC
| e 0 Subnets Ves vpe-8388k%ea (10.0.0.0/16)

» YPC Dashboard

ashboar T 9900090 1 Subnet No | vpcd3B0k9ea (10.0.0.0716)
VIRTUAL PRIVATE CLOUDS
» Your ¥PCs
» Subnets

» Route Tables
» Internet Gateways
» DHCP Options Sets

» Elastic IPs 0 Route Tables selected

SECURITY Select a Route Table above
» Network ACLs
» Security Groups

VPH CONNECTIONS
» Customer Gateways

» Virtual Private
Gatewauc

3 Click Create Route Table. The Create Route Table dialog opens.

Create Route Table Cancel | %

& route table specifies how packets are forwarded
between the subnets within your VPC, the internet,
and your VPN connection,

vPC: [voc-03885ea (10.0.0.015) ¥]

| Cancel H Yes, Create ‘

4 In the VPC: field, select the VPC with subnet 10.0.0.0/16 and Click Yes, Create.
The new route table appears in the list of route tables.
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AWS Management Console » Amazon YPC Wyatts Documentation ¥ | Help |
Elastic Beanstalk | 53 EC2 | VPC | Cloudwatch | Elastic MapReduce  CloudFront CloudFormation RDS | ElastiCache SHS | 1AM
Navigation
Region: * Creste Route Table || 3 Delete E_D ShowHide || Refresh || @ Help
E i v - 1
‘;c, U5 East (Virginia) Viewing: |A\| Route Tables j | ¢ € 1ltosof3ltems »
AVPCs v Route Tahle ID Associated With Main  VPC
I ithas3869ec 0 Subnets Yes vpe-8386h3ea (10.0.0.0716)
» VPC Dashboard
W b0a2c1663 0 Subnets No voc-§388k9ea (10.0.0.0/16)
WIRTUAL PRIVATE CLOUDS 7 1008840 1 Subnet Ho vpe-0300b3ea (10.0.0.0/16)
* Your ¥PCs
> Subnets
» Route Tables
» Internet Gateways
» DHCP Options Sets
© Elastic s # Roule Table: rib-0a2c1563 [
SECURITY Routes || Associations
s Security Groups
10.0.0.0/16 local @ active
WPH COMMECTIONS
» Customer Gateways 0.00.048 i-30catesl i
» Virtual Private
ateways j

5 Select the new route table by clicking the checkbox to the left of it. Route table

details appear at the bottom of the page. The local route allows access to other
instances within the VPC.

6 Select the Routes tab.
7 In the field at the bottom of the Destination column, enter 0.0.0.0/0.

8 From the drop-down list at the bottom of the Target column, select the instance

ID associated with the VyattaNATT1 instance. Press the Add button. The Create
Route dialog appears.

{Create Route Cancel X

Are your sure you want to create a route to
0.0.0.0/16?

| Cancel H Yes, Create ‘

9 Click Yes, Create. The new route is added to the table.
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fl AWS Management Console » Amazon VPC

\yatta Documentation ¥ Help 7|

Elastic Beanstalk | 53 EC2 |VPC | CloudWatch| Elastic MapReduce CloudFront CloudFormation RDS | ElastiCache SHS | 1AM

N
Region: o Create Rouke Table | 3§ Delete [[3 showtie < Fefrssh @ Help
= . L L
\;c. LS East (Virgnia) — |AH Route Tables j [ [€ € 1t3cf3tems 3 3]
AIYPCS - Route Table ID Associated With Main  VPC

| e 0 Subnets Ves vpe-8388k%ea (10.0.0.0/16)

» ¥PC Dashboard
ashoar F 021663 0 Gubnets Mo vpcd088kOea (100.0.0/6)
VIRTUAL PRIVATE CLOUDS - 7 th.9983k90 1 Subnet Mo ype-B388bSea (10.0.0.016)

» Your ¥PCs
» Subnets

» Route Tables
» Internet Gateways

@ Route Table: rth-0z2c1663

4
» DHCP Options Sets
» Elastic IPs Routes || Associations
secuarre estination ___________Teet ________status ___Adons |
> Network ACLs 0.0.0.0/16 j-30cales0  active
» Security Groups
VRN CONNECTIONS 10.0.00/15 local O active
» Customer Gateways
. . select atarget
» Virtual Private
Gatewauc =

10 Select the Associations tab. From the drop-down list, select the 10.0.1.0/24
subnet.

ﬁ AWS Management Console 3 Amazon YPC

Wyatta Docurnentation ¥ Help ¥|

Elastic Beanstalk | 53 EC2 | VPC | Cloudwatch | Elastic MapReduce  CloudFront CloudFormation RDS | ElastiCache SHS | 1AM

Region: * Creste Route Table || 3 Delete @ ShowHide || Refresh || @ Help
E i - 5 5 -
Vﬂpc. U5 East (Virginia) Viewing: |A\I Route Tatles 7] | K € 1wsofarens ¥ 3|
AVPCs v Route Tahle ID Associated With Main  VPC
I ithas3869ec 0 Subnets Yes vpe-8386h3ea (10.0.0.0716)
» VPC Dashboard
W b0a2c1663 0 Subnets No voc-§388k9ea (10.0.0.0/16)
WIRTUAL PRIVATE CLOUDS 7 1008840 1 Subnet Ho vpe-0300b3ea (10.0.0.0/16)
* Your ¥PCs
> Subnets
* Route Tables -
> Internet Gateways B
» DHCP Options Sets & Route Table: rth-0a2c1663
? Elastic IPs Routes || Associations
> Network ACLs
> Security Groups subnet-1d2f1574 (10.0,1.0/24) =
The following subnets have not been associated with any route tables and are therefore using the Main table routes:
WPH CONNECTIONS s subnet-1d2f1574 (10,0,1,0/24)
» Customer Gateways
» Virtual Private —
ateways =

11 Click Associate. The Associate Route Table dialog opens.

Vyatta System R6.4 v01 Installing the System/User Guide: AMI



Chapter 2: Configuration Examples Creating a NAT Device 31

Associate Route Table Cancel %

This subnet is currently associated with the Main
route table. Are you sure you want to associate this
subnet with the following route table?

* rth-0a2c1663

‘ Cancel H s, Associate

12 Click Yes, Associate. The route table is associated with the 10.0.1.0/24 subnet.

AWS Management Console » Amazon YPC

\yatta Documentation ¥ Help ¥

Elastic Beanstalk 53 EC2 |YPC | CloudWatch| Elastic MapReduce CloudFront CloudFormation RDS  ElastiCache SHS | IAM

Navigation
Region: o Crete Foute Tabe | 3 Dekete [13 showtise o Refresh @ Help
= . , )
V;_C. 1J% Eact (irginia) - |AH Route Tables j | € € 1to3of3ltems » 3
AllVPCS v Route Table ID Associated With Main  VPC

I rb-588hgec 0 Subnets es vpe-G355hYea (10.0.0.016)
» ¥PC Dashboard
asboar F ib0:2c1683 1 Subet No | upcEBakdea (100 0.0/1)
VIRTUAL PRIVATE CLOUDS - [T 10983050 1 Subnet Mo ype-G388b%ea (10.0.0.016)
» Your ¥PCs
» Subnets
» Route Tables

s Internet Gateways 4
s DHCP Options sets | 4* Route Table: rtb-0a2c1663
> ElasticIPs Routes | Associations
» Network ACLs

» Security Groups subnet-1d2f1574 (10.0.1.0/24)
VPN CONNECTIONS Select a subnet M

» Customer Gateways

» Virtual Private
Gatewave

The following subnets have not been associated with any route tables and are therefore using the Main table routes:

Ll

Launch an Instance into the Private Subnet

Now that the private subnet 10.0.1.0/24 has been defined, we can launch an instance

into it. Although the example launches another Vyatta AMI instance, any instance
type could be launched.

To launch a Vyatta AMI instance into the private subnet
1 Click the EC2 tab of the AWS Management Console.

2 In the left navigation pane, select AMIs. The Amazon Machine Images page
opens on the right.
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AWS Management Console

Elastic Beanstalk | 53 EC2 |WPC | CloudWatch  Elastic MapReduce | CloudFront CloudFormation RDS | ElastiCache | SHS | IAM

Wyatta Documentation ¥ Help ¥|

Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STOR
volumes

Snapshots

0 EC2 Amazon Machine Images selected

Select an image above

NETWORK & SECURIT
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Kei Paire i

Region: 3 Register Mew AMI

= i .

= U5 et (rg) Viewing: | Private Images j IAH Platforms j Jryatta-A
EC2Dashboard T Name AMI 1D Source Owner Visibility

=/ INSTANCES T empty @ ami-7hB4d; TEI0Z2117206 7E1022117206 Private
Instances
Spot Regquests

L.E ShowHide .\: Refresh || & Help
1tod of 1 AMIs
Status ANl Name

Platform Virtualiza

() aailable | wyatta- S () Other Linu - paravitual
O waiable | vyattaAMVE ) OtherLinu p I

3 Inthe Viewing: field, select Private Images, All Platforms and specify vyatta-AMI

as the search string. Vyatta AMIs are listed.

4 Select a Vyatta AMI and click Launch at the top of the Amazon Machine Images
page. The Request Instances Wizard starts at the Instance Details step.

Request Instances Wizard

O
INSTANCE DETAILS

Cancel %

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” ar

"spot” instances.
Number of Instances: D Instance TYDE: | gpoall (il small, 1.7 GE)

@ Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are

commonly large fixed costs into much smaller variable costs,
Launch into: Oecz @ vype

Subnet:

O Request Spot Instances

| subnet-1d2f1574 (10.0.1.0/24) us-sast-1c | 248 available 1P addresses

5 Select Small (m1.small, 1.7GB) as the Instance Type:.

NOTE If you select Micro (t1.micro, 613 MB) you will not be able to launch the instance into your

VPC.

6 In the Launch Instances section, select VPC.
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7 In the Subnet: field, select the 10.0.1.0/24 subnet for attaching the instance to
and click Continue. The Advanced Instance Options page opens.

Request Instances Wizard

O

Number of Instances: 1

Availability Zone: Mo Preference

Advanced Instance Options

Here you can choose a specific kernel or RaM disk to use with your instances. You can also choose to enable Cloudwatch
Detailed Monitoring or enter data that will be available from your instances onee they launch.

Kernel 1D: Use Detfaut v RAM Disk ID: Use Default
Monitoring: [ Enable Cloudwatch detsiled monitoring for this instance
(additional charges will apply)
User Data:
© as text
Oas file O basess encoded

Termination [ Frevention agsinst accidental termination,

Shutdown Behavior: Stop v
Protection:

Choose the behavior when the instance is
shutdown from within the instance.

VPC Advanced Options

1P Address:  [10.0.1.20 optionally specify the 1P address of your
instance within the 10.0.1.0/24 subnet.
Tenancy: Defaut v Additional Network Mone |+
Interface:

Cancel (%

8 In the IP Address: field, enter 10.0.1.20 and press Continue. The Add Tags page

appears.

Request Instances Wizard Cancel [x

O

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of 3
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and value
= Webserver, You can add up to 10 unigue keys to each instance along with an optional value for each key. For maore
information, go to Using Tags in the £C2 User Guide.

Key VYalue Remove
Marme WyattaPrivate x
®

add another Tag. (Maximum of 100

Back

9 In the Value column to the right of the Name key, enter VyattaPrivate and click

Continue. The Create Key Pair page opens.
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Request Instances Wizard Cancel [X

CREATE KEY PAIR
Publicfprivate key pairs allow you to securely connect to your instance after it launches. To create a key pair, enter a name and
click Create & Download your Key Pair. You will then be prompted to save the private key to your computer. Mote, you only
need to generate a kev pair ance - nat each time you want to deploy an Amazon EC2 instance.

@ choose from your existing Key Pairs

Your existing Key Pairs*: |testkey ~

QO Create a new Key Pair

QO Proceed without a Key Pair

10 Select Choose from your existing Key Pairs and select an existing key pair from
the Your existing Key Pairs drop-down list. Click Continue. The Configure
Firewall page opens.

Request Instances Wizard Cancel [x

CONFIGURE FIREWALL
Security groups determine whether a network port is open or blocked on your instances. You may use an existing security group,
or we can help you create a new security group to allow access to vour instances using the suggested ports below, Add
additional ports now or update your security group anytime using the Security Groups page.

® Choose one or more of your existing Security Groups

sg-be100dd0 - default

(Selected groups: sg-bc100ddd)

QO create a new Security Group

11 Select the default security group and click Continue. The Review page opens.
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Request Instances Wizard

Please review the information below, then click Launch.

REVIEW

AMI:

Number of Instances:
¥PC ID:

VPC Subnet:
Availability Zone:
Instance Type:
Instance Class:

Monitoring:
Tenancy:
Kernel 1D:
RAM Disk 1D:
1P Address:
User Data:

Key Pair Name:

Security Group(s):

< Back

<-\ Other Linux AMI 1D ami-7h844712 (i386)  Edit AMI

1

vpc-8388h3ea
subnet-4375452a (10.0,1.0/24)
Mo Preference

Small {m1.smally

On Demand Edit Instance Details
Disabled Termination Protection: Disabled
Default
Use Default Shutdown Behavior: Stop
Use Default
10.0.1.20

Edit advanced Details
testkey Edit Key Pair
sg-bc100ddo Edit Firewall

Launch

Cancal X

12 Review the details for the instance you are creating. When you are satisfied, click
Launch. The instance starts. Click Close.

13 To view the status of the newly launched instance, select Instances on the left

navigation

pane within the EC2 tab.

Elastic Beanstalk | §3 EC2 | VWPC

AWS Management Console » Amazon EC2

CloudWateh | Elastic MapReduce  CloudFront| CloudFormation RDS

ElastiCache | SHS

Wyatta Documentation ¥ Help 7|

1AM

\avigatio

Region: &
=

US East (Virginia) »

EC2 Dashboard

INSTANCES

r

r
Spot Requests

Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE
volumes
Snapshnts

METWORK & SECURITY
Security Groups
Elastic IPs

Placement Groups
Load Balancers

Key Pairs

[ showide || Retresh || @Help

Launch Instance
Viewing=|AH Ingtances jIAII Instance Types j|
Hame Instance AMIID Root Device  Type
VyattaNAT! [ i0caleSD  ami7bB4712  ebs m1.small
VyattaPriate | [ be0dd5e  amiThBAATI2  ebs m1.small

0 ECZ Instances selected

Select an instance above

© 4 1toZof Zlnstances >

Status Security Groups  Key Pair Name
@ running | default testkey
O rumning | default testkey
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Access the Private Instance Remotely

Since the default security group is associated with the instance, remote SSH
connections will be allowed through to it.

To access the instance remotely using SSH

1 On aremote machine, open an SSH session. As the destination, use the Elastic IP
address you associated with the Vyatta NAT instance. Specify 3333 as the port.

The Vyatta NAT device has been configured to translate any connections to port
3333 to address 10.0.1.20 port 22. This connection is routed to the instance
created within the private subnet.

NOTE On Linux/UNIX systems use the ssh command. On Windows machines use a program such as
putty for SSH access.

2 Once connected you will see the login as: prompt. Log on to the instance using
the default credentials: user vyatta with password vyatta.

Verify the Instance is Working as Expected

Once you are logged into the system, issue the following commands to confirm that
it is working as expected.

1 Confirm the IP address that is associated with the Ethernet interface.

vyatta@vyatta:~$ show interfaces
Codes: S - State, L - Link, u - Up, D - Down, A - Admin Down

Interface IP Address S/L Description
etho 10.0.1.20/24 u/u
1o 127.0.0.1/8 u/u

::1/128

vyatta@vyatta:~$
2 Confirm the information that has been provided by the Amazon DHCP server.

vyatta@vyatta:~$ show dhcp client leases
interface : etho

ip address : 10.0.1.20 [Active]

subnet mask: 255.255.255.0

router : 10.0.1.1

name server: 10.0.0.2

dhcp server: 10.0.1.1

lease time : 3600

last update: Wed Aug 31 19:25:23 GMT 2011
expiry : Wed Aug 31 20:25:23 GMT 2011
reason : RENEW

vyatta@vyatta:~$
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3 Confirm that the instance has access to the Internet using ping (press <Ctrl>+c to
stop the output).

vyatta@vyatta:~$ ping www.vyatta.com

PING www.vyatta.com (76.74.103.45) 56(84) bytes of data.

64 bytes from www.vyatta.com (76.74.103.45): icmp_req=1 ttl=46 time=74.4
ms

64 bytes from www.vyatta.com (76.74.103.45): icmp_req=2 ttl=46 time=74.5
ms

~C

--- www.vyatta.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 74.492/74.502/74.513/0.273 ms
vyatta@vyatta:~$ ~C

vyatta@vyatta:~$

Creating a Site-to-site IPsec VPN Connection

In this example, a site-to-site IPsec VPN connection is created between the NAT
devices in separate VPCs. It assumes that Vyatta NAT instances and instances within
private subnets have been created within the VPCs according to the steps in
“Creating a NAT Device” on page 20. The following diagram shows the
configuration.

Internet
Gateway

Internet
Gateway

Public subnet

10.0.0.0/24 )

Private subnet

10.0.1.0/24 v

Public subnet

(172160024 ()

Private subnet

172.16.1.024

10.0.1.20 NAT (R1)
10.0.0.10
184.72.119.76 (EIP)

172.16.1.20 NAT (R2)
172.16.0.10
184.72.120.221 (EIP)

VPC
10.0.0.0/16

VPC
172.16.0.0/16

To allow inbound Internet Key Exchange (IKE), Encapsulating Security Payload
(ESP), and IPsec NAT-T, add three rules to the default VPC security group in each
VPC. The first inbound rule (for IKE) allows UDP traffic on port 500 from any
source (0.0.0.0/0). The second inbound rule (for ESP) is a Custom protocol rule and
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allows IP protocol 50 traffic from any source (0.0.0.0/0). The third inbound rule (for
[Psec NAT-T) allows UDP traffic on port 4500 from any source (0.0.0.0/0). See
“Modify the Default Security Group” on page 23 as a reference.

To provide an IPsec VPN endpoint on the NAT device R1, configure it as follows:

vyatta@R1l# show vpn
ipsec {
esp-group ESP-1W {
compression disable
lifetime 1800
mode tunnel
pfs enable
proposal 1 {
encryption aes256
hash shal
}
proposal 2 {
encryption 3des
hash md5

}
ike-group IKE-1W {
lifetime 3600
proposal 1 {
encryption aes256
hash shal
}
proposal 2 {
encryption aes128
hash shal

}
ipsec-interfaces {
interface etho
}
nat-networks {
allowed-network 0.0.0.0/0 {
exclude 10.0.0.0/16

}

nat-traversal enable
site-to-site {
peer 184.72.120.221 {
authentication {
id @Routerl
mode pre-shared-secret
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pre-shared-secret test_key 1
remote-id @Router2
}
connection-type initiate
default-esp-group ESP-1W
ike-group IKE-1W
local-ip 10.0.0.10
tunnel 1 {
allow-nat-networks disable
allow-public-networks disable
local {
subnet 10.0.0.0/16

}
remote {
subnet 172.16.0.0/16
}
}
}
}
}
[edit]
vyatta@R1l#

To provide an IPsec VPN endpoint on the NAT device R2, configure it as follows:

vyatta@R2# show vpn
ipsec {
esp-group ESP-1E {
compression disable
lifetime 1800
mode tunnel
pfs enable
proposal 1 {
encryption aes256
hash shal
}
proposal 2 {
encryption 3des
hash md5

}
ike-group IKE-1E {
lifetime 3600
proposal 1 {
encryption aes256
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hash shal

¥

proposal 2 {
encryption aes128
hash shal

}

ipsec-interfaces {
interface etho
}
nat-networks {
allowed-network 0.0.0.0/0 {
exclude 172.16.0.0/16

}

nat-traversal enable
site-to-site {
peer 184.72.119.76 {
authentication {
id @Router2
mode pre-shared-secret
pre-shared-secret test_key 1
remote-id @Routerl
}
connection-type initiate
default-esp-group ESP-1E
ike-group IKE-1E
local-ip 172.16.0.10
tunnel 1 {
allow-nat-networks disable
allow-public-networks disable
local {
subnet 172.16.0.0/16

}
remote {
subnet 10.0.0.0/16
}
}
}
}
}
[edit]
vyatta@R2#

Test the configuration by pinging a device in one private subnet (10.0.1.20) from a
device in the other private subnet (172.16.1.20).
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vyatta@vyatta:~$ ping 10.0.1.20

PING 10.0.1.20 (10.0.1.20) 56(84) bytes of data.

64 bytes from 10.0.1.20: icmp_req=1 ttl=64 time=0.439 ms
64 bytes from 10.0.1.20: icmp_req=2 ttl=64 time=0.572 ms
64 bytes from 10.0.1.20: icmp_req=3 ttl=64 time=0.430 ms
64 bytes from 10.0.1.20: icmp_req=4 ttl=64 time=0.448 ms
~C

--- 10.0.1.20 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2997ms
rtt min/avg/max/mdev = 0.430/0.472/0.572/0.059 ms
vyatta@vyatta:~$

While this example shows a site-to-site [Psec VPN connection between sites in two
different VPCs, the sites can also be located in non-VPC locations (for example, a
branch office or a data center).

For further information on IPsec VPN configuration, please see the Vyarta VPN
Reference Guide.

Creating a Site-to-site OpenVPN Connection

In this example, a site-to-site OpenVPN connection is created between the NAT
devices in separate VPCs. It assumes that Vyatta NAT instances and instances within
private subnets have been created within the VPCs according to the steps in
“Creating a NAT Device” on page 20. The following diagram shows the
configuration.

Internet
Gateway

Internet
Gateway

Private subnet

10.0.1.0/24 9

Public subnet

100004 )

Private subnet

17216.1.024 0

Public subnet

172.16.0.024 ()

10.0.1.20 NAT (R1)
10.0.0.10
184.72.119.76 (EIP)

172.16.1.20 NAT (R2)
172.16.0.10
184.72.120.221 (EIP))

VPC
10.0.0.0/16

VPC
172.16.0.0/16

Vyatta System

R6.4 v01 Installing the System/User Guide: AMI



Chapter 2: Configuration Examples Creating a Site-to-site OpenVPN Connection 4>

To allow inbound OpenVPN traffic, add one rule to the default VPC security group
in each VPC. This inbound rule allows UDP traffic on port 1194 from any source
(0.0.0.0/0). See “Modify the Default Security Group” on page 23 as a reference.

To provide an OpenVPN endpoint on the NAT device R1, configure it as follows:

vyatta@R1l# show interfaces openvpn

openvpn vtune {
local-address 192.168.200.1 {
}
mode site-to-site
remote-address 192.168.200.2
remote-host 184.72.120.221
shared-secret-key-file /config/auth/secret

}

[edit]

vyatta@R1#

NOTE The shared secret key file is created using generate vpn openvpn <filename> and then copied
to both systems.

To provide a route on R1 to the remote network via the OpenVPN tunnel, configure
it as follows:

vyatta@R1l# show protocols static
interface-route 172.16.0.0/16 {
next-hop-interface vtun@ {
}
}
[edit]
vyatta@R1#

To provide an OpenVPN endpoint on the NAT device R2, configure it as follows:

vyatta@R2# show interfaces openvpn
openvpn vtun@ {
local-address 192.168.200.2 {
}
mode site-to-site
remote-address 192.168.200.1
remote-host 184.72.119.76
shared-secret-key-file /config/auth/secret
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}
[edit]
vyatta@R2#

To provide a route on R2 to the remote network via the OpenVPN tunnel, configure
it as follows:

vyatta@R2# show protocols static
interface-route 10.0.0.0/16 {
next-hop-interface vtuno {
}
}
[edit]
vyatta@R2#

Test the configuration by pinging a device in one private subnet (10.0.1.20) from a
device in the other private subnet (172.16.1.20).

vyatta@vyatta:~$ ping 10.0.1.20

PING 10.0.1.20 (10.0.1.20) 56(84) bytes of data.

64 bytes from 10.0.1.20: icmp_req=1 ttl=64 time=0.439 ms
64 bytes from 10.0.1.20: icmp_req=2 ttl=64 time=0.572 ms
64 bytes from 10.0.1.20: icmp_req=3 ttl=64 time=0.430 ms
64 bytes from 10.0.1.20: icmp_req=4 ttl=64 time=0.448 ms
~C

--- 10.0.1.20 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2997ms
rtt min/avg/max/mdev = 0.430/0.472/0.572/0.059 ms
vyatta@vyatta:~$

While this example shows a site-to-site OpenVPN connection between sites in two
different VPCs, the sites can also be located in non-VPC locations (for example, a
branch office or a data center).

For further information on OpenVPN configuration, please see the Vyatta VPN
Reference Guide.
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Creating a Remote Access VPN Connection

In this example, a Remote Access VPN connection is created between a remote client
and the NAT device in a VPC. It assumes that a Vyatta NAT instance and an instance
within a private subnet have been created within the VPC according to the steps in
“Creating a NAT Device” on page 20. The following diagram shows the
configuration.

Internet
Gateway

g

Remote access
client

Private subnet Public subnet

10.0.1.20

NAT (R1)
10.0.0.10
184.72.119.76 (EIP)

VPC
10.0.0.0/16

To allow inbound Remote Access VPN traffic, add a rule to the default VPC security
group. This inbound rule allows TCP traffic on port 1723 from any source
(0.0.0.0/0). See “Modify the Default Security Group” on page 23 as a reference.

To provide a remote access server on the NAT device R1, configure it as follows:

vyatta@R1# show vpn pptp
remote-access {
authentication {
local-users {
username test {
password test

}

mode local

}

client-ip-pool {
start 10.0.1.100
stop 10.0.1.150

}
outside-address 10.0.0.10
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}
[edit]
vyatta@R1l#

To configure a PPTP VPN client on a Windows XP SP2 system (the remote access
client in this example), use the Windows “New Connection Wizard,” as follows:

1 In Windows, select Start > Control Panel > Network Connections.

2 Click Create a new connection. The New Connection Wizard launches. Click
Next.

Select Connect to the network at my workplace. Click Next.

Select Virtual Private Network connection. Click Next.

Enter a name for the connection; for example, “Vyatta-PPTP.” Click Next.
Select Do not dial the initial connection. Click Next.

Enter the Elastic IP address. Click Next.

Select Do not use my smart card. Click Next.

Click Finish.

To connect to the VPN server, double-click the VPN connection icon, enter your user
name (“test” in the example) and password (“test” in the example), and then click

Connect. You can use the show interfaces and show vpn remote-access operational
commands on the Vyatta VPN server to display the connected user on an interface

named “pptpX,” where X is an integer.

O 00 N o U &~ W

NOTE You must make sure that nothing is blocking packets with protocol GRE or TCP port 1723
between the remote client and the VPN server . (Check firewall settings, home gateway, DSL
modem, ISP, and so on.)

Test the configuration by pinging a device in the private network from the remote
client (in this case, from the command line of the Windows client).

C:\> ping 10.0.1.20
Pinging 10.0.1.20 with 32 bytes of data:

Reply from 10.0.1.20: bytes=32 time=1ms TTL=64
Reply from 10.0.1.20: bytes=32 time<lms TTL=64
Reply from 10.0.1.20: bytes=32 time<lms TTL=64
Reply from 10.0.1.20: bytes=32 time<lms TTL=64

Ping statistics for 10.0.1.20:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
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Minimum = @ms, Maximum = 1ms, Average = Oms

C:\ >

While this example shows a remote access VPN connection, OpenVPN can also be
configured for remote access connections.

For further information on Remote Access VPN configuration, please see the Vyatta
VPN Reference Guide.
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This chapter explains how to upgrade Vyatta system software on a Vyatta AMI in
Amazon Web Services.

In this chapter:

® Release-Specific Upgrade Information
® Before Upgrading

e Upgrading a Vyatta AMI
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Release-Specific Upgrade Information

Your system may have special upgrade considerations, depending on the release.

For release-specific upgrade information, and to ensure that configuration
information is correctly preserved across upgrade, consult the Release Notes for your
release.

Before Upgrading

Before upgrading:

® Save your existing configuration file for reference. Your configuration file is
named config.boot and is located in the directory /config.

® Make sure you have enough space on your root partition to load the image. You
can determine the amount of space available using the show system storage
command.

Upgrading a Vyatta AMI

.E The Vlyatta AMI is supported only for the Vyatta Subscription Edition.

The Vyatta AMI consists of the following:
e The Vyatta virt ISO
e Other AMI-specific modifications and optimizations.

The way you upgrade a Vyatta AMI system depends on what part of the image has
changed. Table 3-1 shows the upgrade options for Vyatta AMI.

Table 3-1 Upgrade options for Vyatta AMI systems

What has changed: What you need to upgrade:

The virt ISO Upgrade just the virt ISO. You can use the upgrade system image
command. Use the procedure given in Upgrading the System Image.

AMl-specific modifications Upgrade the full AMI. Use the procedure given in Upgrading the Full
Vyatta AMI

You’re not sure Use the procedure given in Upgrading the System Image. The system will

detect whether anything else in the AMI has changed and will alert you if
you need to upgrade the full AMI.
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Upgrading the System Image

The upgrade system image command provides a simplified, streamlined upgrade
process. If the upgrade system image command is executed, the system automatically
does all of the following;:

¢ Finds the most recent stable Vyatta Subscription Edition virt ISO image
e Downloads the image

e Installs the image

e Migrates configuration files from the running system

e Sets the new image as the default boot image.

The new image is run the next time the system reboots.

To upgrade using the “upgrade system image” command

1 At the command prompt, issue the upgrade system image command. Follow the
prompts; see the sample session given in Example 3-1.

2 When the install has completed, reboot the system using the reboot command.
The system restarts using the new system image.

Sample Session for “upgrade system image”

Example 3-1 shows a session where the upgrade system image command is used to
upgrade to the latest system image.

NOTE You will not be prompted for your repository username and password if they are already
configured within the entitlement system.

Example 3-1 Upgrading a system image
vyatta@vyatta:~$ upgrade system image
Vyatta image upgrade utility.
Please enter repository username: testco
Please enter repository password: testpassword
Checking for updated images on the Vyatta repository...
I have found a newer system image on the Vyatta repository.
The new image is version: VSE6.4-2012.02.09
Would you like to upgrade to this image? [Yes/No] yes
OK... Starting process to upgrade system image.
Trying to fetch ISO file from

http://packages.vyatta.com/vyatta-supported/iso/stable/vyatta-livecd-vir
t_VSE6.4-2012.02.09_1386.1is0

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 196M 100 196M @ 0 489k Q0 0:06:49 0:06:49 --:--:-- 559k

ISO download succeeded.
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Checking for digital signature file...

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 189 100 189 0 0 169 0 0:00:01 0:00:01 --:--:-- 2333

Found it. Checking digital signature...
gpg: directory " /root/.gnupg' created
gpg: new configuration file " /root/.gnupg/gpg.conf' created

gpg: WARNING: options in " /root/.gnupg/gpg.conf' are not yet active during
this run

gpg: keyring " /root/.gnupg/pubring.gpg' created

gpg: Signature made Mon Feb 6 16:42:22 2012 GMT+8 using DSA key ID 9436A9F8
gpg: /root/.gnupg/trustdb.gpg: trustdb created

gpg: Good signature from "Autobuild <autobuild@vyatta.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 1B49 FEOA 0239 706A C6D4 13BO 04A2 5B93 9436 A9F8
Digital signature is valid.

Checking MD5 checksums of files on the ISO image...OK.

Done!

What would you like to name this image? [VSE6.4-2012.02.09]: <Enter>

OK. This image will be named: VSE6.4-2012.02.09

Installing "VSE6.4-2012.02.09" image.

Copying new release files...

Would you like to save the current configuration

directory and config file? (Yes/No) [Yes]: <Enter>

Copying current configuration...

Would you like to save the SSH host keys from your

current configuration? (Yes/No) [Yes]: <Enter>

Copying SSH keys...

Setting up grub configuration...

Done.

Upgrading the Full Vyatta AMI

When AMI-specific content in the Vyatta AMI changes, you must perform an
upgrade to the new Vyatta AMI, using the procedure in this section.

To upgrade the Vyatta AMI.

1

Save your current system configuration (/config) to a separate location on your
network.

Using the new Vyatta AMI, create a new Vyatta virtual machine in your AWS
environment. Use the instructions given in Chapter 1: Installing the System,
starting in the section“Obtaining the Vyatta AMI™ on page 4 .

Perform initial configuration of the new virtual machine and test the installation
to verify connectivity on the network.
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4 Shut down the old system so it does not conflict with the new system.
5 Load the configuration you saved onto the new Vyatta virtual machine.
6 Make the following modification to the loaded configuration:

e For each Ethernet interface, delete the hardware ID. (In configuration mode,
use the delete interface ethernet ethx hw-id command, where ethx is the name
of the Ethernet interface).

7 Reboot the system using the reboot command. The system restarts using the new
configuration.
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Commands

This chapter describes installation and upgrade commands.

52
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This chapter presents the following commands.

Configuration Commands

None.

Operational Commands

add system image

Adds a binary system image to the currently running system.

clone system image

Creates a copy of a Vyatta system image installed on the local
system or on a remote system.

delete system image

Deletes a Vyatta system image.

install image

Installs a Vyatta system image, using a binary system image.

install system

Installs Vyatta system software, using a traditional layout of files.

rename system image

Renames a Vyatta system image.

set system image default-boot

Selects a Vyatta system image to be run when the system is next
rebooted.

show system image

Displays a list of Vyatta system images installed on the system.

upgrade system image

Upgrades the currently running system to the latest version.
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add system image

Adds a binary system image to the currently running system.

Syntax

add system image {iso-filename | iso-URL [username username password password|}

Command Mode

Operational mode.

Parameters
iso-filename  The name of the Vyatta system image file to be added.
iso-URL The URL location of the Vyatta system image file to be added.
username Optional. The username required to login to the remote system at
the specified URL location.
password Optional. The password required to login to the remote system at
the specified URL location. If the username is specified, then a
password must also be specified.
Default

None.

Usage Guidelines

Use this command to add a binary Vyatta system image to the currently running
system. A system image can be added to a system that was installed using a
disk-based install (using the install system command) or an image-based install
(using the install image command). Once added, it will be set as the new default boot
image and will be run the next time the system is booted.

The command will validate the MDS checksums of the files contained in the ISO
image to ensure that it has not been corrupted. In addition, it will not allow more
than a single copy of an image to exist on the same system.

The iso-filename or iso-URL argments provide the source for the ISO image file.
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NOTE If you are accessing the ISO image on the web, in most browsers right-clicking the link to the
file will provide access to the URL which can then be copied and pasted as the iso-URL argument to

this command.

The following table shows the syntax for file specification for different file locations.

Table 4-1

Location

Specification

An absolute path

For iso-filename use standard UNIX file specification.

A relative path

For iso-filename you can also specify the path name relative to the
current directory.

FTP server

Use the following syntax for the iso-URL argument:
ftp://user:passwd@host/image-file
where user is the username on the host, passwd is the password
associated with the username, host is the host name or IP address of
the FTP server, and image-file is the 1SO image file, including the
path. Alternatively, the username and password can be specified as
username and password arguments to the add system image
command.

If you do not specify user and passwd you are prompted for them.

SCP server

Use the following syntax for the iso-URL argument:
scp://user:passwd@host/image-file
where user is the username on the host, passwd is the password
associated with the username, host is the host name or IP address of
the SCP server, and image-file is the I1SO image file, including the
path. Alternatively, the username and password can be specified as
username and password arguments to the add system image
command.

If you do not specify user and passwd you will be prompted for
them.

HTTP server

Use the following syntax for the iso-URL argument:
http://host/image-file

where host is the host name or IP address of the HTTP server and

image-file is the ISO image file, including the path.

TFTP server

Use the following syntax for the iso-URL argument:
tftp://host/image-file
where host is the host name or IP address of the TFTP server, and

image-file is the 1SO image file, including the path relative to the
TFTP root directory.

Vyatta System

R6.4 v01 Installing the System/User Guide: AMI

55



Chapter 4: Installation and Upgrade Commands

clone system image

Creates a copy of a Vyatta system image installed on the local system or on a remote

system.

Syntax

clone system image [user@bost:|source-image-name new-image-name [clean|

Availability

.

(A Vyatta Subscription Edition.

Command Mode

Operational mode.

Parameters

user

The user name on a remote host. Required for remote host
access via SCP. Not required for cloning a local system
image.

host

The hostname or IP address of a remote host. Required for
remote host access using SCP. Not required for cloning a
local system image.

source_image-name

The name of the system image to be copied. The source
image can exist on the local system or a remote system.

new-image-name

The name of the new (copied) system image. An image with
this name must not already exist on the system.

clean

Creates an empty read-write directory tree for the new
image. This creates a new image that is functionally
equivalent to the source image as it existed when it was
originally installed.

Default

None.
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Usage Guidelines

Use this command to create a copy of a system image installed on the local system or
on a remote system to the local system.

If user@host is specified, the image is fetched from the named host using the SCP
protocol. If user@host is omitted, the source-image-name is the name of an image
that already exists on the system. The new-image-name is the image name that the
system uses for the clone. There must be no image by that name already existing on
the system.

Command completion is performed for local image names if user@host is not
specified. No command completion is performed on remote image names if
user@host is specified.

If the clean argument is omitted, the command copies the squashfs file being used by
the image named source-image-name as well as the read-write directory tree of
source-image-name. If the clean argument is given, then the read-write directory tree
of source-image-name is NOT copied. Instead, an empty read-write directory tree is
created for the new image. This creates a new image that is functionally equivalent
to the source image as it existed when it was initially installed.

Images created by this command behave the same as images installed by the install
image or the add system image commands.

The https and ssh services must both be enabled on the remote Vyatta system in order
for the clone system image command to work properly. The https service is enabled
using set service https in Configuration mode. The ssh service is enabled using set
service ssh in Configuration mode.

NOTE This command is only available in the Vyatta Subscription Edition.

Vyatta System

R6.4 v01 Installing the System/User Guide: AMI

57



Chapter 4: Installation and Upgrade Commands 58

delete system image

Deletes a Vyatta system image.

Syntax

delete system image [image-name]

Command Mode

Operational mode.

Parameters

image-name  The name of the Vyatta system image to be deleted.

Default

When used with no options, the system prompts for the image to delete.

Usage Guidelines
Use this command to delete a Vyatta system image from the local disk drive.

The image and all of its local files, including its Vyatta configuration file, are all
destroyed. Since this command is destructive, the system prompts for confirmation.

Command completion displays all valid completions for the image-name argument.
If the image-name argument is omitted, the system displays a list of available images
and prompts you to select one.

If the system was originally installed in disk-based mode, an image-name option is
available that you can use to direct that the disk-based installation should be deleted.

The system does not allow you to delete the currently running system image.
However, the system does allow you to delete the image currently selected to be run
at the next reboot. If you choose this, the system uses the currently running image
when the system is next rebooted.
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install image

Installs a Vyatta system image, using a binary system image.

Syntax

install image

Command Mode

Operational mode.

Parameters

None.

Default

None.

Usage Guidelines

Use this command to install a Vyatta system binary image.

This command is similar to the install system command in functionality. Once the
installation is complete you can add multiple Vyatta versions into the same partition,
using the add system image command, and you can then choose which version to
boot, using the set system image default-boot command. This allows you to move
easily between different versions of the system.

If you have a new system and want to install the Vyatta system from scratch, you can
boot the Vyatta LiveCD and then run the install image command to install the image
on the LiveCD to the disk. The install image command operates similarly to the
install system command—it creates and formats a new disk partition and then
installs the image to the partition while preserving the system configuration.
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install system

Installs Vyatta system software, using a traditional layout of files.

Syntax

install system

Command Mode

Operational mode.

Parameters

None.

Default

None.

Usage Guidelines

Use this command to install Vyatta software from a LiveCD onto a persistent device
such as a hard disk.

NOTE Vyatta recommends using the install image command over the install system command.

If you have a new system and want to install the Vyatta system from scratch, you can
boot the Vyatta LiveCD and then run the install system command to install the
system on the LiveCD to the disk. The install system command operates similarly to
the install image command—it creates and formats a new disk partition and then
installs the system to the partition while preserving the system configuration.
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rename system image

Renames a Vyatta system image.

Syntax

rename system image old-image-name new-image-name

Command Mode

Operational mode.

Parameters

old-image-name  The name of an existing Vyatta system image to be renamed.

new-image-name  The new name of the Vyatta system image.

Default

None.

Usage Guidelines
Use this command to rename a Vyatta system image.

The old name must match the name of an image on the system. The system does not
allow you to rename the currently running system image. The new system image
name cannot be in use by another image.
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set system image default-boot

Selects a Vyatta system image to be run when the system is next rebooted.

Syntax

set system image default-boot [image-name)|

Command Mode

Operational mode.

Parameters

image-name  The name of the Vyatta system image to be run when the system is
rebooted.

Default

If used with no image name specified, the system displays a list of available images
and prompts you to select one.

Usage Guidelines

Use this command to specify which Vyatta system image is to be run when the system
is next rebooted.

When multiple system images have been installed using the add system image
command, you can use this command to direct the system to boot from a specific
system image the next time it is restarted.

Command completion displays all valid completions for the image-name argument.
If the image-name argument is omitted, the system displays a list showing all images
installed on the system and prompts you to select one. If the system was originally

installed in disk-based mode, then a special image-name option is available so that

you can select the disk-based system as the default system from which to boot.
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show system image

Displays a list of Vyatta system images installed on the system.

Syntax

show system image [storage | version]

Command Mode

Operational mode.

Parameters
storage Display the amount of disk space used by each image.
version Include the image version number in the display of system images.
Default
None.

Usage Guidelines

Use this command to display a list of all Vyatta system images currently installed on
the system.

The command output identifies the image that is currently running, as well as the
image that has been selected to run when the system is next rebooted. If the system
was originally installed in disk-based mode, then one of the image names identifies
that installation.
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upgrade system image

Upgrades the currently running system to the latest version.

Syntax

upgrade system image

Availability

P Vyatta Subscription Edition.
hd

Command Mode

Operational mode.

Parameters

None.

Default

None.

Usage Guidelines

Use this command to upgrade the Vyatta system image to the latest release. It is the
preferred method of system upgrade. The system image can be upgraded on a system
that was installed using a disk-based install (using the install system command) or an
image-based install (using the install image command or from a virtual machine
template). Once the new image is added to the system, the configuration from the
currently running system can be migrated. Also, the new image will be set as the new
default boot image and will be run the next time the system is booted.

The command will validate the MDS checksums of the files contained in the ISO
image to ensure that it has not been corrupted. In addition, it will not allow more
than a single copy of an image to exist on the same system.
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ACL access control list

ADSL Asymmetric Digital Subscriber Line
AMI Amazon Machine Image

API Application Programming Interface
AS autonomous system

ARP Address Resolution Protocol

AWS Amazon Web Services

BGP Border Gateway Protocol

BIOS Basic Input Output System

BPDU Bridge Protocol Data Unit

CA certificate authority

CCMP AES in counter mode with CBC-MAC
CHAP Challenge Handshake Authentication Protocol
CLI command-line interface

DDNS dynamic DNS

DHCP Dynamic Host Configuration Protocol
DHCPv6 Dynamic Host Configuration Protocol version 6
DLCI data-link connection identifier

DMI desktop management interface

DMZ demilitarized zone

DN distinguished name

DNS Domain Name System

DSCP Differentiated Services Code Point
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DSL Digital Subscriber Line

eBGP external BGP

EBS Amazon Elastic Block Storage
EC2 Amazon Elastic Compute Cloud
EGP Exterior Gateway Protocol
ECMP equal-cost multipath

ESP Encapsulating Security Payload
FIB Forwarding Information Base
FTP File Transfer Protocol

GRE Generic Routing Encapsulation
HDLC High-Level Data Link Control
/O Input/Ouput

ICMP Internet Control Message Protocol
IDS Intrusion Detection System
IEEE Institute of Electrical and Electronics Engineers
IGP Interior Gateway Protocol

IPS Intrusion Protection System

IKE Internet Key Exchange

P Internet Protocol

IPOA IP over ATM

[Psec IP security

IPv4 IP Version 4

IPv6 IP Version 6

ISP Internet Service Provider

KVM Kernel-Based Virtual Machine
L2TP Layer 2 Tunneling Protocol
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LACP Link Aggregation Control Protocol
LAN local area network

LDAP Lightweight Directory Access Protocol
LLDP Link Layer Discovery Protocol
MAC medium access control

MIB Management Information Base
MLPPP multilink PPP

MRRU maximum received reconstructed unit
MTU maximum transmission unit

NAT Network Address Translation

ND Neighbor Discovery

NIC network interface card

NTP Network Time Protocol

OSPF Open Shortest Path First

OSPEv2 OSPF Version 2

OSPFEFv3 OSPF Version 3

pP2pP peer-to-peer

PAM Pluggable Authentication Module
PAP Password Authentication Protocol
PAT Port Address Translation

PCI peripheral component interconnect
PKI Public Key Infrastructure

PPP Point-to-Point Protocol

PPPoA PPP over ATM

PPPoE PPP over Ethernet

PPTP Point-to-Point Tunneling Protocol
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PVC permanent virtual circuit

QoS quality of service

RADIUS Remote Authentication Dial-In User Service
RHEL Red Hat Enterprise Linux

RIB Routing Information Base

RIP Routing Information Protocol

RIPng RIP next generation

Rx receive

S3 Amazon Simple Storage Service
SLAAC Stateless Address Auto-Configuration
SNMP Simple Network Management Protocol
SMTP Simple Mail Transfer Protocol

SONET Synchronous Optical Network

SSH Secure Shell

SSID Service Set Identifier

STP Spanning Tree Protocol

TACACS+ Terminal Access Controller Access Control System Plus
TCP Transmission Control Protocol

TKIP Temporal Key Integrity Protocol

ToS Type of Service

Tx transmit

ubDP User Datagram Protocol

vif virtual interface

VLAN virtual LAN

VPC Amazon virtual private cloud

VPN Virtual Private Network
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VRRP Virtual Router Redundancy Protocol
WAN wide area network

WAP wireless access point

WPA Wired Protected Access
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