Vulnerability
in WPA2

Airlight'

HMETWORNKS



Vulnerability
in WPA2

Presenters:

Anthony Paladino, Managing Director,
Systems Engineering

Dr. Kaustubh Phanse, Principal Wireless Architect

Md. Sohail Ahmad, Senior Security Researcher

Moderator:

Della Lowe, Sr. Director, Corporate Marketing




What happened last week in Las Vegas?

NETWORKWORLD

{~ TechRepublic

darknet.org.uk

Upshot of the WPA2 brouhaha

WPA/WPA2 not as secure as we would
like to believe

How malicious insiders could hack your
Wi-Fi -- easily!

WPAZ2 vulnerability uncovered — “Holel196”



This webinar

Is there a fix Should | worry about it
What’'s wrong with WPA2 ?

- But, | have heard that...
What's Holel196 p ?




What's Holel967?

— — o T T — i
8.5.1 Key hierarchy

RSNA defines two key hierarchies:
a) Pairwise key hierarchy, to protect unicast traffic
b) GTK a hierarchy consisting of a single key to protect multicast and broadcast traffic

NOTE—Pairwise key support with TKIP or CCMP allows a receiving STA to detect MAC address spoofing
and data forgery. The RSNA architecture binds the transmit and receive addresses to the pairwise key. If an
attacker creates an MPDU with the spoofed TA, then the decapsulation procedure at the receiver will generate
an error. GTKs do not have this property.

< 196 > Copyright © 2007 IEEE. All rights reserved.
" \
It's right herel!

Hole 196!1! Buried inside the 1232-page

IEEE 802.11 Standard (Revision, 2007)



WPA/WPAZ2 defines two types of keys

to protect data frames

Pairwise Transient Key (PTK)

- Unique for each client
- Protect unicast data frames

=
/N

Client 1 Client 2

Group Temporal Key (GTK)
- Shared by all clients in a BSS

- Protect group addressed data
frames (e.g., broadcast, multicast)




GTK: Key to the kingdom!

EAPOL: External notification - portValid=1
State: 4WAY_HANDSHAKE -> GROUP_HANDSHAKE
RSN: received GTK in pairwise handshake - hexdump(len=18): [REMOVED]
WPA: Group Key - hexdump(len=16): [REMOVED]

MSA: [GTK key: /b:41:d1:bb:2e:65:b6:b4:99:3c:56:32:dd:78:51:/b
WPA: |Installing GTK to the driver (keyidx=1 tx=0 len=16).

WPA: RSC|- hexdump(len=6): 00 00 00 0O 00 00
nl_set_efpcr: ifindex=6 alg=3 addr=0x808fcad key_idx=1 set_tx=0 seq_len=6
WPA: Key|negotiation completed with 00:1b:11:50:3b:1e [PTK=CCMP GTK=CCMP]

Cancellipg authentication timeout
State; GIGUP HANDSHAKE -> COMPLETED

Parameters (GTK, KeyID and PN)
required to send group addressed data
frame is known to all connected clients
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If you dream it, you can hide it!

= “Overhear” VolP over Wi-Fi conversations

= Steal intellectual property/trade secrets

= Steal identity and password

=  Sniff credit card transactions over Wi-Fi PoS

= Denial of Service (DoS)

= Port scanning, malware injection, key logger,
etc.



What's your domestic policy?

“...51% of respondents were still victims of an insider attack.”

“ The most costly or damaging attacks are more often caused
by insiders (employees or contractors with authorized access) .”

- 2010 CyberSecurity Watch Survey
by CERT, CSO and Deloitte

“ Breaches Down, Insider Attacks Up!”

- 2010 Data Breaches Investigation
by Verizon and U.S. Secret Service







Exploit #1: Stealth-mode man in the middle

Wired LAN
Victim’s data encrypted
with Victim’s PTK

| am the Gateway
(Encrypted with GTK) Attacker injects fake ARP Request packet

Attacker Victim to poison client’s cache for gateway.

Victim’s data encrypted
with Attacker’s PTK

>

o Victim sends all traffic encrypted with its PTK
to the AP, with Attacker as the destination
(gateway)

e AP forwards Victim’s data to the Attacker
encrypting it in the Attacker’s PTK. So
Attacker can decrypt Victim’s private data.
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Exploit #1: Stealth mode man in the middle

Wired LAN

J

| am the Gateway
(Encrypted with GTK) o
Attacker Victim

Victims

@ Attacker forwards victim data to actual
Gateway to provide a transparent
service to the victim

12


http://www.google.com/imgres?imgurl=http://www.computersfile.com/wp-content/uploads/2009/05/exper-style-ultra-mobile-laptop.jpg&imgrefurl=http://www.computersfile.com/exper/exper-style-laptop-in-ambitious-red&usg=__xemXDfZQiVwN4UX5LEOtEWt0xWg=&h=442&w=500&sz=47&hl=en&start=17&itbs=1&tbnid=mAqiL46SuMsNfM:&tbnh=115&tbnw=130&prev=/images?q=Red+Laptop&hl=en&gbv=2&tbs=isch:1

Open source software: Madwifi & WPA supplicant

wpa_supplicant (0.7.0)
Used to pass updated GTK and packet number (PN) to the madwifi driver

Madwifi (0.9.4)

Modified and used to create spoofed group addressed data frames
with AP MAC address as the sender

13



But you can do ARP spoofing today over WPAZ2!

So what’s new?

Wired LAN Segment
< >

t

Existing wired IDS/IPS can
catch ARP spoofing attack
on the wire!

WiFi Client 1 WiFi Client 2
(Malicious Insider)

14
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The footprint of ARP spoofing using GTK is

limited to the air!

Wired LAN Segment

Spoofed ARP Request
(I am the Gateway)

WiFi Client 1 WiFi Client 2
(Malicious Insider)

15
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Packet trace of the stealth-mode ARP spoofing

intR) B2566MC Gigabit Networl Connection (iciosof| <Parlot Sehedular) - Eanturing _Wirscharke Packet capture
B Vior—ar—CaparT—ara TS e el .
. _ —— . on wired
S ee pBEBxwaBeveoFeEE Qacan &K .
— interface
Eilter: iarp *  Expression... Clear Apply
Mo, - Time Source Destination Frotocal | Info Broadcast attaCk
8 2 Broagcast nas 1082,168,20L.977 Tell ! - .
540 13.3520905 Usi 6d:25:77 00:1d:09:fe:cl:e2 ARP  102,168.201.97 5 at 00:la:6h:6d:25:77 frfirT]EEES not \/IS;It)lEE
567 14.309239  00:1d:09:fe:cl:e2 Broadcast ARP who has 192.188.201.867 Tell 192,168.201.11 .
372 22.035053  Fortinet_03:65:81 Broadcast ARP who has 192.168.201.2327 7Tell 192.168.201.2 on the wire
BO5 22.654621 Giga-Byt_20:08:76 Broadcast ARP who has 192.168.201.827 Tell 192.168.201.9

Packet capture

‘U! Intel(R) PRO/Mireless 3945ABG Network Connection (Mic rosort's Packet Scheduler) : Lapturing - Wireshark

File Edit ‘Yiew Go (Capture Analyze Statistics  Help On WIreIeSS
B oW oo xo 8 RevoF s BB Qaqd| @B interface
Eilter:l ' * Expression... Clear Apply B

roadcast attack
Mo, - Time SoUrce Destination Protocal | Info frames V|S|b|e
10298 004.054401 00:lc:hf:0l:dh:88 Irtel 92:0a:d3  ARP  192.168.201.88 is at 00:lc:bf:0l:db:88
10295 904,154498 Intel_92:0a:d3 Broadcast ARP who has 192.168.201.8587 Tell 192.168.201.2 Onl In the all"
10300 904.154510 00:lc:bfF:0l:dh:88 Intel_92:0a:d3 ARP 192.168.201.88 5 at 00:1c:bf:01:db:83 y
10301 904.254522 Intel_52:0a:d3 Broadcast ARP who has 1592.168.201.887 Tel]l 192.1A68.201.2
10302 904,254542 00:1c:bf:01:db:88 Intel_92:0a:d3 ARP 192.168,201.88 s at 00:1c:bf:01:dh:88
10303 904.354511 Intel_92:0a:d3 Broadcast ARP who has 192.168.201.887 Tell 192.168.201.2
10304 904,354531 00:1c:bf:0l:dh:88 Intel_92:0a:d3 ARP 192.168,201.88 s at 00:lc:bf:01l:db:88 16
10305 904.454748 Intel_92:0a:d3 Broadcast ARP who has 192.168.201.887 71el] 192.168.201.2




If this is not a problem, what are you fixing?

o Wired LAN

Client isolation (or PSPF)

Attacker Victim

= Not always practical
= Not the ultimate solution; can be bypassed
= ARP poisoning over the air & MITM on wire

= Other attacks possible that do not involve AP 17
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Exploit #2: IP layer targeted attack

Any data payload can be encapsulated in the GTK-encrypted
group addressed 802.11 frames

IP Layer Unicast Data Frame

Dur- Address 2 = Encapsulated
ation AP’s BSSID Data Payload

IEEE 802.11 Data Frame

18



Exploit #3: Denial of Service (DoS)

A malicious insider can advance the locally cached PN (replay counter) in
victim clients by forging a group addressed data frame with a very large PN

File Edit Yew Go ©Capture Analyze Statistics  Help I

BB e e W x 8 R «es»7 L EE Qa0 @B

Filker: |arp * Expression.., Clear Apply

Mo, - Tirne Source Diestination Protocal  Info
Sl L el P I I I Sy S I S e [ S WL WL T Pt RS [ SRR B RS ST P VRN § 1w [ AP SN LW R SR ) \_I\I_L-I\.d'\_.!l.j
3196 119.623398 Intel_57:e7:51 Broadcast ARF Gratuitous ARP for 192.168.201.16 (Reply)
3225 119.863866 70:5a:h6:bh5:ec:ds Broadcast ARP who has 1592.168.201.117 Tell 192.168.201.83
3245 120.130381 Intel_&57:e7:51 BEroadcast ARP Gratuitous ARP for 192.168.201.16 (Request)
3286 120.637271 Intel_57:e7:51 Broadcast ARP Gratuitous ARP for 192.168.201.16 (Reply)
3323 121.144275 Intel_57:e7:51 Broadcast ARP Gratuitous ARP for 192.168.201.16 (Request)
3367 121.651207 Intel_57:e7:51 Broadcast ARP Gratuitous ARP for 192.168.201.16 (Reply)
3433 122.158148 1Intel_57:e7:51 Broadcast ARP Gratuitous ARP for 192.168.201.16 (Request)
3484 122.665109 Intel_57:e7:51 Broadcast ARF Gratuitous ARP for 192.168.201.16 (Reply)
3530 123.172068 Intel_57:e7:51 Broadcast ARP Gratuitous ARP for 1592.168.201.16 (Request)
3579 123.679040 Intel_57:e7:51 Broadcast ARP Gratuitous ARP for 192.168.201.16 (Reply)
3605 124.036644 Intelcor_56:ea:18 Eroadcast ARP who has 1592.168.201.1957 Tell 192.168.201.17
3746 125.650956 Fortinet_03:65:61 Broadcast ARP who has 192.168.201.787 Tell 192.168,201.2
3768 125.932059 00:1d:09:fe:cl:e2 EBroadcast ARP who has 192.168.201.787 7Tell 192.168.201.11
5070 ;5?.53904; Giga-Byt 20:08:76 Broadcast ARP who has 192.168.201.827 Tel]l 192.168.201.9

File _Fdit  Wiew Go  Capbure  Analvze  Statistics  Help ]

BE oM pExoBRevo07s EEeaan st

Eilter: |arp *  Expression.., Clear

Mo, - Time Source Destination Protocol | Info

Packet capture
on wired
interface

Broadcast
traffic visible

Packet capture
on wireless
interface

No Broadcast
traffic is visible

19



Fixing the WPA2 protocol

= Deprecate use of GTK and group-addressed data traffic

= APs in controller based WLAN architectures often do not
broadcast data frames over the air

= For backward compatibility, uniqgue GTKs can be assigned to
individual authorized Wi-Fi clients in the network

= |f data frames have to be broadcast, then transmit as unicast

Disadvantage

= May degrade WLAN throughput if broadcast traffic is sent as
unicast

= Not going to happen overnight!

20



Wireless intrusion prevention system (WIPS) as an

additional layer of defense

Neighboring

Premises _--~

21



AirTight’s SpectraGuard Enterprise WIPS
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SpectraGuard Enterprise

sstemsuerser sueANOMalous Broadcast Traffic from

| Dashboard ||'Ej' Evenis”@ Devices”& Lm:ations” B

D Locations
@ @ Unknown

I TR LN ST MY/ fLocations fTest-location ftest-node

EIE @ Test-location
L[E @ test-node

Security | Performance

Security Scorecard i il New Events

Laocation Event Details

Metwork Status

() Medium ) Low

[ rimeten Authorized AP [Cisco A8:ED:70]
Category: Man-in-the-Middle (MITM)

(=3 all

Category

AirTi

HETWORKE

=&

Z i

Event Star...

Vulnerable

Tell Me More

a
EQTest—location/test—node Authorized AP [Cisco_AS:ED:70] is broadeasting its SSID. Mis-configur... | Aug 4, 2:45..,
BQTest—location/test—node Potentially Authorized AP [Cisco_aS:ED:70] is active. Mis-configur... | Aug 4, 2:45...
EE},Test-location/test-node Non-authorized AP [Siemens_06:05:08] is operating on non-allowed ... |Rogue AP Aug 4, 2:24...
EELTest—Iocation/test—node Mon-authorized AP [Cisco_1E:EF:11] is operating on non-allowed cha... |Rogue AP Aug 4, 2:24...
EE}Test—locationr’test—node Non-authorized AP [Cisco_1E:EF:10] is operating on non-allowed cha... |Rogue &P Aug 4, 2:24...

By Categaory | Lask 24 Hours % @ ﬁ By Location | Lask 24 Hours % @ ﬁ

LN (5)
C 5. t=]
o wog-
T 4- £
e o
D Eo G-
T o
o 2- =]
% 1- ﬁ ' E 4-
2l s o o @ s B 3.3 :

z 2-
B Ad hoc Metworl: ® Cracking = DoS BmMAC Spoofing ™ Man-in-the-Middle

D_

B Misbehaving Clients B Mis-configured AP B Prevention M Reconnaissance

Active Inactive Active D ResE

AP Quarantine Active Sensarin 3 0

AP Quarantine Pending Sensor{abg) |0 0 B

Client Quarantine Active WD) 1] 1] L - -

Client Quarantine Pending MND{abg) 1] 1]
SHDC{n L] o i
SNDC(abgl [0 0 \\ : »'_j.-

20— 7o C— ) C—

Active

[J tnactive

ey
-~

234

» Authorized (2) © Mis-configured (0) ® Rogue (5)
External (53) ' Uncategorized (1)

External (&)

Misbehaving (0) ® Rogue (4)
Uncategarized (10)




Events Details for Event ID: 37

[ID: 37] Anomalous broadcast data traffic from Authorized AP [Cisco_AS:ED:70]. ﬁ

anomalous broadcast data traffic is detected from Authorized AP

[Cisco_AS:ED:70]. It may indicate presence of a packet injection attack. Location Test-location/test-node

Man-in-the-Middle attacks on an authorized wireless Client which use this Severity High Sewverity Event

type of packet injection are well known, Start Time: Aug 4, 3:06:25 4M
End Tirme: -

Is Wulnerable Mo

Sub Events [ pdated Date/Time ]
Event Started. Aug 4, 2010 3:06:25 AM

Participating Devices
SpectraGuard Enterprise displays the participating devices for the above selected sub event,

|[:][ MNarne ][ M&C Address ][ Current Location ][ Event Time Location ]
Al | Cisco_as:ED:70 00:17:DF:AS:ED:70 | currentlocation | Ll Event Time location |

|ﬂ‘?° Attacker & Zurrent Location Event Tirne Location ||

Recommended Action | pAcknowledgement Trail|

Anomalous broadcast data traffic from Authorized AP could mean that the AP or its associated Clients may be under
attaclk:, Locate the source of packets and check if there is any suspicious behawiar. Please check if Client to Client
communication is also in progress through Authorized AP,

Cancel ][ Delate




Event Time Location Tracking

@ Event Time Location Tracking - Attacker

Device Mame Attacker MAC Address MA
Irnage Opacity |30% 5 [ Ql ][ a ]|1|:||:|'°.-"o V” @l ] [ Therrmormetar Wiew
Length in Feek ----- *
Z2 4 & 48 ]
L1111 L1111 I I | 1111 | I | 11
™ | | |
i P.l__i:Tight_‘lD:DD:FEu i ]
24 Jfm F Physical location
: //_/ of the attacker
3B ] T ;
1™ "}_lfT'ght—"":" BitTight] 40:02: 37
] 5
43 ] - [
&0 ] 1 | | |
Location Narne test-node Location Probability
Total Area 3965.0 sq. ft. 4 —HmI
Device Location Region #3.75 sq. ft. ) _J_
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@ Authorized AP Details - Cisco_ AB:ED:70 Aug 4, 3:22:28 AM [Ed]

Device Properties

Device Mame Cisco_AS:ED: 70 Location *Test-locationsest-node

Quarantine Status Mot in Quarantine Classification Authorized

Properties | Events | Performance | Troubleshoot | Locate|

~Properties - rDevices Seeing AP [Total: 3]
||Placed on Floormap? Yes ? D[ Mare ][ e
| EREEDE Y etiee ki || s |airTight 40:02:87 -37 dBm
||Up Since aug 4, 2010 2:45:50 AM —

Network 192 168.8.0/22 L |AirTight 40:13:45 -43 dBm
: IF Address = | A5 |AirTight 40:00:F6 -46 dBm
||Basic Link Rates (Mbps) 36.0, 24,0, 18.0, 12.0, 11.0,... i
||Mendar Cisco
|| ZEID SeciFi
||Is Guest 5510 7 Ma
||Protocal b/g
||Channel 3
||Security a0z.11i

Authentication PSk ) E =z
| e airmis Encryption oM rRecently Associated Clients-
: Group Encryption CCMP D[ Client Mame ][ Last Detected At < ]
||Cisco MFP (802.11w) AP cap... |Mo o Intel 00:4E:3C Present |
e Hlblioky-5 Raslet-re Dizzblzd 1 o= D-Link_81:68:F4 Present
I Inter-Client Communication ... n;ﬁ U T et
: Dos Quarantine Mot Under DoS Attack né_l! Aironet AC:DF:D7 Aug 4, 3:11:59 AM
||Defending Sensor
||Part Block Status wired Port Unblocked L
||Part Block Details IP: Mone Port: --
||Beacon Interval (ms) 10z
||First Detected AL Aug 4, 2010 2:45:50 AM

<

1802110 Capability --
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Concluding remarks

Holel96: Allows an insider to bypass WPA2 inter-user
data privacy

= All WPA and WPA2 networks are vulnerable
= No key cracking! No brute force!

Client isolation or PSPF
= Use it as a first aid, but it's not the ultimate solution

Proprietary fix to the WPA2 protocol (without breaking the
Interoperability) is possible

WIPS as an additional layer of security

= A dedicated WIPS such as SpectraGuard Enterprise, monitoring the
airspace 24/7, can protect enterprise networks from wireless threats
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Thank You!

Aiffight"

NETWORKS

The Global Leader in Wireless Security
and Compliance Solutions

For more information on wireless security
risks, best practices, and solutions, visit:

www.airtightnetworks.com

blog.airtightnetworks.com

For more information about our products
and services, contact:

+1 877 424 7844

sales@airtightnetworks.com
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MITM attack using SSLStrip on top of the

Holel96 exploit

C ¥ hitps:/fwww.google.com/accounts/ServiceLogin?service=malRpassive=trueirm=falseRcontinue=htp//mal.google.com/r & » | 0§

el dwudio Podeasts - Cisc... WWitdaz: The Future of ., D 'Wi-Fi Helps 'Homeland. .. m MMSL: Writing & Podc... g2, Speech Training - Buil... [ Imported From IE »* [ other

L]
GM | | Welcome to Gmail
by Google

A Google approach to email.

Grail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun. After all, Gmail
has:

Sign in with your

root’s X desktop [bt:1)

d i

Shell - Konsole

bt SSLSTRIP # cat passwdfile.txt [
2010-08-03 11:43:21,359 POST Data (safebrowsing.clients.google.com):
goog-malware-shavar;a:19848-22867:s:313560-35138:mac
goog-phish-shavar;a:95818-106307:5:56976-60143:mac

2010-68-63 11:43:35,524 SECURE POST Data (www.google.com):
2010-68-63 11:44:07,853 SECURE POST Data (www.google.com):
ltmpl=default&ltmplcache=2&continue=http%3A%2F%2Fmail.google. com®s2Fmalil%s2F%3F&service=mal
l&rm=false&dsh=-7911696978607433719&1tmpl=default&ltmpl=default&scc=1&timeStmp=&secTok=5&G

ata (marC]googCle.com):

2010-08-03 11:44:34,50p POST Data (mailjgoogle.com):

2010-68-63 11:44:

2010-608-63 11:44:35,51p POST Data (mailjgoogle.com): I

Username Password
29
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