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What happened last week in Las Vegas?

Upshot of the WPA2 brouhaha

WPA/WPA2 not as secure as we would 
like to believe

How malicious insiders could hack your 
Wi-Fi -- easily!

WPA2 vulnerability uncovered – “Hole196”darknet.org.uk
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This webinar

?
?

What’s Hole196

What’s wrong with WPA2
Should I worry about it

But, I have heard that…

Is there a fix
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What’s Hole196?

It’s right here!
Buried inside the 1232-page 
IEEE 802.11 Standard (Revision, 2007)

Hole 196!!!
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Pairwise Transient Key (PTK)
- Unique for each client
- Protect unicast data frames

Client 1 Client 2

PTK 2PTK 1

WPA/WPA2 defines two types of keys    
to protect data frames

Group Temporal Key (GTK)
- Shared by all clients in a BSS

- Protect group addressed data 
frames (e.g., broadcast, multicast)

Client 1 Client 2

GTK
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GTK: Key to the kingdom!

Client 1 Client 2

Parameters (GTK, KeyID and PN) 
required to send group addressed data 
frame is known to all connected clients

GTK
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“Overhear” VoIP over Wi-Fi conversations 

Steal intellectual property/trade secrets

Steal identity and password

Sniff credit card transactions over Wi-Fi PoS

Denial of Service (DoS)

Port scanning, malware injection, key logger, 
etc.

If you dream it, you can hide it! 
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‐

 

2010 CyberSecurity

 

Watch Survey 

 by CERT, CSO and Deloitte

“…51% of respondents were still victims of an insider attack.”

“ The most costly or damaging attacks are more often caused    
by insiders (employees or contractors with authorized access) .”

“ Breaches Down, Insider Attacks Up!”

‐

 

2010 Data Breaches Investigation 

 by Verizon and U.S. Secret Service

What’s your domestic policy?
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Exploit #1: Stealth-mode man in the middle

1 Attacker injects fake ARP Request packet 

 
to poison client’s cache for gateway.

AP forwards Victim’s data to the Attacker 

 
encrypting it in the Attacker’s PTK. So 

 
Attacker can decrypt Victim’s private data.

3

VictimAttacker

Wired LAN

I am the Gateway
(Encrypted with GTK)

1

Victim’s data encrypted 

 
with Victim’s PTK

2

Victim sends all traffic encrypted with its PTK 

 
to the AP, with Attacker as the destination 

 
(gateway)

2

Victim’s data encrypted 

 
with Attacker’s  PTK

3
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VictimAttacker

Wired LAN

4

Victims
I am the Gateway

(Encrypted with GTK)

Exploit #1: Stealth mode man in the middle

Attacker forwards victim data to actual 

 
Gateway to provide a transparent 

 
service to the victim

4
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Open source software: Madwifi & WPA supplicant

wpa_supplicant (0.7.0)

Used to pass updated GTK and packet number (PN) to the madwifi driver

Madwifi (0.9.4) 

Modified and used to create spoofed group addressed data frames 
with AP MAC address as the sender
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Existing wired IDS/IPS can 

 catch ARP spoofing attack 

 on the wire!

WiFi

 

Client 2

Wired LAN Segment

Sp
oo
fed

 AR
P R
eq
ue
st 

(I a
m 
the

 Ga
tew

ay
)

WiFi

 

Client 1 

 
(Malicious Insider)

But you can do ARP spoofing today over WPA2! 
So what’s new?
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WiFi

 

Client 2

Wired LAN Segment

Spoofed ARP Request 

 
(I am the Gateway)

WiFi

 

Client 1 

 
(Malicious Insider)

The footprint of ARP spoofing using GTK is 
limited to the air!
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Packet capture 
on wired 
interface

Broadcast attack 
frames not visible 
on the wire

Packet capture 
on wireless 
interface

Broadcast attack 
frames visible 
only in the air

Packet trace of the stealth-mode ARP spoofing
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If this is not a problem, what are you fixing?

VictimAttacker

Wired LAN

1

2
X

3

Not always practical

Not the ultimate solution; can be bypassed

ARP poisoning over the air & MITM on wire

Other attacks possible that do not involve AP

Client isolation (or PSPF)
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Exploit #2: IP layer targeted attack

IP Layer Unicast Data Frame

IEEE 802.11  Data Frame

Any data payload can be encapsulated in the GTK-encrypted 
group addressed 802.11 frames

Flag Dur-
ation

Address 1 =
FF:FF:FF:FF:FF:FF

Address 2 =
AP’s BSSID

Address 3 =
Src MAC Address

Seq.
No

Encapsulated 
Data Payload FCS
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Exploit #3: Denial of Service (DoS)
A malicious insider can advance the locally cached PN (replay counter) in 
victim clients by forging a group addressed data frame with a very large PN

Packet capture 
on wired 
interface

Broadcast 
traffic visible

Packet capture 
on wireless 
interface

No Broadcast 
traffic is visible
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Fixing the WPA2 protocol

Deprecate use of GTK and group-addressed data traffic

APs in controller based WLAN architectures often do not 
broadcast data frames over the air

For backward compatibility, unique GTKs can be assigned to 
individual authorized Wi-Fi clients in the network

If data frames have to be broadcast, then transmit as unicast

Disadvantage

May degrade WLAN throughput if broadcast traffic is sent as 
unicast

Not going to happen overnight!
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Wireless intrusion prevention system (WIPS) as an 
additional layer of defense
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AirTight’s SpectraGuard Enterprise WIPS
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Anomalous Broadcast Traffic from
Authorized AP [Cisco_A8:ED:70]

Category: Man-in-the-Middle (MITM)
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Physical location 
of the attacker
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Concluding remarks

Hole196: Allows an insider to bypass WPA2 inter-user      
data privacy

All WPA and WPA2 networks are vulnerable
No key cracking! No brute force!

Client isolation or PSPF
Use it as a first aid, but it’s not the ultimate solution

Proprietary fix to the WPA2 protocol (without breaking the 
interoperability) is possible

WIPS as an additional layer of security 
A dedicated WIPS such as SpectraGuard Enterprise, monitoring the
airspace 24/7, can protect enterprise networks from wireless threats
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The Global Leader in Wireless Security 
and Compliance Solutions

For more information on wireless security 
risks, best practices, and solutions, visit:

www.airtightnetworks.com

blog.airtightnetworks.com

For more information about our products 
and services, contact:

+1 877 424 7844

sales@airtightnetworks.com

Thank You!
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MITM attack using SSLStrip on top of the 
Hole196 exploit

Username Password
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