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WSO2 API Manager Documentation

Welcome to WSO2 API Manager Documentation! WSO2 API Manager (APIM) is a fully open source, complete
solution for creating, publishing and managing all aspects of an API and its lifecycle, and is ready for massively
scalable deployments.

Use the descriptions below to find the section you need, and then browse the topics in the left navigation panel. You
can also use the Search box on the left to find a term in this documentation, or use the search box in the top
right-hand corner to search in all WSO2 product documentation.

To download a PDF of this document or a selected part of it, click here (generate only one PDF at a time). Use the
same link to export to HTML or XML.

About APl Manager

Introduces WSO02 API
Manager, including  the
business cases it solves, its
features, architecture and how
to get help.

Admin Guide

Introduces product deployment
and other system
administration tasks.

Getting Started

Instructions to download,
install, run and get started
quickly with WSO2 API
Manager.

Samples

Real-life business use cases
of the product.

User Guide

Introduces the features and
functionality of the API
Manager, solution
development, testing,
debugging and deployment.

Published APIs

APIs to be used in your
applications.



http://wso2.com/products/api-manager
https://docs.wso2.org/spaces/flyingpdf/flyingpdf.action?key=AM180

About APl Manager

The topics in this section introduce WSO2 API Manager, including the business cases it solves, its features, and
architecture.

® Introducing the API Manager

® About this Release

Introducing the APl Manager

As an organization implements SOA, it can benefit by exposing core processes, data and services as APIs to the
public. External parties can mash up these APIs in innovative ways to build new solutions. A business can increase
its growth potential and partnership advancements by facilitating developments that are powered by its APIs in a
simple, decentralized manner.

However, leveraging APIs in a collaborative way introduces new challenges in exercising control, establishing trust,
security and regulation. As a result, proper APl management is crucial.

WSO02 API Manager overcomes these challenges with a set of features for API creation, publication, lifecycle
management, versioning, monetization, governance, security etc. using proven WSO2 products such as WSO2
Enterprise Service Bus, WSO2 Identity Server, and WSO2 Governance Registry. In addition, as it is also powered
by the WSO2 Business Activity Monitor and is immediately ready for massively scalable deployments.

WSO2 API Manager is fully open source and is released under Apache Software License Version 2.0, one of the
most business-friendly licenses available today. It provides Web interfaces for development teams to deploy and
monitor APIs, and for consumers to subscribe to, discover and consume APIs through a user-friendly storefront. The
API Manager also provides complete APl governance and shares the same metadata repository as WSO2
Governance Registry. If your setup requires to govern more than APIs, we recommend you to use WSO2 API
manager for APl governance and WSO2 Governance Registry for the other artefacts.

The WSO2 API Manager is an on-going project with continuous improvements and enhancements introduced with
each new release to address new business challenges and customer expectations. WSO?2 invites users, developers
and enthusiasts to get involved or get the assistance of our development teams at many different levels through
online forums, mailing lists and support options.

About this Release

What is new in this release

The WSO2 API Manager version 1.8.0 is the successor of version 1.7.0. It contains the following new features and
enhancements:

® Upgraded Swagger. You now have the facility to edit the Swagger definition of an API in the API design time.

* |mprovements added to the ability to set up a reverse proxy server to pass server requests. See Adding a
Reverse Proxy Server.

® Auto populated access token in the Swagger API console. See Invoke an API using Swagger.

* Performance improvements in the API Store by retrieving subscription details only for the selected
application.

® Self sign-up option available for tenant stores. The super admin no longer has to manually add a tenant user
to that store using the admin console.

® Ability to plug in a custom JWT generator with your own logic to generate claims. See Passing Enduser
Attributes to the Backend Using JWT.

® Ability to enable self sign up support for tenant API Stores. See Enabling Self Sign-up.

Compatible WSO2 product versions
The following products were tested for compatibility with WSO2 APIM 1.8.0:

® WSO2 Governance Registry 4.6.0
® WSO2 Identity Server 5.0.0
® WSO2 Business Activity Monitor 2.5.0

WSO2 APIM 1.8.0 is based on WSO2 Carbon 4.2.0 and is expected to be compatible with any other WSO2 product


http://wso2.com/products/enterprise-service-bus
http://wso2.com/products/enterprise-service-bus
http://wso2.com/products/identity-server
http://wso2.com/products/governance-registry
http://wso2.com/products/business-activity-monitor
http://www.apache.org/licenses/LICENSE-2.0
https://docs.wso2.com/display/AM180/Invoke+an+API+using+Swagger
https://docs.wso2.com/display/AM180/Customizing+the+API+Store#CustomizingtheAPIStore-Enablingselfsign-up
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that is based on the same Carbon version. If you get any compatibility issues, please contact team WSOZ2. For
information on the third-party software required with APIM 1.8.0, see Installation Prerequisites.

Deprecated features

® From the 1.8.0, the integrated WSO2 REST client in the API Store is deprecated and it will be removed from
the next release onwards. We encourage you to use the API console to invoke the APIs.

Fixed issues
For a list of fixed issues in this release, see WSO2 API Manager 1.8.0- Fixed Issues.

Known issues

For a list of known issues, see WSO2 APl Manager- Known Issues.



https://wso2.org/jira/issues/?filter=12092
https://wso2.org/jira/issues/?filter=10810
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Getting Started

The following topics show how to download, install, run and get started quickly with WSO2 API Manager.
® Quick Start Guide

Downloading the Product

Installation Prerequisites

Installing the Product

Building from Source

Running the Product

Upgrading from the Previous Release

Get Involved

Quick Start Guide

WSO2 API Manager is a complete solution for publishing APIs, creating and managing a developer community and
for routing API traffic in a scalable manner. It leverages the integration, security and governance components from
the WSO2 Enterprise Service Bus, WSO2 Identity Server, and WSO2 Governance Registry. In addition, as it is
powered by the WSO2 Business Activity Monitor (BAM), the WSO2 API Manager is ready for massively scalable
deployments immediately.

This guide walks you thorough the basic usecases of the API Manager:
Introduction to basic concepts
Starting the APl Manager

Creating users and roles

Creating an API

Adding API documentation

Adding interactive documentation
Versioning the API

Publishing the API

Subscribing to the API

Invoking the API

Monitoring APIs and viewing statistics

Introduction to basic concepts
Let's take a look at the basic concepts that you need to know before using the APl Manager.

[ Components ] [ Users and roles | [ API life cycle ] [ Applications ] [ Throttling tiers ] [ APl keys ] [ Application
access tokens ] [ Application user access token ] [ API resources ]

Components
The API Manager comprises of the following components:

* API Gateway: Secures, protects, manages, and scales API calls. It is a simple API proxy that intercepts API
requests and applies policies such as throttling and security checks. It is also instrumental in gathering API
usage statistics. The Web interface can be accessed via htt ps: // <Server Host >: 9443/ car bon.

* Key Manager: Handles all security and key-related operations. API gateway connects with the Key Manager
to check the validity of OAuth tokens when the APIs are invoked. The Key Manager also provides a token API
to generate OAuth tokens that can be accessed via the Gateway.

® API Publisher: Enables API providers to publish APIs, share documentation, provision API keys, and gather
feedback on features, quality and usage. You access the Web interface via htt ps: // <Ser ver
Host >: 9443/ publ i sher.

® API Store: Enables API consumers to self register, discover and subscribe to APls, evaluate them and
interact with API publishers. You access the Web interface via ht t ps: // <Server Host >: 9443/ st or e.

* Additionally, statistics are provided by the monitoring component, which integrates with WSO2 BAM.
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RUNTIME
Ay
—_—| APl Gateway Existing Services
API CALLS (Security/Throttling/ ' and APls
<

=

Users and roles
The APl manager offers three distinct community roles that are applicable to most enterprises:

® Creator: A creator is a person in a technical role who understands the technical aspects of the API
(interfaces, documentation, versions, how it is exposed by the Gateway etc.) and uses the API publisher to
provision APIs into the API Store. The creator uses the API Store to consult ratings and feedback provided by
API users. Creators can add APIs to the store but cannot manage their life cycle (i.e., make them visible to
the outside world).

® Publisher: A publisher manages a set of APIs across the enterprise or business unit and controls the API life
cycle and monetization aspects. The publisher is also interested in usage patterns for APIs and has access to
all API statistics.

® Consumer: A consumer uses the API store to discover APIs, see the documentation and forums and
rate/comment on the APIs. S/he subscribes to APIs to obtain API keys.

API life cycle

An APl is the published interface, while the service is the implementation running in the backend. APIs have their
own life cycles that are independent of the backend services they rely on. This life cycle is exposed in the API
Publisher Web interface and is managed by the publisher role.

The following stages are available in the default API life cycle:

* CREATED: API metadata is added to the API Store, but it is not visible to subscribers yet, nor deployed to
the API Gateway

* PROTOTYPED: The API is deployed and published in the API Store as a prototype. A prototyped API is
usually a mock implementation made public in order to get feedback about its usability. Users can try out a
prototyped API without subscribing to it.

®* PUBLISHED: The APl is visible in the API Store and available for subscription.

* DEPRECATED: The API is still deployed in the APl Gateway (i.e., available at runtime to existing users) but
not visible to subscribers. You can deprecate an API automatically when a new version of it is published.

® RETIRED: The API is unpublished from the API Gateway and deleted from the Store.

®* BLOCKED: Access to the API is temporarily blocked. Runtime calls are blocked and the API is not shown in



the API Store anymore.

You can manage the API and service life cycles in the same governance registry/repository and automatically link
them. This feature is available in WSO2 Governance Registry (version 4.5 onwards).

Applications

An application is primarily used to decouple the consumer from the APIs. It allows you to do the following:

® Generate and use a single key for multiple APIs
® Subscribe multiple times to a single API with different SLA levels

You create an application to subscribe to an API. The APl Manager comes with a default application and you can
also create as many applications as you like.

Throttling tiers

Throttling tiers are associated to an API at subscription time. They define the throttling limits enforced by the API
Gateway. E.g., 10 TPS (transactions per second). You define the list of tiers that are available for a given API at the
publisher level. The APl Manager comes with three predefined tiers (Gol d/ Si | ver/ Bronze) and a special tier
called Unl i m t ed, which you can disable by editing the <Ti er Managenent > element of <API M_HOVE>/ r eposi t
ory/ conf/ api - manager . xm file.

APl keys

The APl Manager supports two scenarios for authentication:

® An access token is used to identify and authenticate a whole application
® An access token is used to identify the final user of an application (for example, the final user of a mobile
application deployed on many different devices)

Application access tokens

Application access tokens are generated by the API consumer and must be passed in the incoming API requests.
The APl Manager uses the OAuth2 standard to provide key management. An API key is a simple string that you
pass with an HTTP header (e.g., "Aut hori zati on: Bearer Nt BQkXoKEl uOHlalf QODW o6l X4a") and it works
equally well for SOAP and REST calls.

Application access tokens are generated at the application level and valid for all APIs that you associate to the
application. These tokens have a fixed expiration time, which is set to 60 minutes by default. You can change this to
a longer time, even for several weeks. Consumers can regenerate the access token directly from the API Store. To
change the default expiration time, you open the <API M_HOME>/r epository/conf/identity.xm file and
change the value of the element <Appl i cati onAccessTokenDef aul t Val i di t yPeri od>. If you set a negative
value, the token never expires.

Application user access token

You generate access tokens on demand using the Token API. In case a token expires, you use the Token API to
refresh it.

Application user access tokens have a fixed expiration time, which is 60 minutes by default. You can update it to a
longer time by editing the <Appl i cati onAccessTokenDef aul t Val i di t yPeri od> element in the <API M_HOVE
>/ repository/conf/identity.xm file.

The token API takes the following parameters to generate the access token:

Grant Type
Username
Password
Scope

To generate a new access token, you issue a Token API call with the above parameters where gr ant _t ype=pass
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wor d. The Token API then returns two tokens- an access token and a refresh token. The access token is saved in a
session on the client side (the application itself does not need to manage users and passwords). On the API
Gateway side, the access token is validated for each API call. When the token expires, you refresh the token by
issuing a token API call with the above parameters where gr ant _t ype=r ef r esh_t oken and passing the refresh
token as a parameter.

APl resources

An API is made up of one or more resources. Each resource handles a particular type of request and is analogous
to a method (function) in a larger API. API resources accept the following optional attributes:
® verbs: Specifies the HTTP verbs a particular resource accepts. Allowed values are GET, POST, PUT,
OPTIONS, DELETE. You can give multiple values at once.
® uri-template: A URI template as defined in http://tools.ietf.org/html/rfc6570 (e.g.,
/phoneverify/<phoneNumber>)
* url-mapping: A URL mapping defined as per the servlet specification (extension mappings, path mappings
and exact mappings)
® Throttling tiers: Limits the number of hits to a resource during a given period of time.
* Auth-Type: Specifies the Resource level authentication along the HTTP verbs. Auth-type can be None,
Application or Application User.
®* None : Can access the particular API resource without any access tokens
® Application: An application access token is required to access the API resource
® Application User: A user access token is required to access the API resource

Starting the APl Manager

1. Download WSO2 API Manager from http://wso2.com/api-management/try-it.

2. Install Oracle Java SE Development Kit (JDK) version 1.6.24 or later or 1.7.*.

3. Set the JAVA_ HOVE environment variable.

4. Using the command line, go to <API M_HOVE>/ bi n and execute wso2ser ver . bat (for Windows) or ws02s
erver . sh (for Linux).

5. Wait until you see the message "WSO2 Carbon started in 'n' seconds" where 'n' can be any number of

seconds.
The server started successfully. To stop the API Manager, simply hit Ctrl-C in the command window.

Creating users and roles

In Users and roles, we introduced a set of users that are commonly found in many enterprises. Let's see how you
can log in to the Management Console as an admin and create these roles.

1. Log in to the Management Console (htt ps:// <host nane>: 9443/ car bon) of the APl Manager using
admin/admin credentials.
2. Select the Users and Roles menu under the Configure menu.

(¢| Configure
L‘" Users and Roles

I-r'h
50 Features

&4 Server Roles

Main

3. Click the Roles link and then click Add New Role.


http://tools.ietf.org/html/rfc6570
http://wso2.com/api-management/try-it
http://java.sun.com/javase/downloads/index.jsp
https://hostname:9443/carbon
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Roles
Search
Select Domain [ ALL-USER-STORE-DOMAINS  * ]
Enter role name pattern (* for all) [+ |[Seamh]
Name Actions
admin E-‘ Assign Users ! View Users
Internal feveryone E-’ Permissions
Internal fidentity E’ Rename E’ Permissions L?j Assign Users R View Users ﬂ' Delete
Internal /subscriber \Z Rename (37 Permissions (3¢ Assign Users Ml View Users  {J Delete
[O Add New F‘.ola

€ Add New Internal Role

4. Give the role name as cr eat or and click Next.

Add Role

Step 1 : Enter role details

Enter role details

Domain | PRIMARY # |

Role Name* Icreaturl ]

[I_\Jex’: :q [Finish] [Gancel]

5. Alist of permissions opens. Select the following and click Finish.
® Configure > Governance and all underlying permissions.
® Login
* Manage > API > Create
® Manage > Resources > Govern and all underlying permissions
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Step 2 : Select permissions to add to Role
& Expand all &4 Collapse all

—L[J All Permissions

—|.[) Admin Permissions
:‘"D Configure
...[7) Configure Data Sources
+-[# Governance
+}.[) Security

...... O Schedule Tasks

-3 Manage
+}.[ Add
=[] API

- @ Create

O Publish

+.0 Extensions
..... O Manage Tiers
..... O Mediation
+-[) Configure
'_..D Resources

o (] Associations

O Browse

O Community Features

+E Govern

! Matifiratinns
6. Similarly, create the publ i sher role with the following permissions.
® Login
* Manage > API > Publish
7. Note that the APl Manager comes with the subscri ber role available by default. It has the following
permissions:
® Login
®* Manage > API > Subscribe
8. Note that you have the following roles added:
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Roles
Search
Select Domain | ALL-USER-STORE-DOMAINS + |
Enter role name pattern (* for all) [* |[Seamh]
Name Actions
admin Ig?j Assign Users I View Users
L;;} Rename E’ Permissions E’ Assign Users IR View Users 'ﬂ' Delete
Internal feveryone L;;,} Permissions
Internal fidentity |z Rename (3¢ Permissions |37 Assign Users MR View Users [ Delete
Enternalfsu bscri ba @ Rename E" Permissions E" Assign Users Ml View Users ﬂ' Delete
E‘ Rename E" Permissions E‘ Assign Users IR View Users 'ﬂ' Delete

€ Add New Role
€ Add New Internal Role

Let's create users for each of the roles.
9. Click the Users and Roles menu under the Configure menu again.

(¢| Configure

B'_ Users and Rolesl
55 Features

&) Server Roles

Main

| Configure

10. Click the Users link and then click Add New User.

Users
Search
Select Domain | ALL-USER-STORE-DOMAINS % |
Enter user name pattern {* far all) [* |[Search]
Name Actions
admin [f Change Password [ Assign Roles i View Roles (% User Profile
Userl [ Change Password [ Assign Roles #fi View Roles  {f] Delete (% User Profile

) Add New User]

Q Bulk Import Users

11. Give the username/password and click Next. For example, lets create a new user by the name api publ i sh
er.
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Add User

Step 1 : Enter user name

Enter user name

Domain | PRIMARY =
User Mame® aplpublisher |
Password* R |

Password Repeat” | sessssssd |

IH-nxt 3| Finish| |Cancel

12. Select the role you want to assign to the user (e.g., publ i sher) and Finish. Given below is a list of
usernames and the roles we assign to them in this guide.

Add User

Step 2 : Select roles of the user

Enter role name pattern (* for all} [« |

Users of Role

Select all on this page | Unselect all on this page

[ ladmin

|| creator
 Internal/everyone

|_|Internal/subscriber

[ |Internal/identity

Gance

13. Similarly, create a new user by the name api cr eat or and assign the creator role.
Creating an API

An API creator uses the API Publisher to create and publish APIs to the API Store. Let's create an APl and add
interactive Swagger-based documentation to it.

1. Open the API Publisher (htt ps:// <host name>: 9443/ publ i sher) and log in as api cr eat or.
2. Click the Add link and provide the information given in the table below. Click Implement once you are done.

Field Sample value
Name PhoneVerification
Context /phoneverify
Version 1.0.0

Visibility Public


https://hostname:9443/carbon

WSO2 APl Manager, version 1.8.0, WSO2 Inc.

Resources URL pattern CheckPhoneNumber
Request types GET, POST, OPTIONS
1 Design ° Implement o Manage

Design API
All Statistics

General Details & Edit Swagger Definition & Import Swagger Definition
My APls
Subscriptions Name:* | PhoneVerification ]
Statetos Context™ | /phoneverify o

Varsion:™ 1.00
Tier Permissions
Eg.;v1.00¥.0,1.00,10
L A ) Visibiity: | Public -|e
Thumbnall Image: Browse... | No file selected. Clear » Size (max): 1MB
= Dimensions (max): 100 x 100 pixels
Description:

Tags: | Addtags | @

Resources

URL Pattern | /{context}/{version}/ CheckPhoneNumber

(@ cer @ POST 0 PUT [) DELETE @ OPTIONS]

Rescurce Name CheckPhoneNumber

© Add Mew Resource
m Implement Cancel

3. Give the following information in the Implement tab that opens and click Manage once you are done.

Field Sample value

Implementation Backend
method

Endpoint type HTTP

Production In this guide, we work with a service exposed by the Cdyne services provider. We use
endpoint their phone validation service, which has SOAP and REST interfaces. Endpoint is http://
ws.cdyne.com/phoneverify/phoneverify.asmx.

This sample service has two operations as CheckPhoneNunmber and CheckPhoneNunb
ers. Let's use CheckPhoneNunber here.

Endpoint Non Secured (If secured, user is asked for credentials of the backend service)
security
scheme
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o Design 2 Implement o Manage

PhoneVerification : /phoneverify/1.0.0
Implamentation Mathod @ Backend Endpoint ) Specify Inling

Endpoints

Endpoint Type:* | HTTP Endpoint j o

Production Endpoint: m/phoneverify/phoneverify.asmx = Advanced Options ~ Test

E.g..: httpuYappeanenresource

Sandbox Endpoint: im/phoneverify/phoneverify.asmx | Advanced Options ~ Test

E.g..: http{appeanarnresounce

Show More Options

B S o

4. Click Manage to go to the Manage tab and provide the following information.

Field Value Description
Tier Bronze/Gold/Silver/Unlimited The API can be available at different level of service; you can
Availability select multiple entries from the list. At subscription time, the

consumer chooses which tier they are interested in.
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O Qre

PhoneVerification : /phoneverify/1.0.0

Configurations

Make this default versien - @
Mo default version defined for the current API

Tier Availability:* 4 selected~ ©

Transports:” & HTTP & HTTPS

Seguences: || Check to select a custom sequence to be executed in the
message flow

Ak

Response Caching: Disabled

Subscriptions: Available to curre 4 | @

Business Information »

Resources

@ Tip: For resources that have methods requiring authentication (i.e., Auth Type is not NONE), you set
None as the Auth type of OPTI ONS to support CORS (Cross Origin Resource Sharing) between the

API Store and Gateway.

5. Once you are done, click Save.

Adding APl documentation

1. After saving the API, click on its thumbnail in the API Publisher to open it.
2. Click on the APlI's Docs tab and click the Add New Document link.

PhoneVerification - 1.0.0 & Edit

QOverview I= Versions L Users

[(:) Add New Documerﬂ

Mame Type Modified On Actions

Mo documentation associated with the API

3. The document options appear. Note that you can create documentation inline, via a URL or as a file. For
inline documentation, you can edit the content directly from the API publisher interface. You get several

documents types:
® How To
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® Samples and SDK
® Public forum / Support forum (external link only)
* API message formats
¢ Other
4. Create a 'How To,' using in-line content as the source. The document name is Si npl eC i ent and click the
Add Document button.

PhoneVerification - 1.0.0 & Edit

Overview i= Versions X Users

O Add New Document

MName*
T s
PhoneVerification ype ource
(=) HowTo = In-line @
Summary () Samples & SDK () URL g
Check the validity of a| phone number () Public Forum (") File @

() Support Forum
» () Other (specify)

Add Document Cancel

5. Once the document is added, click Edit Content link associated with it to opens an embedded editor.

PhoneVerification - 1.0.0 & Edit

Overview i= Versions Y Users

) Add Mew Docurmnent

Mame Type Modified On Actions

SimpleClient How To 4772015, 4:54:28 PM ( Edit Content | ¢33 Update | fj Delete

6. Enter your API's documentation.
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PhoneVerification

3 | B I U |§ = = FontFamily ~ FontSize = Paragraph -
X@@al=Ei= |9 & |A-%2-
| &2 | % » |2

Determine whether a phone number is wireless or a landline - in real time. Even if the phone number has been ported between
service providers, Phone Verification will return the latest information.

Phone Verification validates the ten digits of a U.S. telephone number and returns carrier information as well as the Location
Aouting Number (LAM) for telephone numbers administered by the North American Numbering Plan Administration.l LANis a
unigue 10-digit number that represents a telephone switch through which multiple phone numbers are routed. The LRN enables
Local Number Portability (LNP), which allows phone numbers to be ported to difterent carriers.
The benefits of using the Phone Verification AP include:

= Determine if a phone number is valid

= Aemove dashes, parenthesis and spaces

= Receive latest SMTP email string data

= Define time zone to restrict calling times

= Validate wireless vs landline data for compliance

m Save and Close Cancel

Adding interactive documentation

The API Manager provides facility to add interactive documentation support through the integration of Swagger.
Swagger is a specification and a complete framework implementation for describing, producing, consuming, and
visualizing RESTful Web services. You describe APIs in simple, static JSON representation through the Swagger
API definition in the API Store. When an API is created, the JSON representation of that API is automatically
generated and saved in the registry. This definition reflects the information you provide at the API creation stage.

You can customize it as follows:

1. Open the API Publisher (htt ps: // <host nane>: 9443/ publ i sher) and log in as api cr eat or if you

haven't done so already.
2. Click the PhoneVeri fi cat i on API to open it and then click the Edit link right next to the API's name. This

opens the APl in its edit mode.

PhoneVerification - 1.0.0

Overview = Versions ki Docs Y Users

3. Click the Edit Swagger Definition button.
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O @

PhoneVerification : /phoneverify/1.0.0

All Statistics
General Details EB' Edit Swagger Deﬂnitiora & Import Swagger Definition

My APls

Visibilty: | Public j ]

Subscriptions

Thumbnail Image
Statistics

Tier Permissions )

.

Tier Permissions L& Change lcon

Description:

Tags: | Addtags | ©

4. When the Swagger definition of the API opens, navigate to the GET method, add the following parameters to
it and remove the existing body parameter. The code is given below:

paraneters:

- description: Gve the phone nunber to be validated
name: PhoneNunber
type: string
required: "True"
paranfType: query

- description: "Gve the license key. If you don't have any, enter 0"
nanme: LicenseKey
type: string
requi red: "True"
par aniType: query

5. Click Save once the changes are done. In a later section, we will see how these parameters appear to
subscribers in the API Console of the API Store.

Versioning the API

Let's create a new version of this API.

1. Log into the API Publisher as api cr eat or if you are not logged in already.
2. Click on the PhoneVeri fi cat i on API and then the Copy button that appears in its Overview tab.
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PhoneVerification - 1.0.0 © Edit

= Versions k Docs L Users

Context /phoneverify
Production URL httpwfws.cdyne.com/phoneverfy/phoneverify.asmx
L 0Users
Date Last Updated 4/7/2015, 5:07:12 PM
g
PUBLISHED Tier Availability Bronze,Unlimited, Gold, Silver
i 1.00
k Docs Default API Version Mone
3. Give a new version number (e.qg., 2.0.0) and click Done.
To Version
| 2.0.0 | Ex:v1.0.1

Default Version [[g Mo default version defined for the current APH

Cancel

@ Tip: The Default Version option means that you make this version the default in a group of different
versions of the API. A default API can be invoked without specifying the version number in the URL.
For example, if you mark http://host:port/youtube/2.0 as the default version when the API has 1.0 and

3.0 versions as well, requests made to http://host:port/youtube/ get automatically routed to version
2.0.

If you mark any version of an API as the default, you get two API URLs in its Overview page in the
API Store. One URL is with the version and the other is without. You can invoke a default version
using both URLSs.

If you mark an unpublished API as the default, the previous default, published API will still be used as
the default until the new default API is published (or prototyped).

A new version of the APl is created. It is a duplication of the original API, including its documentation. The PhoneVe
rification 2.0.0 APIis now ready to be published. This is typically done by a user in the publ i sher role.

Publishing the API

1. Log in to the API Publisher as api publ i sher that you created earlier in this guide.

2. Click on the PhoneVeri fi cati on API version 2.0.0. Note that you now see a tab by the name Lifecycle in
the API Publisher.

3. Goto the Lifecycle tab and select the state as PUBLI SHED from the drop-down list.
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PhoneVerification - 2.0.0

Overview i= Versions i Cocs Y Users

State: |PUBLISHED 410

# Propagate Changes to AP| Gateway
[ Deprecate Old Versions

#  Require Re-Subscription

The
three checkboxes mean the following:

®* Propagate Changes to API Gateway: Used to define an API proxy in the APl Gateway runtime
component, allowing the API to be exposed to the consumers via the AP Gateway. If this option is left
unselected, the APl metadata will not change and you will have to manually configure the API
Gateway according to the information published in the API Store.
® Deprecate Old Versions: If selected, any prior versions of the API that are published will be set to the
DEPRECATED state automatically.
® Require Re-Subscription: Invalidates current user subscriptions, forcing users to subscribe again.
4. Go tothe API Store (htt ps: // <host nanme>: 9443/ st or e) using your browser and note that the PhoneVe
rification 2.0.0 is visible under the APIs menu.
' o (1 »
Prototyped APls My Applications My Subscriptions

Search AP no

Recently Added APlIls

wso2 AP store

PhoneVerification-2.0.0

PhoneVerification

You have now published an API to the API Store. It is ready to be used by subscribers.
Subscribing to the API

You subscribe to APIs using the API Store.

1. Open the API Store (htt ps:// <host nane>: 9443/ store).
2. Self sign up to the API Store using the Sign-up link.
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#* (]
wso2 AP store S5 Prololyped APIs My Applications
Search AP n°
Recently Added APls Tags
PhoneVerification-2.0.0
admin
PhoneVerification
2.0.0 admin

3. After signing up, log in to the API Store and click the API that you published earlier (PhoneVeri fi cati on
2.0.0).

4. Note that you can now see the subscription options on the right hand side of the Ul. Select the default applica
tion and Br onze tier, and click Subscribe.

PhoneVerification - 2.0.0

1 admin

Rating: Your rating: N/A Gpplicaticns )

DefaultApplication

ik

Version: 200
Tiers
Status: PUBLISHED Bronze a
Updated: 0B/Aprf2015 11:31:11 AM IST Allows 1 request(s) per minute.
Subscribe
\2 W,

Overview Documentation APl Console  Throttling Info

Production and Sandbox URLs:

5. Once the subscription is successful, choose to go to the My Subscriptions page.
6. In the My Subscriptions page, click the Generate buttons to generate access tokens that you need to
invoke t he AP I
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APls Prototyped APls My Applications My Subscriptions, Forum

Search API no

Subscriptions

Create access tokens to applications. Because an application is a logical collection of APls, you can use a single access
token to invoke multiple APls and to subscribe to one AP| multiple times with different SLA levels.

Applications With Subscriptions

. ™ Show Keys

| DefaultApplication

Keys - Production

Production keys are not yet generated for this
application.

Allowed Domains

The domains from which requests are allowed to
the APls. Leave empty or enter "ALL" to allow all
domains.

e

Token Validity: 600 | Seconds @

Keys - Sandbox +

(%) Tip: You can set a token validity period in the given text box. By default, it is set to one hour. If you
set a minus value (e.g., -1), the token will never expire.

You are now successfully subscribed to an API. Let's invoke it.

Invoking the API

Let's invoke the API using the integrated Swagger-based API Console.

1. Click the APIs menu in the API Store and then click on the API that you want to invoke. When the API opens,
go to its API Console tab.
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PhoneVerification - 2.0.0

% admin
- Rating: Your rating: MNA Applications
4 RN Select Application... :
Version: 200
: Tiers
Status: PUBLISHED Bronze .
Updated: 18/Dec/2014 21:40:38 PM IST

Allows 1 request{s) per minute.

Overview Documentation | API Console| Throttling Info
Try DefaultApplication % |On| Production 4  Emvioromant.

Set Request Header Authorization : Bearer 3aa11997caf103a5a44e395abb07al

PhoneVerification # Swagger Resource Listing ( /api-docs )

U AT Show/Hide @ List Operations = Expand Operations = Raw

GET ICheckPhoneMumber

gl (CheckPhoneMumber

2. Expand the GET method of the resource CheckPhoneNunber . Note the parameters that you added in this

step now appearing with their descriptions in the console.
E ICheckPhoneMumber
Parameters
Parameter Value Description Parameter Type Data Type
PhoneNumber | (required) | Give the phone number to  duery string
: be validated
LicenseKe ( | i
¥ | (required) Give the license key. If query string

you don't have any, enter
0

Try it out!

3. Give sample values to the PhoneNunber and Li censeKey and click Try it Out to invoke the API.

@ Tip: If you cannot invoke the API's HTTPS endpoint (causes the SSLPeerUnverified exception),
it could be because the security certificate issued by the server is not trusted by your browser. To
resolve this issue, access the HTTPS endpoint directly from your browser and accept the security
certificate.
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E {CheckPhoneMumber

Parameters
Parameter
Parameter Value Description Data Type
Type
PhoneNumber | 1 i
| 6507452169 | Give the FhﬂnE query &tring
: * number to be
validated
LicenseKey | 0 | Give the query string
license key. If
you don't have
any, enter 0
Try it out!
4. Note the response for the API invocation. As we used a valid phone number in this example, the response is
v a I i d
Response Body

<7xml version="1.0" encoding="utf-8"7=>

<PhoneReturn xmins:xsd="nttp:/Awww.w3.org/2001/XMLSchema” xmins:xsi="http:fiwww.w3.org 2001/ XMLSchema-i
nstance” xmins="http://ws.cdyne.com/PhoneVerify/query">
<Company=TELEPORT COM SANFRAN</Company=>

(<valid>true</vaiid>

<Use>Assigned to a code holder for normal use.</Use>
<State=CAx</State>

<RC>5SNFRNCSCO=/RC>

<QCN=>7145</0CN>
<OriginalNumber=6507452169</OriginalNumber=
<CleanMumber=6507452 169</CleanNumber=
<SwitchMame>SNFCCAFJDS0</SwitchMame=
<SwitchType=WECO 5ESS (Digital)=/SwitchType>

ZCnnntrez] Initad Statee</iTnnintres

You have invoked an API using the APl Console.

Monitoring APIs and viewing statistics

Both the API publisher and store provide several statistical dashboards. Some of them are as follows:

®* Number of subscriptions per API (across all versions of an API)
®* Number of API calls being made per API (across all versions of an API)
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The subscribers who did the last 10 API invocations and the APIs/versions they invoked
Usage of an APl and from which resource path (per API version)

Number of times a user has accessed an API

The number of API invocations that failed to reach the endpoint per API per user

API usage per application

Users who make the most API invocations, per application

API usage from resource path, per application

@ If you are on Windows, note the following:

® If you install JDK in Program Files in the Windows environment, avoid the space by using
PROGRA~1 when specifying environment variables for JAVA_HOME and PATH. Else, the server
throws an exception.

® [nstall Cygwin (http://www.cygwin.com.) WSO2 BAM analytics framework depends on Apache
Hadoop, which requires Cygwin in order to run on Windows. Install at least the basic net
(OpenSSH,tcp_wrapper packages) and security related Cygwin packages. After Cygwin installation,
update the PATH variable with C: / cygwi n/ bi n and restart BAM.

Steps below explain how to configure WSO2 BAM 2.4.1 with the APl Manager. Let's do the configurations first.

1. Do the following changes in <API M_HOVE>/ r eposi t ory/ conf / api - manager . xm file:
® Enable API usage tracking by setting the <API UsageTr acki ng> element to true
® Set the Thrift port to 7614
®* Uncomments and set the data source used for getting BAM statistics in <Dat aSour ceNane> element.
® Set <BAMServerURL> to tcp://<BAM host IP>:7614/ where <BAM host IP> is the machine IP address.
Do not use localhost unless you're in a disconnected mode.

<API UsageTr acki ng>
<!-- Enabl e/ Di sabl e the APl usage tracker. -->
<Enabl ed>t r ue</ Enabl ed>

<Publ i sher C ass>or g. ws02. car bon. api ngt . usage. publ i sher. APl Myt UsageDat aBri dgeDat aP
ubl i sher </ Publ i sher Cl ass>

<ThriftPort>7614</ThriftPort>

<BAMBSer ver URL>t cp: / / <BAM host | P>: 7614/ </ BAVSer ver URL>

<BAMUser nanme>adni n</ BAMJser nane>

<BAMPasswor d>admni n</ BAMPasswor d>

<!-- JNDI narme of the data source to be used for getting BAMstatistics. This
data source shoul d

be defined in the master-datasources.xm file in conf/datasources

directory. -->

<Dat aSour ceNane>j dbc/ WBO2AM_STATS_DB</ Dat aSour ceNane>
</ APl UsageTr acki ng>

2. Specify the datasource definition in <API M_HOME>/ r eposi t or y/ conf/ dat asour ces/ mast er - dat asou
rces. xmi file as follows.
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<dat asour ce>
<name>WSC2AM STATS_DB</ nane>
<descri pti on>The datasource used for getting statistics to AP
Manager </ descri pti on>
<j ndi Confi g>
<name>j dbc/ WBO2AM_STATS_DB</ nane>
</j ndi Confi g>
<definition type="RDBM">
<configuration>
<l-- JDBC URL to query the database -->

<ur | >j dbc: h2: <BAM HOVE>/ r eposi t or y/ dat abase/ APl MGTSTATS_DB; AUTO_SERVER=TRUE</ ur | >
<user name>wso2car bon</ user nane>
<passwor d>wso2car bon</ passwor d>
<driver d assNanme>org. h2. Dri ver</driver Cl assNane>
<maxAct i ve>50</ maxActi ve>
<maxWai t >60000</ max\Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dationQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

Next, prepare BAM to collect and analyze statistics from APl manager.

3. Download WSO2 BAM 2.4.1 or later from location: http://wso2.com/products/business-activity-monitor.

4. Change port offset of BAM to 3 by editing the file <BAM HOME>/ r eposi t ory/ conf/ carbon. xnml file
(search for the offset node).

<Of fset >3</ O f set >

This increments all ports used by the server by 3, which means the BAM server will run on port 9446. Port
offset is used to increment the default port by a given value. It avoids possible port conflicts when multiple
WSO2 products run in same host.
5. Do the following changes in <BAM HOVE>/ r eposi t or y/ conf/ dat asour ces/ bam dat asour ces. xni fil
e:
® Copy/paste We2_ AVMSTATS DB definition from APl Manager's mast er - dat asour ces. xnl file. You
edited it in step 2.
® Replace the port of W6(2BAM CASSANDRA_DATASOURCE in URL (j dbc: cassandra: / /1 ocal host
: 9163/ EVENT _KS). Note that localhost is used here; not the machine IP.

1 ® Do not edit the WeO2BAM UTI L_ DATASOURCE, which is using the offset
® Cassandra is bound by default on localhost, unless you change the
data-bridge/data-bridge-config.xml file

6. Copy the file <API M_ HOVE>/ st ati sti cs/ APl _Manager _Anal yti cs. t box to directory <BAM HOVE>/ r
eposi tory/ depl oynent/ server/ bamt ool box.

If this folder is not in the BAM installation directory by default, create it. The toolbox describes the information
collected, how to analyze the data, as well as the location of the database where the analyzed data is stored.

7. Open <BAM HOVE>/ r eposi t or y/ confletc/hector-config.xml file and change the port to localhost:9163. You
must add the other nodes too when configuring a clustered setup.
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<Nodes>| ocal host : 9163</ Nodes>

8. Restart the BAM server by running <BAM_HOME>/ bi n/ wso2server.[sh/bat].
Let's see the statistics now.
9. Generate some traffic via the APl Gateway (invoke the Cdyne API we use in this guide) and wait a few
seconds.
10. Connect to the API Publisher as a creator or publisher.

In the publisher role, you are able to see all stats and as creator, you see stats specific to the APIs you
create.

11. Click the Statistics menu. We show the sample statistics here, but you will see graphs specific to your
instance.

wsoz [API pusLIsHER

APIS
A Refer our wiki to configure BAM correctly
Browse
Add i
Overall APl Subscriptions (Across All Versions)
All Statistics
MY APIS (4 D
Subscriptions
TIER - 3¢ R
PERMISSIONS sample api-5 [admir apl-5 {admin}
- o Configure BAM to see yours
ier Permissions

api-10 (admir Apl-3 [admin) apiT (admin) api-8 [admin) api-9 admin)

e

Sample
Configure BAM to see yours

12. Similarly, API subscribers can also see statistics though the API Store. Click the Statistics menu as follows:
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o ] w [ ]
wso2 AP| srore Prototyped APls My Applications My Subscriptions ~ Forum | Statistics

Recently Added Store Statistics
PhoneVerification-1.2.0 _
admin m m
4] ]
APl Usage
Aplication Name: Ingress
Sample

Configure BAM to see yours

Aplication Name: WS02Con

AFIHARE NOOFAFICALLS

Samnle

This concludes the APl Manager quick start. You have set up the APl Manager and gone through the basic
usecases of the product. For more advanced usecases, please see the User Guide and the Admin Guide of the API
Manager documentation.

Downloading the Product

Follow the instructions below to download the product. You can also download and build the source code.

1. In your Web browser, go to http://wso2.com/products/api-manager.
2. If you are a new user downloading WSO2 products for the first time, register and log in.
3. Once you are logged in, click the Binary button in the upper right corner of the page.

The binary distribution contains the binary files for both MS Windows and Linux-based operating systems,
compressed into a single ZIP file. This distribution is recommended for many users.

After downloading the binary distribution, go to Installation Prerequisites for instructions on installing the necessary
supporting applications.

Installation Prerequisites

Prior to installing any WSO2 Carbon based product, it is necessary to have the appropriate prerequisite software
installed on your system. Verify that the computer has the supported operating system and development platforms
before starting the installation.

System requirements

Memory ® ~2 GB minimum
® ~ 512 MB heap size. This is generally sufficient to process typical SOAP messages but the require
ments vary with larger message sizes and the number of messages processed concurrently.
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Disk ® -~ 500 MB for a fresh installation pack, excluding space allocated for log files and databases.

Environment compatibility

® All WSO2 Carbon-based products are Java applications that can be run on any platform that is Oracle JDK
1.6.%/1.7.* compliant. JDK 1.8 is not supported yet. Also, we do not recommend or support OpenJDK.

® All WSO2 Carbon-based products are generally compatible with most common DBMSs. The embedded H2
database is suitable for development, testing, and some production environments. For most enterprise
production environments, however, we recommend you use an industry-standard RDBMS such as Oracle,
PostgreSQL, MySQL, MS SQL, etc. For more information, see Working with Databases. Additionally, we do
not recommend the H2 database as a user store.

® |tis not recommended to use Apache DS in a production environment due to scalability issues. Instead,
use an LDAP like OpenLDAP for user management.

® For environments that WSO2 products are tested with, see Compatibility of WSO2 Products.

* If you have difficulty in setting up any WSO2 product in a specific platform or database, please contact us.

Required applications

The following applications are required for running the APl Manager and its samples or for building from the source
code. Mandatory installs are marked with *.

Application Purpose Version Download
Oracle Java Required to, 1.6.27 or later / 1.7.* http://java.:
gevilopment ® To launch ® If you are using JDK 1.6, you might need to replace the Java
Kit (JDK)* the product Cryptography Extension (JCE) policy files in your JDK with
as each the Java Cryptography Extension (JCE) Unlimited Strength
product is a Jurisdiction Policy files. This will avoid "illegal key size" errors
Java when you try to invoke a secured Web service.
application. ® To build the product from the source distribution, you must
® To build the use JDK 1.6 instead of JDK 1.7.
product from  ® Oracle and IBM JRE 1.7 are also supported when running
the source (not building) WSO2 products.
distribution ( ® |f you are using JDK 1.7 on Mac OS or Solaris, install the
both JDK shappy-java library using the following steps:
and Apache 1. Download the snappy-java JAR and extract it to a
Maven are preferred location. This folder will be referred to as <SNAP
required). PY_HOVE>.
® Torun 2. Copy the appropriate snappy-java library file i 386. j ni |
Apache Ant. i b (32bit) or x86_64. j ni | i b (64bit), which is in the <SN

APPY_HOVE>/ or g/ xeri al / snappy/ nat i ve/ Mac/ dire
ctory, to the <API M_HOVE> directory.
For more information on installing snappy-java library, see Sn
appy-java fails on Mac OS JDK 1.7.
®* We do not recommend OpenJDK.
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http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.html
https://docs.wso2.com/download/attachments/41747096/snappy-java-1.0.4.1.jar?version=1&modificationDate=1431921177000&api=v2
https://github.com/ptaoussanis/carmine/issues/5
https://github.com/ptaoussanis/carmine/issues/5
http://java.sun.com/javase/downloads/index.jsp
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Apache ®* To enable 5.5.0 or later http://active
ActiveMQ J the product's
MS Provider JMS If you use any other JMS provider (e.g., Apache Qpid), install any
transport an  necessary libraries and/or components.
d try out
JMS
samples.
The
ActiveMQ
client
libraries
must be
installed in
the product's
classpath
before you
can enable
the JMS
transport.

Apache Ant ®* To compile 1.7.0 or later http://ant.a
and run the
product
samples.

SVN Client ® To check out ® Linux -
the code to b ges.htr
uild the * Windoy
product from .html
the source
distribution.

If you are
installing by
downloading
and
extracting
the binary
distribution
instead of
building from
the source
code, you do
not need to
install SVN.
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Apache ® To buildthe  3.0.* http://mave

Maven product from
the source
distribution (
both JDK
and Apache
Maven are
required). If
you are
installing by
downloading
and
extracting
the binary
distribution
instead of
building from
the source
code, you do
not need to
install
Maven.

Web ® Required by

Browser all WS0O2
products to
access each
product's Ma
nagement
Console. Th
e Web
Browser
must be
JavaScript
enabled to
take full
advantage of
the
Management
console.

NOTE: On
Windows Server
2003, you must
not go below the
medium security
level in Internet
Explorer 6.x.

You are now ready to install. Click one of the following links for instructions:

Installing on Linux or OS X
Installing on Solaris
Installing on Windows
Installing as a Linux Service

Installing the Product

Installing WSO2 is very fast and easy. Before you begin, be sure you have met the installation prerequisites, and


http://maven.apache.org
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then follow the installation instructions for your platform. WSO2 also provides pre-configured packages for
automated installation based on Puppet or similar solutions. For information, contact team WSO2.

Installing on Linux or OS X

Installing on Solaris

Installing on Windows

Installing as a Linux Service

Installing as a Windows Service

Installing on Linux or OS X

1 Before you begin, please see our compatibility matrix to find out if this version of the product is fully tested
on Linux or OS X.

Follow the instructions below to install APl Manager on Linux or Mac OS X.

Installing the required applications

1. Log in to the command line (Terminal on Mac) either as root or obtain root permissions after logging in via su
or sudo command.

Installation PrerequisitBs.Ensure that your system meets the Java Development Kit (JDK) is essential to run
the product.

Installing the API Manager

Downloadingthe ProdlictDownload the latest version of the API Manager as described in .
2. Extract the archive file to a dedicated directory for the APl Manager, which will hereafter be referred to as <AP
| M_HOVE>.

Setting up JAVA_HOME
You must set your JAVA_HOVE environment variable to point to the directory where the Java Development Kit (JDK)
is installed on the computer.

Environment variables are global system variables accessible by all the processes running under the operating
system.

1. In your home directory, open the BASHRC file (.bash_profile file on Mac) using editors such as vi, emacs,
pico, or mcedit.

2. Assuming you have JDK 1.6.0_25 in your system, add the following two lines at the bottom of the file,
replacing / usr/j aval j dk1. 6. 0_25 with the actual directory where the JDK is installed.

On Li nux:
export JAVA HOVE=/usr/javal/jdkl.6.0_25
export PATH=${ JAVA HOVE}/ bi n: ${ PATH}

On CS X
export JAVA HOVE=/ Systeni Li brary/ Javal/ JavaVi rt ual Machi nes/ 1. 6. 0. j dk/ Cont ent s/ Hone

3. Save the file.

(i) If you do not know how to work with text editors in a Linux SSH session, run the following command:
cat >> .bashrc. Paste the string from the clipboard and press "Ctrl+D."

4. To verify that the JAVA_HOVE variable is set correctly, execute the following command:


https://docs.wso2.com/display/compatibility/Tested+Operating+Systems
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On Li nux:
echo $JAVA HOVE

On CS X
whi ch java

If the above conmand gives you a path like /usr/bin/java, then it is a synbolic
link to the real location. To get the real location, run the follow ng:
I's -1 “which java’

5. The system returns the JDK installation path.

Setting system properties
If you need to set additional system properties when the server starts, you can take the following approaches:

® Set the properties from a script: Setting your system properties in the startup script is ideal, because it
ensures that you set the properties every time you start the server. To avoid having to modify the script each
time you upgrade, the best approach is to create your own startup script that wraps the WSO?2 startup script
and adds the properties you want to set, rather than editing the WSO2 startup script directly.

® Set the properties from an external registry: If you want to access properties from an external registry, you
could create Java code that reads the properties at runtime from that registry. Be sure to store sensitive data
such as username and password to connect to the registry in a properties file instead of in the Java code and
secure the properties file with the secure vault.

(i) When using SUSE Linux, it ignores / et ¢/ resol v. conf and only looks at the / et ¢/ host s file. This
means that the server will throw an exception on startup if you have not specified anything besides
localhost. To avoid this error, add the following line above 127. 0. 0. 1 | ocal host inthe /et c/ host s file
:<i p_address> <mmchi ne_nane> | ocal host

You are now ready to run the product .
Installing on Solaris

1 Before you begin, please see our compatibility matrix to find out if this version of the product is fully tested on Linux or OS X.

Follow the instructions below to install APl Manager on Solaris.

Installing the required applications

1. Establish a SSH connection to the Solaris machine or log in on the text console. You should either log in as
root or obtain root permissions after login via su or sudo command.
Installation Prerequisi2esBe sure your system meets the . Java Development Kit (JDK) is essential to run the
product.

Installing the API Manager

Downloadingthe ProdlictDownload the latest version of the APl Manager as described in .
2. Extract the archive file to a dedicated directory for the APl Manager, which will hereafter be referred to as <AP

| M_HOVE>.

Setting up JAVA_HOME

You must set your JAVA_HOVE environment variable to point to the directory where the Java Development Kit (JDK)
is installed on the computer.


http://docs.wso2.org/wiki/display/AM141/Installation+Prerequisites
https://docs.wso2.com/display/Carbon410/WSO2+Carbon+Secure+Vault
https://docs.wso2.com/display/compatibility/Tested+Operating+Systems

Environment variables are global system variables accessible by all the processes running under the operating
system.

1. In your home directory, open the BASHRC file in your favorite text editor, such as vi, emacs, pico, or mcedit.
2. Assuming you have JDK 1.6.0_25 in your system, add the following two lines at the bottom of the file,
replacing / usr/j aval j dk1. 6. 0_25 with the actual directory where the JDK is installed.

export JAVA HOVE=/usr/javaljdkl.6.0_25
export PATH=${ JAVA HOVE}/ bi n: ${ PATH}

The file should now look like this:

3. Save the file.
If you do not know how to work with text editors in an SSH session, run the following command: cat >>
. bashrc
Paste the string from the clipboard and press "Ctrl+D."

4. To verify that the JAVA HOVE variable is set correctly, execute the following command:

echo $JAVA HOME

5. The system returns the JDK installation path.

Setting system properties
If you need to set additional system properties when the server starts, you can take the following approaches:

® Set the properties from a script: Setting your system properties in the startup script is ideal, because it
ensures that you set the properties every time you start the server. To avoid having to modify the script each
time you upgrade, the best approach is to create your own startup script that wraps the WSO2 startup script
and adds the properties you want to set, rather than editing the WSO2 startup script directly.

® Set the properties from an external registry: If you want to access properties from an external registry, you
could create Java code that reads the properties at runtime from that registry. Be sure to store sensitive data
such as username and password to connect to the registry in a properties file instead of in the Java code and
secure the properties file with the secure vault.

You are now ready to run the product .
Installing on Windows

1 Before you begin, please see our compatibility matrix to find out if this version of the product is fully tested
on Windows.
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Follow the instructions below to install APl Manager on Windows.

Installing the required applications

Installation Prerequisités Be sure your system meets the. Java Development Kit (JDK) is essential to run the

product.
2. Be sure that the PATH environment variable is set to "C:\Windows\System32", because the fi ndst r window

s exe is stored in this path.

Installing the API Manager

Downloadingthe ProdlictDownload the latest version of the APl Manager as described in.
2. Extract the archive file to a dedicated directory for the API Manager, which will hereafter be referred to as <AP

| M_HOVE>.

Setting up JAVA_HOME

You must set your JAVA HOVE environment variable to point to the directory where the Java Development Kit (JDK)
is installed on the computer. Typically, the JDK is installed in a directory under C. / Pr ogram Fi | es/ Java, such as
C./ Program Fil es/ Javal/j dkl. 6. 0_27. If you have multiple versions installed, choose the latest one, which

you can find by sorting by date.

Environment variables are global system variables accessible by all the processes running under the operating
system. You can define an environment variable as a system variable, which applies to all users, or as a user
variable, which applies only to the user who is currently logged in.

You set up JAVA HOME using the System Properties, as described below. Alternatively, if you just want to set
JAVA HOME temporarily for the current command prompt window, set it at the command prompt.
Setting up JAVA_HOME using the system properties

1. Right-click the My Computer icon on the desktop and choose Properties.

Open
'ﬁ‘;‘ Manage

Map network drive...
Dizconnect nebwark drive...

Create shorteut
Delete
Rename

2. Inthe ystem Properties window, click the Advanced tab, and then click the Environment Variables button.




WSO2 API| Manager, version 1.8.0, WSO2 Inc.

System Properties u

Computer Name | Hardward | Advanced |Systen1 Protection | F{aﬂntel

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memary usage, and virtual memony

Settings...

User Profiles
Desktop settings related to your logon

Settings. ..

Startup and Recoveny
System startup, system failure, and debugging information

Settings...

[ Environment Variables... l

| ok || Cancel || o

=3

3. Click the New button under System variables (for all users) or under User variables (just for the user who is
currently logged in).

System varigbles
Variable vale =
ComSpec C:Windows\system32iond, exe

FP_NO_HOST_C... MO
MNUMBER_OF P... 2
o5 Windows_MNT o

[ mew.. || Edt. |[ pelete |

Lo ]| conce |

4. Enter the following information:
® |n the Variable name field, enter: JAVA HOVE
® Inthe Variable value field, enter the installation path of the Java Development Kit, such as: c: / Pr og
ram Fil es/ Javaj dkl. 6.0 27

The JAVA_HOME variable is now set and will apply to any subsequent command prompt windows you open. If you
have existing command prompt windows running, you must close and reopen them for the JAVA_HOME variable to
take effect, or manually set the JAVA_HOME variable in those command prompt windows as described in the next
section. To verify that the JAVA HOVE variable is set correctly, open a command window (from the Start menu, click
Run, and then type CVD and click Enter) and execute the following command:

set JAVA HOVE
The system returns the JDK installation path. You are now ready to run the product.
Setting JAVA_HOME temporarily using the Windows command prompt (CMD)

You can temporarily set the JAVA HOVE environment variable within a Windows command prompt window (CMD).
This is useful when you have an existing command prompt window running and you do not want to restart it.
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1. In the command prompt window, enter the following command where <JDK_INSTALLATION_PATH> is the
JDK installation directory and press Enter.

set JAVA HOVE=<JDK_ | NSTALLATI ON_PATH>
For example: set JAVA HOVE=c:/ Program Fi | es/j ava/jdkl. 6.0_27

The JAVA_HOME variable is now set for the current CMD session only.
2. To verify that the JAVA HOVE variable is set correctly, execute the following command:

set JAVA_HOVE

3. The system returns the JDK installation path.

Setting system properties
If you need to set additional system properties when the server starts, you can take the following approaches:

® Set the properties from a script: Setting your system properties in the startup script is ideal, because it
ensures that you set the properties every time you start the server. To avoid having to modify the script each
time you upgrade, the best approach is to create your own startup script that wraps the WSO?2 startup script
and adds the properties you want to set, rather than editing the WSO2 startup script directly.

® Set the properties from an external registry: If you want to access properties from an external registry, you
could create Java code that reads the properties at runtime from that registry. Be sure to store sensitive data
such as username and password to connect to the registry in a properties file instead of in the Java code and
secure the properties file with the secure vault.

You are now ready to run the product.
Installing as a Linux Service

Follow the sections below to run a WSO2 product as a Linux service:
® Prerequisites
® Setting up CARBON_HOME
® Running the product as a Linux service

Prerequisites

Install JDK 1.6.24 or later or 1.7.* and set up the JAVA_HOVE environment variable.

Setting up CARBON_HOME

Extract the WSO2 product to a preferred directory in your machine and set the environment variable CARBON_HOVE
to the extracted directory location.

Running the product as a Linux service

1. To run the product as a service, create a startup script and add it to the boot sequence. The basic structure of
the startup script has three parts (i.e., start, stop and restart) as follows:
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#!/ bi n/ bash

case “$1 in
start)

echo “Starting the Service”
st op)

echo “Stopping the Service”
restart)

echo “Restarting the Service”

*)

echo $”Usage: $0 {start|stop|restart}”
exit 1
esac

Given below is a sample startup script. <PRODUCT_HOME> can vary depending on the WSO2 product's
directory.

#! [/ bin/sh
export JAVA HOVE="/usr/lib/jvmjdkl.7.0_07"

st art cnmd=" <PRODUCT_HOME>/ bi n/ wso2server.sh start > /dev/null &
restart cnd=" <PRODUCT_HOVE>/ bi n/ wso2server.sh restart > /dev/null &
st opcnd=" <PRODUCT_HOVE>/ bi n/ wso2server.sh stop > /dev/null &

case "$1" in
start)
echo "Starting the WsO2 Server
su -c "${startcnmd}" userl
restart)
echo "Re-starting the WBQ2 Server
su -c "${restartcnmd}" userl
st op)
echo "Stopping the WsO2 Server
su -c "${stopcnd}" userl
5
echo "Usage: $0 {start|stop|restart}"”
exit 1
esac

In the above script, the server is started as a user by the name userl rather than the root user. For example,
su -c "${startcnd}" userl
2. Add the scriptto/etc/init.d/ directory.

(D If you want to keep the scripts in a location other than / et ¢/ i ni t . d/ folder, you can add a symbolic
link to the scriptin /et c/init.d/ and keep the actual script in a separate location. Say your script
name is prodserver and it is in / opt / WeQ2/ folder, then the commands for adding a linkto / et c/in
it.d/ isas follows:
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®* Make executable: sudo chnod a+x /opt/WsQ2/ pr odser ver
® Addalinkto/etc/init.d/:sudo I n -snf /opt/WsQO2/ prodserver
/[etclinit.d/prodserver

3. Install the startup script to respective runlevels using the command updat e-r c. d. For example, give the
following command for the sample script shown in stepl:

sudo update-rc.d prodserver defaults

The def aul t s option in the above command makes the service to start in runlevels 2,3,4 and 5 and to stop
in runlevels 0,1 and 6.

A runlevel is a mode of operation in Linux (or any Unix-style operating system). There are several runlevels
in a Linux server and each of these runlevels is represented by a single digit integer. Each runlevel
designates a different system configuration and allows access to a different combination of processes.

4. You can now start, stop and restart the server using servi ce <servi ce nane> {start|stop|restart
} command. You will be prompted for the password of the user (or root) who was used to start the service.

Installing as a Windows Service

WSO02 Carbon and any Carbon-based product can be run as a Windows service as described in the following
sections:
® Prerequisites
Setting up the YAJSW wrapper configuration file
Setting up CARBON_HOME
Running the product in console mode
Working with the WSO2CARBON service

Prerequisites

® Install JDK 1.6.24 or later or 1.7.* and set up the JAVA_HOVE environment variable.

® Download and install a service wrapper library to use for running your WSO?2 product as a Windows service.
WSO2 recommends Yet Another Java Service Wrapper (YAJSW) version 11.03, and several WSO2 products
provide a default wr apper . conf file in their <PRODUCT_HOVE>/ bi n/ yaj sw/ directory. The instructions

below describe how to set up this file.

Setting up the YAJSW wrapper configuration file

The configuration file used for wrapping Java Applications by YAJSW is wr apper . conf , which is located in the <Y
AJSW HOVE>/ conf/ directory and in the <PRODUCT_HOME>/ bi n/ yaj sw/ directory of many WSO2 products.
Following is the minimal wr apper . conf configuration for running a WSO2 product as a Windows service. Open
your wr apper . conf file, set its properties as follows, and save it in <YAJSW HOVE>/ conf / directory.

(D If you want to set additional properties from an external registry at runtime, store sensitive information like
usernames and passwords for connecting to the registry in a properties file and secure it with secure vault.

Minimal wrapper.conf configuration
#********************************************************************

# working directory
#********************************************************************

wr apper . wor ki ng. di r =${ car bon_hone}\\
# Java Main cl ass.
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# YAJSW default is "org.rzo.yajsw app. Wapper JVMVai n"

# DO NOT SET THI S PROPERTY UNLESS YOU HAVE YOUR OAN | MPLEMENTATI ON

# wrapper.java. nai ncl ass=
#********************************************************************
# tnp fol der

# yajsw creates tenporary files named in_.. out_.. err_.. jna..

# per default these are placed in jna.tnpdir.

# jna.tnpdir is set in setenv batch file to <yajsws/tnp

#********************************************************************

wr apper. tnp.path = ${jna_tnpdir}
#********************************************************************
# Application main class or native executable

# One of the follow ng properties MIST be defined
#********************************************************************
# Java Application main class

W apper . j ava. app. mai ncl ass=or g. wso2. car bon. boot st r ap. Boot st r ap

# Log Level for console output. (See docs for log |evels)

wr apper . consol e. | ogl evel =I NFO

# Log file to use for wapper output |ogging.

wr apper. | ogfi |l e=${w apper _hone}\/| og\/w apper. | og

# Format of output for the log file. (See docs for formats)

#wr apper .|l ogfile. formt=LPTM

# Log Level for log file output. (See docs for log |evels)

#wr apper .| ogfil e. |l ogl evel =I NFO

# Maxi mum si ze that the log file will be allowed to grow to before

# the log is rolled. Size is specified in bytes. The default value
# of 0, disables log rolling by size. Miy abbreviate with the 'k' (kB) or
# 'm (nmB) suffix. For exanple: 10m = 10 negabytes.

# 1f wapper.logfile does not contain the string ROLLNUM it will be automatically
added as suffix of the file name

wr apper. |l ogfile. maxsi ze=10m

# Maxi mum nunber of rolled log files which will be allowed before old
# files are deleted. The default value of O inplies no limt.

wr apper.logfile. maxfil es=10

# Title to use when running as a consol e

wr apper.consol e.title="WO2 Carbon"

#********************************************************************

# W apper Wndows Service and Posix Daenon Properties
#********************************************************************
# Nane of the service

wr apper . nt servi ce. name=" W02 CARBON'

# Di splay name of the service

wr apper . ntservi ce. di spl ayname="Ws02 Car bon"

# Description of the service

wr apper . nt servi ce. descri pti on="Car bon Kernel"

#********************************************************************

# W apper System Tray Properties
#********************************************************************
# enabl e system tray

wr apper.tray = true

# TCP/IP port. If none is defined nmulticast discovery is used to find the port
# Set the port in case multicast is not possible.

wrapper.tray.port = 15002
#********************************************************************
# Exit Code Properties

# Restart on non zero exit code
#********************************************************************
wr apper . on_exit. 0=SHUTDOWN

wr apper . on_exit. def aul t =RESTART
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#********************************************************************

# Trigger actions on consol e out put
#********************************************************************
# On Exception show nessage in systemtray

wr apper.filter.trigger.O=Exception
wrapper.filter.script.O=scripts\/trayMessage. gv
wrapper.filter.script.O.args=Exception

#********************************************************************

# genConfig: further Properties generated by genConfig
#********************************************************************
pl aceHol der SoGenPr opsConeHer e=

wr apper . j ava. command = ${j ava_honme}\\bin\\java

wr apper . j ava. cl asspath.1 = ${java_hone}\\lib\\tools.jar

wr apper.j ava. cl asspath.2 = ${carbon_honme}\\bin\\*.jar

wWr apper . app. paraneter. 1 or g. wso2. car bon. boot strap. Boot strap

Wr apper . app. paraneter. 2 RUN

wr apper.java. addi tional .1 = - Xbootcl asspat h\/a: ${carbon_honme}\\ i b\ \ xboot\\*.jar
wr apper.java. additional .2 = - Xnms256m

wr apper . java. addi tional . - Xmx1024m

= - XX: MaxPer nSi ze=256m
= - XX: +HeapDunpOnQut OF Menor yEr r or

wr apper . j ava. addi ti onal .
wr apper . j ava. addi ti onal .
wrapper.java. additional .6 =
- XX: HeapDunpPat h=${ car bon_hone}\\reposi t ory\\ | ogs\ \ heap- dunp. hpr of

wr apper.java. addi tional .7 = -Dcom sun. managenent . j nxr enot e

wr apper . java. additional .8 =

-Dj ava. endor sed. di rs=${ car bon_hone}\\1i b\\ endor sed; ${j ava_honme}\\jre\\li b\\ endorsed

OO hs WN P
1

wr apper.java. additional .9 = -Dcarbon.registry.root=\/

wr apper.j ava. addi ti onal . 10 = - Dcar bon. home=${ car bon_hone}

wr apper.java. additional .11 = -Dwso2. server. st andal one=true

wr apper.java. additional . 12 = - Dj ava. command=${j ava_hone}\\ bi n\\j ava

wr apper . java. additional .13 = -Djava.io.tnpdir=${carbon_hone}\\tnp

wr apper.java. addi tional . 14 = - Dcat al i na. base=${car bon_honme}\\li b\\ t ontat

wr apper . j ava. additional . 15 =

-Djava. util.logging.config.file=${carbon_honme}\\repository\\conf\\l og4j.properties

wr apper.java. additional . 16 = -Dcarbon. confi g.dir. pat h=${carbon_hone}\\repository\\conf
wr apper.java. addi tional . 17 = - Dcarbon. | ogs. pat h=${carbon_honme}\\reposi tory\\1l ogs

wr apper.java. additional .18 =

- Dconponent s. repo=${ car bon_hone}\\reposi t ory\\ conponent s\\ pl ugi ns

wr apper.java. addi tional .19 = -Dconf. | ocati on=${carbon_honme}\\repository\\conf
wr apper . j ava. addi tional .20 =

-Dcom at omi kos. i catch. fil e=${carbon_honme}\\lib\\transactions. properties

wr apper.java. addi tional .21 = -Dcom at omi kos.icatch.hide_init_file_path=true
wr apper.java. additional .22 =

- Dor g. apache. j asper.runti ne. BodyCont ent | npl . LI M T_BUFFER=t r ue




wr apper.java. additional.23 = -Dcom sun. jndi. | dap. connect. pool . aut henti cati on=si npl e
wr apper.java. additional .24 = -Dcom sun. jndi .| dap. connect. pool . ti meout =3000
wr apper.java. additional .25 = -Dorg.terracotta. quartz. ski pUpdat eCheck=t rue

Setting up CARBON_HOME

Extract the Carbon-based product that you want to run as a Windows service, and then set the Windows
environment variable CARBON_HOVE to the extracted product directory location. For example, if you want to run ESB
4.5.0 as a Windows service, you would set CARBON_HOVE to the extracted wso2esb- 4. 5. 0 directory.

Edit System Variable @

Yariable name: CARBOM_HOME
Yariable walue: Documentsiwsozesh-4, 5,0 wsoZeshb-4,5.0
[ Ik ] [ Cance

Running the product in console mode
You will now verify that YAJSW is configured correctly for running the Carbon-based product as a Windows service.

1. Open a Windows command prompt and go to the <YAJSW HOVE>/ bat / directory. For example:

cd C \Docunents and Settings\yaj sw_hone\ bat

2. Start the wrapper in console mode using the following command:

runConsol e. bat

For example:

C:“Documents and Settingssyajsw_homeshatX*runConszole _bat_

If the configurations are set properly for YAJSW, you will see console output similar to the following and can now
access the WSO2 management console from your web browser via https://localhost:9443/carbon.

C:xIDocuments and Settingsswyajsw_homehat>runConsole . bat

C:~Documents and Settingssyajsw_homeshat>cd C:xDocuments and Settingssyajsw_home
Shats,

C:sJDocuments and Settingsswajsw_homeshat*call szetenv.bat

“"Java" —Hmx3Bm —-Djna_tmpdir="C:“Documents and Settings*yajsw_home“bhat»/.. tmp" —
jar "C:xDocuments and Settingssyajsw_homeshats./ .. urapper.jar' —c “"C:xDocuments
and Settingssyajsw_homesbat ... conf  wrapper.conf"

YAJSW: yajsw—stahle—-11.83

05 : Windows XP-5.2-amdbd

JUM : Oracle Corporations1.7.0_H6

Dec 38, 2012 11:12:27 AM org.apache.commons . .vwfs2 Ufslog info

INFO: Using "“"C:sDOCUME™1~ADHINI“1~LOCALS™1~Tempwfs_cache" asz temporary files st
OIE .
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Working with the WSO2CARBON service

To install the Carbon-based product as a Windows service, execute the following command in the <YAJSW HOVE>/
bat / directory:

i nstall Servi ce. bat

The console will display a message confirming that the WSO2CARBON service was installed.
sDocuments an ettingssyajsw_

C:»Documents and Settingsiyajsw_homeshatX>cd C:sDocuments and Settingsiyajsw_home
Shat™

C:sJDocuments and Settingsswajsw_homeshatX*call szetenv.bat

“"Java" —Hmx3Bm —-Djna_tmpdir="C:“Documents and Settingsyajsw_home“bhat“/ .. tmp" —
jar "C:sDocuments and Settingssyajsw_homeshatss. . surapper.jar' —i "“"C:xDocuments
and Settingssyajsw_home“bat“~ .. conf./wrapper.conf"

YAJSW: yajsw—stahle—11.83

: Windows HPAS.2-/amd64d
: Oracle Corporations1.7.0_86
Dec 38, 2012 12:51:42 PM org.apache .commons .wfs2 _Ufslog info
INFO: Using "“C:sDOCUME™1~ADHINI“1~LOCALS™1Tempwfs_cache" asz temporary files st
0PE -
platform null

o pe e e b e MM [ METALLIMNG ""WSO2CARBOIN"" 00 e e e b ior-ef D Ioc- b D Iob- b b IoE-of-DIoE-oE Do

Service "WSO2CARBONH" installed
key to continue . .

To start the service, execute the following command in the same console window:

start Servi ce. bat

The console will display a message confirming that the WSO2CARBON service was started.
C:sJDocuments and Settingsswajsw_homeshat>startService . bat

C:sJDocuments and Settingsswajsw_homesbat>cd C:sDocuments and Settingsswyajsw_home
~hats,

C:“JDocuments and Settingsswvajsw_homeshatXcall setenv.bat

"jJava' —-¥mx3Bm -Dina_tmpdir="C:“Documents and Settings“wvajsw_homeshat“~/.. tmp" —
jar "C:xDocuments and Settingssyajsw_homeshats.s .. urapper.jar' —t "C:~Documents
and Settingssvajsw_homeshat>~/. . conf  urapper.conf"

YAJSW: vajsw—stabhle—11.83

05 : Windows XP-5.2-/amdb4d

JUM : Oracle Corporations1.7.0_H6

Dec 38, 2012 1:89:880 PM org.apache.commons .vwfs2 Ufslog info

INFO: Using ""C:~DOCUME™1~ADMINI"“1~LOCALE™1~Temp~wfs_cache" asz temporary files st
OPE -

platform null

o w M CTHARTING ""WSO2CORBOM"" e e et e etk Iat-of-S-IaE-of- Do

Service "WSOZCARBONY started
Pressz any key to continue . . .

C:JDocuments and Settingssvajsw_home-hat>

To stop the service, execute the following command in the same console window:

st opServi ce. bat

The console will display a message confirming that the WSO2CARBON service has stopped.
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»JDocuments and Settingsspajsw_homeshatX*stopService .bat

wJDocuments and Settingsspajsw_homeshatXcd C:xDocuments and Settings“wyajsw_home
bat™

»Documents and Settingssyajsw_homesbat>call setenv.bat

'Java" —Hmx38m —-Dina_tmpdir=""C:“Documents and Settingssyajsw_home“hat» .. tmp' —
jar "G:sDocuments and Settingsyajsw_homesbhat»s .. wrapper.jar' —-p "C:“Documents
pnd Settings“wajsw_homesbhat>s. . conf wrapper.conf"
YAJEW: vajsw—stable—11.83

DS : Windows XP-5.2-amdbd

UM : Oracle Corporations1.7.8_86

Dec 3@, 26812 11:-11:31 AM org.apache.commons.vfs2 UfzLog info
[MF0: Using “C=~DOCUME™1~ADMIWHI™1~LOCALE™1~Temp~wfs_cache'" as temporary files st
re.

latform null
| CTOPPING "WSO2CARBOMN""  eec-ter-oef-Joc-tor-ef-Juc-Iof-ef-Juc-Jof-of-Joc-Jof-of-Joc-Jof-Sof-Jub-Jof-of- o

Bervice "WS0Z2CARBOM' stopped
ress any key to continue . . .

To uninstall the service, execute the following command in the same console window:

uni nstal | Servi ce. bat

The console will display a message confirming that the WSO2CARBON service was removed.

C:sDocuments and Settingsswajsw_homeshat*uninstallService.bhat

C:sDocuments and Settingsswajsw_homesbat*cd C:sDocuments and Settingssyajsw_home
Shats

G Documents and Settingssvajsw_homeshat?call szetenv.bat
"Java' —¥mxd@m -Djna_tmpdir=""C::\Documentsz and Settings“wajsw_homeshat ... tmp" -
jar "C:sDocuments and Settingssyajsw_homeshats/ .. uvrapper.jar' —r "C:ixDocuments
and Settingssyajsw_homeshat>/. . conf urapper.conf"
YAJSYW: vajsw—stahle—11.83

: Windows XP-5.2-/amd64d

: Oracle Corporations1.7.0_B6
Dec 38, 20012 1:19:14 PM org.apache.commons .wfs2 UfsLlog info
INFO: Using "“C:sDOCUME™1~ADHINI“1~LOCALS™1~Temp~vfs_cache" as temporary files st
0 PE .
platform null
oo e e e u w3 HEMOUITNG ""WSO2CORBUM " o6 ek D ek-er b Iob-of Db of-pIoE-of Do D3

Seruice "WSO0ZCARBON" removed
Press any key to continue . . .

C:Documents and Settingssvajsw_homeshat >

Building from Source

WSO2 invites you to contribute by checking out the source from the Subversion (SVN) source control system, buildi
ng the product and making changes, and then committing your changes back to the source repository. (For more
information on Subversion, see http://svnbook.red-bean.com.) The following sections describe this process:

Checking out the source

Setting up your development environment
Building the product

Committing your changes

@ Building from source is optional. Users who do not want to make changes to the source code can simply do
wnload the binary distribution of the product and install it.
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Checking out the source

WSO2 products are built on top of WSO2 Carbon Kernel, which contains the Kernel libraries used by all products.
When there are changes in the Carbon Kernel, they are bundled and released in a new WSO2 Carbon version (for
example, WSO2 Carbon 4.2.0).

A WSO2 platform release is a set of WSO2 products based on the same Carbon release. For example, Turi ng is
the platform release name for WSO2 Carbon 4.2.0 and the WSO2 products that are based on it. Usually, not all
products in a platform get released at the same time, so they are released in chunks, each of which contains the
Carbon release and a subset of products. For example, the API Manager 1.8.0 comes in chunk 14 of the Turi ng pl
atform.

Checking out the patches

Before checking out the product source, you need to checkout the patches related to the Carbon chunk using the
following command.

$ svn checkout https://svn.wso02. org/repos/wso2/ carbon/ kernel / branches/4.2.0 <l ocal - pl
atformdirectory-1>

@ Replace <l ocal - pl at f or m di r ect or y- 1> with a meaningful name, such as wso2car bon- pl at f orm

Downloading the product source

For products based on WSO2 Carbon 4.2.0, use the below command to download the product source:

$ svn checkout
https://svn.wso2. or g/ r epos/ wso2/ car bon/ pl at f or ni t ags/ t uri ng- <rel ease- chunk>/ <l ocal - pl
atformdirectory-2>

Replace <r el ease- chunk> with the release chunk, on which the specific product version is based on. To find out
the respective release chunk, see the Release Matrix. For example, for products based on Chunk 14 of WSO2
Carbon 4.2.0, the command is as follows:

$ svn checkout
https://svn.wso2. org/ repos/ wso2/ car bon/ pl at f orm t ags/ t uri ng- chunk14/ <l ocal - pl at f orm d
irectory-2>

Setting up your development environment

Before you edit the source code in your IDE, set up your development environment by running one of the following

commands:
If you are using this IDE... Run this command... Additional information
Eclipse nmvn eclipse: eclipse http://maven.apache.org/plugins/maven-eclipse-plugin
IntelliJ IDEA mvn i dea:idea http://maven.apache.org/plugins/maven-idea-plugin

If you are using a later Eclipse version and if you get errors (library path etc.) when trying to import the source code
using the Existing Projects into Workspace, follow the steps below to solve them by importing the source code as
a Maven project.

1. Build the source using the command: nvn cl ean install
2. Open Eclipse and click Import in the File menu and then click Existing Maven Projects as shown below:


http://wso2.com/products/carbon/
http://wso2.com/products/carbon/release-matrix/
http://eclipseeclipse/
http://maven.apache.org/plugins/maven-eclipse-plugin/
http://ideaidea/
http://maven.apache.org/plugins/maven-idea-plugin/
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Select an import source:

i type filter text

b (= General

P (= CVS

> (= EJB

> (= Git

P (= Install

W (= Java EE

¥ (> Maven

U1 Check nut Maven Projects from SCM

; Existing Maven Projects
(], Install or deploy an artifact to a Maven repository
1], Materialize Maven Projects from SCM

b = Plug-in Development

P (-~ Remote Systems

P (= Run/Debug

P (= SVN

P (= Tasks

P (= Team

Building the product

Follow the instructions below to build the product after editing the source code:
(D Make sure the build server has an active Internet connection to download dependencies while building.

1. Install Maven and JDK. See Installation Prerequisites for compatible versions.

2. Set the environment variable MAVEN_OPTS=" - Xn81024m - Xmx4096m - XX: MaxPer n5i ze=1024n1 to
avoid the Maven Qut OF Menor yEr r or .

3. Navigate to each folder representing the patches within the <l ocal - pl at f or m di r ect or y- 1> and run the
following Apache Maven commands to build the patches. For information on the patches, which are
applicable for the respective Carbon chunk release, go to Release Matrix.

This command... Creates...

m/n cl ean install The binary and source distributions of the chunk release.

mvn cl ean install The binary and source distributions, without running any of the unit tests.
- Dmaven. t est . ski p=true

mvn clean install The binary and source distributions, without running any of the unit tests,
- Dmaven. t est. ski p=true in offine mode. This can be done only if you've already built the source at
-0 least once.

4. For products based on Carbon 4.2.0, to create complete release artifacts of the products released with this
chunk version, including the binary and source distributions, go to <l ocal - pl at f orm di rectory- 2>/ pro
duct - r el eases/ <rel ease- chunk>/ directory and run the Apache Maven commands stated in the
above step. To build only a selected product/s, open <l ocal - pl at f orm di rect ory- 2>/ product-re
| eases/ <r el ease- chunk>/ product s/ pom xm file, and comment out the products you do not want to
build and run the relevant Maven command.

(D After building the source, you can find the artifacts/product binary distribution package of the product in the
directory
<l ocal - pl at form di rect ory- 2>/pr oduct s/ <pr oduct _nane>/ <pr oduct _r el ease_versi on>/ m
odul es/ di stribution/target/ directory.


http://maven.apache.org/
http://wso2.com/products/carbon/release-matrix/
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Committing your changes

If you are a committer, you can commit your changes using the following command (SVN will prompt you for your
password):

$ svn commit --usernane your-username -m"A nessage"

Running the Product

To run WSO2 products, you start the product server at the command line. You can then run the Management
Console application to configure and manage the product. This page describes how to run the product in the

following sections:
® Starting the server
® Running the management console
® Stopping the server

(D Before you begin, note that the Management Console uses the default HTTP-NIO transport , which is
configured in the cat al i na- server. xnl file in the <API M HOVE>/ r eposi t ory/ conf/t ontat director
y. This transport must be properly configured in this file for the Management Console to be accessible.

Starting the server

To start the server, you run the script wso2ser ver . bat (on Windows) or wso2ser ver . sh (on Linux/Solaris) from
the bi n folder. Alternatively, you can install and run the server as a Windows service .

{D To start and stop the server in the background mode of Linux, run wso2ser ver.sh start and wso2serv
er.sh st op commands.

1. Open a command prompt:

® On Windows, choose Start -> Run, type cnd at the prompt, and press Enter.
® On Linux/Solaris, establish a SSH connection to the server or log in to the text Linux console.
2. Execute one of the following commands, where <API M_HQOVE> is the directory where you installed the

product distribution:

® On Windows: <API M_HOVE>/ bi n/ wso2server. bat --run
® On Linux/Solaris: sh <API M_HOVE>/ bi n/ wso2ser ver. sh

(D If you want to provide access to the production environment without allowing any user group
(including admin) to log into the management console, execute one of the following
commands.

® On Windows: <PRODUCT _HOVE>\ bi n\ wso2server. bat --run - Dwor ker Node
® On Linux/Solaris: sh <PRODUCT _HOVE>/ bi n/ wso2ser ver. sh - Dwor ker Node

If you want to check any additional options available to be used with the startup commands, ty
pe -hel p after the command, such as: sh <PRODUCT_HOVE>/ bi n/ wso2server. sh

- hel p.

The operation log appears. When the product server is running, the log displays the message "WSO2 Carbon
started in 'n' seconds."

Running the management console

Once the server has started, you can run the Management Console by opening a Web browser and typing in the
management console's URL. The URL is displayed as the last line in the start script's console and log. For example:



The URL should be in the following format: ht t ps: // <Server Host >: 9443/ car bon

You can use this URL to access the Management Console on this computer from any other computer connected to
the Internet or LAN. When accessing the Management Console from the same server where it's installed, you can
type "localhost" instead of the IP address: htt ps://1 ocal host: 9443/ car bon.

@ Tip: The Management Console URL can be changed by modifying the value of the Mgt Host Nan® in the <P
RODUCT_HOVE>/ r eposi t ory/ conf/ car bon. xmi file.

<Myt Host Nanme>| ocal host </ Mgt Host Nane>

At the sign-in screen, sign in to the Management Console using admin as both the username and password. You
can then use the Management Console to manage the product. The tabs and menu items in the navigation pane on
the left may vary depending on the features installed.

To view information about a particular page, click the Help link in the top right corner of that page , or click the Docs
link to open this documentation for full information on managing the product.

@ When the Management Console Sign-in page appears, the web browser will typically display an "insecure
connection" message, which requires your confirmation before you can continue.

The Management Console is based on HTTPS protocol, which is a combination of HTTP and SSL protocols.
This protocol is generally used to encrypt the traffic from the client to server for security reasons. The
certificate it works with is used for encryption only, and does not prove the server identity, so when you try to
access the Management Console, a warning of untrusted connection is usually displayed. To continue
working with this certificate, some steps should be taken to "accept” the certificate before access to the site
is permitted. If you are using the Mozilla Firefox browser, this usually occurs only on the first access to the
server, after which the certificate is stored in the browser database and marked as trusted. With other
browsers, the insecure connection warning might be displayed every time you access the server.

This scenario is suitable for testing purposes, or for running the program on the company's internal
networks. If you want to make the Management Console available to external users, your organization
should obtain a certificate signed by a well-known certificate authority, which verifies that the server actually
has the name it is accessed by and that this server belongs to the given organization.

If you leave the Management Console unattended, the session will time out. The default timeout value is 15 minutes,
but you can change this in the <API M_HOVE>/ r eposi t ory/ conf/t ontat/ car bon/ VEEB- | NF/ web. xm file as
follows:

<sessi on-config>
<sessi on-ti neout >15</ sessi on-ti neout >
</ sessi on-confi g>

Stopping the server

To stop the server, press Ctrl+C in the command window, or click the Shutdown/Restart link in the navigation pane
in the Management Console.

Upgrading from the Previous Release

The following information describes how to upgrade your APl Manager server from the previous release, which is
APIM 1.7.0. To upgrade from a version older than 1.7.0, start from the doc that was released immediately after your
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current release and upgrade incrementally.
® Upgrading the product databases
® Migrating the configurations
® Upgrading APIM 1.7.0t0 1.8.0

Migration scripts' location is https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/apimgt/1.
8.0/modules/distribution/resources/migration-1.7.0_to_1.8.0.

Upgrading the product databases

1. Download the APl Manager 1.8.0 from http://wso2.com/products/api-manager.

2. Stop all running APl Manager server instances.

3. Back up the databases of your APl Manager 1.7.0 server instance.

4. Download the migration scripts from the migration script location and execute the database upgrade scripts
on your old database. You must select the script corresponding to your database type. For example, if your
database is MySQL, execute mi gration-1.7.0_to_1.8. 0/ nysql.sql onit. The script adds all the
schema changes done to API Manager tables in the 1.8.0 release.

Migrating the configurations
In this section, you move all existing API Manager configurations from the current environment to the new one.

1. Open <API M 1. 8. 0_HOVE>/repository/ conf/datasources/ mast er - dat asour ces. xm file and
provide the datasource configurations for the following databases. You can copy the configurations from the
same file in the APl Manager 1.7.0 instance.

® User Store
® Registry database
* API Manager Databases

2. Edit the registry configurations in the <API M_HOVE>/ r eposi tory/ confi g/ regi stry. xm and the user
database in the <API M_HOVE>/ r eposi t ory/ conf/user-ngt. xm file.

3. Move all your synapse configurations by copying and replacing <API M 1. 7. 0_HOVE>/ r eposi t ory/ depl
oynent/ server/ synapse-confi g/ def aul t directory to <API M 1. 8. 0_HOVE>/ r eposi t ory/ depl oy
nment/ server/ synapse-confi g/ def aul t directory.

i1 If you changed the default URLs in Aut hori zeAPI . xml and TokenAPI . xml files, do not replace
them when copying. They are application-specific APIs.

Upgrading APIM 1.7.0to 1.8.0

1. Start the APl Manager 1.8.0 and log in to its management console.

2. Copy the ' swagger -doc-m grati on' directory from the migration scripts location to <API M 1. 8. 0__HOVE
>. The new directory path will now be <API M 1. 8. 0_HOVE>/ swagger - doc- m gr ati on.

3. Configure <API M 1. 8. 0_HOVE>/ swagger -resource-mnigration/build.xm file with the following
properties:

Property Description

registry.home Path to the APIM distribution. In a distributed setup, give the API Publisher node's path.

username Username for the server. For a tenant to log in, provide the tenant admin username.

password Password for the server. For a tenant to log in, provide the tenant admin password.

host IP of the running APIM server. In a distributed setup, give the host of the API Publisher
node.

port Port of the running APIM server. In a distributed setup, give the port of the APIM

Publisher node.


https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/apimgt/1.8.0/modules/distribution/resources/migration-1.7.0_to_1.8.0
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version Version of the server.

4. Using the command line, go to <API M 1. 8. 0_HOVE>/ swagger - resour ce-mi grati on folder and
execute ant run. If the above configuration is successful, you get a BUI LD SUCCESSFUL message. It
modifies the structure of Swagger content in the registry.

5. To re-index the artifacts in the registry, perform the two steps given below.

a) Rename the lastAccessTimelLocation in the <API M 1. 8. 0_HOVE>/r eposi tory/ conf/regi stry. xm f
ile.

Eg: Change /_system/local/repository/components/org.wso2.carbon.registry/indexing/lastaccesstime to /_syst
em/local/repository/components/org.wso2.carbon.registry/indexing/lastaccesstime_1

b) Shutdown AM 1.8.0 and backup and delete the <API M 1. 8. 0_ HOVE>/r eposi t ory/ conf/ sol r director
y and restart the server.

Upgrading tenants

6. If you have multiple tenants added to your APl Manager instance, follow the steps below to migrate tenant
configurations:

a. Copy the contents from your previous <API M_HOVE>/ r eposi t or y/ t enant s directory to the same
directory in the APl Manager 1.8.0. Do not replace the _TokenAPI _. xm , _RevokeAPl . xm and _
Aut hori zeAPI _. xm files in the / def aul t/ api sub directory.

b. Start the server

c. Execute steps 3 and 4 for all tenants in your system.

d. Execute steps 7 to 9 for all tenants in your system.

Upgrading external stores

7. If you have external stores configured in the registry, follow the steps below:
a. Loginto APIM 1.8.0 management console and click the Resources -> Browse menu.
b. Load the / _syst enmf gover nance/ api ngt / ext er nal st or es/ ext er nal - api - st ores. xm reso
urce in the registry browser Ul, configure your external stores and save.

Upgrading Google analytics

8. If you have Google Analytics configured in the registry, follow the steps below:
a. Loginto APIM 1.8.0 management console and go to Resources -> Browse menu.
b. Load the / _syst ent gover nance/ api ngt/stati stics/ga-config.xm resource in the registry
browser Ul, configure the Google analytics and save.

Upgrading workflows

9. If you have Workflows configured in the registry, follow the steps below:
a. Loginto APIM 1.8.0 management console and go to Resources -> Browse menu.
b. Load the / _syst enif gover nance/ api ngt / appl i cati ondat a/ wor kf | ow ext ensi ons. xm res
ource in the registry browser Ul, configure your workflows and save.

Get Involved

All WSO2 products are 100% open source and released under the Apache License Version 2.0. WSO2 welcomes
anyone who is interested in WSO2 products to become a contributor by getting involved in the WSO2
community and helping with the development of WSO2 projects.

How can | get involved in the community?
Contributing as a nhon-committer — anyone can do it!
® Overview of the WSO2 repository
® Contributing to the WSO2 code base
®* WSO2 GitHub Guidelines

How can | get involved in the community?



You can get involved in the WSO2 community in various ways:

® Use WSO2 products
The latest binary packs that correspond to the WSO2 product releases can be downloaded freely via the
respective product pages on the WSO2 website. We recommend that you download and use WSO2 products
so that you can discover the advantages of our lean middleware stack. Your feedback on our products is
much appreciated, as it will help us to drive our product roadmaps and the underlying technology. For
information on product releases, go to the Release Matrix. For tutorials, articles, white papers, webinars,
WSO02 documentation, and other learning resources, look in the Resources menu on the WSO2 website.

® Join WSO2 mailing lists
Many WSO2 mailing lists are open to the public, so anyone interested in WSO2 products can monitor the
mail threads. You can subscribe to the dev@wso2.org and architecture@wso2.org mailing lists to get
involved in the discussions on WSO2 development. For more information on subscribing to these mailing
lists, see WSO2 Mailing Lists.

® Participate in user forums
The WSO2 team monitors and participates in the discussions on Stack Overflow. If you have any technical or
programming questions related to WSO2 products, post them on Stack Overflow. Be sure to tag your
guestion with appropriate keywords such as WSO2 and the product name so that our team can easily find
your questions and provide answers. If you cannot find an answer on the user forum, you can email the
WSO2 development team directly using the relevant mailing lists described at WSO2 Mailing Lists. We also
encourage you to contribute by answering your fellow users' questions on Stack Overflow.

® Report bugs
WSO2 has a public bug-tracking system that you can use to report issues, submit enhancement requests,
and track and comment on issues. You can also use this system to report issues related to WSO2 product
documentation. If you find a bug, first search the dev mailing list to see if someone has faced the same issue,
and also check the bug-tracking system. If you can't find any information on the issue, create an issue in the
bug-tracking system with as much information as possible, including the product version you were using, how
to reproduce the issue, etc.

® Contribute to the WSO2 code base
WSO?2 invites you to contribute by providing patches for bug fixes or features. For this purpose you can check
out the source of the relevant GitHub repository, build the product, and make changes. You can then
contribute your changes by sending a pull a request for review. For more information, see the next section.

Contributing as a non-committer —anyone can do it!

Anyone (not just committers) can share contributions to WSO2's open-source software products. Your work will be
recognized: if your contribution — feature enhancement, bug fix, or other improvements — is accepted, your name will
be included as an author in the official commit logs. Read on for details on how you can contribute.

Overview of the WSO2 repository

WSO2 uses Git as its source control management system. The WSO2 Git repository maintains the code repository
and the active build for continuous delivery incorporated with integrated automation.

Contributing to the WSO2 code base
Follow these instructions to contribute to the WSO2 code base. Be sure to follow the WSO2 GitHub Guidelines.

1. Fork the respective code base to your Git account.
2. Clone the code base to your local machine.

git clone <@ tHub- REPCSI TORY- URL>

If you are not sure which repository needs to be cloned, send an email to dev@wso2.org.
3. Build the product using Maven.


http://wso2.com
http://wso2.com/products/carbon/release-matrix/
http://www.wso2.com/
http://wso2.com/mail/
http://stackoverflow.com
http://wso2.org/mail
https://wso2.org/jira/secure/Dashboard.jspa
http://docs.wso2.com/
http://docs.wso2.com/
https://help.github.com/articles/using-pull-requests
http://git-scm.com/documentation
https://github.com/wso2
https://help.github.com/articles/fork-a-repo

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

Prerequisites
¢ |nstall Maven and JDK. See the Installation Prerequisites page for compatible versions.
® Set the environment variable MAVEN OPTS="- Xn5768m - Xmx3072m
- XX: MaxPer nSi ze=1200n' to avoid the maven Qut O Menor yEr r or .
* Make sure the build server has an active Internet connection to download dependencies while
building.

Use the following commands to create complete release artifacts of a WSO2 product, including the binary
and source distributions.

Command Description
mvn cl ean install The binary and source distributions.
m/n clean install -Dmaven.test.skip=true The binary and source distributions, without

running any of the unit tests.

mvn clean install -Dmaven.test.skip=true -o The binary and source distributions, without
running any of the unit tests, in offline mode.
This can be done only if you've already built
the source at least once.

4. If you need to add a new file to the repository:
a. Add the new file.
git add <FI LE- NAME>
For example:
git add mycode. java
b. Commit the newly added file to your local repository.
git conmit -m"<COW T- MESSACGE>"
For example:
git coomit -m"Adding a new file"
5. If you need to update an existing file in the repository:
a. Open the file that you want to update and make the necessary changes.
b. Commit the changes to your local repository.
git commt -m"<COW T- MESSAGE>" -a
For example:
git conmmt -m"Updated the clauses in the terns and conditions file" -a
6. Sync your changes with the upstream repository.

git renote add <TAG NAME> <UPSTREAM G T- REPO- URL>
git fetch <TAG NAME>
git nerge <TAG NAME>/ <BRANCH NAME>

For example:

git remote add wso2_upstream https://github. conf wso2/ wso2-synapse. gi t
git fetch wso2_upstream
git merge wso2_upstream master

7. Push the changes to your own Git repository.
git push

8. Send a Git pull request to the WSO2 Git repository and add the URL of the Git pull request in the JIRA that
corresponds to the patch. Your pull request will be authorized only after it is reviewed by the team lead or
release manager or responsible person for the corresponding Git repository.

For more information on using GitHub, see the related help articles Fork a Repo and Using Pull Requests.


https://help.github.com/articles/creating-a-pull-request
https://help.github.com/articles/fork-a-repo
https://help.github.com/articles/using-pull-requests
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WSO2 GitHub Guidelines

® The respective WSO2 Git repository should be forked
When contributing to WSO2 code base by way of a patch, make sure you identify the correct Git repository
that needs to be forked. For more information on WSO2 Git repositories, see WSO2 GitHub Repositories. If
you still are not sure which repository needs to be cloned, send an email to dev@wso2.org so that a WSO2
team member can advise you.

® Do not build any dependencies
You do not need to build any dependencies, as everything you need will be automatically fetched from the
Maven repository (Nexus) when you are building the product on your machine. Make sure the build server
has an active Internet connection to download dependencies while building.

® Always sync with the forked repository before issuing a pull request
There is a high possibility that the forked repository may differ from the upstream repository (remote
repository that was forked) that you initially forked. Therefore, always sync the repository to prevent pull
requests from being rejected.

WSO02 GitHub Repositories

The following are the WSO2 GitHub repositories that need to be forked, so that you can contribute to the WSO2
community by offering patches for bug fixes or features for WSO2 products.

Kernel level Git repositories
Platform level Git repositories
Mobile platform Git repositories
Product level Git repositories
Other WSO2 Git repositories

Kernel level Git repositories

Repo URL Description
carbon-kernel Carbon 5 kernel repo

carbon4-kernel Carbon 4 kernel repo

Platform level Git repositories

Repo URL Description

carbon-analytics
carbon-apimgt
carbon-appmgt
carbon-business-messaging
carbon-business-process

carbon-commons
carbon-data

carbon-deployment

carbon-event-processing

carbon-governance

Contains components and features related to analytics services.
Contains components and features related to APl management.
Contains components and features related to application management.
Contains the components and features related to business messaging.
Contains components and features related to business processes.

Contains common components and features shared across the platform
projects.

Contains components and features related to data services.

Contains components and features related to web application and service
development (i.e., JavaEE WebProfile support, JAX-WS/RS service
deployment, Webapp monitoring dashboards etc. ).

Contains components and features related to event processing services.

Contains components and features related to governance services.


https://github.com/wso2
https://github.com/wso2/carbon-kernel.git
https://github.com/wso2/carbon4-kernel.git
https://github.com/wso2/carbon-analytics.git
https://github.com/wso2/carbon-apimgt.git
https://github.com/wso2/carbon-appmgt.git
https://github.com/wso2/carbon-business-messaging.git
https://github.com/wso2-dev/product-mb
https://github.com/wso2/carbon-business-process.git
https://github.com/wso2-dev/product-bps
https://github.com/wso2/carbon-commons.git
https://github.com/wso2-dev/carbon-data.git
https://github.com/wso2-dev/product-dss
https://github.com/wso2/carbon-deployment.git
https://github.com/wso2/carbon-event-processing.git
https://github.com/wso2-dev/product-cep
https://github.com/wso2/carbon-governance.git
https://github.com/wso2-dev/carbon-registry
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carbon-mediation Contains components and features related to mediation services.
carbon-multitenancy
carbon-parent

carbon-platform-automated-test-suite = Contains WSO2 product integration test suites and Platform test suites
with ant based test executor.

carbon-platform-integration Contains WSQO2 test automation framework modules.

carbon-platform-integration-utils Contains utilities related to WSO?2 test automation framewaork which is
common to the whole product platform.

carbon-qos Contains components and features related to quality of service.

carbon-registry Contains components and features related to registry services.

carbon-rules Contains components and features related to business rules.

carbon-storage-management Contains sources corresponding to the components that are primarily

being used for storage provisioning and management related tasks. Out
of all the components being maintained within this particular repository
some components (i.e., Cassandra, HDFS) are used across the platform.
In addition, some of the tools developed for storage browsing (i.e.,
Cassandra-Explorer etc.) too are part of this repository.

carbon-utils Contains ntask, remote-tasks, ndatasource etc.

Mobile platform Git repositories

Repo URL Description
emm-agent-android Maintains the Android agent that is used to enroll the device to EMM server.
emm-agent-ios Maintains the iOS agent that is used to enroll the device to EMM server.

Product level Git repositories

Product Name Repo URL Description

API Manager product-apim Maintains sources corresponding to building and packaging of WSO2
API manager distribution.

App Factory product-af Maintains sources corresponding to building and packaging of WSO2
APP Factory distribution.

Application Server  product-as Maintains sources corresponding to building and packaging of WSO2
Application Server distribution.

Business Activity product-bam Maintains sources corresponding to building and packaging of WSO2

Monitor Business Activity Monitor distribution.

Business Process  product-bps Maintains sources corresponding to building and packaging of WSO2

Server Business Process Server distribution.

Business Rules product-brs Maintains sources corresponding to building and packaging of WSO2

Server Business Rules Server distribution.

Complex Event product-cep Maintains sources corresponding to building and packaging of WSO2

Processor Complex Event Processor distribution.


https://github.com/wso2/carbon-mediation.git
https://github.com/wso2/carbon-multitenancy.git
https://github.com/wso2/carbon-parent.git
https://github.com/wso2/carbon-platform-automated-test-suite.git
https://github.com/wso2-dev/carbon-platform-integration-utils
https://github.com/wso2/carbon-platform-integration
https://github.com/wso2/carbon-platform-integration-utils.git
https://github.com/wso2/carbon-qos.git
https://github.com/wso2/carbon-registry.git
https://github.com/wso2/carbon-rules.git
https://github.com/wso2/carbon-storage-management.git
https://github.com/wso2-dev/product-ss
https://github.com/wso2/carbon-utils.git
https://github.com/wso2/emm-agent-android.git
https://github.com/wso2/emm-agent-ios.git
https://github.com/wso2/product-apim.git
https://github.com/wso2/product-af.git
https://github.com/wso2/product-as.git
https://github.com/wso2/product-bam.git
https://github.com/wso2/product-bps.git
https://github.com/wso2/product-brs.git
https://github.com/wso2/product-cep.git

Data Services
Server

Enterprise Mobility
Manager

Enterprise Service
Bus

Enterprise Store
Governance
Registry

Identity Server
Message Broker
Private PaaS
Storage Server

Task Server

Developer Studio
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Maintains sources corresponding to building and packaging of WSO2
Data Services Server distribution.

product-dss

Maintains sources corresponding to building and packaging of WSO2
Enterprise Mobility Manager distribution.

product-emm

Maintains sources corresponding to building and packaging of WSO2
Enterprise Service Bus distribution.

product-esb

Maintains sources corresponding to building and packaging of WSO2
Enterprise Store distribution.

product-es

Maintains sources corresponding to building and packaging of WSO2
Governance Registry distribution.

product-greg

product-identity ~ Maintains sources corresponding to building and packaging of WSO2

Identity Server distribution.

Maintains sources corresponding to building and packaging of WSO2
Message Broker distribution.

product-mb

product-paas Maintains sources corresponding to building and packaging of WSO2

Private PaaS distribution.

product-ss Maintains sources corresponding to building and packaging of WSO2
Storage Server distribution.
product-ts Maintains sources corresponding to building and packaging of WSO2

Task Server distribution.

developer-studio  Maintains sources corresponding to building and packaging of WSO2

Developer Studio distribution.

Other WSO2 Git repositories

The following are GitHub repository URLSs that correspond to independent projects managed by WSO2:

Repo URL
andes
balana
charon

esh-connectors

jaggery

jaggery-extensions
orbit
siddhi

Description

Message broker core engine implementation.
XACML core engine implementation.

SCIM core engine implementation.

Collection of connectors that allows you to interact with WSO2 ESB's third-party product
function.

This repo contains Jaggeryjs. Jaggery is a framework used to write webapps and
HTTP-focused web services for all aspects of the application: front-end, communication,
Server-side logic and persistence in pure Javascript.

This contains extensions for the Jaggery framework.

Used to create OSGi bungles out of third-part dependencies.

Complex event processing core engine implementation.



https://github.com/wso2/product-dss.git
https://github.com/wso2/product-emm.git
https://github.com/wso2/product-esb.git
https://github.com/wso2/product-es
https://github.com/wso2/product-greg.git
https://github.com/wso2/product-identity.git
https://github.com/wso2/product-mb.git
https://github.com/wso2/private-paas
https://github.com/wso2/product-ss.git
https://github.com/wso2/product-ts.git
https://github.com/wso2/developer-studio.git
https://github.com/wso2/andes.git
https://github.com/wso2/balana.git
https://github.com/wso2/charon.git
https://github.com/wso2/esb-connectors.git
https://github.com/wso2/jaggery.git
https://github.com/wso2/jaggery-extensions.git
https://github.com/wso2/orbit.git
https://github.com/wso2/siddhi.git

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

User Guide

The user guide provides information about the features, functionality, solution development, testing and debugging
options of WSO2 API Manager.

Key Concepts

API Developer Tutorials

Application Developer Tutorials

Configuring the API Manager

Extending the API Manager

Working with Security

Working with Statistics

Key Concepts

Let's take a look at some concepts and terminology that you need to know in order to follow the use cases.

[ API Manager components ] [ Users and roles ] [ API lifecycle ] [ Applications ] [ Access tokens ] [ Throttling tiers ] [
API visibility and subscription ] [ APl documentation visibility ] [ API resources ] [ Cross-origin resource sharing ] [ O
Auth scopes ] [ API templates ] [ Endpoints ] [ Sequences ] [ Caching ]

APl Manager components

A component is made up of one or more OSGi bundles. A bundle is the modularization unit in OSGi, similar to a
JAR file in Java. The component-based architecture of all WSO2 products gives developers flexibility to remove or
add features with minimum dependencies.

The API Manager comprises the following high-level components:

Component Description

API Provides an end user, collaborative Web interface for API providers to publish APIs, share document
Publisher keys, and gather feedback on API features, quality and usage. For API Publisher use cases, see AP

API Store Provides an end-user, collaborative Web interface for API consumers to self register, discover API fL
to APIs, evaluate them and interact with API publishers. For API Store use cases, see Application D¢

API A runtime, back end component (an API proxy) developed using WSO2 ESB. API Gateway secure

Gateway and scales API calls. It intercepts API requests, applies policies such as throttling and securit
manages API statistics. Upon validation of a policy, the Gateway passes Web service calls to the i
service call is a token request, the Gateway passes it directly to the

When the APl Manager is running, you can access the Gateway using the URL https://localh
integrate a monitoring and statistics component to the APl Manager without any additional cor
monitoring component integrates with WSO2 Business Activity Monitor, which can be deployed
.events. For more information, see Publishing APl Runtime Statistics

(i) Although the API Gateway contains ESB features, it is recommended not to use it for ESB-
only for Gateway functionality related to API invocations. For example, if you want to call e
SAP, use a separate ESB cluster for that.



http://www.osgi.org/Technology/HomePage
https://localhost:9443/carbon
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Key Handles all security and key-related operations. The Gateway connects with the key manager to che
Manager OAuth tokens when APIs are invoked. The key manager also provides a token API to generate OAul
accessed via the Gateway.
All tokens used for validation are based on OAuth 2.0.0 protocol. Secure authorization of APIs is pro
2.0 standard for key management. The API Gateway supports API authentication with OAuth 2.0, an
organizations to enforce rate limits and throttling policies.
When the Gateway receives API invocation calls, it similarly
contacts the Key Manager service for verification. If caching is not enabled at the Gateway level, .
this verification call happens every time the Gateway receives an API invocation call

ugh a Web service call
® Through a Thrift call (Thrift is the default communication protocol and is much faster than SOAP

If your setup has a cluster of multiple Key Manager nodes that are fronted by a WSO2 ELB instar
change the key management protocol from Thrift to WSClient using the <KeyVal i datorCli ent T
M _HOVE>/ r eposi t ory/ conf/ api - manager . xm file. Thrift uses TCP load balancing and the EL

Handlers W You find the default handlers in any API's Synapse definition as shown below.
hen an APl is created, a file with its synapse configuration is added to the API Gateway. You can fir
>/ r eposid eF ¥4 depl oynment / server/synapse-confi gs/ def aul t/api folder. It has a set
which is exgetdiest on the APIs in the same order they appear in the configuration.
cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. security. APl Aut henti cati onHand
<handl er cl ass="org.wso02. car bon. api ngt . gat eway. handl ers. throttling. APl Thr ot
<property nane="id" val ue="A"/>
<property nanme="policyKey" val ue="gov:/api ngt/applicationdata/tiers.xn
</ handl er >
<handl er cl ass="org.wso02. carbon. api ngt . usage. publ i sher. APl Myt UsageHandl er "/
<handl er
cl ass="org. wso2. carbon. api ngt . usage. publ i sher. APl Myt Googl eAnal yti csTracki ngHan
<handl er cl ass="org.wso02. car bon. api ngt . gat eway. handl ers. ext . APl Manager Ext en
</ handl er s>

Let's see what each handler does:

® API Aut hent i cat i onHandl er: Validates the OAuth2 bearer token used to invoke the API. It ¢
whether the token is of type Pr oduct i on or Sandbox and sets MessageCont ext variables as
extend the default authentication handler, see Writing Custom Handlers.

®* APl Throttl eHandl er: Throttles requests based on the throttling policy specified by the pol i
Throttling is applied both at the application level as well as subscription level.

* APl Myt UsageHandl er: Publishes events to BAM for collection and analysis of statistics. This |
effect if API usage tracking is enabled. See Publishing API Runtime Statistics for more informatic

* APl Mgt Googl eAnal yti csTracki ngHandl er: Publishes events to Google Analytics. This ha
effect if Google analytics tracking is enabled. See Integrating with Google Analytics for more info

* API Manager Ext ensi onHandl er: Extends the mediation flow of messages passing through t
Adding Mediation Extensions for more information.

Statistics Additionally, statistics are provided by the monitoring component, which integrates with WSO2 BAM.

The components are depicted in the diagram below:



http://thrift.apache.org/static/files/thrift-20070401.pdf
http://wso2.com/products/elastic-load-balancer
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RUNTIME
| APl Gateway . Existing Services
API CALLS (Security/Throttling/ and APls
<

-

Users and roles
The API Manager offers four distinct community roles that are applicable to most enterprises:

®* Admin: The API management provider who hosts and manages the API Gateway . S/he is responsible for
creating user roles in the system, assign them roles, managing databases, security etc. The Admin role is
available by default with credentials admin/admin.

® Creator: a creator is a person in a technical role who understands the technical aspects of the API
(interfaces, documentation, versions etc.) and uses the API publisher to provision APIs into the API store.
The creator uses the API Store to consult ratings and feedback provided by APl users. Creator can add APIs
to the store but cannot manage their lifecycle.

® Publisher : a publisher manages a set of APIs across the enterprise or business unit and controls the API
lifecycle, subscriptions and monetization aspects. The publisher is also interested in usage patterns for APIs
and has access to all API statistics.

® Subscriber : a subscriber uses the API store to discover APIs, read the documentation and forums,
rate/comment on the APIs, subscribes to APIs, obtain access tokens and invoke the APIs.

(i) Tip: See Managing Users and Roles for more information.

APl lifecycle

An API is the published interface, while the service is the implementation running in the backend. APIs have their
own lifecycles that are independent to the backend services they rely on. This lifecycle is exposed in the API
publisher Web interface and is managed by the API publisher role.

The following stages are available in the default API lifecycle:

* CREATED: API metadata is added to the API Store, but it is not deployed in the API gateway and therefore,
is not visible to subscribers in the API Store.

* PROTOTYPED: the API is deployed and published in the API Store as a prototype. A prototyped API is
usually a mock implementation made public in order to get feedback about its usability. Users can invoke the
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API without a subscription.

® PUBLISHED: The API is visible in the API Store and available for subscription.

* DEPRECATED: When an API is deprecated, new subscriptions are disabled. But the API is still deployed in
the Gateway and is available at runtime to existing subscribers. Existing subscribers can continue to use it as
usual until the APl is retired.

® RETIRED: The API is unpublished from the API gateway and deleted from the store.

®* BLOCKED: Access to the APl is temporarily blocked. Runtime calls are blocked and the API is not shown in
the API Store anymore.

Applications

An application is a logical collection of APIs. An application is primarily used to decouple the consumer from the
APIs. It allows you to :

® Generate and use a single key for multiple APIs
® Subscribe multiple times to a single API with different SLA levels

You subscribe to APIs through an application. Applications are available at different SLA levels, and have
application-level throttling tiers engaged in them. A throttling tier determines the maximum number of calls you can
make to an API during a given period of time.

The API Manager comes with a pre-created, default application, which allows unlimited access by default. You can
also create your own applications.

Access tokens

An access token is a simple string that is passed as an HTTP header of a request. For example, "Aut hori zat i on

Bear er Nt BkXoKEl uOHlalf QODW 061 X4a." Access tokens authenticate API users and applications, and
ensure better security (e.g., prevent DoS attacks). If a token that is passed with a request is invalid, the request is
discarded in the first stage of processing. Access tokens work equally well for SOAP and REST calls.

There are two types of access tokens:

® User access tokens
® Application access tokens

User access tokens

Tokens to authenticate the final user of an API. User access tokens allow you to invoke an API even from a
third-party application like a mobile app. You generate/renew a user access token by calling the Login API through a
REST client. For more information, see Token API.

Application access tokens

Tokens to authenticate an application, which is a logical collection of APIs. You to access all APIs associated with
an application using a single token, and also subscribe multiple times to a single API with different SLA levels.
Application access tokens leverage OAuth2 to provide simple key management.

The steps below describe how to generate/renew application access tokens:

1. Log in to the API Store.
2. Click the My Subscriptions menu, select the application from the drop-down list and click the Generate or R
egenerate buttons to create and renew access tokens.



https://docs.wso2.com/display/APICloud/Token+API

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

-3 1]
API Store APls  Prototyped APIs My Applications
Saarch AP no Go to API Publisher
Recently Added Subscriptions

PheneVerification-1....

nirdesha.wso2.com@. . Keys are generated per Application which allows to use a single key for multiple AFls and subscribe multiple times to a single

AP, with different SLA levels.

Applications With Subscriptions

| DefaultApplication . @ Show Keys
Keys - Production «
Access Token Allowed Domains
K7vaTzRi1EjS2PQuQ24TkR5Zgy8a ALL
[N | Il Token Validity: V.
| Leave empty or filling with "ALL" will allow all domains.
Seconds
Update
Consumer Key
IJKldogzbHJ1T_O2V|Tig_EQJf8a
Consumer Secret
UmvSVd3NDsV34reGpl3kSQ_nbeca
Keys - Sandbox +
Sandbox keys are not yet generated for this Allowed Domains
application. ALL
) /:
Leave empty or filling with "ALL" will allow all domains.
Token Validity
3600 Seconds

Whenever an API call happens, the Gateway checks if the request originated from an allowed domain and
grants access accordingly. You can specify these domains in the Allowed Domains text box. This ensures
that clients from a restricted domain cannot access an API even if an application key is stolen (when the key
is placed in client-side JS code).

(i) Tip: When the client makes a request to an API that is only allowed to some domains, the request
message must have an HTTP header to specify its domain name. Sending this header is mandatory
only if the API is restricted to certain domains. An admin can configure this header name using <Cl i
ent Dormai nHeader > element under the <API Gat eway> element in <API M_HOVE>/ r eposi t ory/
conf/ api - manager . xm .

For example, if the file contains <Cl i ent Dormai nHeader >donai n</ i ent Dormai nHeader >, then
the API invocation request must contain an HTTP header called domai n with values as shown in the
example below: curl -v -H "Authorization: Bearer xxx" -H "domain: wso2.com h
ttp://1ocal host:8280/twitter/1.0.0/search. at onf?’qg=cat

Throttling tiers

Throttling allows you to limit the number of successful hits to an API during a given period of time, typically in cases
such as the following:

® To protect your APIs from common types of security attacks such as denial of service (DOS)

® To regulate traffic according to infrastructure availability

® To make an API, application or a resource available to a consumer at different levels of service, usually for
monetization purpose


http://localhost:8280/twitter/1.0.0/search.atom?q=cat
http://localhost:8280/twitter/1.0.0/search.atom?q=cat

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

The following topics explain throttling:

® Different levels of throttling
® How throttling tiers work

Different levels of throttling

Throttling applies in the following levels:
[ API-level throttling ] [ Application-level throttling ] [ Resource-level throttling ] [ IP-level throttling ]

API-level throttling

API-level throttling tiers are defined when managing APIs using the API Publisher portal. The Ul looks as follows:

wso2 APl pusLiSHER

APls

Browse

o PhoneVerification : /phoneverify/1.0.0

All Statistics ) .
Configurations
My APis

Make this default version “ ]

[Tler Availability:* Bronze - g

Subscriptions

Statistics

After APIl-level throttling tiers are set and the API is published, at subscription time, the consumers of the API can
log in to the API Store and select which tier they are interested in as follows:

PhoneVerification - 1.0.0

3 admin
Rating: Your rating: N/A Applications
DefaultApplication j
Version: 1.0.0
iers
Status: PUBLISHED Bronze j
Updated: 23/May/2014 11:04:57 AM IST Allows 1 request(s) per minute.

According to the tiers the subscriber selects, s/he is granted a maximum number of requests to the API. The default
tiers are as follows:

Bronze: 1 request per minute

Silver: 5 requests per minute

Gold: 20 requests per minute

Unlimited: Allows unlimited access (you can disable the Unlimited tier by editing the <Ti er Managenent > n
ode of the <API M_HOVE>/ r eposi t ory/ conf/ api - manager . xni file)
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Setting tier permissions: Users with Manage Ti ers permission can set role-based permissions to API-level
access throttling tiers. This is done using the Tier Permissions menu in the API Publisher as shown below. For
each tier, you can specify a comma-separated list of roles and either Allow or Deny access to the list.

wso2 APl rusuisHER

Tier Permissions

Tier Permissions
All Statistics

Bronze
MY APIS @ Allow O Deny
Subscriptions roles | Internal/everyone

Comma separated list (Ex: rolel,role2, roled)

Statistics

TIER Update Permissions

PERMISSIONS

Gold
® Allow O Deny
roles | Internal/evervone

A subscriber logged into the API Store can consume APIs using a specific tier only if s/he is assigned to a role that
is allowed access. In the API Store, the subscriber sees a list of tiers that is filtered based on the subscriber's role.
Only the ALLOWED roles appear here. By default, all tiers are allowed to everyone.

Application-level throttling

Application-level throttling tiers are defined at the time an application is created in the API Store as shown below:
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o o - » O [

APls Prototyped APls Applications My Subscriptions Forum Statistics

Search API

Applications

Use applications to subscribe to APls and manage access keys. There is DefaultApplication pre-created to use and it can
add more applications on this page.

Add New Application

Characters left: 70
MName |

Ehrottling Tier Unlimited j Allows unlimited 'qucsg

Applications are required to make AP| subscriptions and consume them. You will be able to

subscribe these applications to APls from the AP| details page. Requests made from this
application will be throttled by the Application level throttling tier and the subscription level throttling
tier

Callback URL

Description

Add

An application is a logical collection of one or more APIs and is required to subscribe to an API. Applications allow
you to use a single access token to invoke a collection of APIs and to subscribe to one APl multiple times with
different SLA levels.

An application is available to a consumer at different levels of service. For example, if you have infrastructure
limitations in facilitating more than a certain number of requests to an application at a time, the throttling tiers can be
set accordingly so that the application can have a maximum number of requests within a defined time. The default
throttling levels are are as follows:

Bronze: 1 request per minute

Silver: 5 requests per minute

Gold: 20 requests per minute

Unlimited: Unlimited access. The Default Application, which is provided out of the box has Unlimited tier
set. You have the option to set it to a restricted limit.

Resource-level throttling

An API is made up of one or more resources. Each resource handles a particular type of request and is analogous
to a method (function) in a larger API. Resource-level throttling tiers are set to HTTP verbs of an API's resources wh
en Managing APIs using the API Publisher portal as shown below:
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wso2 API rusLisHER -

o Design o Implement

PhoneVerification : /phoneverify/1.0.0

All Statistics
Configurations
My APls
Subseriptions Make this default version & @
Tiar Availability:* - 9

Statistics ! ity Bronze

Transports:* = -
Tier Permissions HTTP HTTPS

Sequences: Check to select a custom sequence to be executed in the message flow
Tier Parmissions

In Flow Out Flow Fault Flow
N~ N~| N
Response Caching: Disabled j ]

Subscriptions: | Avallable to current” - || @

¢ Resources N
© Add Scopes
/path1
m /path1/resource Application & Application Usar + Scope
N T =

The default throttling levels are Gold, bronze, silver and unlimited, as explained in the previous sections.
When a subscriber views an API using the API Store, s/he can see the resource-level throttling tiers using the Throttle Info tab as follows:

PhoneVerification - 1.0.0

A admin
Rating: Your rating: MA Applications
b R DefaultApplication
Varsion: 1.0.0
Tiers
Status: PUBLISHED Bronze
Updated: 23May/2014 11:04:57 AM IST Allows 1 request(s) par minute.

Overview Documentation APl Console |Throttling Info] Forum

URL Prefix URL Pattern Throttling Limit

Iphoneverify/1.0.0 {pathi/resource
GET Allows unlimited requests

Subscribers are not allowed to change these throttling tiers. They are simply notified of the limitations.
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IP-level throttling
In IP-based throttling, you can limit the number of requests sent by a client IP (e.g., 10 calls from single client).

1. Log in to the management console and click the Resources -> Browse menu.
2. Navigate tothe ti ers. xni file in the registry location / _syst enf gover nance/ api ngt / appl i cati onda

t a
Browse

Root

@ !
o]

Location: |,'

=R
= lE-Ej_s'.l'ster'n
chonﬁg
=) @guvernance
= |E:'Emimgt
S| @applicationdata
@api—docs
@pmvider

\.}‘ sign-up-config.xml

"'-i:?'-\iworkﬂow—extensions.xml
3. Add your policy. For example, the throttling policy shown below allows only 1 API call per minute for a client

from 10.1.1.1 and 2 calls per minute for a client from any other IP address.
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<wsp: Policy xm ns:wsp="http://schenas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"

xmns:throttle="http://ww.wso2. or g/ product s/ wso2commons/throttle">
<throttle: Mediator Throttl eAsserti on>

<wsp: Pol i cy>

<throttle:ID throttle:type="1P"'>10.1.1.1</throttle: | D>
<wsp: Pol i cy>

<throttle: Control >

<wsp: Pol i cy>

<t hrottl e: Maxi munCount >1</t hrott| e: Maxi munCount >
<throttle:UnitTi nre>60000</throttle:UnitTi me>

</ wsp: Pol i cy>

</throttle: Control >

</ wsp: Pol i cy>

</ wsp: Pol i cy>

<wsp: Pol i cy>
<throttle:ID throttle:type="IP'>other</throttle:|D>
<wsp: Pol i cy>
<throttle: Control >
<wsp: Pol i cy>
<t hrottl e: Maxi munCount >2</t hrott| e: Maxi munCount >
<throttle:UnitTi ne>60000</throttle:UnitTi me>
</ wsp: Pol i cy>
</throttle: Control >
</ wsp: Pol i cy>
</ wsp: Pol i cy>
</throttle: Mediator Throttl eAsserti on></wsp: Policy>

How throttling tiers work

With capability to define throttling at three levels, the final request limit granted to a given user on a given API is
ultimately defined by the consolidated output of all throttling tiers together.
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moront | anvoke APL | APLlevel throttiing | _Yes
I . .
d limit exceeded? T—
l No
" Yes Sl
Application-level — erminate
throttling limit Request
exceeded?
l No
Yes
resource-level —
throttling limit
exceeded?

| ro

Grant Request

Example: Lets say two users subscribed to an API using the Gold subscription, which allows 20 requests per
minute. They both use the application App1 for this subscription, which again has a throttling tier set to 20 requests
per minute. All resource level throttling tiers are unlimited. In this scenario, although both users are eligible for 20
requests per minute access to the API, each ideally has a limit of only 10 requests per minute. This is due to the
application-level limitation of 20 requests per minute.

API visibility and subscription
Visibility settings prevent certain user roles from viewing and modifying APls created by another user role.

® Public: the API is visible to all users (registered and anonymous), and can be advertised in multiple stores
(central and non-WSO2 stores).

® Visible to my domain: the API is visible to all users who are registered to the API's tenant domain.

® Restricted by Roles: The API is visible to it's tenant domain and only to the user roles that you specify.

Given below is how visibility levels work for users in different roles:

® APlcreator and publ i sher roles can see all APIs in their tenant store even if you restrict access to them.
This is because those roles have permission to view and edit all APIs in the API Publisher, and therefore,
does not have to be restricted in the Store.
® Anonymous users can only see APIs that have visibility as Publ i c.
® Registered users can see
® public APIs of all tenant domains
® all APIs in the registered user's tenant domain as long as the API is not restricted to a role that the
user is assigned to

An API's visibility is directly related to the API's subscription availability because you cannot subscribe to
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something you don't see in the store. The diagram below depicts this relationship:

=" Default Product

Subscription

---------------------------------------------------------------------------------------

APl documentation visibility

By default, any document associated with an API has the same visibility level of the API. That is, if the APl is public,
its documentation is also visible to all users (registered and anonymous). To enable other visibility levels to the
documentation, go to <AM HOVE>/ r eposi t ory/ conf/ api - manager . xm file, uncomment and set the following

element to true:

<API Publ i sher >

<Enabl eAPI DocVi si bi | i tyLevel s>t rue</ Enabl eAPI DocVi si bi lityLevel s>
</ APl Publ i sher >

Then, log in to the API Publisher, go to the Doc tab and click Add new Document to see a new drop-down list
added to select visibility from:
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wso2 AP puBLISHER

APIs APls / All / PhoneVerify1-1.0.0

PhoneVerify1 - 1.0.0 & Edit

Add
All Statistics
Overview € Lifecycle i Versions AUsers
My APIs
Subscripti
ubscriptions Name*
Type Source
Statistics L
() How To @ In-line @
Tier Permissions Summary ) Samples & SDK O URL@
() Public Forum ) File @
Tier Permissions B
() Support Forum
(O Other (specify)
Visibility
Visible to my domain j

core

You set visibility in the following ways:

® Same as API visibility: Visible to the same user roles who can see the API. For example, if the API's
visibility is public, its documentation is visible to all users.

® Visible to my domain: Visible to all registered users in the API's tenant domain.
Private: Visible only to the users who have permission to log in to the API Publisher Web interface and create
and/or publish APIs to the API Store.

APl resources

An APl is made up of one or more resources. Each resource handles a particular type of request and is analogous
to a method (function) in a larger API.
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Resources

© Add Scopes

* + Summary Application & Application User  Unlimited  + Scope
* + Summary Application & Application User  Unlimited  + Scope
* + Summary Application & Application User  Unlimited  + Scope
* + Summary Application & Application User  Unlimited  + Scope
* + Summary MNone Unlimited + Scope

API resources accept following attributes:

Attribute Description
name

OAuth See OAuth scopes
Scopes

URL A URL pattern can be one of the following types:

Pattern .
® Asaurl-mapping. E.g., / stat e/t own/ *

® As auri-template. E.g., / {stat e}/ {t own}

The terms url-mapping and uri-template come from synapse configuration language. When an API is
published in the API Publisher, a corresponding XML definition is created in the APl Gateway. This
XML file has a dedicated section for defining resources. See examples below:

<resource nethods="POST GET" url-mappi ng="/state/town/*">
<resource met hods="POST CGET" uri-tenplate="/{state}/{town}">

url-mapping performs a one-to-one mapping with the request URL, whereas the uri-template performs
a pattern matching.

Parametrizing the URL allows the APl Manager to map the incoming requests to the defined resource
templates based on the message content and request URI. Once a uri-template is matched, the
parameters in the template are populated appropriately. As per the above example, a request made
to http://gatewa_host:gateway_port/api/vl/texas/houston sets the value of st at e to t exas and the
value of t own to houst on. You can use these parameters within the synapse configuration for
various purposes and gain access to these property values through the uri . var. provi nce and ur
i .var.district properties. For more information on how to use these properties, see Introduction
to REST API and the HTTP Endpoint of the WSO2 ESB documentation.

Also see http://tools.ietf.org/html/rfc6570 on URI templates.


https://synapse.apache.org/Synapse_Configuration_Language.html
http://gatewa_hostgateway_port
http://docs.wso2.org/enterprise-service-bus/Sample+800%3A+Introduction+to+REST+API
http://docs.wso2.org/enterprise-service-bus/Sample+800%3A+Introduction+to+REST+API
http://docs.wso2.org/enterprise-service-bus/HTTP+Endpoint
http://tools.ietf.org/html/rfc6570
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HTTP The HTTP methods that specify the desired action to be performed on the resource. These methods
Verb can be GET, POST, PUT, DELETE or OPTIONS. Multiple methods can be selected.

Auth The authentication type of each HTTP method of the resource. You can give one of the following:
Type

®* None: No authentication is applied and the APl Gateway skips the authentication process

® Application: Authentication is done by the application. The resource accepts application access
tokens.

® Application User: Authentication is done by the application user. The resource accepts user
access tokens.

* Application and Application User: Both application and application user level authentication is
applied. Note that if you select this option in the Ul, it appears as Any in the API Manager's
internal data storage and data representation, and Any will appear in the response messages as
well.

Note that for the resources that have HTTP verbs (GET, POST etc.) requiring authentication (i.e.,
Auth Type is not NONE), set None as the Auth type of OPTIONS. This is to support CORS between
the API Store and Gateway. (The above screenshot shows this).

The auth type is cached in the APl Manager for better performance. If you change the auth type
through the U, it takes about 15 minutes to refresh the cache. During that time, the server returns the
old auth type from the cache. If you want the changes to be reflected immediately, please restart the
server after changing the auth type.

A resource's parameters are cached in the resource cache at the API Gateway.

Once a request is accepted by a resource, it will be mediated through an in-sequence. Any response from the
backend is handled through the out-sequence. Fault sequences are used to mediate errors that might occur in either
sequence. The default in-sequence, out-sequence and fault sequences are generated when the APl is published.

Cross-origin resource sharing

Cross-origin resource sharing (CORS) is a mechanism that allows restricted resources (e.g., fonts, JavaScript) of
a Web page to be requested from another domain outside the domain from which the resource originated.

The Swagger API Console that is integrated in the APl Manager runs as a JavaScript client in the API Store and
makes calls from the Store to the API Gateway. Therefore, if you have the APl Store and Gateway running on
different ports, enable CORS between them.

The CORS configuration is in <API M_HOVE>/ r eposi t ory/ conf/ api - manager . xm file. Given below is a
sample code.

<CORSConfi gurati on>
<Enabl ed>t r ue</ Enabl ed>

<Access-Control - Al l ow Oigi n>https://|ocal host: 9443, http://| ocal host: 9763</ Access- Cont
rol -Al'l ow Ori gi n>

<Access- Control - Al | ow Header s>aut hori zati on, Access- Control - Al | ow- Oi gi n, Cont ent - Type</

Access- Control - Al | ow Header s>
</ CORSConfi gur ati on>

The elements are described below:

XML Elements Values Description


https://docs.wso2.com/display/AM180/Configuring+Caching#ConfiguringCaching-Resourcecaching
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<Enabled> True/False Used to enable/d
CORS headers fi
default, CORS is
is needed for Swi

properly.
<Access-Control-Allow-Origin> HTTP and HTTPS Store Address. Change the Host and The value of the
Port for correct values of your store. For example, ht t ps: -AllowOrigir
/1l ocal host: 9443, http://| ocal host: 9763 values are API St
are required for s
properly.

<Access-Control-Allow-Headers> Header values you need to pass when invoking the API. Default values ar
For example, aut hori zati on, Swagger to funct

Access-Control -Al l ow Origin, Content-Type

Change your code according to the sample given here.

If you try to invoke an API with inline endpoints, you add the CORS Handler in the <handl er s> section of the
API's configuration as follows. Find the API's configuration in the <API M_HOVE>/ r eposi t ory/ depl oynent / ser
ver/ synapse-confi gs/ defaul t/api folder.

<handl er s>

<handl er
cl ass="org. wso2. car bon. api ngt. gat eway. handl ers. security. CORSRequest Handl er "/ >
</ handl er s>

OAuth scopes

Scopes enable fine-grained access control to API resources based on user roles. You define scopes to an API's
resources. When a user invokes the API, his/her OAuth 2 bearer token cannot grant access to any API resource
beyond its associated scopes.

You can apply scopes to an API resource at the time the API is created or modified. In the API Publisher, click the A
Pl -> Add menu (to add a new API) or the Edit link next to an existing API. Then, navigate to the Manage tab and
scroll down to see the Add Scopes button. A screen such as the following appears:
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Define Scope

Scope Key news_read
Scope Name Read Mews
employee, managed

Description

Add Scope

Scope A unique key for identifying the scope. Typically, it is prefixed by part of the API's name for

Key uniqueness, but is not necessarily reader-friendly.

Scope A human-readable name for the scope. It typically says what the scope does.

Name

Roles The user role(s) that are allowed to obtain a token against this scope. E.g., manager, employee.

To illustrate the functionality of scopes, assume you have the following scopes attached to resources of an API:

O w

( Scope: news_read A
[ Resource:
Roles: employee and l."read (GET)
\_manager roles y
( Scope: news_write R
f Resource:
Roles: manager role l,fwme (POST)

\only y, \

Assume that users named Tom and John are assigned the employee role and both the employee and manager
roles respectively.

Tom requests a token through the Token API as gr ant _t ype=passwor d&user nane=nuwan&passwor d=xxxXx&
scope=news_read news_w ite. However, as Tom is not in the manager role, he will only be granted a token
bearing the news_read scope. The response from the Token API will be similar to the following:

"scope":"news_read", "token_type":"bearer","expires_in":3299,
"refresh_t oken":"8579f ach65d1d3eba74a395a2e78dd6",
"access_token": "eb5lef f 0b4d85cdaleb1d312c5h6a3b8"
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Next, John requests a token as gr ant _t ype=passwor d&user nane=j ohn&passwor d=j ohn123&scope=news__
read news_write. As john has both roles assigned, the token will bear both the requested scopes and the
response will be similar to the following:

"scope":"news_read news_wite", "token_type":"bearer", "expires_in":3299,
"refresh_token":"4ca244f b321bd555bd3d555df 39315",
"access_t oken":"42a377a0101877d1d9e29c5f 30857e"

This means that Tom can only access the GET operation of the API while John can access both as he is assigned
to both the employee and manager roles. If Tom tries to access the POST operation, there will be an HTTP 403
Forbidden error as follows:

<ans:fault xmns:anms="http://wso2. org/ api manager/security">
<ans: code>900910</ ans: code>
<ans: nessage>The access token does not allow you to access the requested
resour ce</ ans: nessage>
<ans: descri ption>Access failure for API: /orgnews, version: 1.0.0 with key:
eb51ef f 0b4d85cdalebld312c5b6a3b8
</ ans: descri ption>
</ans: faul t>

(%) Tip: To invoke an API protected by scopes, you need to get an access token via the Token API. Tokens
generated from the My Subscriptions page in the API Store will not work.

APl templates

An API template is its XML representation, which is saved in <API M_HOVE>/ r eposi t ory/ resour ces/ api _tem
pl ates/vel ocity tenplate.xm file. This file comes with the APl Manager by default. You can edit this
default template to change the synapse configuration of all APIs that are created.

If you are using a distributed API Manager setup (i.e., Publisher, Store, Gateway and Key Manager components are
running on separate JVMs), edit the template in the Publisher node.

Endpoints

An endpoint is a specific destination for a message such as an address, WSDL, a failover group, a load-balance
group etc.

WSO2 API Manager has support for a range of different endpoint types, allowing the API Gateway to connect with
advanced types of backends. It supports HTTP endpoints, URL endpoints (also termed as address endpoint), WSDL
endpoints, Failover endpoints, Load-balanced endpoints. For more information about endpoints and how to add, edit
or delete them, see the WSO2 ESB documentation.

Note the following:

® You can expose both REST and SOAP services to consumers through APIs.

® You cannot call backend services secured with OAuth through APIs created in the API Publisher. At the
moment, you can call only services secured with username/password.

® The system reads gateway endpoints from the <JAVA_HOVE>/ Reposi t ory/ conf/ api - manager . xm file.
When there are multiple gateway environments defined, it picks the gateway endpoint of the production
environment. You can define both HTTP and HTTPS gateway endpoints as follows:


http://docs.wso2.org/enterprise-service-bus/HTTP+Endpoint
http://docs.wso2.org/enterprise-service-bus/Address+Endpoint
http://docs.wso2.org/enterprise-service-bus/WSDL+Endpoint
http://docs.wso2.org/enterprise-service-bus/WSDL+Endpoint
http://docs.wso2.org/enterprise-service-bus/Failover+Endpoint
http://docs.wso2.org/enterprise-service-bus/Load-balance+Endpoint
http://docs.wso2.org/enterprise-service-bus/Adding+an+Endpoint
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<Gat ewayEndpoi nt >ht t p: // ${carbon. | ocal .ip}: ${http.nio. port}, https:// ${carbon. | oca
I .ip}:${https.nio.port}</CGatewayEndpoi nt>

* |f both types of endpoints are defined, the HTTPS endpoint will be picked as the server endpoint.

(¥ Tip: When you define secure (HTTPS) endpoints, set the <parameter
nanme="Host nanmeVeri fi er"> element to Al | owAl | in <API M_HOVE>/ r eposi t ory/ conf/ axi
s2/ axi s2. xm file's HTTPS transport sender configuration:

<par anet er name="Host nameVeri fier">Al | owAl | </ par anet er >
If not, the server throws an exception.

® When creating (or updating) Failover endpoints through the Publisher Ul (in the Implement tab), you need to
go into the Advanced Options of each endpoint and specify a set of Error Codes for the endpoint to fail over
on and take off  the Initial Duration by setting its value to -1.

Advanced Endpoint Configuration

Endpoint Suspend State

Error Codes

101508, 101503, 101504 ~
A list of error codes.If these error codes are received from the endpoint, the endpoint will be suspended.
Intial Duration (ms)

-1

The duration that the endpoint is suspended for the first time after the receiving the suspend error codes.

Sequences

The API Manager has a default mediation flow that is executed in each API invocation. There are 3 default
sequences engaged asi n, out andfaul t.

Caching

For information on configuring caching response messages and caching API calls at the Gateway and Key Manager
server, see Configuring Caching.

API Developer Tutorials

API development is usually done by someone who understands the technical aspects of the API, interfaces,
documentation, versions etc., while APl management is typically carried out by someone who understands the
business aspects of the APIs. In most business environments, APl development is a responsibility that is distinct
from API publication and management.

WSO2 API Manager provides a simple Web interface called WSO2 API Publisher for APl development, publication
and management. It is a structured GUI designed for API creators to develop, document, scale and version APIs,
while also facilitating more APl management-related tasks such as publishing API, monetization, analyzing statistics,
and promoting.

The diagram below shows the common lifecycle activities of an API developer/manager:
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v' Develop API/API changes
v" Deploy to ESB /App Server

| - —

Develop

v" Monitor API ) \ ( Register API
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, gar:::umers + Monitor Publish 4 Security
ather Requirements
Consumer v Associate Rate
requirements ) \ / | Limits/ Throttling

v~ API Lifecycle
v APl versions
v~ API policies
v APl keys

In this documentation, we use a role by the name creator to carry out APl development-related tasks, and a role by
the name publisher to carry out more management-related tasks. For instructions on adding the creator/publisher
Managing Users and Roles.roles, see

To open the API Publisher, run the APl Manager (see Running the Product) and access the following URL:

htt ps: // <Your Host Nanme>: 9443/ publ i sher

@ Tip: You cannot access the API Publisher using HTTP. It is exposed as HTTPS only.

The API Publisher log-in page opens.

Login

Username:*

Password:*
-

You can log in as the administrator using adm n/ adm n as the credentials or you can create users as described in
Managing Users and Roles. After logging in, see the following tutorials:
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Create and Publish an API

Edit an API from the Source Code

Add API Documentation

Manage the API Lifecycle

Publish to multiple external API stores

Engage a new Throttling Policy

Block Subscription to an API

Enforce Throttling and Resource Access Policies

Create and Publish an API

API creation is the process of linking an existing backend APl implementation to the API Publisher so that you can
manage and monitor the API's lifecycle, documentation, security, community and subscriptions. Alternatively, you
can provide the APl implementation in-line in the API Publisher itself.

1 Click the following topics for a description of the concepts that you need to know when creating an API:
API visibility

Resources

Endpoints

Throttling tiers

Sequences
Response caching

The steps below show how to create a new API.

1. Log in to the API Publisher.
2. Click the Add link and provide the information given in the table below.

Field Sample value

Name PhoneVerification

Context /phoneverify

Version 1.0.0

Visibility Public

Resources URL CheckPhoneNumber
pattern

Request GET, POST, OPTIONS
types
@ Tip: Selecting the OPTI ONS method is mandatory if you want to allow
subscribers to invoke the API using the API Console in the store.

For the resources that have methods requiring authentication (i.e., Auth
Type is not NONE), you set None as the Auth type of OPTI ONS to support
CORS (Cross Origin Resource Sharing) between the API Store and
Gateway.



https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIvisibility
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIresources
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Endpoints
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Throttlingtiers
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Sequences
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Responsecaching
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Genera[ Derta“s & Edit Swagger Definition Import Swagger Definition
My APls
Subscriptions Mame:* | PhoneVerffication -]
Context™ | /phoneverify "]

Statistics:
ersion:® 1.00

Tier Permissions

Eg.;v1.00¥.0,1.00,10

W) Vishbility: | Public -l
Thumbnall Image: | Browse... | Nofile selected. Clear =+ Sze(maxk 1MB
= Dimensons (mex): 100 x 100 phoels
Description:

Tags: | Addtags | @

Resources

URL Pattern | /{context}/{version}/ CheckPhoneNumber

(@ cer @ POST 0 PUT [) DELETE @ OPTIONS

Resource Name CheckPhoneNumber

© Add Mew Resource
m Implement Cancel

3. Click Add New Resource. After the resource is added, expand its GET method, add the following parameters

to it and click Implement.
You add these parameters as they are required to invoke the API using our integrated API Console in later
tutorials.
Parameter Description Parameter Data Required
Name Type Type
PhoneNumber Give the phone number to be validated Query String True
LicenseKey Give the license key as 0 for testing Query String True

purpose
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/checkphonenumber

Implementation Notes :
+ Add Implementation Notes

Parameters :

Parameter Name Description Parameter Type Data Type Required

body Regquest Body body string False

Fronetiumoer Give the phons numbe to be validated  query sting True

Licensekey Give the license key as 0 for testing query ,_.-v.’:_rirlg_ Ir!..lf

purpose

Parameter Name © Add Parameter
/CheckPhoneNumber  + Summary ]
/CheckPhoneNumber  + Summary @

moere [

4. The | npl enent tab opens. Provide the information given in the table below. Click the Show More Options li
nk to see the options that are not visible by default.

Field

Implementation
method

Endpoint type

Production
endpoint

Endpoint
security scheme

Sample value

Backend

HTTP endpoint

This sample service has two operations as CheckPhoneNunber and CheckPhoneNum
bers. Let's use CheckPhoneNumber here.
http://ws.cdyne.com/phoneverify/phoneverify.asmx

To verify the URL, click the Test button next to it.

Non Secured
(If secured, user is asked for credentials of the backend service)
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o Design 2 Implement o Manage

PhoneVerification : /phoneverify/1.0.0
Implementation Method @ Backend Endpoint (O Specify Inline

Endpoints

Endpoint Type:® | HTTP Endpaint j -]

Production Endpoint: mfphoneverify/phoneverify.asmx | Advanced Options  Test

E.g..: httpef'appeanenresource

Sandbox Endpoint: imfphoneverity/phoneverify.asmx | Advanced Options ~ Test

E.g..: httpu'appeaneneaounce

Show More Options

0 o |

5. Click Manage to go to the Manage tab and provide the following information.

Field Sample value

Tier Availability Select all

Transports HTTP/HTTPS
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o Design o Implement 3 Manage

PhoneVerification : /phoneverify/1.0.0

Configurations
Make this default version [ @
Mo default version defined for the current AP
Tier Availability:* 4 selected > @

Transports:* W HTTR & HTTPS

Seguences: || Check to select a custom sequence to be executed in the
message flow

P

Response Caching: Disabled

Subscriptions: Available to curre

L1

Business Information »

Resources

6. Click Save & Publish. This will publish the API that you just created in the API Store so that subscribers can
use it.

You have created an API.

Edit an API from the Source Code

Most common API configurations are facilitated through the API Publisher. You log in to the Publisher and click the
Edit link next to the API's name to edit it using the Ul. The Edit link is visible only to users with creator privileges.

To do more advanced configurations, you can go to the API's code-level using the management console as follows,
or you can directly edit the file saved in <API M_HOVE>/ r eposi t ory/ depl oynment/ server/ synapse-confi gs
[ def aul t/api .

1. Log in to the management console (htt ps:/ /| ocal host: 9443/ car bon) using adni n/ adm n credentials

2. Select Source View sub menu under the Service Bus menu.
P
Manage )

@ Applications
52 List
) Add
Q Jaggery

B OAuth
£ Senice Bus
4 APls

&, Source View

3. Source view contains the configuration of the API Gateway. You find sequences, filters, properties, APIs etc.

Monitor

Caonfigure


https://10.100.2.197:9443/carbon
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defined there. Search for the name of the API you want, and edit its content wrapped by the <api ></ api > el
ements.

You should not remove the default filter mediator and handler configurations in your API. They are
needed for routing requests based on the throttling/security policies. If you want to add a custom mediator
in the i nsequence path of a request, add that inside the filter mediator configuration as shown in the
following example.

<filter source="$ctx: AM KEY_TYPE" regex="PRODUCTI ON'>
<t hen>
<cl ass nane="org. wso2. car bon. cust onmedi at or . Cust onDat aMedi at or"/ >

</t hen>
</filter>
4. Click Update to save your changes.
R NE] 10pt || 2 @

162 <outSegquence> -~

1s <send/>

164 </outSeguence>

165 </rescurce>

166 </api>

167 FZapi name=" W502AMAuthorizeAPT " context="/authorize™>» s

16 <resource methods="GET" url-mapping="/*">

18 <inSequence>

1740 <zends

171 <endpoint>

172 vaddress uri="https://localhost:9443/0auth?/authori

173 </endpoint>

174 </ send>

175 </ inSequence>

1768 <outSequence>

177 <zend/>

178 </outSequence>

1749 </resource>

180 w</apiv> A=

181 |«fdefinitions> -
4 [Tl | >
Position: Ln 10, Ch 17 | Total: Ln 181, Ch 8675 v
IIThggkeedmr

(Do) [Reset

5. Restart the server.
Add APl Documentation

This section covers the following:
® Add APl Documentation In-line, using a URL or a File
® Add Apache Solr-Based Indexing

Add APl Documentation In-line, using a URL or a File

APl documentation helps API subscribers understand the functionality of the API, and API publishers market their
APIs better and sustain competition. Using the API Publisher, you can add different types of documentation from
different sources. All documents created in the API Publisher have unique URLs to help improve SEO support.

The documentation types supported in the API Publisher as as follows:

® [In-line: Hosts documentation (How-tos, Samples, SDK, forums etc.) in the API Publisher itself and allows it to
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be edited directly from the UL.
® URL: Links to file references (URLS) of an external configuration management system.
® File: Allows to upload the documentation directly to the server
® Using the Swagger API Console

@ Tip: Do you want to set different visibility levels to the APl documentation than the API? See API
documentation visibility.

1. Log in to WSOZ2 API Publisher.
2. Click the API to which you want to add documentation to (e.g., PhoneVerification 1.0.0).

wso2 APJ pusLISHER

APls APIs /Al

All APIs
Add
All Statistics
Filter APIs m o
My APls
Subscriptions o ™
Statistics
Tier Permissions
Tier Permissions (admin)
0 Users
CREATED
e -

3. Select the Docs tab of the APl and click the Add New Document link.

In-line documentation
4. Provide the following details to create a doc In-line.

Name SimpleClient
Type How To
Source In-line

Summary EXAMPLE REQUESTS TO PLACEFINDER WEBSERVICE
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PhoneVerification - 1.0.0 @ edit

Overview € Lifecycle iE Versions LUsers

@ Add New Documerzt]
Mame*
T Source
SimpleClient L
(*) How To @) In-line
Summary () Samples & SDK () URL
| EXAMPLE REQUESTS TO | O Public Forum O File
PLAGEFINDER WEBSERVICE| ) Support Forum

() Other (specify)

Add Document Cancel

5. Click the Add Document button.
6. After adding the document, click the Edit Content |link associated with it.

PhoneVerification - 1.0.0 & Edit

Overview €} Lifecycle 3= Versions | I Docs | AUsers

© Add New Document

Mame Tvpe Modified On Actions

SimpleClient How To 23/07/2014 10:00:54 G Edit Content | 13 Update | fj Delete

7. The embedded editor opens allowing you to edit the document's content in-line. Add in the content and click
Save and Close

SimpleClient

3| » r oS = = = romramey - 3020 - Pwagwn -
XDB|EE|FE®E9 o A%

& | = x| 52

EXAMPLE REQUESTS TO PLACEFINDER WEBSERVICE

Find the coordinates of & sireel pddress:

Lise of e Yahoo! Place Finder AP web senice Should nol exceed 50,000 requesis per diy.
H you beliese your application wil exeeda such voluma, please COMBCT us.

8. The API's Doc tab opens. Click the Add New Document link again.
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Documentation using a URL
9. Then provide the following information to create another doc using a URL.

Name CDYNE Wiki
Type Other (Summary)
Source URL

http://api-portal.anypoint.mulesoft.com/cdyne/api/cdyne-phone-verification-api

CDYNE Phone Verification API

Summary

PhoneVerification - 1.0.0 © Eqdit

Owerview € Lifecycle £E Versions LUsers #External APl Stores

@ Add New Docume@
Mame*
T Source
CDYNE Wiki L
() How To ) In-line
Summary () Samples & SDK (=) URL
COYNE Phone Verification API O Public Forum
() Support Forum | iifcdyne-phone-verification-api
4| @ Othar {apacily) O File
Summary

Add Document Cancel

10. Click the Add Document button.
11. The API's Doc tab opens again. Click the Add New Document link again to add yet another document using
a file.

Documentation using afile
12. Enter the following information:
Name  API Manager Samples
Type Samples & SDK

Source You can provide any file format (common formats are PDF, HTML, .doc, text) of any size. For
example, use the sample PDF file here.


http://api-portal.anypoint.mulesoft.com/cdyne/api/cdyne-phone-verification-api
https://docs.wso2.com/download/attachments/39552969/WSO2%20API%20Manager%20Samples.pdf?version=3&modificationDate=1409562772000&api=v2

WSO2 APl Manager, version 1.8.0, WSO2 Inc.

PhoneVerification - 1.0.0 © Edit

Overview o Lifecycle iE Versions AUsers ~External API Stores

[1:) Add New Docume@
MName*
T Source
APl Manager Samples it
() How To ) In-line
Summary (*) Samples & SDK () URL
'| | O Public Forum @® File

() Support Forum

() Other (specify) Browse... | WSOZ APl Mana...r

Add Document Cancel

13. After adding the details, click the Add Document button.
You have now added three documents to the API: in-line, using a URL and a file.

PhoneVerification - 1.0.0 & Edit

Overview o Lifecycle i= Versions LUsers #External APl Stores

© Add New Document

Mame Type Modified On Actions
Other 01/08/2014 14:16:45 & View | 13 Update | i Delete
Samples 01/08/2014 14:33:26 & Open | t3 Update | [ Delete
How To 01/09/2014 14:34:09 & Edit Content | £33 Update | Delete

14. Log in to the APl Store and ©click the PhoneVerification 1.0.0 API.
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& (]
Prototyped APIs My Applications

wso2 AP] srore

Search API
Recently Added APls
PhoneVerification-1.0.0 Y
admin
ik

PhoneVerif.. (1.0...
admin

15. Go to the API's Documentation tab and see the documents Ilisted by type.
As a subscriber, you can read the doc and learn about the API.

PhoneVerification - 1.0.0

3 admin
Version: 1.0.0
Status: PUBLISHED
Updated: 26/Augl2014 22:27:21 PM IST

Overview énncumentatinné APl Console  Throttling Info Forum

Samples

How To

16. Expand the categories and click the View Content or Download links to see the documentation content.
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Overview [Documentation] APIConsole Throttling

Summary

Mame:
CDYME Wiki
Summary:

COYMNE Phone Verification AP

View Content

Samples

Mame:

APl Manager Samples

You have created documentation using the API Publisher and viewed them as a subscriber in the API Store.
Add Apache Solr-Based Indexing

The APl Manager has Apache Solr based indexing for APl documentation content. It provides both the API
Publisher and Store full-text search facility to search through APl documentation, find documents and related APIs.
The search syntax is doc:keyword. Search criteria looks for the keyword in any word/phrase in the documentation
content and returns both the matching documents and associated APIs.

The following media types have Apache Solr based indexers by default, configured using the <I ndexer s> element
in <API M_HOVE>/ r eposi tory/ conf/registry. xm .

Text : text/plain

PDF : application/pdf

MS word : application/msword

MS Powerpoint : application/vnd.ms-powerpoint
MS Excel : application/vnd.ms-excel

XML : application/xml

Writing a custom index

In addition to the default ones, you can write your own indexer implementation and register it as follows:

1. Write a custom indexer. Given below is a sample indexer code.


https://lucene.apache.org/solr/
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package org.wso2.indexi ng. sanpl e;

import java.util.HashMap;

inmport java.util.List;

import java.util.Map;

import java.util.Arrays;

i mport org.apache. sol r. common. Sol r Excepti on;

i mport org.wso2. carbon. registry.core. exceptions. Regi stryExcepti on;
import org.wso2.carbon.registry.core.utils.RegistryUtils;

i mport org.wso2. carbon. registry.indexing. | ndexi ngConst ants;

i mport org.wso2. carbon. registry.indexing. Asyncl ndexer. Fi | e2l ndex;
i mport org.wso2. carbon. registry.indexing.indexer.|ndexer;

i mport org.wso2. carbon. regi stry.indexing.solr.|ndexDocunent;

public class PlainTextlndexer inplenents |ndexer {
public I ndexDocunent getl ndexedDocunent (File2lndex fileData) throws
Sol r Excepti on,
Regi stryException {

/* Create index docunment with resource path and raw content*/
| ndexDocunent indexDoc = new | ndexDocunent (fil eDat a. pat h,
Regi stryUtils. decodeBytes(fil eData.data), null);

/* You can specify required field/value pairs for this indexing
docunent .
* When searching we can query on these fields */
Map<String, List<String>> fields = new HashMap<Stri ng,
Li st<String>>();
fields.put("path", Arrays.asList(fileData.path));

if (fileData.nediaType !'= null) {
fields. put(lndexi ngConstants. Fl ELD MEDI A TYPE,
Arrays. asList(fil eData. nedi aType));
} else {
fields. put(lndexi ngConstants. Fl ELD_MEDI A_TYPE,
Arrays. asList("text/plain"));

}

/* set fields for index docunent*/
i ndexDoc. set Fi el ds(fi el ds);
return i ndexDoc;

2. Add the custom indexer JAR file to <API M HOVE>/ r eposi t ory/ conponent s/ | i b directory.
3. Update the <l ndexer s> element in <API M_HOVE>/ r eposi tory/ conf/regi stry. xm file with the new
indexer. The content is indexed using this media type. For example,

<i ndexer s>

<i ndexer class="org.wso02.indexi ng.sanpl e. Pl ai nText | ndexer"
medi aTypeRegEx="t ext/plain" profil es="default, api-store, api -publisher"/>
</i ndexer s>

The attributes of the above configuration are described below:
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class Java class name of the indexer
mefiaTypeRegEXx A regex pattern to match the media type
profiles APIM profiles in which the indexer is available

4. Restart the server.
5. Add API documentation using the new media type and then search some term in the documentation using the
syntax (doc:keyword). You will see how the documentation has got indexed according to the media type.

Manage the API Lifecycle

In this section, we show you how to
® Create a new API Version
® Deploy and Test as a Prototype
® Publish the new Version and Deprecate the old

Create a new API Version

A new API version is created when you want to change a published API's behaviour, authentication mechanism,
resources, throttling tiers, target audiences etc. It isn't recommended to modify a published API that has subscribers
plugged to it.

After creating a new version, you typically deploy it as a prototype for early promotion. A prototype can be used for
testing, without subscription, along with the published versions of the API. After a period of time during which the
new version is used in parallel with the older versions, the prototyped API can be published and its older versions
deprecated.

1 The examples here use the PhoneVeri fi cati on API, which is created in section .
Create and Publish an API

The steps below show how to create a new version of an existing API.

1. Log in to the API Publisher as a user with the publ i sher role assigned.

2. Click the Browse menu and s elect the API that you want to create a version of (e.g., PhoneVeri fi cati on
1.0.0).

3. The APlI's Overview page opens. Click the Copy button.
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APls / All / PhoneVerification-1.0.0

w PhoneVerification - 1.0.0 & Eqit

All Statistics

€ Lifecycle I Versions B Docs  RUsers

My APls
Context /ph i
Subscriptions on phoneverify
Production URL nhttpyfws.cdyne.com/phoneverify/phoneverify.asmx
Statistics /CheckPhoneNumber
2 1 User
Tier Permissions 4 Date Last Updated 03/09/2014 12:00:44
PUBLISHED
Tier Permissions £ 1.00 Tier Availability Bronze,Gold, Unlimited, Silver
k Docs
Default API Viersion None
Copy

4. Give a version number, check the default version option and click Done.

To Version

| 2.0.0 | Ex:v1.0.1

Default Version [@j Mo default version defined for the cumrent AF’H

Done Cancel

() Tip: The Default Version option means that you make this version the default in a group of different
versions of the API. A default API can be invoked without specifying the version number in the URL.
For example, if you mark http://host:port/youtube/2.0 as the default version when the API has 1.0 and

3.0 versions as well, requests made to http://host:port/youtube/ get automatically routed to version
2.0.

If you mark any version of an API as the default, you get two API URLs in its Overview page in the
API Store. One URL is with the version and the other is without. You can invoke a default version
using both URLSs.

If you mark an unpublished API as the default, the previous default, published API will still be used as
the default until the new default API is published (or prototyped).

5. The All APIs page opens. Click on the new APl version to open it.


http://hostport
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APls /Al
All APls
Add
All Statistics
Filter APls m o
My APis
Subscriptions
g 4 ™
Statistics
r r
Tier Permissions
Tier Permissions (admin) (admin)
1 User 0 Users
PUBLISHED CREATED
\_ W,
6. Click the Edit link next to the API's name.

APls / All / PhoneVerification-2.0.0

PhoneVerification - 2.0.0

Add
All Statistics
B Overview O Lifecycle = Versions B Docs AlUsers
My APls
Subscriptions Gontext Jphonavarify
4 Production URL hitpfws.cdyne.comd/phoneverify phonevearify. asmi
Statistics
A 0Users
‘Sandbox UAL hitpodiwes. cdyme. comd phoneverify/ phoneverify. asme
Tier Permissions ’
CREATED Date Last Updatad D4/12/2014 14:14:53
Tier Parmissions g 2.0.0
ki Docs Tier Availability Branze, Gold, Unlimited, Siver
Default AP Version Mone

7. Do the required modifications to the API. For example, assuming that the POST method is redundant, let's
delete it from the resource that we added to the APl at the time it was created.
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Resources

URL Pattern | f{contextp/{version}/ | Url Pattern Ex: path/to/resource

O GET ] POST 0] BUT (] DELETE [ OPTIONS

Resource Namea Resource

© Add Mew Resource

f/checkphonenumber

m Implement Cancel

8. Click Save once the edits are done.

@ Tip: By default, only the latest version of an API is shown in the API Store. If you want to display multiple
versions, set the <Di spl ayMul ti pl eVer si ons> element to true in <API M_HOVE>/ r eposi t or y/ conf/
api - manager . xm file.

You have created a new version of an API. In the next tutorial, you deploy this API as a prototype and test it with its
older versions.

Deploy and Test as a Prototype

An API prototype is created for the purpose of early promotion and testing. You can deploy a new API or a new
version of an existing API as a prototype. It gives subscribers an early implementation of the API that they can try
out without a subscription or monetization, and provide feedback to improve. After a period of time, publishers can
make changes the users request and publish the API.

1 The examples here use the APl PhoneVeri fi cati on 2. 0. 0, which is created in the previous tutorial.

1. Log in to the API Publisher and select the API (e.g., PhoneVerification 2.0.0) that you want to
prototype
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APls Al
All APIs
All Statistics
Fitter APIs Search [2]
My APls
Su iptions
e s A
Statistics
Tier Permissions = -} - }
PhoneVer.. - 1.0.0 PhoneVer.. - 2.0.0
Tier Permissions (admin) {admin)
1 User 0 Users
PUBLISHED PUBLISHED
\_ .

2. Click the Lifecycle tab of the APl and change the its state to PROTOTYPED. After creating a new version, you
typically deploy it as a prototype for the purpose of testing and early promotion.

PhoneVerification - 2.0.0 © edit

Overview {* Lifecycle i= Versions I Docs Y Users

E}tate.- \ PROTOTYPED :D

®  Propagate Changes to APl Gateway

-

(D Tip: The Propagate Changes to API Gateway option is used to automatically change the API
metadata in the API Gateway according to the information published in the API Store.

() Tip: You can also deploy an API as a prototype using the Implement tab at the time it is created:

3. Log in to the API Store, click the Prototyped APIs menu and then click the newly prototyped API.
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[ 1] L
My Applications My Subscripiions

wso2 AP store

Search API
Recently Added Prototyped APIs
Phorle‘\feriﬁcationd 0.0 r ™
admin
J i

PhoneVerif.. (2.0...
dein )

4. The APIs Overview page opens. Note that the subscription options are not available.

5. Note that you can read documentation, rate, comment and take part in the forum and social media. Also note
that there are two URLSs for both production and sandbox. This is because you marked the PhoneVeri fi ca
tion 2.0.0 as the default version in step 4 of the previous tutorial.

PhoneVerification - 2.0.0

1 admin
Rating: Your rating: 5/5
5.0 *hkhkk O
i}:'
Yersion: 200
Status: FROTOTYFED
Updated: 05Sep/2014 13:24:11 PM IST

Overview APl Console  Throttling Info

Production and Sandbox URLs:

http:// SEEEED: 5260/phoneverify/2.0.0
http:// R 5250/phoneverify

https:// (D 824 3/phoneverify/2.0.0
https:// EEEER 824 3/phoneverify

hare:

Social Sites Embed Email

0000

Characters left: 450
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6. Click the APl Console tab of the APl and note that the POST method is not available as we removed that in
the new version.

Overview Documentation | APl Console| Throttling Info

Try DefaultApplication + On| Production 4  Envicromant.

Set Request Header | Authorization : Bearer  b690ca26e6375bddbsbdeT8addfbef2

PhoneVerification = Swagger Resource Listing ( /api-docs )

T Show/Hide  List Operations | Expand Operations | Raw

[ ase usL: hitpe:192.168.1.2:044 3/storefapi-decs/admin/PhoneVerification/1.0.0 |, ari versios: 1.0.0]

Let's invoke this API using the API Console.
7. Expand the GET method, give values to the PhoneNunber and Li censeKey parameters and invoke the API.
You added these parameters to the APl Console when creating the API

{CheckPhoneMumber

Parameters
Parameter
Parameter Value Description Data Type
Type
body ( | Request Body body string
4
Parameter content type:
application/json =
PhoneNumber | | ue strin
‘ 123456 | Give the phone query g
. number to be
validated
LicenseKey ‘ 0 | Give the license query string
key as 0 for testing
purpose

Tryitoutl | Hide Response

8. Note that you get the expected result in the API Console. As this is a prototyped API, you do not need an
access token and can leave the Header field blank.
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Request URL

https://10.180.1.71:8243/phoneverify/2.8.8/CheckPhoneNumbe r?Phonelumbe r=123456&Licensekey=0

Response Body
<?xml version="1.0" encoding="utf-8"?=>
<PhoneReturn xmins:xsd="http:fwww. wi.org/2001XMLSchema" xmins:xsi="http:/fiwww.w3.org/2001/XMLSchema-instance" xmins="hitp:/fws.cdyne.com/PhoneVerif
yigquery"=
<Valid=false</Valid>
<0OriginalNumber=123456</0riginalMumber=>
<CleanMumber>23456</CleanNumber>

EWireIeﬁs>false<Mirelessa
</PhoneReturn>

If you try to invoke the version 1.0.0 without an access token, you get an authentication error. This is because
the older API version is published and requires an access token to be invoked.

You have prototyped an API and tested it along with its older and published versions. In the next tutorial, you publish
the prototyped API and deprecate its older versions.

Publish the new Version and Deprecate the old

You publish an API to make it available for subscription in the API Store. If you set up multiple tenants, your tenant
store will be visible to other tenants as well. Therefore, users of the other tenants can view the APIs that are
published in your default API Store. This allows you to advertise your APIs to a wider audience. Although the APIs
that are published in your tenant store are visible to the users of other tenant stores, they need to log in to your
tenant store in order to subscribe to and use them.

1 For a description of the API lifecycle stages, see API lifecycle.

The steps below show how to publish an API to its default API Store:
1. Log in to the API Publisher as a user who has the publ i sher role assigned.
2. Click the API that you deprecated in the previous tutorial (e.g., PhoneVerification 2.0.0).

o [ [T ®»
wso2 AP| store APls BEEEIRSEE My Applications My Subscriptions

Search API
Recently Added Prototyped APIs
PhoneVerification-1.0.0 s ™

admin

PhoneVerif.. (2.0...
Edmin y

3. Go to the API's Lifecycle tab and select the PUBLI SHED state from the drop-down list. Then, select all the
options and click Update.

Tip: The Lifecycle tab is only visible to users with publisher privileges.


https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIlifecycle
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My APls
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Statistics

Tier Permissions
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APls / All / PhoneVerification-2.0.0

PhoneVerification - 2.0.0 & Edit
Overview i Versions i Docs  RUsers

State: | PUBLISHED j

@ Propagate Changes to APl Gateway
™ Deprecate Old Versions
®  Require Re-Subscription

Update Reset

The three options are described below:

Option

Propagate
Changes to API
Gateway

Deprecate Old
Versions

Require
Re-Subscription

Description

Automatically changes the APl metadata in the APl Gateway according to the
information published in the API Store. If unselected, you have to manually configure
the Gateway.

Automatically deprecates all prior versions of the API, if any.

Invalidates current user subscriptions, forcing the users to subscribe again.

The API is now published to the default API Store and all its previous versions are deprecated.
4. Log in to the default Store and click the APIs menu to see the API that you just published listed there. The
older version (e.g., PhoneVerification 1.0.0) is no longer listed here as it is deprecated.
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wso2 AP store My Ap:mm wa:mm
Search API
Recently Added APls
PhoneVerification-... s ™

admin

PhoneVerif.. (2.0...

\,admin .

5. Click the My Subscriptions menu and look under the Subscribed APIs section. The subscriptions made to
the older API versions must be deprecated now.

o & i L)
APls Prototyped APls My Applications My Subscriptions

Search API

Subscriptions

Keys are generated per Application which allows to use a single key for multiple APls and subscribe multiple time
different SLA levels.

Applications With Subscriptions

DefaultApplication v

Keys - Production »
Keys - Sandbox »

{ Subscribed APIs + )

PhoneVerif.. - 1.0.0 &

admin

Bronze Subscription

. -/

@ Tip: When an API is deprecated, new subscriptions are disabled (you cannot see the subscription
options) and existing subscribers can continue to use the API as usual until it is eventually retired.

You have published an API to the API Store and deprecated its previous versions.

Publish to multiple external API stores
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You can share an API to application developers who are subscribed to the API Stores of other tenants. This allows
you to advertize your APIs to a wider community. Subscribers of other tenant stores can view and browse your APIs

but to subscribe to them, the users must visit your (the original publisher's) store.

Capability to publish to external API Stores is not there by default. Follow the steps below to configure it.

1. Log in to APIM admin console (htt ps:// <Server Host >: 9443/ car bon) as admin and select Browse m
enu under Resources .
()

Resaurces

& Search
2. The Registry opens. G oto/ _syst em gover nance/ api ngt/ ext er nal st ores/ ext ernal - api -store

s . x ml r esource.

Home > Resources > Browse

Browse

Root
T

Location: |,F

B %,
=] Tj_svstem
|if;'n::lzu':ﬁt;|
=] ﬁjgavemance
= lIif:"zmimgt
|if'-Lj'Em;::Iilc.aﬂiu::r‘n:i.'ita

@ Customsequences

= @'externalsmres
@extemal—api—smr&s.x@
m ﬁ:-‘l avant

3. Click the Edit as Text link and change the <Ext er nal API St or es> element of each external API store that
you need to publish APIs to. For example,
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<Ext er nal API St or es>
<StoreURL>http://| ocal host: 9763/ st or e</ St or eURL>
<Ext ernal APl Store id="Storel" type="wso02">
<Di spl ayNanme>St or el</ Di spl ayNanme>
<Endpoi nt >htt p://1 ocal host: 9763/ st or e</ Endpoi nt >
<User name>xxxx</ User nane>
<Passwor d>xxxx</ Passwor d>
</ Ext er nal API St or e>
<Ext ernal API Store i d="ProWeb" type="proWeb">
<Nanme>Pr ogr ammabl eW\eb</ Nanme>
<Endpoi nt >xxxxx</ Endpoi nt >
</ Ext er nal API St or e>
<Ext ernal APl Store i d="Store2" type="wso02">
<Di spl ayNane>St or e2</ Di spl ayNane>
<Endpoi nt >htt p: / /| ocal host: 9764/ st or e</ Endpoi nt >
<User name>xxxx</ User nanme>
<Passwor d>xxxx</ Passwor d>
</ Ext er nal API St or e>
</ Ext er nal API St or es>

Note the following in the configuration above:

Element Description

<Ext ernal APl St ore i d: The external store identifier, which is a unique value.

id="" type=""> t ype: Type of the Store. This can be a WSO2-specific API Store or an external
one.

<St or eURL> URL of the API store of the current APIM deployment. This is the URL to the API

in the original publisher's store. APIs that are published to external stores will be
redirected to this URL.

<Di spl ayName> The name of the Store that is displayed in the publisher UL.
<Endpoi nt > URL of the API Store.

<User name> & <Pas  Credentials of a user who has permissions to create and publish APIs.
swor d>

Registry changes are applied dynamically. You do not need to restart the server.

4. Using the management console, create an API.

5. Click on the newly created API to see a new tab called External APl Stores added to the API Publisher
c o n s o | e
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Overview & Edit € Lifecycle = Versions b Docs A Users EEﬂemal API Storeﬂé

Display In External Stores: ProWeb
Store1
Store2

Note the following:

® You can select multiple external API stores and click Save to publish your API to them.
* | fthe API creator updates the API after publication to external stores, either the creator or a publisher
can simply push those changes to the published stores by selecting the stores and clicking Save again

* |f the API creator deletes the API, each external store that it is published to will receive a request to
delete the API.
6. Log in to an external API store where the APl is published to and click it to open.
7. Alink appears as View Publisher Store and it directs you to the original publisher’s store through which you
can subscribe to the API.

You have added multiple external stores to your registry and published your APIs to them.
Engage a new Throttling Policy

The steps below show how to engage a throttling policy to an API.
(%) Tip: For a description of throttling, see Throttling Tiers.

1. Write your throttling policy. For example, the following sample throttling policy points to a backend service
and allows 1000 concurrent requests to a service.

<wsp: Policy xm ns:wsp="http://schemas. xm soap. or g/ ws/ 2004/ 09/ pol i cy"
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-uti
lity-1.0.xsd"
xmns:throttle="http://ww.wso2. org/ product s/ wso2comons/throttle"
wsu: | d="WBO2Medi at or Throt t|i ngPol i cy">
<throttle: Medi ator Throttl eAssertion>
<t hrottl e: Maxi munConcurrent Access>1000</t hrott| e: Maxi munConcur r ent Access>
<wsp: Pol i cy>
<throttle:ID throttle:type="1P'>other</throttle:|D>
</ wsp: Pol i cy>
</throttle: Medi ator Throttl eAssertion>
</wsp: Pol i cy>

2. Log in to the API Manager's management console (ht t ps: / /1 ocal host : 9443/ car bon) and click the Res
ource > Browse menu to view the registry.

P
Resources L

¢ Search

3. Clickthe / _syst enif gover ence/ api ngt/ appl i cati ondat a path to go to its detailed view.


https://localhost:9443/carbon
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Ro
@m /_system/governance/apimgt/applicationdata

Location: | /_system/governance/apimgt/applicationdata

5 issvies AT
B v
= @_5y~5tem
chc-nﬁg
= |'I!:'-Ejw_:p::w.rw:rnﬂrlt:nra
=] |'E‘:'.'al;:-imgl:
= @applicationda@

4, In the detail view, click the Add Resource link.

Browse

Root
@o /_system/governance/apimgt/applicationdata

Location: | [_system/governance/apimgt/applicationdata ‘ | Go |

= Detalvew

Metadata

Properties

Entries

B} Add Fles.nurcg

T Add Collection

(& Create Link

5. Upload the policy file to the server as a registry resource.
6. In the management console, select the Service Bus > Source View menu.

% Service Bus
% Seguences

[_,T?j, Source WEE

7. The configurations of all APIs created in the APl Manager instance opens. To engage the policy to a selected
API, add it to your API definition. In this example, we add it to the login API.
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<?xm version="1.0" encodi ng="UTF- 8" ?><ap
xm ns="http://ws. apache. or g/ ns/ synapse" nanme="_WSC2AM.ogi nAPI _" context="/1o0gi n">
<resour ce nethods="POST" url -mappi ng="/*">
<i nSequence>
<send>
<endpoi nt >
<address uri="https://|ocal host: 9493/ oaut h2/t oken"/ >
</ endpoi nt >
</ send>
</ i nSequence>
<out Sequence>
<send/ >
</ out Sequence>
</ resource>
<handl| er s>
<handl er
cl ass="org. wso2. car bon. api ngt. gat eway. handl ers.throttling. APl Throttl| eHandl er">
<property nane="id" val ue="A"/>
<property nane="policyKey"
val ue="gov:/ api ngt/ applicati ondata/throttle.xm"/>
</ handl er >
<handl er
cl ass="org.wso2. carbon. api ngt . gat eway. handl ers. ext . APl Manager Ext ensi onHandl er"/ >
</ handl er s>
</ api >

1 Be sure to specify the same path used in step 5 in the policy key of your API definition.

You have successfully engaged a throttling policy to an API.
Block Subscription to an API

An API creator blocks subscription to an APl as a way of disabling access to it and managing its usage and
monetization. A blocking can be temporary or permanent. There is an unblocking facility to allow API invocations
back.

You block APIs by subscriptions. That is, a given user is blocked access to a given API subscribed to using a given
application. If a user is subscribed to two APIs using the same application and you block access to only one of the
APIs, s/he can still continue to invoke the other APIs that s/he subscribed to using the same application. Also, s/he
can continue to access the same API subscribed to using different applications.

Blocking can be done in two levels:

* Block production and sandbox access: APl access is blocked with both production and sandbox keys

® Block production access only: Allows sandbox access only. Useful when you wants to fix and test an issue
in an API. Rather than blocking all access, you can block production access only, allowing the developer to fix
and test.

When API| Gateway caching is enabled (it is enabled by default), even after blocking a subscription, consumers
might still be able to access APIs until the cache expires, which happens approximately every 15 minutes.
1 See the following topics for a description of the concepts that you need to know when you block

subscriptions to an API:

® Applications
® Throttling
® Access tokens
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1. Log in to the API Publisher.
2. Create two APIs by the names Test API 1 and Test API 2 and publish them to the API Store. In this example,

the two APIs use the same backend and resources that were used when creating the PhoneVeri fi cati on
API in the first tutorial.

wso2 API puBLISHER

APls APls Al

w All APIs

All Statistics

sy APle Filter APIs o

Subscriptions

= B[ n B

Tier Permissions

Tier Permissions

0 Users 0 Users 0 Users
PUBLISHED PUBLISHED PUBLISHED

(1] L 2
wso2 AP] store My Applications My Subscriptions
Search API no

Recently Added APls

PhoneVerification-1...

admin 7 ™y

TestAPI1-1.0.0

admin

TestAPI2-1.0.0 PhoneVerification TestAPI1 TestAPI2

admin 1.0.0 admin 00 admin 1.0.0 admin y

4. Subscribe to both APIs using the same application. You can use a default application or a new one.
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TestAPI1 -1.0.0

1 nirdesha7.yahoo.com@nirdesha

Rating: Your rating: N/A ﬁpplications _‘\
iAok DefaultApplication j
j Version: 1.0.0
Tiers
Status: PUBLISHED Bronze j
Updated: 17/Aug/2014 23:33:28 PM POT Allows 1 request(s) per minute.
Subscribe
)

te
d

an access

5. Go to the My Subscriptions
o0 E i
APls Prototyped APls My Applications Forum

token to the

application.
& D)

page and crea
o

Search API no

Subscriptions

Create access tokens to applications. Because an application is a logical collection of APls, you can use a single access token to invoke multiple APls and to
subscribe to one API multiple times with different SLA levels.

Applications With Subscriptions
] # Show Keys

[DefaullAppIicalion

Keys - Production «

Consumer Key :

EqETBAKSPjvR6ValowsHkzYczl Ya Allowed Domains

ALL
Consumer Secret :

p
The domains from which requests are allowed to the APls. Leave

empty or enter "ALL" to allow all domains.

vGEK3vbrZgTnFEErTTAa9ZrkFMa

Update Domains (-]

Access Token:
LoEjO7BkPupel 7VugsXwBWx4UT8a

il
il
B
CURL~  Validity Time: | 3600 |5eccnds C Re-generate

6. Invoke both APIs using the access token you got in the previous step. In this example, we use the API
Console tab of the APIs to invoke it.
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Overview Documentation || APl Console| Throttling Info

Try DefaultApplication % On | Production % Environment.

Set Request Header | Authorization ; Bearer 2cB4di554dac1db6518e1fbdB83185

i ~ Swagger Resource Listing ( fapi-docs
Verify a phone number 99 9 (/ap )
checkphonenumber : ShowHide @ List Operations | Expand Operations | Raw
ICheckPhoneNumber
Parameters
Parameter Value Description Parameter Type Data Type
PhoneNumber | 123456 | Give the phone query string
= ! number to be
validated
LicenseKey [ o l Give the license key ~ query string
as 0 for testing
purpose
7. Note that you can successfully invoke both APIs.

Reguest URL

https:/ A : 5243/ test1/1.8. 8/ CheckPhoneNumbe r 7PhoneNumbe r=123456&L icenseKey=0

Response Body

(" <2xmi version="1.0" encoding="utf-8"?> Y

<PhoneReturn xmins:xsd="http:/fwww.w3.0rg/2001/XMLSchema" xmins:xsi="http:/iwww.w3.0orgl2001XMLSchema-instance” xmins="http:/iws.cdyne.co
miPhoneVerifylquery">

<Valid>false</Valid>
<QCriginalNumber>123456</OriginalNumber>

<CleanNumber=23456</CleanNumber>
<Wireless>false</Wireless>

CfPhaneRetu m=

You have subscribed to and invoked two APIs. Let's block one subscription and see the outcome.
8. Log in to the API Publisher and click the Subscriptions menu to open the Subscriptions page. It shows all
APls/applications that each user is subscribed to.




WSO2 API| Manager, version 1.8.0, WSO2 Inc.

wso2 AP pusLiSHER

My APIs / Subscriptions

Subscriptions

User Application Subscribed APls Actions
3 Usert DefaultApplication TestAPI2-1.0.0 (_Production Only (_Production & Sandbox @
Block
Statistics . - -
4 admin DefaultApplication Phone2-1.0.0 (_Preduction Only (_Preduction & Sandbex @
Block
Tier Permissions PhoneVerification-1.0.0
ieei (_Production Only (_Production & Sandbox @
Tier Permissions TestAPI1-1.0.0 y
Block
TestAPI2-1.0.0

(_Production Only (_Production & Sandbox @
Block

(_Production Only (_Production & Sandbox @

Block

9. Block your previous subscription for Test API 1. Select the pr oducti on and sandbox option and click the
B I o c k Il i n k

2 admin DefaultApplication  Phone2-1.0.0 (_Preduction Only (_Production & Sandbox @

Block
PhoneVerification-1.0.0

(_Production Only (_Production & Sandbox @
TestAPI1-1.0.0
Block

TestAPI2-1.0.0

Block

E,Production Only G}’roduction & Sandbox Q]

(_Production Only (_Production & Sandbox @
Block

10. Note that the Block link immediately turns to Unblock, allowing you to activate the subscription back at any
time.
11. Log back to the API Store and invoke the two APIs (Test APl 1 and Test API 2) again.

1 You might have to regenerate the access token for Def aul t Appl i cati on if the access token
expiration time (1 hour by default) has passed since the last time you generated it. You can refresh
the access token by going to the My Subscriptions page in the Store.

12. Note that you can invoke only Test APl 2 again. When you invoke Test API 1, it gives a message that the
requested API is temporarily blocked. Neither the API creator nor any subscriber can invoke the API until the
block is removed.
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Response Body

=ams:fault xmins:ams="hilp:/fwso2. org/apimanager/security">
<ams: code>800807 </fams:code>

<ams:messagd>The requestad AP is tempaorarily block@!ams:messagen'
<ams:description=Access failure for API: fphoneverify, version: 1.0.0 with key: 401a6a8284ef7(05638e433e2c7 17dda</ams:description=
=</ams:fault=

13. Go back to the APl Publisher's Subscriptions page and unblock the subscription.

My APIs / Subscriptions

Subscriptions

User Application Subscribed APls Actions

3 Usert DefaultApplication  TestAPI2-1.0.0 (_Production Only (_Production & Sandbox @
Block

4 admin DefaultApplication  Phone2-1.0.0 (_Production Only (_Production & Sandbox @
Block

PhoneVerification-1.0.0

(_Production Only (_Production & Sandbox @

TestAPI1-1.0.0
Block

TestAPI2-1.0.0
Production Only '+ Production & Sandbox @

(_Production Only (_Production & Sandbox @
Block

14. Invoke Test API 1 again and note that you can invoke it as usual.

You have subscribed to two APIs, blocked subscription to one and tested that you cannot invoke the blocked API.

Enforce Throttling and Resource Access Policies

Throttling allows you to limit the number of hits to an API during a given period of time, typically to protect your
APIs from security attacks and your backend services from overuse, regulate traffic according to infrastructure
limitations and to regulate usage for monetization. For information on different levels of throttling in WSO2 Cloud,
see Throttling tiers.

1 This tutorial uses the PhoneVeri fi cati on API, which has one resource, GET and POST methods to
access it and a throttling policy enforced.

Before you begin, follow the
Create and Publish an API and the Subscribe to an API tutorials to create, publish and subscribe to the Pho
neVeri fi cati on API using the Br onze throttling tier. A

fter you created, published and subscribed to the API, let's see how the APl Gateway enforces throttling and
resource access policies to the API.
1. Log in to the API Cloud and the API Publisher will open automatically.
2. Click the Go to API Store link in the top right-hand corner of the API Publisher to open your default API
S t o r e
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API Publisher Go to APIStore

APls APRIs / All

All APIs

Add

All Statistics

Filter APIs m 2]

My APls

Subscriptions

Statistics

Tier Permissions

Tier Permissions

CREATED

(i) Tip: You can access any tenant's store using the URL ht t p: / / <host name>/ St or e?t enant =<t e
nant _nane>.

3.Click the API Console tab.
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o & [T

APls Prototyped APls My Applications

Search API n i ] Go to Public AP1 St
PhoneVerification - 1.0.0

L admin

Rating: Your rating: MN/A Applications
akadodod, DefaultApplication

Version: 1.0.0
Tiers
Status: PUBLISHED Bronze .
v
Updated: 25/Mar/2015 20:11:21 PMIST Allows 1 request(s) per minute.
Subscribe

Overview Documentation AP| Console] Throttling Info  Forum

Try TestApp + On | Production 4 | Envioromant.

Set Request Header Authorization : Bearer 6fBc50f068B617e3183e2fd043aecTt

PthEVEI’iﬁca‘tiDn # Swagger Resource Listing ( /api-docs )

checkphonenumber = Show/Hide

ﬂ ICheckPhoneNumber
ICheckPhaneNumber
m ICheckPhaneNumber

List Operations Expand Operations Raw

4. Expand the GET method, give the PhoneNunber and Li censeKey parameters and invoke the API.
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ICheckPhoneNumber

Parameters
Parameter Value Description Parameter Type Cata Type
bod [ . .
Y (required) Request Body body string
-
Parameter content type:
application/json E
rF_Imm!Hurlhar [ ) i
‘ 8004549078 | Give the phone number to be  query ring
' validated
Licensekey ‘ o | Give the license key as 0 for  query string
\_ i ! testing purpose
Tryitoutl | Hide Respanse

5. The response appears in the console. As we used a valid phone number in this example, the response
returns as valid.

Request URL

https://CEEEEEER : 5243 /phoneverify/1.8.08/CheckPhoneNumbe r?PhoneNumber=8088454987B&L icenseKey=8

Response Body
<?xml version="1.0" encoding="uti-8"7>
<PhoneReturn xmins:xsd="http://www.w3.0rg/2001/XMLSchema” xmins:xsi="htip:/iwww.w3.0rg/2001XMLSchema-instance” xmins="nttp:/fws.cdyne.com/PhoneVerif

yiquery"=
<Company=Toll Free</Company>

<Valid>true</Valid=

<Use>Assigned to a code holder for normal use.</Use>
<State>TF</State>

<RC />

<QOCN />
<QOriginalNumber>8004548078</0riginalNumber>
<CleanNumber>8004549078</CleanNumber>

6. Within a minute after the first API invocation, make another attempt to invoke the API.

7. Note that you get a throttling error saying that you exceeded your quota. This is because you subscribed to
the API on the Bronze throttling tier and the Bronze tier only allows you to make one call to the API per
m i n u t e
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Response Body

<amt:fault xmins:amt="http:/fwso2 org/apimanager/throttling "=
<amt:code=900800=/amt:code=

«camt:message@essage Throttled Oil}.famt:measager

=ami:description=You have exceeded your quota</amt:description=
<famt:fault=

Let's try to invoke an invalid resource.

8. Install cURL if it is not there in your environment. Note that cURL comes by default in some operating
systems. You can also use any other REST client.

9. Open the command line and execute the following cURL command with an invalid resource name (e.g., Chec
kPhoneNum) Get the <API URL> from the API's Overview tab in the API Store.

curl -H "Authorization: Bearer <access token>" -v '<AP
URL>/ CheckPhoneNunf?PhoneNunber =123456&Li censeKey=0

o o "% curl -H "Authorization:Bearer 6f8c50f0688617e319
3e2fd@43aec76" -v 'http://uhhmiiimmd: 8280/phoneverify/1.0.0/CheckPhoneNum?Phone
Number=123456&LicenseKey=B'

10. Note that you get a message as 'no matching resource.' This is because you are trying to access a REST
resource that is not defined for the API.

Access—Control-Allow-Headers: authorization,Access—Control-Allow-0rigin,Content-Type

Access—Control-Allow-0Origin: =*

Access—-Control-Allow-Methods: GET,PUT,POST,DELETE,OPTIONS

Content-Type: application/xml; charset=UTF-8

Accept: *x/x

Date:

Server: WS02-PassThrough-HTTP

Transfer—-Encoding: chunked

* AMANAANMNMNMAMAMA

Connection #® to host left intact

<ams:fault xmlns:ams="http://wso2.o0rg/apimanager/security"><ams:code>900906</ams: code><ams :mes
sagefNo matching resource found in the API for the given requestk/ams:message><ams:description
>Access failure for API: /phoneverify, version: 1.0.0 with key: 6f8c50T0688617e3193e2fd@43aec7
6</ams:description></ams: fault>x Closing connection #0

Adeel A m M Pl A2 Adeloar s

In this tutorial, you saw how the APl Gateway enforces throttling and resource access policies to APIs.

Application Developer Tutorials

APl Manager provides a Web interface called the WSO2 API Store to host and advertise published APIs. API
consumers and partners can browse the store and subscribe to secured, protected, authenticated APIs.

The diagram below shows common API consumer lifecycle activities:
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v" View Top Used, New, Featured APls
¥ Search by name, tag or provider
¥~ Save Searches

— . —
Find
¥~ Rate API / \ ¥ View ratings, comments
v" Share Comments v" Download Help and Docs
Explore ynfoad Help
v Feature Requests Evaluate p v Try it Online

v~ Participate in forums \ / v" Ask Questions to owner

Subscribe
-~ o =
¥" Register Applications
v" Obtain Key

v" Subscribe to API
¥ Subscribe to APl changes

To open the API Store, run the APl Manager (see Running the Product) and access the following URL:

https://<Host Nanme>: 9443/ st ore

(%) Tip: You cannot access the API Store using HTTP. It is exposed as HTTPS only.

The API Store opens in the anonymous mode. You can see all public APIs without logging in, or self sign up using
the Sign-up link to see all APIs.

) [&] D S
wso2 API store NZP  Mmyappications My Subscriptions  Statistics
Search API no
Recently Added APls Tags

PhoneVerification-...
admin

PhoneVerif.. (1.0.0)
admin

After logging in, see the following tutorials:
® Subscribe to an API
® Invoke an API using the Integrated API Console
® Invoke an API using the Integrated REST Client
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® Use the Community Features
® |nvoke an API using a SOAP Client

Subscribe to an API

You subscribe to a published API before using it in your applications. Subscription enables you to receive access
tokens and be authenticated to invoke the API.

1 See the following topics for a description of the concepts that you need to know when subscribing to an API:

API visibility and subscription availability
Applications

Application-level throttling

Access tokens

Create and Publish an API.The examples here use the PhoneVeri fi cati on API, which is created in section

1. Log in to the API Store (htt ps: // <host nane>: 9443/ st or €) and click on an API (e.g., PhoneVerifi ca
tion 1.0.0) to open it.

('D Tip: In a multi-tenanted API Manager setup, you can access any tenant's store using the URL ht t p:
/I <host nane>/ St or e?t enant =<t enant _nane>.

2. Note the subscription options on the API's Overview page.



https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIvisibilityandsubscription
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Applications
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Application-levelthrottling
https://docs.wso2.com/display/APICloud/Key+Concepts#KeyConcepts-Accesstokens
https://docs.wso2.com/display/APICloud/Key+Concepts#KeyConcepts-Accesstokens
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Accesstokens
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PhoneVerification - 1.0.0

41 admin
r Rating: Your rating: N (.;pplitinns N
LA 8 8 & | Select Application... |
Version: 1.0.0
Tiers
Status: FUBLISHED Bronze -
Updated: 23IMay/2014 15:20:35 PM IST Allows 1 raquestis) per minute.

Overview @ Documentation APl Console  Throttling Info  Forum

Production and Sandbox URLs:

hittp:// eSESSw———:8280/phoneverify/1.0.0
hittp:// el 8280/ phoneverify

https:// NS :8243/phoneverify/1.0.0
https:// SENE:8243/phoneverify

Share:

Soclal Sites Embed & Email

006060

Comments:

Characters |eft: 450

3. Click the My Applications menu and create a new application.
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o & » =
APls Prototyped APls ions My Subscriptions Forum Statistics
Search API no
Applications

Use applications to subscribe to APls and manage access keys. There is DefaultApplication pre-created to use and it can add more applications
on this page.

Add New Application

Characters left: 63

Name TestApp

Throttling Tier Unlimited j Allows unlimited requests

Applications are required to make AP| subscriptions and consume them. You will be able to subscribe these applications to
AP|s from the AP| details page. Requests made from this application will be throitled by the Application level throttling tier and

the subscription level throtiling tier

Callback URL

Description

(%) Tip: Instead of creating a new application, you can also use the default application.

4. Go back to the API's subscription options and select the application you just created, a tier and click Subscri
b e

Applications

TestApp

Tiers

Bronze

Allows 1 reguest{s) per minute.

Subscribe

5. Click the Go to My Subscriptions button when prompted. The subscriptions page opens.
6. Select the application from the drop-down list and click Generate to create an application access token. You
can use this token to invoke all APIs that you subscribe to using the same application.
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o & )

APls Prototyped APls My Applications

Search AP| no

Subscriptions

Keys are generated per Application which allows to use a single key for multiple APls and subscribe multiple times to a single API, with different
SLA levels.

Applications With Subscriptions
['FestApp ?ﬂ ™ Show Keys

Keys - Production v

Production keys are not yet generated for this application. Allowed Domains

ALL

Leave empty or filling with "ALL" will allow all domains.

Token Validity: | 600 Seconds

Keys - Sandbox v

Sandbox keys are not yet generated for this application. Allowed Domains

ALL

I aosua ammbe ar filline with "4l

1" il allevar all Anmaine

@ Tip: You can set a token validity period in the given text box. By default, it is set to one hour. If you
set a minus value (e.g., -1), the token will never expire.

7. Install cURL if it is not there in your environment. Note that cURL comes by default in some operating
systems. You can also use any other REST client.
8. Open the command line and execute the following cURL command:

curl -H "Authorization: Bearer <access token>" -v '<APl URL>'

Be sure to replace the placeholders as follows:
® <access token>: Give the token generated in step 8
® <API URL>: Go to the API's Overview tab in the API Store and copy the production URL and append
the payload to it. E.g., http://localhost:8280/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=12
3456&LicenseKey=0

Here's an example:

curl -H "Authorization :Bearer 8e64c4201d1c311c76a9c540856d1043" -v
"http://1ocal host: 8280/ phoneverify/ 1. 0.0/ CheckPhoneNunber ?PhoneNunber =123456&Li ce
nseKey=0'


http://curl.haxx.se/download.html
http://192.168.1.2:8280/phoneverify/1.0.0?PhoneNumber=123456&LicenseKey=0
http://192.168.1.2:8280/phoneverify/1.0.0?PhoneNumber=123456&LicenseKey=0
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9. Note the result that appears on the command line. In this example, the phone number is invalid.

$ curl -H "Authorization :Bearer k29TZFjfBBUY7swhF2oIp5uSNfYa" -v 'http://localhost:B2E0
honeverify/1.8.0/CheckPhoneNumbe r?PhoneNumbe r=123456&Licensekey=0"
# BOOOT TO CONNECL()] O LOCALNOST POrt BZ60 (#0)
Trying ::1...
connected
Connected to localhost (::1) port B288 (#8)
GET fphoneverify/1.8.8/CheckPhoneNumber?PhoneMumber=123456&LicensekKey=0 HTTP/1.1
User-Agent: curl/7.24.8 (xB6_64-apple-darwinl2.®) libcurl/7.24.@ OpenSSL/8.9.8y z1lib/1.2.5
Host: localhost:B288
Accept: /%
Authorization :Bearer k29TZFjTBBUYTswhFZoIpSuSNTYa

HTTP/1.1 2088 OK

X-AspNet-Version: 4.8.38319
Access-Control-Allow-Headers: authorization,Access-Control-Allow-0rigin,Content-Type
Access-Control-Allow-0rigin: =*
Expires: -1

Content-Type: text/xml; charset=utf-8
X-Powered-By: ASP.NET

Pragma: no-cache

Cache-Control: no-cache

Date: Fri, 17 Oct 2814 BB:B@:24 GMT
Server: W502-PassThrough-HTTP
Transfer-Encoding: chunked

AR A A A A A A A A A A ANV VYWY R

Txml version="1.8" encoding="utf-B"7?=
<PhoneReturn xmlns:xsd="http://www.w3.0org/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/20081/XML5chema-instance" xmlns=
http://ws.cdyne.com/PhoneVerify/query"=

<VWalid=false</Valid=>
=0riginalNumber=123456=/0riginalNumber=
<CleanNumber=23456=</CleanNumber=>
<Wireless>false</Wireless>
# Lonnection #@ Lo host localhost (BTt LAtact
</PhoneReturn=* Closing connectign #0

10. Similarly, invoke the POST method using the following cURL command:

curl -H "Authorization :Bearer <your token here>" --data
"PhoneNunber =123456&Li censeKey=0"
http://1ocal host: 8280/ phoneveri fy/ 1. 0. 0/ CheckPhoneNunber

You have subscribed to an APl and invoked it.

() To unsubscribe from an API, go to the My Subscriptions menu in the API Store, select the application
used for the subscription, find the API under the Subscribed APIs section and click the delete icon

associated with it.
of & ] o [ad]

APls Prototyped APls My Applications Forum Statistics

Search API no
Subscriptions

Keys are generated per Application which allows to use a single key for multiple APls and subscribe multiple timesto a s
Applications With Subscriptions

[Temﬂpp v]

Keys - Production »
Keys - Sandbox »
[Subscribed APIs v]

PhoneVerif.. - 1.0.0

admin

Bronze Subscription
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If you unsubscribe from an API and then resubscribe with a different tier, it takes approximately 15 minutes
for the tier change to be reflected. This is because the older tier remains in the cache until it is refreshed
periodically by the system.

Invoke an APl using the Integrated APl Console

There are different ways to invoke an API: using the integrated API console, the integrated WSO2 REST Client or a
third-party tool like cURL.

Swagger (https://developers.helloreverb.com/swagger) is a specification and a complete framework for describing,
producing, consuming, and visualizing RESTful Web services as interactive documentation. For the Swagger
specification of API declaration, see https://github.com/wordnik/swagger-core/wiki/API-Declaration.

The API Publisher has integrated Swagger to facilitate simple, interactive APl documentation and invocation. The
documentation is given in a Swagger API definition, which is the JSON representation of the API that is created
using the information provided at the time the APl is created. The Swagger JSON files are saved in the registry. You
can edit the API definition using the JSONMate text editor in the API Publisher.

Let's see how to use the API Publisher to edit the Swagger API definition and then use the API Console in the Store
to invoke the API.

1 See the following topics for a description of the concepts that you need to know when invoking an API:

Applications

Throttling

Access tokens

Cross-origin resource sharing if you have the API Store and Gateway in different ports or you want

to invoke an API with inline endpoints.

Create and Publish an APL.The examples here use the PhoneVeri fi cat i on API, which is created in section

1. Log in to the API Store and click an API (e.g., PhoneVeri fi cati on).
2. Subscribe to the API (e.g., PhoneVeri fi cati on 1.0.0) using the default application and an available tier

o ] (-]  J O g &

APls  Prototyped APls My Applications My Subscripions ~ Forum  Stafistics Themes

Search API n e

PhoneVerification - 1.0.0

3 admin
Rating: Your rating: N/A ﬂpplications w
1
°
°
°

Overview @ Documentation APIConsole  Throttling Info

3. Go to the My Subscriptions page and generate a production key to the default application using which yot
subscribed to the API


https://developers.helloreverb.com/swagger
https://docs.wso2.com/display/AM171/Add+API+Documentation+using+Swagger
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Applications
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Throttlingtiers
https://docs.wso2.com/display/APICloud/Introducing+the+Concepts#IntroducingtheConcepts-Accesstokens
https://docs.wso2.com/display/APICloud/Introducing+the+Concepts#IntroducingtheConcepts-Accesstokens
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Accesstokens
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Cross-originresourcesharing
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o o ] =
APls Prototyped APls My Applications My Subscriptions Forum Statistics
Search API n
3.
Subscriptions

Create access tokens to applications. Because an application is a logical collection of AFls, you can use a single access token to invoke multiple
APls and to subscribe to one APl multiple times with different SLA levels.

Applications With Subscriptions
_,] @ Show Keys

E}efaullﬁ\pplicatiun

Keys - Production

Consumer Key :

GTjkZWkrKMQlof4XveCWHID561Ea I Allowed Domains

ALL
Consumer Secret :
) .
hppi_c_7D1MUKO0PameQUrtfi8la L The domains from which requests are allowed to the APIs.
Leave empty or enter "ALL" to allow all domains.
Access Token:
Update Domains @
1cad534etb04d6b33efecdfiZzbabizal I
cURL - alidity ﬁme:‘ A600 |Semnd5 C Re-generate

Keys - Sandbox +

| Sandbox kevs are not vet oenerated for this aoolication.
4. Click the APIs menu in the API Store and then click on the API that you want to invoke. When the API opens

go

to its API Console tab
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£ (]
Proiotyped APls My Applications

PhoneVerification - 1.0.0

L admin
Rating: Your rating: N/A Applications
Select Application... j
Version: 1.0.0
Tiers
Status: PUBLISHED Unlimited j
Updated: 08/Dec/2014 16:50:11 PM IST Allews unlimited requests

Try Defaultapplication j On | Praduction j Envioromant.

Set Request Header Authorization : Bearer b680ca2Bef375b44b5bde7Baddfbef2

PhoneVerification # Swagger Resource Listing ( fapi-docs )
checkphonenumber : Show/Hide List Operations Expand Operations Raw 6.

GET [CheckPhoneMumber

5. Expand the GET method, provide the required parameters and click Try it Out. For example,

PhoneNumber E.g., 18006785432

LicenseKey Give O for testing purpose
7.

Authorization  The API console is automatically populated by the access token that you generated in
step 3 after subscribing to the API.
The token is prefixed by the string "Bearer" as per the OAuth bearer token profile. OAuth
security is enforced on all published APIs. If the application key is invalid, you get a 401
Unauthorized response in return.




Base URL
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Appears at the bottom of the console. Using the base URL and the parameters, the
system creates the API URL in the form htt p: // <host _nane>: 8280/ <cont ext >/ <v
ersi on>/ <Resource, if any><backend service requirenents included
as paraneters, if any>. For example, http://| ocal host: 8280/ phoneveri
fy/1.0.0/ CheckPhoneNunber ./ phoneveri fy is the context, 1.0.0 is the version an
d CheckPhoneNunber is the resource.

@ If you cannot invoke the API's HTTPS endpoint (causes the SSLPeerUnverifi
ed exception), it could be because the security certificate issued by the server is
not trusted by your browser. To resolve this issue, access the HTTPS endpoint
directly from your browser and accept the security certificate.

@ Tip: If HTTP invocation is blocked in your corporate environment, you have to
change the base path of the API to its HTTPS endpoint in the Swagger definition.
This ensures that APl invocations do not fail as a result of browsers blocking
HTTP calls within HTTPS sessions.

(¥) Tip: Your API's resource must have the OPTI ONS method selected to allow
subscribers to invoke the API using the APl Console.

For the resources that have methods requiring authentication (i.e., Auth Type is
not NONE), you set None as the Auth type ofOPTI ONS to support CORS (Cross
Origin Resource Sharing) between the API Store and Gateway.



http://host:8280/
http://host:8280/phoneverify/1.0.1/CheckPhoneNumber
http://host:8280/phoneverify/1.0.1/CheckPhoneNumber

GET {fCheckPhoneNumber
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Parameters
Parameter Value Description Parameter Type Data Type
e (required) Request Body body siring
p
Parameter content type:
applicationfjson S
—
PhoneNumber l 18006785432 Give the phone number to be  query string
validated
LicenseKey l o Give the license key as 0 for  query string
testing purpose
Try it out!

[CheckPhoneNumber

Enss u rL: hitps:// IR 944 3/store/api-docs/admin/PhoneVerification/1.0.0 , apivERSION: 1.0.0D

6. Note the response for the API invocation. As we used a valid phone number in this example, the response it
Y a I i d
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Response Body

<7xml version="1.0" encoding="utf-8"7>
=PhoneReturn xmins:xsd="http:/fwww.w3.org/2001/XMLSchema" xmins:xsi="nttp:/iwww.w3.orgi2001/XMLSche
ma-instance" xmins="http:/'ws.cdyne.com/PhoneVerifyiquery”> <Company=Toll Free</Company=
[(<Vvalid>true</Valid> |
<Use>Assigned to a code holder for normal use.</Use>
=State>TF</5tate>
<RC />
=0CN /=
=0riginalMumber=18006T85432</0riginalNumber=
<CleanNumber=8006785432</CleanMumber=
<SwitchName />
<SwitchType />
=Country=United States</Country=
<CLLI f=
<PrefixType=Landline</PrefixType=>
<LATA /=
=sms>Landline</sms>

<Email /=
<AssignDate /=
<TelecomCity /=

cTalarnmTanntu =

Response Code

288

Response Headers

Pragma: no-cache
Content-Type: text/=xml; charset=utf-8
Cache—Control: no-cache

Expires: -1

Create and Publish an API

API To get the URL, go to the API's Overview tab in the API Store. The URL takes the form http://

URL 280/ <cont ext >/ <ver si on>/ <Resource, if any><back end service requirenent:
paraneters, if any>. Forexample, http://gateway. api.cl oud. wso2. com 8280/t/y
neverify/ 1. 0.0/ CheckPhoneNunber where / phoneveri fy is the context, 1.0.0 is the versic
neNunber is the resource.

As you are going to make an HTTP GET call in this tutorial, append the payload to the URL. For e
gat eway. api . cl oud. wso2. com 8280/ t/yashi raconl phoneverify/ 1. 0.0/ CheckPhone
Nurber =18006785432&Li censeKey=0.

Header Authorization:Bearer <give the access token that you generated
E.g, Authorization:Bearer U9znDo40SYPfzoW16S2puHmKahga

OAuth security is enforced on all published APls. Consumers must send the credentials (applicat
as per the OAuth bearer token profile. If not, you receive a 401 Unauthorized response in return.


http://host:8280/
http://host:8280/
http://gateway.api.cloud.wso2.com:8280/t/yashiracom/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=123456&LicenseKey=0
http://gateway.api.cloud.wso2.com:8280/t/yashiracom/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=123456&LicenseKey=0
http://gateway.api.cloud.wso2.com:8280/t/yashiracom/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=123456&LicenseKey=0
http://gateway.api.cloud.wso2.com:8280/t/yashiracom/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=123456&LicenseKey=0
http://gateway.api.cloud.wso2.com:8280/t/yashiracom/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=123456&LicenseKey=0
http://gateway.api.cloud.wso2.com:8280/t/yashiracom/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=18006785432&LicenseKey=0
http://localhost:8280/phoneverify/1.0.0?PhoneNumber=18006785432&LicenseKey=0
http://localhost:8280/phoneverify/1.0.0?PhoneNumber=18006785432&LicenseKey=0
http://localhost:8280/phoneverify/1.0.0?PhoneNumber=18006785432&LicenseKey=0
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RESTClient

Request
[GET =| [Ftto- e 5250/0honeverifyi1.0.0/GheckPheneNumber?PhoneNumber=80063334698L icenseKey=0 | | m
Headers

Raw Form

Eull'-urizalinn:BearEr ﬁh‘lmﬁﬁaédh&aﬁdﬁmaﬂdﬁﬁﬁﬁﬁﬂj

8. Click the Send button to invoke the API. The response appears in the console.
As we used a valid phone number in this example, the response returns as valid.

RESTClient

Request

GET s | |ntto-\SEEEEER B280/phoneverify/1.0.0/CheckPhoneNumber?PhoneNumber=B0063334688 LicenseKey=0 | m

Headers

Raw Farm

Authorization:Bearer 3b470s8c4.1h3e6d68afeadd38Ha627

Response

Respansa Body Response Headers

<Pl version="1.0" encoding="ut{-8"7>
<PhoneReturn xmins:xsd="hitpwww.w3.0rg/2001XMLSchema” xmins:xs="hitp:www.w3.org/2001/XMLSchema-instance” xmins="hip:fiws.cdyne.comiPhoneVerifylquary™s

signed [0 a code holder for normal use.</Use>
=Slate>TF</Slate=
<RC /=
<OCH />
=OriginalNumber>B006333469</0riginalNumber=
<CleanNumber>B8006333469</CleanMumber>
<SwitchMarme /=
<SwitchType /=
<Country=United States</Country>
=GLLI >
<PrefixTyperLandline</PrefixType>
<LATA /=
=sms>Landline=/sms>

9. Within a minute after the first APl invocation, make another attempt to invoke the API.
10. Note that you get a throttling error. This is because you applied a Bronze tier at the time you subscribed to
the APl and the Bronze tier only allows one API call per minute.




Response

Response Body

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

Response Headers

<amt:fault xmins:amt="http://wso2.org/apimanager/throttling™><amt:code>900800</amt:code><amt:message >Message Throttled Out</amt:message><amt:description=You hav
g exceeded your guotak/amt:description=</amt:fault=

You have invoked an API using the REST client integrated in the API Store.

Use the Community Features

The API Store provides several useful features to build and nurture an active community of users for your APIs. This
is required to advertize APIs, learn user requirements and market trends.

Let's see what community features are available in the API Store:

Use the search facility

Rate and comment

Share on social media/e-mail
Embed an API widget
Participate in the forum

Use the search facility

You can search for APIs in the API Publisher or Store in the following ways:

Clause

By the API's
name

By API the
API provider

By the API
version

By the context

By the API's
status

By description

By the
subcontext

Syntax

As this is the default option, simply enter the API's name and search.

provider:xxxx. For example, provider:admin
Provider is the user who created the API.
version:xxxx. For example, version:1.0.0

A version is given to an API at the time it is created.
context:xxxx. For example, context:/phoneverify

Context is the URL context of the API that is specified as /<context_name> at the time the APl is
created.

status:xxxx. For example, status:PUBLISHED

A state is any stage of an API's lifecycle. The default lifecycle stages include created,
prototyped, published, deprecated, retired and blocked.

description:xxxx

A description can be given to an API at the time it is created or later. There can be APIs without
descriptions as this parameter is optional.

subcontext:xxxx. For example, subcontext:/checkphonenumber.

A subcontext is the URL pattern of any resource of the API. API resources are created at the
time the API is created or later when it is modified. For example, if you create a resource by the
name checkphonenunber , then / checkphonenunber becomes one subcontext of the API.
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By the content = doc:xxxx

of the API
documentation You can create API documentation in-line (using the API Publisher Ul itself), by uploading a file

or referring to an external URL. This search enables you to give a sentence or word phrase that
is inside the in-line documentation and find the API that the documentation is added for.

Rate and comment

Rates and comments give useful insights to potential APl consumers on the quality and usefulness of an API. You
can rate and comment on APIs per each version.

1. Log in to the API Store and click on a published API.
2. The API's Overview page opens. Note the rating and commenting options there:

PhoneVerification - 1.0.0

1 admin
Rating: Your rating: 5/
5.0 TRk hk O
:‘ Version: 1.0.0
Status: PUBLISHED
Updated: 04/Ssp/2014 10:02:30 AM IST

Overview  Documentation API Console Throttling Info  Forum

Production and Sandbox URLs:

http.// G880 /phoneverify/1.0.0

https:// S5 24 3/phoneverify/1.0.0

Share:

Social Sites Embed Email

0000

Characters left: 450

3. Add a rating and a comment. Note that the comments appear sorted by the time they were entered, alongside
the author's name.

Share on social media/e-mail

1. Log in to the API Store and click on a published API.

2. Onthe API's Overview page, you get the social media options using which you can share and advertize
APIs.
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PhoneVerification - 1.0.0

2 admin
i Rating: Your rating: N/A
oiririok
Version: 1.0.0
Status: PUBLISHED
Updated: 14/Augf2014 14:19:47 PM IST

Overview Documentation APIConsole Throttling Info  Forum

Production and Sandbox URLs:

http:// 528 0/phoneverify/1.0.0

hitps:// SR 824 3/phoneverify/1.0.0

{ Share: N

Soclal Sites Embed = Email

0060 |

Embed an API widget

A widget is an embeddable version of the APl in HTML that you can share on your Website or other Web pages.
This is similar to how Youtube videos can be embedded in a Web page.

1. Log in to the API Store and click on a published API.
2. Note the Embed tab under the API's sharing options.
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PhoneVerification - 1.0.0

2 admin
r . Rating: Your rating: NiA
e
Version: 1.0.0
Status: PUBLISHED
Updated: 141Aug/2014 14:19:47 PM IST
Documentation APl Console Throttling Inffo  Forum

Production and Sandbox URLSs:
hitp:// CENNER 8280/phoneverify/1.0.0
https:// S 6 24 3/phoneverify/1.0.0

Share:

Social Sites & Email

<iframe width="450" height="120" src="https:/flocalhost:9443/store
lapisiwidget?name=PhoneVerification&version=1.0.0&
provider=admin” frameborder="0" allowfullscreen></iframe>

Participate in the forum

1. Log in to the API Store.

2. Click the Forum tab or menu to go to the forum where you can initiate conversations and share your opinions
with other users.
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PhoneVerification - 1.0.0

3 admin
ﬂ Rating: Your rating: N/A Applications
ofiafofofl Select Application... E
Version: 1.0.0
Tiers
Status: PUBLISHED Unlimited n
Updated: 04/Sep/2014 13:03:10 PM IST Allows unlimited requests

Overview Documentation APl Console Throttling Info

Create New Topic
Search Forum “

Topic Replies
When do we get the next version of this API? [
By : admin

Invoke an APl using a SOAP Client

You can use any SOAP client to invoke an API. We use the SOAP Ul in this example.

1 See the following topics for a description of the concepts that you need to know when invoking an API:

* Applications
® Throttling
® Access tokens

Create and Publish an APIThe examples here use the PhoneVeri fi cat i on API, which is created in section .

Let's invoke the PhoneVeri fi cati on APl using a SOAP client.

1. Log in to the API Store and click an API that you want to invoke (e.g., PhoneVeri fi cati on).
2. The API's Overview page opens. Select an application, the Bronze tier and subscribe to the API.
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https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-Throttling
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o5 ] 7]

AFls Prototyped APls My Applications

Search API n e

PhoneVerification - 1.0.0

1 admin
Rating: Your rating: N/A ﬁpplica[ions j
DefaultApplication j
Version: 1.0.0
Tiers
Status: PUBLISHED Bronze j
Updated: 14/Aug/2014 14:19:47 PMIST Allows 1 request(s) per minute
Subscribe
\= v,

Overview  Documentation APl Console  Throttling Info Forum

3. Go to the My Subscriptions page and generate a production key to the default application using which you
subscribed to the API.

o o "] : o T
APls Prototyped APls My Applications My Subscriptions Forum Statistics

Subscriptions

Keys are generated per Application which allows to use a single key for multiple APls and subscribe multiple times

Applications With Subscriptions

[Defaulbﬁ.pplicaﬁcn 'rj

Keys - Production +

Access Token Allowed Domains
U9znDo40SYPfzoW1652puHmKahga ALL

& Re-generate QELERREIGHS Seconds
- 3600 Leave empty or filling w
Consumer Key Update
LQuUF3UNGSAIJYoUCTKN8Gz_bWEa Domains
Consumer Secret
VnZ2hCdAOhRbbGspmnCKWIfen08oa

Copy the access token to the clipboard as you need it later to invoke the API.
Download the SOAP Ul installation that suits your operating system from http://www.soapui.org/ and open its

console.
6. In the SOAP Ul, right click on the Projects menu and create a new SOAP project.

ok


http://www.soapui.org/
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daEsvXE

MNew SOAP Project
= Mew REST Project TN
" Mew Generic Project “C{r3EN
Import Project E

Import Packed Project
Import Remote Project

Save All Projects ~S
Open All Closed Projects
Close All Open Projects

Rename Workspace F2
New Workspace

Switch Workspace

Clear Workspace

Online Help F1

7. Give your API's WSDL and click OK. In this case, the WSDL is http://ws.cdyne.com/phoneverify/phoneverify.
a s mx? ws d|
800 New SOAP Project

New SOAP Project @
Creates a WSDL/S0AP based Project in this workspace

Project Name: PhanVerificatian |

Initial WSDL: ttp:/ /ws.cdyne.com/phoneverify/ phnnmrify.asmxhsdl] [ Browse... ]

Create Requests: v Create sample requests for all operations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL

Relative Paths: | | Stores all file paths in project relatively to project file (requires save)

@ E Cancel

8. The WSDL defines two operations. Let's work with CheckPhoneNunber . Double click on Request 1. Then,
add an authorization header to your request by clicking the add sign on the Header tab of the console.



http://ws.cdyne.com/phoneverify/phoneverify.asmx?wsdl
http://ws.cdyne.com/phoneverify/phoneverify.asmx?wsdl
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BIEsCXE
.:: 800 i2 Request 1
&9 Projects :
P =3O i¢ B http:/ /ws.cdyne.com/phoneverify/phoneverify.asmx
v PhoneVerification e e | p:Lf v ’p fvip fy <
= v I PhoneVerﬂ¥503D £ <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsocap.org/soap/envelopa/ *
= v ‘,—_)) CheckPhoneNumber <goapenv:Header/>
= <goapenv:Body>
FH(Request 1 = <quer:CheckPhonelumber>
Py <|--0Optional:-->
» & CheckPhoneNumbers <guer: PhoneNumber>?</quer: Phonelumber>
¥ X PhoneVerifySoap12 <l--Opticnal:-->
- IfY P <guer:Licenseley>?</quer:Licenseley>
» & CheckPhoneNumber </quer:CheckPhoneNumbers
» & CheckPhoneNumbers ES </scapenviBody>
nfg </soapenv:Envelope>
| 800 Add HTTP Header |
H
: &
L ) Specify name of header to add
+_ | % P
== s 4 EuthanzatmED
Header
[ Cancel ] [ OK }
Auth | Headers (0} )| A Head...

BAESCOXE

Projects
v PhoneVerification
v X PhoneVerifySoap
¥ & CheckPhoneNumber

a

Request 1
» 2 CheckPhoneNumbers
¥ X PhoneVerifySoapl2
b & CheckPhoneNumber
F & CheckPhoneNumbers

9. Give the value of the Authorization header as 'Bearer <the access token you copied in step 5>.

8 00

i Request 1
[ N o) O - ] | http://ws.cdyne.com/ phoneverify phoneverify.asmx
<
B <soapenv:Envelope xmlne:socapenv="http://schemas.xmlsocap.org/soap/envelopea/ *
<goapenv:Header/>
= <goapenv:Body>
= <guer:CheckPhoneNumber>
<|--Optional:--=
<guer:PhonelNumber>?</guer: PhonelNumber>
<|--Optional:--=
<guer:LicensekKey>?</guer:Licensekey>
</guer:CheckPhonelNumber>
= </soapenv:Body>
n‘g </soapenv:Envelope>
H
2
t: x:: @
Valup —
uthorization Bearer 881d967418f5686ce8c7ecf5531598b1 ]
Auth |- Headers (1) { Attachments (0)  WS-A  WS-RM M5 Headers JMS Property (0) Head...

10. Add the following values and submit the request:
a. Change the endpoint with the production URL of the API. You can copy the production URL from the
API's Overview tab in the API Store. Append the resources to the end of the URL, if any. The resource
is / CheckPhoneNunber for the PhoneVeri fi cati on API that we use here.

b. In the SOAP request, change the parameters, which are PhoneNumber and LicenseKey. Let's give
any dummy phone number and 0 as the license key
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BARBOXE

: O e ———————— B E ] e ——
Projects ]
- @JFhoneVer'rﬁcalion P = E O it B | http: /sl £ 2 50 ( phoneverify / 1.0.0/CheckPhoneNumber
. & —
= vI Phone\"enfv-‘roan [E <socapenv:Envelope xmlns:scapenv="http://schemas.xmlscap.org/soap/envelope/" ¥
® ¥ 2 CheckPhoneNumber <scapenv:Header/>
= <soapenv:Body>
“ = <guer:CheckPhonelumbers>
- <] -—Optiopals——>
L CheckPhoneNumbers <guer:Phonelumber>123456</guer:Phonelumber>
¥ I PhoneVerifySoap12 ﬂ——%;%onalfi—} e N B
<guer:LicenseKey>0</quer:LicenseKey>

> "(_—” CheckPhoneNumber </guer:CheckPhoneNumber>

» 2 CheckPhoneNumbers </soapenv:Body>
z </soapenv:Envelope>|
&

3
-
% ®
Header Value
|| Authorization Bearer 881d967418f5686ceBc7ecf5531598b1

11. Note the result on the right-hand side panel. As you gave a dummy phone number in this example, you get

the result as invalid.
BRaNERESE S | Search Forum
." 800 & Request 1
27 Projects :
P =i B OO & ™ http://192.168.1.2:8280/ phoneverify/1.0.0/ CheckPhoneNumber x| % +
v PhoneVerification | p:// < /ol fv/ ! |
i ¥ I PhoneVerifySoap O <scapenv:Envelope xmlns:soag * EFscap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/ " xmlns
v > <soapenv:Header/> = <soap:Body>
@ CheckPhoneNumber O  <scapenv:Body> g <CheckPhoneNumberResponse xmlns="http://ws.cdyne.com/PhoneVerify/quer
HARequest 1 5] <guer:CheckPhonelumbe) = <checkPhoneNumberResyulf>
N i ioptionalio>
» & CheckPhoneNumbers <guer:FhoneNumbers: ~BriginalWumber= 1278t 6</0riginalliunber>
w I PhoneVerifySoapl2 <|--Optional:--» <CleanNumber>23456</CleanNumber>
<quer:Licensekey>0¢ <Wireless>false</Wireless>
—*
» & CheckPhoneNumber </quer:CheckPhoneNumbs </CheckPhonaNumberResult>
» 2 CheckPhoneNumbers </soapenv:Body> </CheckPhonelumberResponses
</soapenv:Envelope> </soap:Body>
E </soap:Envelope>
3
L% ®
Header Value
Authorization Bearer 881d96741...

You have invoked an API using a SOAP client.

Configuring the APl Manager

This section covers the following

Customizing the API Store

Configuring Multiple Tenants

Adding Internationalization and Localization

Configuring Single Sign-on with SAML2

Changing the Default Transport

Configuring Caching

Working with Databases

Managing Users and Roles

Configuring User Stores

Directing the Root Context to the API Store

Adding Links to Navigate Between the Store and Publisher
Maintaining Separate Production and Sandbox Gateways
Configuring Transports

Customizing the API Store
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You can customize the API Store in the following ways:
Enabling or disable self signup

Changing the theme

Changing language settings

Setting single login for all apps

Categorizing APIs

Enabling or disable self signup

In a multi-tenanted APl Manager setup, self signup to the API Store is disabled by default to all tenants except the
super tenant. A tenant admin can enable it as follows:

1. Log in to the management console (htt ps: // <Host Nane>: 9443/ car bon) as admin (or tenant admin).
2. Click the Configure -> Users and Roles menu.

(¢| Configure
h‘ Users and Re]es’

SE Features
& Server Roles

Main

3. In the User Management page that opens, click Roles.
User Management

System User Store

& Users

E]
|T5 Roles

Change Password

Change My Password

4. Add a role by the name subscriber (or any other name you prefer) and the following permissions:
® Login
® Manage > API > Subscribe

Add Role

Step 1 : Enter role details

Enter role details

Domain | PRIMARY % |

EOIE Mame* |5ubscriber| ]

\Next >| |Finish| |Cancel |

5. Go to the Resources -> Browse menu.
6. Load / _systent gover nance/ api ngt / appl i cati ondat a/ si gn- up- confi g resource in the registry
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br ows er u I
: ()
Identity Browse
=) |dentity Providers
Root
© Add & /
_ 1S List Location: [
2 )
= " e vew TR
= [E] Applications @
g 5= List B vy
£ € Add = @_svstem
=
& Web Applications T config
AX-WS/JAX-RS
ﬁ" & B I'?Jgt:\.rerl-len'u':e
Jaggery 5

- =
§ @_. OAuth E]@aplmgt
w| F& Service Bus =l @applicatinndata
= .
= &% Sequences ©api-docs
=
o ‘2 Source View
E 2 1ij-";:lrt:m.ricler

'EE} Shutdown /Restart

sign—up—mnfig.xrﬂ

Resources @) DL}‘

= ‘Ziers.xml

& Search 2 workflow-extensions.xml

7. Do the following changes in the signup configuration and save.
¢ Set <Enabl eSi gnup>totrue
® Set <Rol eNanme> to subscri ber and <l sExt er nal Rol e>to true. Note that you should have the
subscriber role created at this point.
® Set <Adm nUser Nane> and password to the tenant admin's username and password.

<Sel f Si gnUp>

<Enabl eSi gnup>t r ue</ Enabl eSi gnup>

<l-- user storage to store users -->

<Si gnUpDonmai n>PRI MARY</ Si gnUpDonai n>

<!-- Tenant admin information. (for clustered setup credentials for
Aut hManager) -->

<Adm nUser Nane>xxxx</ Adm nUser Nane>

<Adm nPasswor d>xxxx</ Adm nPasswor d>

<I-- List of roles for the tenant user -->
<Si gnUpRol es>
<Si gnUpRol e>

<Rol eNanme>subscri ber </ Rol eNane>
<l sExt er nal Rol e>t rue</ | sExt er nal Rol e>
</ Si gnUpRol e>
</ Si gnUpRol es>
</ Sel f Si gnUp>

8. Open the API Store (htt ps: // <Host Nane>: 9443/ st ore.)
9. Note the Sign-up link that appears in the top, right-hand corner of the window.
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of o i ® o) )
wso2 [AP] srore APls  Prototypad APls My Applications My Subscriptions ~ Forum  Statistics

Recently Added Sign - Up for a New Account

PhoneVerification-1.0.0
admin Username:™

Password:*

Re-type Password:"
Last Name: *
First Name: *

Email: *

OMore Details

10. To disable the self signup capability, navigate to/ _syst eml gover nance/ api ngt/ appl i cati ondat a/ si
gh- up- confi g. xm in the registry again and set the <Sel f Si gnUp><Enabl eSi gnhup> element to false.

@ Tip:To engage your-own signup-process, see Adding-a User Signup-Workflow.
Changing the theme

See Adding a new API Store Theme.
Changing language settings
To change the language of the API Store, see Adding Internationalization and Localization.

Setting single login for all apps

Single sign-on (SSO) allows users who are logged in to one application to automatically log in to multiple other
applications using the same credentials. They do not have to repeatedly authenticate themselves. To configure, see
Configuring Single Sign-on with SAML2.

Categorizing APIs

API providers add tags to APIs when designing them using the API Publisher. Tags allow API providers to
categorise APIs that have similar attributes. Once a tagged API gets published to the API Store, its tags appear as
clickable links to the API consumers, who can use them to quickly jump to a category of interest.

ou live video EoIqE\MINISI0IEY search finance
I
ube '.'OIJ[1I|'|D entertainment f| m n(| twatter

—] =<

If you want to see the APIs grouped according to different topics in the API Store, do the following:

1. Goto <API M HOVE>/ r eposi t ory/ depl oynment / server/j agger yapps/ st ore/ site/ conf directory,
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open the si t e. j son file and set the t agW seMbde attribute as true.

2. Go to the API Publisher and add tags with the suffix "-group" to APIs (e.g., Workflow APIs-group, Integration
APIs-group, Quote APIs-group.)

3. Restart the server.

After you publish the APIs, you see the APIs listed under their groups. You can click on a group to check what the
APIs are inside it.

o ] % o T

Prototyped APIs My Applications My Subscriptions Forum Statistics

Search AP
SEdrch Ar i ]

(APIs groups]

Integration APIs Invoice APIs Quote APIs Workflow APIs
Lorem ipsum dolor Lorem ipsum dolor Lorem ipsum dolor Lorem ipsum dolor
sit amet, sit amet, sit amet. sit amet,
consectetur consectetur consectetur consectetur
adipiscing elit. adipiscing elit. adipiscing elit. adipiscing elit.
L J " L J

Configuring Multiple Tenants

The goal of multitenancy is to maximize resource sharing by allowing multiple users (tenants) to log in and use a
single sever/cluster at the same time, in a tenant-isolated manner. That is, each user is given the experience of
using his/her own server, rather than a shared environment. Multitenancy ensures optimal performance of the
system's resources such as memory and hardware and also secures each tenant's personal data.

You can register tenant domains using the Management Console of WSO2 products.

This section covers the following topics:
® Multi Tenant Architecture
® Managing Tenants
® Tenant-Aware Load Balancing using WSO2 ELB

Multi Tenant Architecture

The multi tenant architecture of WSO2 products allows you to deploy Web applications, Web services, ESB
mediators, mashups etc. in an environment that supports the following:

® Tenant isolation: Each tenant has its own domain, which the other tenants cannot access.

® Data isolation: Each tenant can manage its data securely, in an isolated manner.

® Execution isolation: Each tenant can carry out business processes and workflows independent of the other
tenants. No action of a tenant is triggered or inhibited by another tenant.

* Performance Isolation: No tenant has an impact on the performance of another tenant.
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Architecture

The super tenant is the complete server space of a WSO2 product instance. Separate spaces within this server
space are allocated to individual tenants.

The super tenant as well as each individual tenant has its own configuration and context module.

Each tenant has its own security domain. A domain has a set of users, and permissions for those users to access
resources. Thus, a tenant is restricted by the users and permissions of the domain assigned to it. The artifact
repositories of the tenants are separated from each other.

"‘\\

Super Tenant

Users
— e =
Data A Data /A
Permissions
\ Tenant 1 Tenant 2 _./
e e =)
ermissions
- _d
An individual tenant can carry out the following activities within the boundaries of its own configuration and context
module:
® Deploying artifacts
* Applying security
® User management
® Data management
® Request throttling
[ ]

Response caching

WSO2 Carbon provides a number of Admin services which have special privileges to manage the server. These
admin services are deployed in the super tenant. Other tenants can make use of these admin services to manage
their deployment. The admin services operate in a tenant aware fashion. Thus, privileges and restrictions that apply
to any client using an admin service are taken into account.

Resource sharing
WSO2 Carbon supports the following methods for sharing resources among tenants:

®* Private Jet mode: This method allows the load of a tenant ID to be deployed in a single tenant mode. A
single tenant is allocated an entire service cluster. The purpose of this approach is to allow special privileges
(such as priority processing and improved performance) to a tenant.

® Separation at hardware level: This method allows different tenants to share a common set of resources, but
each tenant has to run its own operating system. This approach helps to achieve a high level of isolation, but
it also incurs a high overhead cost.

® Separation at JVM level: This method allows tenants to share the same operating system. This is done by
enabling each tenant to run a separate JVM instance in the operating system.

® Native multitenancy: This method involves allowing all the tenants to share a single JVM instance. This
method minimises the overhead cost.



Lazy loading

Lazy loading is a design pattern used specifically in cloud deployments to prolong the initialization of an object or

artifact until it is requested by a tenant or an internal process.
Tenants

Lazy loading of tenants is a feature that is built into all WSO2 products. This feature ensures that all the tenants are
not loaded at the time the server starts in an environment with multiple tenants. Instead, they are loaded only when
a request is made to a particular tenant. If a tenant is not utilized for a certain period of time (30 minutes by default),
it will be unloaded from the memory.

You can change the default time period allowed for tenant inactiveness by adding - Dt enant . i dl e. ti ne=<ti ne_
i n_m nut es> java property to the startup scrip of the product (./ wso2ser ver . sh file for Linux and wso2ser ver.
bat for Windows) as shown below.

JAVA_OPTS \
-Dtenant.idle.tine=30 \

Artifacts

Lazy loading of artifacts is a feature that is used by some WSO2 products, which can be enabled via the Carbon
server configuration file ( car bon. xm ). The deployer that handles lazy loading of artifacts is called the Ghost Dep
| oyer . A flag to enable or disable the Ghost Depl oyer is shown below. This is set to f al se by default because
the Ghost Depl oyer works only with the HTTP/S transports. Therefore, if other transports are used, the Ghost
Depl oyer does not have to be enabled.

<Chost Depl oynent >

<Enabl ed>f al se</ Enabl ed>

<Parti al Updat e>f al se</ Parti al Updat e>
</ Ghost Depl oynent >

When a stand-alone WSO2 product instance is started with lazy loading enabled, its services, applications and other
artifacts are not deployed immediately. They are first loaded in the Ghost form and the actual artifact is deployed
only when a request for the artifact is made. In addition, if an artifact has not been utilized for a certain period of
time, it will be unloaded from the memory.

When lazy loading of artifacts is enabled for PaaS deployments, lazy loading applies both for tenants as well as a
tenant artifacts. As a result, lazy loading is applicable on both levels for a tenant in a cloud environment. Therefore,
the associated performance improvements and resource utilization efficiencies are optimal.

Restrictions

The following restrictions are imposed to ensure that each individual tenant has the required level of isolation and
maintains fine grained security control over its own services without affecting the other tenants.

® Only the super tenant can modify its own configuration. In addition, it can add, view and delete tenants.

®* When a tenant logs into the system, it can only access artifacts deployed under its own configuration. One
tenant cannot manipulate the code of another tenant.

® The super admin or tenant admin can add user stores to their own domain. Dynamic configurations are
possible only for secondary user stores and the primary user store is not configurable at run time. This is
because primary user stores are available for all tenants and allowing changes to the configuration at run
time can lead to instability of the system. Therefore, the primary user store is treated as a static property in
the implementation and it should be configured prior to run time.

® Atenant's code cannot invoke sensitive server side functionality. This is achieved via Java security.

® Tenants share the transports provided by the system. They are not allowed to create their own transports.

Request dispatching



This section describes how the multi tenancy architecture described above works in a request dispatching scenario.

When a Carbon server receives a request, the message is first received by the handlers and dispatchers defined for
the server configuration (i.e. super tenant). The server configuration may include handlers that implement cross
tenant policies and Service Level Agreement (SLA) management. For example, a priority based dispatcher can be
applied at this stage to offer differentiated qualities of service to different clients. Once the relevant handlers and
dispatchers are applied, the request is sent to the tenant to which it is addressed. Then the message dispatchers
and handlers specific to that tenant will be applied. See Viewing Handlers in Message Flows for further information
on message handlers and dispatchers.

The following example further illustrates how message dispatching is carried out in a multi tenant server.

For example, two tenants named foo.com and bar.com may deploy a service named MyService. When this service
is hosted on the two tenants, they would have the following URLSs.

http://example.com t/foo.con/services/ MyService
http://exanpl e.com t/bar.com servi ces/ MyServi ce

The name of the tenant in the URL allows the tenant to be identified when the Carbon server receives a message
which is addressed to a specific client. Alternatively, you may configure a CNAME record in DNS (Domain Name
System) as an alias for this information.

If a request is addressed to the MySer vi ce service hosted by f 00. com the message handlers and dispatchers of
the super tenant will be applied and the tenant f 00. comwill be identified by the tenant name in the URL. Then the
request will be sent to f 00. comwhere it will be processed.

Scaling

The multi tenancy architecture described above mainly refers to a scenario where a single instance of a Carbon
server acts as a single multi tenant node. In a situation where a very high load of requests are handles, you may
need multiple multi tenant nodes. In order to operate with multiple multi tenant nodes, you need load balancing. The
load balancer you use also needs to be tenant-aware. See Tenant Aware Load Balancing Using the WSO2 Elastic
Load Balancer for further information.

Managing Tenants

You can add a new tenant in the management console and then view it by following the procedure below. In order to
add a new tenant, you should be logged in as a super user.
1. Click Add New Tenant in the Configure tab of your product's management console.

ﬁE‘ Multitenancy

[&) Add New Tenarﬂ

= View Tenants

2. Enter the tenant information in Register A New Organization screen as follows, and click Save.

Parameter Description

Name

Domain The domain name for the organization, which should be unique (e.g., abc.com). This is used
as a unique identifier for your domain. You can use it to log into the admin console to be
redirected to your specific tenant. The domain is also used in URLSs to distinguish one tenant
from another.

Select The usage plan defines limitations (such as number of users, bandwidth etc.) for the tenant.

Usage

Plan for

Tenant


http://example.com/t/foo.com/services/MyService
http://example.com/t/bar.com/services/MyService
https://docs.wso2.com/display/shared/Tenant-aware+Load+Balancing+Using+the+WSO2+Elastic+Load+Balancer
https://docs.wso2.com/display/shared/Tenant-aware+Load+Balancing+Using+the+WSO2+Elastic+Load+Balancer
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First The name of the tenant admin.

Name/Las

t Name

Admin The login username of the tenant admin. The username always ends with the domain name
Username (e.g., admin@abc.com)

Admin The password used to log in using the admin username specified.
Password

Admin Repeat the password to confirm.

Password

(Repeat)

Email The email address of the admin.

3. After saving, the newly added tenant appears in the Tenants List page as shown below. Click View Tenants
in the Configure tab of the management console to see information of all the tenants that currently exist in
the system. If you want to view only tenants of a specific domain, enter the domain name in the Enter the
Tenant Domain parameter and click Find.

Enter the Tenant Domain Find

Tenants List

Damain Email Created Date Active Egit

wsoZ.com frankie.avalon@gmail.com 2014/11/17 12:03:06 el Edit

abc.com dean.martin@gmail.com 2014711717 13:43:46 ] Edit

When you create multiple tenants in an APl Manager deployment, the API Stores of each tenant are displayed in a
muti-tenanted view for all users to browse and permitted users to subscribe to as shown below:

1. Access the API Store URL (by default, ht t ps: / /| ocal host : 9443/ st or e ) using a Web browser. You
see the storefronts of all the registered tenant domains listed there. For example,

API Stores available on this server

domaini.com domain2.com carbon.super

Visit Store Visit Store Visit Store

This is called the public store. Each icon here is linked to the API Store of a registered tenant, including the
super tenant, which is car bon. super . That is, the super tenant is also considered a tenant.

2. Click the Visit Store link associated with a given store to open it.

3. Anonymous users can browse all stores and all public APIs that are published to them. However, in order to
subscribe to an API, the user must log in.

For example, if you are a user in the domai nl. comtenant domain,
® You can access the public store ( htt ps://| ocal host: 9443/ store), gotothe domai nl.com
store, log in to it and subscribe to its APIs.
® You can also browse the other tenant stores listed in the public store. But, within other tenant stores,
you can only subscribe to the APIs to which your tenant domain is permitted to subscribe to. At the


https://localhost:9443/store
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time an API is created, the API creator can specify which tenants are allowed to subscribe to the API .
For information, see API Subscriptions.
Tenant-Aware Load Balancing using WSO2 ELB
Tenant partitioning is required in a clustered deployment to be able to scale to large numbers of tenants. There can
be multiple clusters for a single service and each cluster would have a subset of tenants as illustrated in the diagram

below. In such situations, the load balancers need to be tenant aware in order to route the requests to the required
tenant clusters. They also need to be service aware since it is the service clusters which are partitioned according to

the clients.

The following example further illustrates how this is achieved in WSO2 Elastic Load Balancer (ELB).

Elastic Load Balancer
/

Tenant ID = 22 Tenant ID = 115
ESB ESB Tenant ID = 110
AS

ESB Clusters Tenant ID = 22

A request sent to a load balancer has the following host header to identify the cluster domain:
https://appserver. cloud-test. wso2.conf carbon. asl. domai n/ carbon/adm n/l ogin.jsp

In this URL:

® appserver. cl oud-test.wso02. comis the service domain which allows the load balancer to identify the

service.
® carbon. asl. domai n. comis the tenant domain which allows the load balancer to identify the tenant.

Services are configured with their cluster domains and tenant ranges in the in ELB_HOVE/ r eposi t ory/ conf /| oa
dbal ancer. conf file. These cluster domains and tenant ranges are picked by the load balancer when it loads.

The following is a sample configuration of the loadbalancer.conf file.
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appserver {
# multiple hosts should be separated by a conma.
hosts appserver. cl oud-test.wso02. com

domai ns {
car bon. asl. domai n {
tenant _range 1-100;

}

carbon. as2. domai n {
tenant _range 101- 200

}
}
}

In the above configuration, there is a host address which maps to the application server service. If required, you can
enter multiple host addresses separated by commas.

There are two cluster domains defined in the configuration. The cluster domain named car bon. as1. domai n is
used to load the range of tenants with IDs 1-100. The other cluster domain named car bon. as2. domai n is used to
load the tenants with IDs 101-200.

If the tenant ID of abc. comis 22, the request will be directed to the Car bon. AS1. donai n cluster.

Adding Internationalization and Localization

The APl Manager comes with two Web interfaces as APl Publisher and API Store. The following steps show an
example of how to localize the API Publisher Ul. Same instructions apply to localize the API Store.

Changing the browser settings

1. Follow the instructions in your Web browser's user guide and set the browser's language to a preferred one.
For example, in Google Chrome, you set the language using the Settings -> Show advanced settings ->
Languages menu.

2. Set the browser's encoding type to UTF-8.

Introduction to resource files

3. Goto <AM HOVE>/ r eposi t ory/ depl oynent / server/j agger yapps/ publ i sher directory where <AM_
HOVE> is the APl Manager distribution's home.
4. There are two types of resource files used to define localization strings in the APl Manager.
® The resource file used to store the strings defined in .jag files according to browser locale (For
example, | ocal e_en. json)islocatedin. ../ publisher/site/conf/local es/jaggery folder.
® The resource file il8nResources.json, which is used to store strings defined in client-side javascript
files such as pop-up messages when a Ul event is triggered, is located in
...Ipublisher/site/conf/localesljs folder.

For example,

n

To implement localization support for jaggery, we use its in-built script module 'i18n'. For more information,
refer to http://jaggeryjs.org/apidocs/i18n.jag.


http://jaggeryjs.org/apidocs/i18n.jag

Localizing strings in Jaggery files
5. To localize the API publisher to Spanish, first localize the strings defined in jaggery files. Create a new file by
the name locale_{lolcaleCode}.json inside ...publisher/site/conf/locales/jaggery folder. For example, if
the language set in the browser is Spanish, the locale code is es and the file name should be locale_es.json.
6. Add the key-value pairs to locale_es.json file. For an example on adding key value pairs, refer to locale_en.j
son file in ...publisher/site/conf/locales/jaggery folder. It is the default resource file for jaggery.

In addition, a section of a sample locale_es.json file is shown below for your reference.

{
"name" : "Nombre" ,
"context" : "Contexto" ,
"version" : "Version" ,
"description” : "Descripcion® ,
"wisibility" : "Visibilidad" ,
"thumbnail" : "Ufa del pulgar" ,
"endpoint" : "Produccion URL" ,
"sandbox" : "Cajon de arena URL" ,

Localizing strings in client-side Javascript files

7. To localize the javascript Ul messages, navigate to publisher/site/conf/locales/js folder and update i18nReso
urces.json file with relevant values for the key strings.

8. Once done, open the API Publisher web application in your browser (htt ps: // <Your Host Nane>: 9443/ p
ubl i sher).

9. Note that the Ul is now changed to Spanish.

Configuring Single Sign-on with SAML2

Single sign-on (SSO) allows users, who are authenticated against one application, gain access to multiple other
related applications as well without having to repeatedly authenticate themselves. It also allows the Web
applications gain access to a set of back-end services with the logged-in user's access rights, and the back-end
services can authorize the user based on different claims like user role.

WSO02 API Manager includes Single Sign-On with SAML 2.0 feature, which is implemented according to the SAML
2.0 Web browser-based SSO support that is facilitated by WSOZ2 Identity Server (IS). This feature is available in any
IS version from 4.1.0 onwards. We use IS 5.0.0 in this guide. WSO2 Identity Server acts as an identity service
provider of systems enabled with single sign-on, while the Web applications such as APl Manager apps act as SSO
service providers. Using this feature, you can configure SSO across the two APl Manager Web applications, which
are API Publisher and API Store as well as other Web applications in your organization. After configuring, you will be
able to access API Store or APl Publisher in a single authentication attempt.

{D To learn more about Single Sign-On with WSO2 Identity Server, refer the following article on WSO2 library:
http://wso2.org/library/articles/2010/07/saml|2-web-browser-based-sso-wso2-identity-server

The topics below explain the configurations:
® Sharing the user store
® Sharing the registry space
® Configuring WSO2 Identity Server as a SAML 2.0 SSO Identity Provider
® Configuring WSO2 API Manager apps as SAML 2.0 SSO service providers

Sharing the user store

First, point both WSO2 IS and WSO2 API Manager to a single user store using the instructions given in section Conf
iguring User Stores. You do this to make sure that a user who tries to log in to the APl Manager console, the API
Store or the Publisher is authorized . When a user tries to log in to either of the three applications, s/he is redirected
to the configured identity provider (WSO2 IS in this case) where s/he provides the login credentials to be
authenticated. In addition to this, the user should also be authorized by the system as some user roles do not have
permission to perform certain actions. For the purpose of authorization, the IS and APl Manager need to have a
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shared user store and user management database (by default, this is the H2 database in the <API M_HOVE>/ r epos
itory/conf/user-ngt.xm file) where the user's role and permissions are stored.

For example, let's take a common JDBC user store (MySQL) for both IS and APl Manager.

1. Create a MySQL database (e.g., 410_um_db) and run the <AM HOME>/ dbscri pt s/ nysql . sql script on it

to create the required tables.
If you are using a different database type, find the relevant script from the <AM HOVE>/ dbscri pt s directory

2. Open <AM HOVE>/r eposi tory/ conf/ dat asour ces/ nmast er - dat asour ces. xnl file and add the
datasource configuration for the database that you use for the shared user store and user management
information. For example,

<dat asour ce>
<name>WsQ2_UM DB</ nane>
<descri ption>The datasource used for registry and user nanager</description>
<j ndi Confi g>
<nane>j dbc/ WSQ2UVDB</ nane>
</ j ndi Confi g>
<definition type="RDBM5">
<configuration>
<url >j dbc: nmysql : / /1 ocal host: 3306/ 410_um db</url >
<user nanme>user nanme</ user nane>
<passwor d>passwor d</ passwor d>
<driver C assName>com nysql . j dbc. Dri ver</driver Cl assNane>
<maxAct i ve>50</ maxAct i ve>
<maxWi t >60000</ max Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

3. Add the same datasource configuration above to <I S HOVE>/ r eposi t or y/ conf/ dat asour ces/ mast er
- dat asour ces. xnl file.

4. Copy the database driver JAR file to the <I S_HOVE>/r eposi t ory/ conponent s/l i b and <AM HOVE>/r
eposi tory/ conponent s/ | i b directories.

5. Open <AM HOVE>/r eposi tory/ conf/user-ngt. xml file. The dat aSource property points to the
default H2 database. Change it to the jndiConfig name given above (i.e., j dbc/ WSO2UMDB). This changes
the datasource reference that is pointing to the default H2 database.

<Real >
<Confi gurati on>

<Property nanme="dat aSour ce">j dbc/ WsO2UVDB</ Pr operty>
</ Confi guration>

</ Real n»>

6. Add the same configuration above to the <I S _ HOVE>/ r eposi t ory/ conf/ user-ngt . xml file.

7. The ldentity Server has an embedded LDAP user store by default. As this is enabled by default, follow the
instructions in Internal JDBC User Store Configuration to disable the default LDAP and enable the JDBC user
store instead.
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Sharing the registry space

In a multi-tenanted environment, by default, the Identity Server uses the key store of the super tenant to sign SAML
responses. The API Store and Publishers are already registered as SPs in the super tenant. However, if you want
the Identity Server to use the registry key store of the tenant that the user belongs to, you can create a common
registry database and mount it on both the IS and the APIM.

1. Create a MySQL database (e.g., registry) and run the <I S_HOVE>/ dbscri pt s/ nysql . sql script on it to
create the required tables.
If you are using a different database type, find the relevant script from the <I S_HOVE>/ dbscr i pt s directory.
2. Add the following datasource configuration to both the <I S_HOVE>/ r eposi t ory/ conf/ dat asour ces/ nma
st er- dat asour ces. xm and <AM HOVE>/ r eposi t ory/ conf/ dat asour ces/ mast er - dat asour ces
.xm files.

<dat asour ce>
<name>WSO2REG_DB</ nane>
<descri pti on>The datasource used for registry</description>
<j ndi Confi g>
<nane>j dbc/ WBO2REG_DB</ nane>
</ j ndi Confi g>
<definition type="RDBM">
<configuration>

<ur| >j dbc: nysql : //1 ocal host: 3306/ r egi stry?aut oReconnect =t r ue&anp; r el axAut oConmi t =
true&anp; </ url >
<user nane>api user </ user nane>
<passwor d>api nanager </ passwor d>
<driver C assNane>com nysql . j dbc. Dri ver</driver C assNanme>
<maxAct i ve>50</ maxAct i ve>
<maxWi t >60000</ max\Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ confi guration>
</definition>
</ dat asour ce>

3. Create the registry mounts by inserting the following sections into the <I S_HOVE>/repository/conf/re
gi stry.xm file.

@ When doing this change, do not replace the existing <dbConfi g> for " wso2regi stry ". Simply
add the following configuration to the existing configurations.
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<dbConfi g nane="govregistry">
<dat aSour ce>j dbc/ WBO2REG_DB</ dat aSour ce>
</ dbConfi g>

<renot el nstance url="https://|ocal host">
<i d>gov</id>
<dbConf i g>govr egi st ry</ dbConfi g>
<readOnl y>f al se</readOnl y>
<enabl eCache>t r ue</ enabl eCache>
<r egi st ryRoot >/ </ r egi st ryRoot >
</ renot el nst ance>

<nmount pat h="/_systenm governance" overwite="true">
<i nst ancel d>gov</i nst ancel d>
<t ar get Pat h>/ _syst em gover nance</t ar get Pat h>
</ mount >

<mount path="/_system config" overwite="true">
<i nst ancel d>gov</i nst ancel d>
<t ar get Pat h>/ _syst eni confi g</t ar get Pat h>
</ nount >

4. Repeat the above step inthe <AM HOVE>/ r eposi tory/ conf/regi stry. xm file as well.
Next, let us look at the SSO configurations.

Configuring WSO2 Identity Server as a SAML 2.0 SSO Identity Provider

1. Start the IS server and log in to its Management Console Ul ( htt ps:/ /| ocal host : 9443/ car bon) .

If you use login pages that are hosted externally to log in to the Identity Server, give the absolute
URLs of those login pages in the aut henti cat ors. xm and appl i cati on-aut henti cators. x
m filesinthe <IS HOVE>/repository/conf/security directory.

2. Select Add under Service Providers menu.

41 service Providers
55 List

3. Give a service provider name and click Register.
Add Service Provider

Basic Information

; : o
Service Provider Name: |API_Manager

@ A unigue name for the service provider

Description: | //J

@ A meaningful description about the service provider

Register |

| (%) In a multi tenanted environment, for all tenants to be able to log in to the APIM Web applications, |


https://localhost:9443/carbon
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do the following:

® Click the SaaS Application option that appears after registering the service provider.

Basic Information

Service Provider Name:™ P'F' Manager

@ A unigue name for the service provider

Description:

@ a meaningful description abouwt the senvice provider

E Saas Applicatica

If not, only users in the current tenant domain (the one you are defining the service provider in)
will be allowed to log in to the Web application and you have to register new service providers
for all Web applications (API Store and API Publisher in this case) from each tenant space
separately. For example, let's say you have three tenants as TA, TB and TC and you register
the service provider in TA only. If you tick the SaaS Application option, all users in TA, TB,
TC tenant domains will be able to log in. Else, only users in TA will be able to log in.

® Add the following inside the <SSCSer vi ce> element in the <I S_ HOMVE>/ r eposi t or y/ conf
[identity.xm file and restart the server.

<SSCser vi ce>

<UseAut hent i cat edUser Donmai nCr ypt o>t r ue</ UseAut hent i cat edUser Donai nCry
pt o>

</ SSCSer vi ce>

If not, you get an exception as SAML response signature verification fails.

® Because the servers in a multi-tenanted environment interact with all tenants, all nodes should
share the same user store. Therefore, make sure you have a shared registry (JDBC mount,
WSO02 Governance Registry etc.) instance across all nodes.

4. You are navigated to the detailed configuration page. Expand SAML2 Web SSO Configuration inside the In
bound Authentication Configuration section.
5. Provide the configurations to register the APl Publisher as the SSO service provider. These sample values
may change depending in your configuration.
® |ssuer: API_PUBLISHER
® Assertion Consumer URL : https://localhost:9443/publisher/jagg/jaggery_acs.jag. Change the IP
and port accordingly. This is the URL for the acs page in your running publisher app.
® Select the following options:
® Use fully qualified username in the NamelD
®* Enable Response Signing
® Enable Assertion Signing
® Enable Single Logout
® Click Register once done.

For example
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Register New Service Provider

New Service Provider

Issuer * | API_PUBLISHER

I 1
Assertion Consumer URL ™ localhost: 9443 fpublisher/jagg/jaggery_acs.jag
NamelD format I urn:oasis:names:tc:SAML: 1.1 nameid-format.e I

# Use fully qualified username in the NamelD

| Define Claim Uri for NamelD

| hitp://wso2.org/claims/otherphone

[Q Enable Response Signing
™ Enable Assertion Signing
| Enable Signature Validation in Authentication Requests and Logout Requests
Certificate Alias wso2carbon.cert
| Enable Assertion Encryption
Certificate Alias wso2carbon.cern

# Enable Single Logout

Custom Logout URL

1 Fnahle Artrihute Profila

6. Similarly, provide the configurations to register the API Store as the SSO service provider. These sample
values may change depending in your configuration.
® |ssuer: API_STORE
® Assertion Consumer URL : https://localhost:9443/store/jagg/jaggery_acs.jag. Change the IP and
port accordingly. This is the URL for the acs page in your running store app.
® Select the following options:
® Use fully qualified username in the NamelD
®* Enable Response Signing
® Enable Assertion Signing
® Enable Single Logout
¢ Click Register once done.
7. Make sure that the <r esponseSi gni ngEnabl ed> element is set to t r ue in both the following files:
® <AM HOVE>/r eposi t ory/ depl oynment/server/jaggeryapps/ publisher/site/conf/site
.json
® <AM HOVE>/r eposi t ory/ depl oynent/server/jaggeryapps/store/site/conf/site.jso
n

Configuring WSO2 APl Manager apps as SAML 2.0 SSO service providers

1. Open <AM Home>/r eposi t ory/ depl oynent/ server/jaggeryapps/ publisher/site/conf/site
. ] son and modify the following configurations found under ssoConfiguration.

® enabled: Set this value to true to enable SSO in the application

® jssuer: API_PUBLISHER. This value can change depending on the Issuer value defined in WSO2 IS
SSO configuration above.

® identityProviderURL: https://localhost:9444/samlisso. Change the IP and port accordingly. This is the
redirecting SSO URL in your running WSO2 IS server instance.

® keyStoreName: The keystore of the running IDP. As you use a remote instance of WSO2 IS here, you
can import the public certificate of the IS keystore to the APIM and then point to the APIM keystore.
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The default keystore of the APIM is <API M_HOVE>/ r eposi t ory/ resour ces/ securi ty/ wso2car
bon. j ks. Be sure to give the full path of the keystore here.
® keyStorePassword: Password for the above keystore

® identityAlias: wso2carbon
2. Similarly, configure the API Store with SSO. The only difference in API Store SSO configurations is setting A

Pl_STORE as the issuer.
3. Reduce the priority of the SAML2SSQAut hent i cat or configuration in the <API M_HOVE>/ r eposi tory/ co

nf/security/authenticators.xnl file.

You do this as a workaround for a known issue that will be fixed in a future release. The SAML2SSQAut hent
i cat or handler does not process only SAML authentication requests at the moment. If you set its priority
higher than that of the Basi cAut hent i cat or handler, the SAML2SSOAut hent i cat or tries to process the
basic authentication requests as well. This causes login issues in the API Publisher/Store.

<Aut henti cat or nanme="SAM_2SSQAut henti cator" di sabl ed="fal se">
<Priority>0</Priority>

</ Aut hent i cat or >

4. Access the API Publisher: https://localhost:<Port number>/publisher (e.g., https://localhost:9443/publisher).
Observe the request redirect to WSO2 IS SAML2.0 based SSO login page. For example,

SAML 2.0 based Single Sign-On

Please enter your credentials to sign in to WS02 Identity Server SAML S50

User Name |
Password |

Signin

5. Enter user credentials. If the user authentication is successful against WSO2 IS, it will redirect to the API
Publisher Web application with the user already authenticated.

6. Access the API Store application, click its Login link (top, right-hand corner) and verify that the same user is
already authenticated in API Store.

1 Even with SSO enabled, if the user doesn't have sufficient privileges to access API Publisher/Store or any
other application, s/he will not be authorized to access them.

{D The steps above explain how to configure SSO between the API Publisher and Store Jagger applications,
using WSQO2 IS as the IDP. If there are many WSO2 products in your environment, you can configure SSO
for the management consoles of those products by changing the SAML2SSQAut hent i cat or configuration
in the <API M_HOVE>/ r eposi t ory/ conf/ security/ aut henti cators. xm file as follows:

® Setdi sabl ed attributes in <Aut hent i cat or > elementto f al se
® ServiceProviderl D: Inthis example, it is the issuer name of the service provider created in step

1
® | dentityProvider SSCServi ceURL : In this example, it is the Identity Server port
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<Aut henti cat or nanme="SAM_2SSQAut henti cator" di sabl ed="fal se">
<Priority>10</Priority>
<Confi g>
<Par anet er
nane="Logi nPage" >/ car bon/ adm n/ | ogi n. j sp</ Par anet er >
<Par anet er name="Servi ceProvi der| D'>car bonserver 1</ Par anet er >
<Par anet er
nanme="1denti tyProvi der SSOCSer vi ceURL" >htt ps:/ /| ocal host: 9444/ sam sso&l t;/ Pa
ranet er >
<Par anet er
name="Nanel DPol i cyFor mat " >ur n: oasi s: nanmes: tc: SAM.: 1. 1: nanei d- f or nat : unspec
i fied</Paraneter>
</ Confi g>

Make sure the <pri orit y> of the SAML2SSQAuUt hent i cat or is less than that of the Basi cAut he
nti cat or handler. See here for more information.

Changing the Default Transport

APIs are synapse configurations in the back-end and APl Manager accesses them using HTTP-NIO transport by
default. You can switch to a different transport such as PassThrough. To change the default transport of API
Manager, go to <API M_HOVE>/ r eposi t ory/ conf / axi s2 folder and rename axi s2. xm _PT file to axi s2. xnm .
Similarly, you can switch back to NHTTP by simply renaming axi s2. xm _NHTTP file to axi s2. xm .

The following topics explain HTTP-NIO and PassThrough transports:
® HTTP-NIO transport
® HTTP PassThrough transport

HTTP-NIO transport

HTTP-NIO transport is a module of the Apache Synapse project. Apache Synapse as well as WSO2 APIM ship the
HTTP-NIO transport as the default HTTP transport implementation. The two classes that implement the receiver and
sender APIs are or g. apache. synapse. transport. nhttp. H t pCoreNl OLi st ener and or g. apache. syna
pse.transport.nhttp. H t pCor eNl CSender respectively. These classes are available in the JAR file named s
ynapse-nhttp-transport.jar. This non-blocking transport implementation improves performance. The
transport implementation is based on Apache HTTP Core - NIO and uses a configurable pool of non-blocking worker
threads to grab incoming HTTP messages off the wire.

Transport receiver parameters

(i) In transport parameter tables, literals displayed in italic mode under the "Possible Values" column should be
considered as fixed literal constant values. Those values can be directly put in transport configurations.

Parameter Description Requried Possible Values Default
Name Value
port The port on which this transport No A positive integer less than 8280
receiver should listen for incoming 65535
messages.
non-blocking Setting this parameter to true is Yes true

vital for reliable messaging and a
number of other scenarios to work

properly.
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bind-address The address of the interface to No A host name or an IP address 127.0.0.1
which the transport listener should
bind.

hostname The host name of the server to be No A host name or an IP address localhost

displayed in service EPRs,
WSDLs etc. This parameter takes
effect only when the
WSDLEPRPrefix parameter is not

set.

WSDLEPRPrefix = A URL prefix which will be added No A URL of the form
to all service EPRs and EPRs in <protocol>://<hostname>:<port>/
WSDLs etc.

Transport sender parameters

Parameter Name Description Requried Possible Default
Values Value
http.proxyHost If the outgoing messages should be sent through No A host name or
an HTTP proxy server, use this parameter to an IP address
specify the target proxy.
http.proxyPort The port through which the target proxy accepts No A positive
HTTP traffic. integer less than
65535
http.nonProxyHosts = The list of hosts to which the HTTP traffic should No A list of host
be sent directly without going through the proxy. names or |IP
addresses

separated by '|'

non-blocking Setting this parameter to true is vital for reliable Yes true
messaging and a number of other scenarios to
work properly.

HTTP PassThrough transport

HTTP PassThrough Transport is the default, non-blocking HTTP transport implementation based on HTTP Core
NIO and is specially designed for streaming messages. It is similar to the old message relay transport, but it does
not care about the content type and simply streams all received messages through. It also has a simpler and cleaner
model for forw arding messages back and forth. It can be used as an alternative to the NHTTP transport.

The HTTP PassThrough Transport is enabled by default. If you want to use the NHTTP transport instead,
uncomment the relevant NHTTP transport entries in axi s2. xm and comment out the HTTP PassThrough
transport entries. T he PassThrough Transport does not require the binary relay builder and expanding formatter.

Connection throttling

With the HTTP PassThrough and HTTP NIO transports, you can enable connection throttling to restrict the number
of simultaneous open connections. To enable connection throttling, edit the <PRODUCT_HOVE>/ r eposi t ory/ con
f/ nhttp. properties (for the HTTP NIO transport) or <PRODUCT _HOVE>/ r eposi t ory/ conf/ passt hru. pro
perti es (for the PassThrough transport) and add the following line: nmax_open_connecti ons = 2

This will restrict simultaneous open incoming connections to 2. To disable throttling, delete the max_open_connect
i ons setting or set it to -1.

G} Connection throttling is never exact. For example, setting this property to 2 will result in roughly two
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simultaneous open connections at any given time.

(i) WSO02 products do not use the HTTP/S servlet transport configurations that are in axi s2. xni file. Instead,
they use Tomcat-level servlet transports, which are used by the management console in <PRODUCT _HOVE>
/repository/conf/tontat/catalina-server.xm file.

Configuring Caching

When an API call hits the APl Gateway, the Gateway carries out security checks to verify if the token is valid. During
these verifications, the APl Gateway extracts parameters such as access token, APl and API version that are
passed on to it. Since the entire load of traffic to APIs goes through the APl Gateway, this verification process needs
to be fast and efficient in order to prevent overhead and delays. The APl Manager uses caching for this purpose,
where the validation information is cached with the token, APl name and version, and the cache is stored in either
the API Gateway or the key manager server.

This section covers the following:
Caching at API Gateway
Resource caching

Caching at Key Manager server
Response caching

Caching at API Gateway

When caching is enabled at the Gateway and a request hits the Gateway, it first populates the cached entry for a
given token. If a cache entry does not exist in cache, it calls the key manager server. This process is carried out
using Web service calls. Once the key manager server returns the validation information, it gets stored in the
Gateway. Because the API Gateway issues a Web service call to the key manager server only if it does not have a
cache entry, this method reduces the number of Web service calls to the key manager server. Therefore, it is faster
than the alternative method.

By default, the API Gateway cache is enabled by setting the <Enabl eGat ewayKeyCache> element to true in <API
M HOVE>/ r eposi t ory/ conf/ api - manager . xmi file:

<Enabl eGat ewayKeyCache>t r ue</ Enabl eGat ewayKeyCache>

Clearing the API Gateway cache

To remove old tokens that might still remain active in the Gateway cache, you configure the <RevokeAPI URL> elem
ent in api - manager . xnl file by providing the URL of the Revoke API that is deployed in the API Gateway node.
The revoke API invokes the cache clear handler, which extracts information form transport headers of the revoke
request and clears all associated cache entries. If there's a cluster of APl Gateways in your setup, provide the URL
of the revoke API deployed in one node in the cluster. This way, all revoke requests route to the OAuth service
through the Revoke API.

Given below is how to configure this in a distributed APl Manager setup.

1. Inthe api - manager . xm file of the key manager node, point the revoke endpoint as follows:

<RevokeAPlI URL>htt ps://${carbon. | ocal .ip}: ${https. ni o. port}/revoke</ RevokeAPl URL>

2. In the API Gateway, point the Revoke API to the OAuth application deployed in the key manager node. For
example,
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<api nanme="_WSQ2AVMRevokeAPlI " context="/revoke">
<resource nethods="POST" url-nmappi ng="/*" faultSequence="_token_fault_">
<i nSequence>
<send>
<endpoi nt >
<addr ess
uri="https://keyngt.wso2. com 9445/ oaut h2/ r evoke"/ >
</ endpoi nt >
</ send>
</ i nSequence>
<out Sequence>
<send/ >
</ out Sequence>
</ resource>
<handl er s>

<handl er
cl ass="org. wso2. car bon. api ngt. gat eway. handl er s. ext. APl Manager CacheExt ensi onHandl e
rII/>
</ handl er s>
</ api >

Resource caching

An API's resources are HTTP methods that handle particular types of requests such as GET, POST etc. They are
similar to methods of a particular class. Each resource has parameters such as its throttling level, Auth type etc.

Resources
© Add Scopes

fdefault

m 7* - Summary Application & Application User  Unlimited  + Scope
m /% + Summary Application & Application User  Unlimited  + Scope
m /% + Summary Application & Application User  Unlimited  + Scope
m /% + Summary Application & Application User  Unlimited  + Scope
m /* + Summary None Unlimited  + Scope

Users can make requests to an API by calling any one of the HTTP methods of the API's resources. The API
Manager uses the resource cache at the Gateway node to store the API's resource-level parameters (Auth type and
throttling level). The cache entry is identified by a cache key, which is based on the API's context, version, request
path and HTTP method. Caching avoids the need to do a separate back-end call to check the Auth type and
throttling level of a resource, every time a request to the API comes. It improves performance.

Note that if you change a resource's parameters such as the Auth type through the Ul, it takes about 15 minutes to
refresh the resource cache. During that time, the server returns the old Auth type from the cache. If you want the
changes to be reflected immediately, please restart the server after changing the value.

By default, the resource cache is enabled by setting the <Enabl eGat ewayResour ceCache> element to true in <A
Pl M_HOVE>/ r eposi t ory/ conf / api - manager . xmi file:
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<Enabl eGat ewayResour ceCache>t r ue</ Enabl eGat ewayResour ceCache>

Caching at Key Manager server

In this method, the cache is maintained at the key manager server rather than the APl Gateway. As a result, for
each and every API call that hits the API Gateway, the Gateway issues a Web service call to the key manager
server. If the cache entry is available in the key manager server, it is returned to the Gateway. Else, the database
will be checked for the validity of the token.

This method has low performance compared to the earlier one, but the the advantage of this method over the other
is that we do not have to store any security-related information at the Gateway side.

By default, caching is enabled at the Gateway side as it is the faster method. If you want to change this default
configuration, disable caching at the Gateway side and enable it at the key manager server side by using the
instructions below.

1. Disable caching at API Gateway by adding the following entry to APIGateway section of <API M_HOVE>/ r ep
osi tory/ conf/ api - manager . xm file.

<Enabl eGat ewayKeyCache>f al se</ Enabl eGat ewayKeyCache>

2. Enable key manager server-side caching by adding the following entry to APIKeyManager section of the
api-manager.xml file.

<Enabl eKeyMyt Val i dat i onl nf oCache>t r ue</ Enabl eKeyMgt Val i dat i onl nf oCache>

3. The API Manager generates JWT tokens for each validation information object. Usually, JWT tokens also get
cached with the validation information object, but you might want to generate JWT per each call. You can do
this by enabling JWT caching at key manager server. Add the following entry to APIKeyManager section of
the api-manager.xml file.

<Enabl eJWI'Cache>t r ue</ Enabl eJWI'Cache>

i1 Note that you must disable caching at the key manager server side in order to generate JWT per
each call.

Also enable token generation by setting the following entry to t r ue at the root level of the api-manager.xml
file.

<API Consuner Aut henti cati on>
<Enabl eTokenCGener at i on>t r ue</ Enabl eTokenGener at i on>

</ APl Consuner Aut henti cati on>

Response caching

The API Manager uses WSO2 ESB's cache mediator to cache response messages per each API. Caching improves
performance, because the backend server does not have to process the same data for a request multiple times. To
offset the risk of stale data in the cache, you set an appropriate timeout period.


http://docs.wso2.org/enterprise-service-bus/Cache+Mediator
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You enable response caching when creating a new API or editing an existing one using the API Publisher Ul. Go to
the API Publisher and click the Add API menu (to create a new API) or the Edit link associated with an existing API.
Then, navigate to the Manage tab where you find the response caching section. You can set it to Enabl ed and give
a timeout value. This enables the default response caching settings.

wso2 API rusLisHER

APls

o Design o Implement 3 Manage
Add PhoneVerify1 : /phone/1.0.0
All Statistics

Configurations
My APIs
- Make this default version [/ @
Subscriptions _ )
Mo default version defined for the current AP

Statistics Tier Availability*  Bronze ~ @
Tier Permissions Transports:® @ TP ™ HTTPS
Tier Permissions Sequences: [ Check to select a custom sequence to be executed in the message flow

In Flow Out Flow Fault Flow

None j None j Ne¢ j
Response Caching: EEnab]ed j 2]
Cache Timeout (seconds):* 300

Subscriptions: Available to current tenant j o

To change the default response caching settings, edit the following cache mediator properties in <API M HOVE>/ r e
posi tory/resources/api _tenplates/velocity tenplate.xnl file:
Property Description

collector ® true :specifies that the mediator instance is a response collection instance
® f al se: specifies that the mediator instance is a cache serving instance

max Message Specifies the maximum size of a message to be cached in bytes. An optional attribute, with the
Size default value set to unl i nmi t ed.

maxSize Defines the maximum number of elements to be cached
hashGenerator Defines the hash generator class.

When caching response messages, a hash value is generated based on the request's URI,
transport headers and the payload (if available). WSO2 has a default REQUESTHASHGener at o
r class written to generate the hash value. See sample here.

If you want to change this default implementation (for example, to exclude certain headers), you
can write a new hash generator implementation by extending the REQUESTHASHGener at or an
d overriding its get Di gest () method. Once done, add the new class as the hashGener at or
attribute of the <cache> elementin the vel oci ty_t enpl at e. xni file.


https://docs.wso2.com/download/attachments/41747169/REQUESTHASHGenerator.java?version=1&modificationDate=1414132933000&api=v2

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

Working with Databases

The default databases that WSO2 products uses to store registry, user manager and product-specific data are the
H2 databases in <PRODUCT_Home>/ r eposi t or y/ dat abase as follows:

* WSO2CARBON_DB. h2. db: used to store registry and user manager data
* WEQ2AF_DB. h2. db: used to store App Factory specific data

These embedded H2 databases are suitable for development, testing, and some production environments. For most
production environments, however, we recommend you to use an industry-standard RDBMS such as Oracle,
PostgreSQL, MySQL, MS SQL, etc. You can use the scripts provided with WSO2 products to install and configure
several other types of relational databases, including MySQL, IBM DB2, Oracle, and more.

The following sections explain how to change the default databases:

® Setting up the Physical Database
® Managing Datasources

Setting up the Physical Database

The topics in this section describe how to use scripts in <PRODUCT_HOVE>/ dbscri pt s/ folder to set up each type
of physical database. After you set up the database, you create datasources to connect to it.

Setting up IBM DB2
Setting up Derby

Setting up H2

Setting up IBM Informix
Setting up Microsoft SQL
Setting up MySQL
Setting up MySQL Cluster
Setting up OpenEdge
Setting up Oracle
Setting up Oracle RAC
Setting up PostgreSQL
Setting up IBM DB2

The following sections describe how to replace the default H2 databases with IBM DB2:
® Prerequisites

Setting up the database and users

Setting up DB2 JDBC drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity/storage databases

Prerequisites

Download the latest version of DB2 Express-C and install it on your computer.

For instructions on installing DB2 Express-C, see this ebook.

Setting up the database and users

Create the database using either DB2 command processor or DB2 control center as described below.
Using the DB2 command processor

1. Run DB2 console and execute the db2st art command in CLI to open DB2.

2. Create the database using the following command:
creat e dat abase <DB NAVE>

3. Before issuing a SQL statement, establish the connection to the database using the following command:
connect to <DB_NAMVE> user <USER | D> usi ng <PASSWORD>


http://www-01.ibm.com/software/data/db2/express/download.html
https://www.ibm.com/developerworks/community/wikis/home?lang=en#!/wiki/Big%20Data%20University/page/FREE%20eBook%20-%20Getting%20Started%20with%20DB2%20Express-C

4. Grant required permissions for users as follows:

connect to DB_NAME
grant <AUTHORI TY> on dat abase to user <USER | D>

For example:

@ For more information on DB2 commands, see the DB2 Express-C Guide
Using the DB2 control center

1. Open the DB2 control center using the db2cc command as follows:

2. Right-click All Databases in the control center tree (inside the object browser), click Create Database, and
then click Standard and follow the steps in the Create New Database wizard.
[ ) Control Center | A X
Contral Center 5Selected Edit Wiew Tools Help

T ) 2@ 0 d EEC®

-

Object View

I

|cnn1rel Center
All Systemns

||| Mame "|
# 1 Al Databases

-|_-ll-_

7] Al SvEtems
—] Al Databases

2 of 2 itemns displayed N 3o < () [ [T | Defautt view *| View

=F

i3 Centrol Center (?) Hele x

Actions: Current view of the Control Center: Advanced
e Customize Control Center
o

3. Click User and Group Objects in the control center tree to create users for the newly created database.
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Control Center

Center
bystems
2

Instances
Q@ dbzinst
*-fj Databases
£+ Grecos
=) Tables
=0 Views
|- Aliases
— 0 Micknames
) Cache Objects

=1 Triggers |
- schemas ) ! olayvec ao dde GG '[_-
= Indexes
[ e ) DB Users @ Helo x
= Event Monitors
=1 Buffer Pools
1 Application Objects
(1 User and Group Objects

=4

(1 DB Groups
() Federated Database Objects
(3 XML Schema Repository (GR)

Select an object from the list above to display more details.

patabases

[ |

4. Give the required permissions to the newly created users.
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Add User RN

Setting up DB2 JDBC drivers
Copy the DB2 JDBC drivers (db2j cc. j ar and db2j cc_I| i cense_cOu. j ar) from <DB2_HOVE>/ SQLLI B/ j ava/

directory to the <PRODUCT_HOME>/ r eposi t ory/ conponent s/ | i b/ directory.

(D <DB2_HOVE> refers to the installation directory of DB2 Express-C, and <PRODUCT _HOVE> refers to the
directory where you run the WSO2 product instance.

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:
1. Edit the default datasource configuration in the <PRODUCT_HOVE>/ r eposi t ory/ conf/ dat asour ces/ ma

st er-datasources. xm file. Replace the url, user name, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:
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<dat asour ce>
<nanme>W5sO2_ CARBON_DB</ nane>
<descri pti on>The dat asource used for
manager </ descri pti on>
<j ndi Confi g>
<name>j dbc/ WsQ2Car bonDB</ nane>
</j ndi Confi g>
<definition type="RDBM5">
<configuration>
<url >j dbc: db2: // SERVER_NAME: PORT/ DB_NAME</ ur | >
<user name>r egadmni n</ user nane>
<passwor d>r egadmni n</ passwor d>
<driver Cl assName>com i bm db2.j cc. DB2Dri ver </ dri ver C assNane>
<maxAct i ve>80</ maxActi ve>
<maxWai t >360000</ max\Wai t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

registry and user

The elements in the above configuration are described below:

Element
url

username and pa
ssword

driverClassName

maxActive

maxWait

minldle

testOnBorrow

validationQuery

validationInterval

Description
The URL of the database. The default port for a DB2 instance is 50000.

The name and password of the database user

The class name of the database driver

The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

The SQL query that will be used to validate connections from this pool before
returning them to the caller.

The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

For more information on other parameters that can be defined in the <PRODUCT_HOVE>/ r eposi t or
y/ conf/ dat asour ces/ mast er - dat asour ces. xnl file, see Tomcat JDBC Connection Pool.


http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html#Tomcat_JDBC_Enhanced_Attributes
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Creating database tables

To create the database tables, connect to the database that you created earlier and run the following scripts in the
DB2 Express-C command editor.

1. To create tables in the registry and user manager database (WSO2 CARBON_DB), use the below script:

<PRODUCT_HQOVE>/ dbscri pt s/ db2. sql

2. Restart the server.

(i) You can create database tables automatically when starting the product for the first time by using the - D
set up parameter as follows:

® For Windows: <PRCDUCT _HOVE>/ bi n/ wso2server. bat - Dsetup
® For Linux: <PRODUCT _HOVE>/ bi n/ wso2server.sh -Dsetup

Changing the product-specific/identity/storage databases

The topics above show how to change the WsC2__CARBON_DB, which is used to store registry and user manager
information. If you changed the product-specific database that come by default or set up a separate database for
identity related data, the instructions are the same. In summary:

1. Add the datasource to the mast er-dat asources. xnm file. The datasource for the product-specific
database is already there in the nmast er - dat asour ces. xm file by the name WSO2AM DB . Change its
elements with your custom values.

2. Create the database tables using the following scripts:

For the product-specific Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder

database

For the identity database Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/i dentity fold
er

Setting up Derby
You can set up either an embedded Derby database or a remote database as described in the following topics:

® Setting up Embedded Derby
® Setting up Remote Derby

Setting up Embedded Derby

The following sections describe how to replace the default H2 databases with embedded Derby:
® Creating the database

Setting up drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity/storage databases

Creating the database
Follow the steps below to set up an embedded Derby database:

1. Download Apache Derby.
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2. Install Apache Derby on your computer.

@ For instructions on installing Apache Derby, see the Apache Derby documentation.
Setting up drivers

Copy der by. j ar, derbyclient.jar,andderbynet.jar fromthe <DERBY_HOVE>/1i b/ directory tothe <
PRODUCT_HOME>/ r eposi t or y/ conponent s/ ext ensi ons/ directory (the classpath of the WSO2 Carbon web
application).

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOVE>/ r eposi t ory/ conf/ dat asour ces/ ma
st er - dat asources. xnm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:

<dat asour ce>
<name>WsO2_CARBON_DB</ nane>
<descri pti on>The datasource used for registry and user nanager</description>
<j ndi Confi g>
<nane>j dbc/ WsQ2Car bonDB</ nane>
</j ndi Confi g>
<definition type="RDBM5">
<confi guration>
<url >j dbc: derby:/ /1 ocal host: 1527/ db; creat e=true</url >
<user name>r egadmi n</ user nane>
<passwor d>r egadmni n</ passwor d>

<dri ver Cl assNanme>or g. apache. der by. j dbc. EnbeddedDri ver </ dri ver Cl assNane>
<maxAct i ve>80</ maxActi ve>
<maxWi t >60000</ maxWi t >
<m nl dl e>5</ mi nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dationQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >

</ confi guration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no

available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.


http://db.apache.org/derby/manuals/

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.

validationInterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

@ For more information on other parameters that can be defined in the <PRODUCT_HQOVE>/ r eposi t or
y/ conf/ dat asour ces/ mast er - dat asour ces. xnl file, see Tomcat JDBC Connection Pool.

Creating database tables
You can create database tables by executing the database scripts as follows:

1. Runtheij tool located in the <DERBY_HOVE>/ bi n/ directory as illustrated below:

2. Create the database and connect to it using the following command inside the i j prompt:

connect 'jdbc: derby:repository/dat abase/ WbO2CARBON_DB; cr eat e=t r ue' ;

@ Replace the database file path in the above command with the full path to your database.
3. Exit from the the i j tool by typing the exi t command.
exit;

4. Logintotheij tool with the username and password that you setinregi stry. xm and user - ngt . xni :
connect 'jdbc: derby:repository/database/ WbOO2CARBON DB' user 'regadnin' password
'regadmn';

5. Use the scripts given in the following locations to create the database tables:

® To create tables for the registry and user manager database (WSO2CARBON_DB), run the below
command:

run ' <PRODUCT_HOME>/ dbscri pt s/ derby. sql ' ;

(D Now the product is running using the embedded Apache Derby database.
Restart the server.

(D You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRCDUCT _HQOVE>/ bi n/ wso2server. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server. sh -Dset up

(D The product is configured to run using an embedded Apache Derby database.
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(D In contrast to setting up with remote Derby, when setting up with the embedded mode, set the database
driver name (the dri ver O assNane element) to the value or g. apache. der by. j dbc. EnbeddedDri ve
r and the database URL (the ur| element) to the database directory location relative to the installation. In
the above sample configuration, it is inside the <DERBY_HOVE>/ WSO2_ CARBON_DB/ directory.

Changing the product-specific/identity/storage databases

The topics above show how to change the WSO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database that come by default or set up a separate database for
identity related data, the instructions are the same. In summary:

1. Add the datasource to the mmast er - dat asour ces. xml file. The datasource for the product-specific
database is already there in the mast er - dat asour ces. xm file by the name WSO2AM DB. Change its
elements with your custom values.

2. Create the database tables using the following scripts:

For the product-specific Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder
database
For the identity database Use the scripts in <PRODUCT_HOVME>/ dbscri pts/i denti ty folde

r

Setting up Remote Derby

The following sections describe how to replace the default H2 databases with a remote Derby database:
® Creating the database

Setting up drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity databases

Creating the database
Follow the steps below to set up a remote Derby database.

1. Download Apache Derby.
2. Install Apache Derby on your computer.

{D For instructions on installing Apache Derby, see the Apache Derby documentation .

3. Go to the <DERBY_HOVE>/ bi n/ directory and run the Derby network server start script. Usually it is named s
tart Net wor kSer ver.
Setting up drivers

Copy der by. jar, derbyclient.jar,and derbynet.|ar from the <DERBY_HOVE>/| i b/ directory to the <PR
ODUCT_HOME>/ r eposi t ory/ conponent s/ ext ensi ons/ directory (the classpath of the Carbon web
application).

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOME>/ r eposi t or y/ conf / dat asour ces/ ma
st er - dat asour ces. xm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:


http://apache.mesi.com.ar/db/derby/db-derby-10.8.2.2/
http://db.apache.org/derby/manuals/
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<dat asour ce>
<name>WsO2_ CARBON_DB</ nane>
<descri pti on>The datasource used for registry and user nanager</description>
<j ndi Confi g>
<name>j dbc/ WsQ2Car bonDB</ nane>
</ j ndi Confi g>
<definition type="RDBM5">
<configurati on>
<url >j dbc: derby:/ /1 ocal host: 1527/ db; creat e=true</url >
<user name>r egadm n</ user nane>
<passwor d>r egadmi n</ passwor d>

<driver Cl assNanme>or g. apache. derby. jdbc. CientDriver</driverd assNane>
<maxAct i ve>80</ maxActi ve>
<maxWi t >60000</ max\Wi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt erval >30000</ val i dati onl nt erval >

</ configuration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no

available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.

validationInterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

For more information on other parameters that can be defined in the <PRODUCT_HOME>/ r eposi t o
ry/ conf/ dat asour ces/ mast er - dat asour ces. xml file, see Tomcat JDBC Connection Pool.
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In contrast to setting up with embedded Derby, in the remote registry you set the database driver
name (the dri ver Nane element) to the value or g. apache. der by. jdbc. C i ent Dri ver and the
database URL (the ur| element) to the database remote location.

Creating database tables
You can create database tables by executing the following script(s):

1. Runtheij tool located in the <DERBY_HOVE>/ bi n/ directory.

2. Create the database and connect to it using the following command inside the i j prompt:

connect
"jdbc: derby:/ /1 ocal host: 1527/ db; user =r egadm n; passwor d=r egadm n; cr eat e=t rue' ;

@ Replace the database file path, user name, and password in the above command to suit your
requirements.

3. Exitfrom the i j tool by typing the exi t command as follows:
exit;
4. Logintotheij tool with the username and password you just used to create the database.

connect 'jdbc:derby://Ilocal host:1527/db' user 'regadmin' password 'regadmin';
5. You can create database tables manually by executing the following scripts.

® To create tables in the registry and user manager database (WSO2 CARBON_DB), use the below script:

run ' <PRODUCT_HOVE>/ dbscri pt s/ derby. sql ' ;

6. Restart the server.
(D You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRODUCT_HOVME>/ bi n/ wso2ser ver. bat - Dset up
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup

@ The product is now configured to run using a remote Apache Derby database.

Changing the product-specific/identity databases

The topics above show how to change the WsO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (W6O2AM DB) that come by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mast er-dat asources. xnml file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscr i pt s/ api ngt folder
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For the identity database Use the scripts in <PRODUCT_HOVE>/ dbscri pts/identity fold
er

Setting up H2

You can set up either an embedded H2 database or a remote H2 database using the instructions in the following
topics:

® Setting up Embedded H2
® Setting up Remote H2

Setting up Embedded H2

The following sections describe how to replace the default H2 databases with Embedded H2:
® Preparing the database

Setting up drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity databases

Preparing the database

Download and install the H2 database engine in your computer.

(i) Forinstructions on installing DB2 Express-C, see H2 installation guide.
Setting up drivers

WSO2 currently ships H2 database engine version h2-1.2.140.* and its related H2 database driver. If you want to
use a different H2 database driver, take the following steps:

1. Delete the following H2 database-related JAR file, which is shipped with WSO2 products:
<PRODUCT_HOVE>/ r eposi t ory/ conponent s/ pl ugi ns/ h2- dat abase-engi ne_1. 2. 140. wso2v3. j

ar

2. Find the JAR file of the new H2 database driver (<H2_HOVE>/ bi n/ h2-*.j ar, where <H2_HOVE> is the H2
installation directory) and copy it to your WSO2 product's <PRODUCT_HOME>/ r eposi t ory/ conponent s/ |
i b/ directory.

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOVE>/ r eposi t ory/ conf/ dat asour ces/ ma
st er-datasources. xnl file. Replace the url, user name, password and dri ver O assNane settings
with your custom values and also the other values accordingly as shown below:
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<dat asour ce>
<nane>W5sO2_CARBON_DB</ nane>
<descri ption>The datasource used for registry and user manager</description>
<j ndi Confi g>
<name>j dbc/ WsQ2Car bonDB</ nane>
</ j ndi Confi g>
<definition type="RDBM">
<configuration>

<url >j dbc: h2: reposi t ory/ dat abase/ WSO2 CARBON_DB; DB_CLOSE_ON_EXI T=FALSE; LOCK_TI MEQU
T=60000</ url >
<user name>wso2car bon</ user nane>
<passwor d>wso2car bon</ passwor d>
<driver Cl assNanme>org. h2. Dri ver</driver Cl assNane>
<maxAct i ve>50</ naxActi ve>
<maxWi t >60000</ maxWi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dationQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no

available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.

validationinterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(i) For more information on other parameters that can be defined in the <PRODUCT_HOME>/ r eposi t or
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y/ conf/ dat asour ces/ nmast er - dat asour ces. xmi file, see Tomcat JDBC Connection Pool.

Creating database tables

To create the database tables, connect to the database that you created earlier and run the following scripts in
the H2 shell or web console:

® To create tables in the registry and user manager database (WsO2 CARBON_DB), use the below script:

<PRODUCT_HQOVE>/ dbscri pt s/ h2. sql

Follow the steps below to run the script in web console:

1. Runthe ./ h2. sh command to start the web console.
Copy the script text from the SQL file.

Paste it into the console.

Click Run.

Restart the server.

o wn

You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRODUCT_HOME>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOME>/ bi n/ wso2server.sh -Dsetup

Changing the product-specific/identity databases

The topics above show how to change the W5CO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mmast er-dat asources. xnm file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOVE>/ dbscri pts/identity fold
er

Setting up Remote H2

The following sections describe how to replace the default H2 databases with Remote H2:
® Preparing the remote H2 database

Setting up drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity databases

Preparing the remote H2 database
Follow the steps below to set up a Remote H2: database.

1. Download and install the H2 database engine on your computer as follows.

(D For instructions on installing, see the H2 installation guide.


http://tomcat.apache.org/tomcat-7.0-doc/jdbc-pool.html#Tomcat_JDBC_Enhanced_Attributes
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2. Go to the <H2_HOVE>/ bi n/ directory and run the H2 network server starting script as follows, where <H2_H
OVE> is the H2 installation directory:

3. Run the H2 database server with the following commands:
® For Linux:

$ ./h2. sh

® For Windows:
$ h2. bat

(D The script starts the database engine and opens a pop-up window.

4. Click Start Browser to open a web browser containing a client application, which you use to connect to a
database. If a database does not already exist by the name you provided in the JDBC URL text box, H2 will

automatically create a database.
Setting up drivers

WSO2 currently ships H2 database engine version h2-1.2.140.* and its related H2 database driver. If you want to
use a different H2 database driver, take the following steps:

1. Delete the following H2 database-related JAR file, which is shipped with WSO2 products:
<PRODUCT_HOVE>/ r eposi t ory/ conponent s/ pl ugi ns/ h2- dat abase-engi ne_1. 2. 140. wso2v3. |
ar

2. Find the JAR file of the new H2 database driver (<H2_HOVE>/ bi n/ h2-*. j ar, where <H2_HQOVE> is the H2
installation directory) and copy it to your WSO2 product's <PRODUCT_HOME>/ r eposi t ory/ conponent s/ |
i b/ directory.

Setting up datasource configurations
After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOVE>/ r eposi t ory/ conf / dat asour ces/ ma
st er - dat asources. xm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:
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<dat asour ce>
<nanme>W5sO2_ CARBON_DB</ nane>
<descri pti on>The dat asource used for
manager </ descri pti on>
<j ndi Confi g>
<nane>j dbc/ WsQ2Car bonDB</ nane>
</j ndi Confi g>
<definition type="RDBM5">
<configurati on>
<url >jdbc: h2:tcp://1ocal host/~/registryDB;create=true</url >
<user name>r egadmi n</ user nanme>
<passwor d>r egadmni n</ passwor d>
<driver d assNane>org. h2. Dri ver</driver Cl assNane>
<maxAct i ve>80</ maxAct i ve>
<maxWi t >60000</ max\Wi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

registry and user

The elements in the above configuration are described below:

Element
url

username and pa
ssword

driverClassName

maxActive

maxWait

minldle

testOnBorrow

validationQuery

validationInterval

Description
The URL of the database. The default port for a DB2 instance is 50000.

The name and password of the database user

The class name of the database driver

The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

The SQL query that will be used to validate connections from this pool before
returning them to the caller.

The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

For more information on other parameters that can be defined in the <PRODUCT_HOVE>/ r eposi t or
y/ conf/ dat asour ces/ mast er - dat asour ces. xnl file, see Tomcat JDBC Connection Pool.
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Creating database tables

To create the database tables, connect to the database that you created earlier and run the following scripts in H2
shell or web console:

® To create tables in the registry and user manager database (WSC2 CARBON_DB), use the below script:

<PRCDUCT_HOME>/ dbscri pt s/ h2. sql

Follow the steps below to run the script in web console:

1. Runthe ./ h2. sh command to start the web console.
Copy the script text from the SQL file.

Paste it into the console.

Click Run.

[ ™ H2 Console - lceweasel
File Edit Wiew History Bookmarks Tools Help

@ ® v & @ 4 [Ohtpu127.0.11:8082/0gin do7jsessionid=0cd14agefe 1a047aB6deadds16330b11 ~ [3- 3

Pon

«
(5
®

[ Most Visited > [ Getting Started [5]Latest Headlines™

B developerworks : informatic... 3§ () H2 Console ® |ijsoz Governance Registry 3¢ | ¥ v
| & | FAuto commit “0 fp | Maxrows: 1000 [v| @ B | ¥ |Auto complete Nom’\al”l-@

{1 jdbe:h2:~jregistryDB_1 (Run (CmoEnter& KClear | SQL statement:

# () INFORMATION_SCHEMA  TeRERTE TABLE IF NOT EXISTS REG_CLUSTER_LOCK ( ]
& {§ Users REG_LOCK_NAME VARCHAR (20),

(D H2 1.3.160 (2011:08-11) REG_LOCK_STATUS VARCHAR (20,

REG_LOCKED_TIME TIMESTAMP,

REG_TENANT ID INTEGER DEFAULT 0, =
PRIMARY KEY (REG_LOCK_NAME)

ki

ICREATE TABLE IF NOT EXISTS REG_LOG {
REG_LOG_ID INTEGER AUTO_INCREMENT,
REG_PATH VARCHAR (2000},
REG_USER_ID VARCHAR (31) NOT NULL
REG_LOGGED_TIME TIMESTAMP NOT NULL,
REG_ACTION INTEGER NOT NULL,
REG_ACTION_DATA VARCHAR (500),
REG_TENANT_ID INTEGER DEFAULT 0,
PRIMARY KEY (REG_LOG_ID, REG_TENANT_ID)
%

(CREATE TABLE IF NOT EXISTS REG_PATHI

REG_PATH_ID INTEGER NOT NULL AUTO_INCREMENT,

REG_PATH_VALUE VARCHAR(2000) NOT NULL

REG_PATH_PARENT_ID INT,

REG_TENANT_ID INTEGER DEFAULT 0,

CONSTRAINT PK_REG_PATH PRIMARY KEV{REG_PATH_ID, REG_TENANT_ID}
%
(CREATE INDEX IF NOT EXISTS REG_PATH_IND_BY_NAME ON REG_PATHIREG_PATH VALUE, REG_TENANT D)
(CREATE INDEX IF NOT EXISTS REG_PATH_IND_BY_PARENT ID ON REG_PATH(REG_PATH_PARENT ID, REG_TENANT_ID):

ICREATE TABLE IF NOT EXISTS REG_CONTENT (
REG_CONTENT_ID INTEGER NOT NULL AUTO_INCREMENT,
REG_CONTENT_DATA LONGBLOB,
REG_TEMNANT_ID INTEGER DEFAULT 0,
CONSTRAINT PK_REG_CONTENT PRIMARY KEV(REG_CONTENT ID, REG_TENANT ID)

Important Commands

I &

(@ Displays this Help Page
- Shows the Command History
O Executes the current SQL statement

&1 Disconnects from the database

5. Restart the server.
(D You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:
® For Windows: <PRODUCT _HOMVE>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup
Changing the product-specific/identity databases

The topics above show how to change the W62 _CARBON_DB, which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM _DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:



WSO2 API| Manager, version 1.8.0, WSO2 Inc.

1. Add the datasource to the nmast er-dat asources. xn file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOME>/ dbscri pts/identity fold
er

Setting up IBM Informix

The following sections describe how to replace the default H2 databases with IBM Informix:
® Prerequisites

Creating the database

Setting up Informix JDBC drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity databases

Prerequisites

Download the latest version of IBM Informix and install it on your computer.

Creating the database

Create the database and users in Informix.

(D For instructions on creating the database and users, see Informix product documentation .

Setting up Informix JDBC drivers

Download the Informix JDBC drivers and copy them to your WSO2 product's <PRODUCT_HOME>/ r eposi t ory/ co
nponent s/ | i b/ directory.

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOVE>/ r eposi t ory/ conf/ dat asour ces/ ma
st er - dat asour ces. xnm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:
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<dat asour ce>
<nanme>WSQ2AM DB</ nane>
<descri pti on>The datasource used for APl Manager
dat abase</ descri pti on>
<j ndi Confi g>
<nane>j dbc/ WBQ2AM _DB</ nane>
</j ndi Confi g>
<definition type="RDBM5">
<configuration>
<!-- | P ADDRESS AND PORT OF DB SERVER -->
<url >jdbc:inform x-sqli://local host: 1533/ AM DB</url >
<user name>wso2car bon</ user nane>
<passwor d>wso2car bon</ passwor d>

<driverC assNanme>com i nformnix.jdbc.|fxDriver</driverC assNanme>
<maxAct i ve>50</ maxActi ve>
<maxWai t >60000</ max\Wai t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no

available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.

validationinterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(D For more information on other parameters that can be defined in the < PRODUCT_HOME>/ r eposi t 0
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ry/ conf/ dat asour ces/ mast er - dat asour ces. xnl file, see Tomcat JDBC Connection Pool.

Creating database tables
To create the database tables, connect to the database that you created earlier and run the following scripts.

1. To create tables in the registry and user manager database ( WBO2CARBON _DB) , use the below script:

<PRCODUCT_HOME>/ dbscri pt s/ i nform x. sql

2. Restart the server.

(i) You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRCDUCT _HOMVE>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOME>/ bi n/ wso2server. sh -Dset up

Changing the product-specific/identity databases

The topics above show how to change the WsO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM_DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mast er-dat asources. xnm file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOME>/ dbscri pts/identity fold
er

Setting up Microsoft SQL

The foIIowmg sections describe how to replace the default H2 database with MS SQL:
® Setting up the database and users

Copying the JDBC driver

Setting up datasource configurations

Creating the database tables

Changing the product-specific/identity databases

Setting up the database and users

Follow the steps below to set up the Microsoft SQL database and users.
Enable TCP/IP

1. Inthe start menu, click Programs and launch Microsoft SQL Server 2005.

Click Configuration Tools, and then click SQL Server Configuration Manager.

Enable TCP/IP and disable Named Pipes from protocols of your Microsoft SQL server.

Double click TCP/IP to open the TCP/IP properties window, and set Listen All to Yes on the Protocol tab.
On the IP Address tab, disable TCP Dynamic Ports by leaving it blank and give a valid TCP port, so that
Microsoft SQL server will listen on that port.

S

m
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The best practice is to use port 1433, because you can use it in order processing services.

6. Similarly, enable TCP/IP from SQL Native Client Configuration and disable Named Pipes. Also check
whether the port is set correctly to 1433.

7. Restart Microsoft SQL Server.
Create the database and user

1. Open Microsoft SQL Management Studio to create a database and user.
2. Click New Database from the Database menu, and specify all the options to create a new database.

3. Click New Login from the Logins menu, and specify all the necessary options.
Grant permissions

Assign newly created users the required grants/permissions to log in, create tables, and insert, index, select, update,
and delete data in tables in the newly created database, as the minimum set of SQL server permissions.

Copying the JDBC driver

Download and copy the sqljdbc4 Microsoft SQL JDBC driver file to the WSO2 product's <PRODUCT _HOVE>/ r eposi
tory/ conmponent s/l i b/ directory. Use com mi crosoft.sql server.jdbc. SQLServerDriver asthe <driv
er G assName> in your datasource configuration in <PRODUCT_HOME>/ r eposi t or y/ conf/ dat asour ces/ nast
er - dat asour ces. xmi file.

Setting up datasource configurations
After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOME>/ r eposi t or y/ conf / dat asour ces/ ma
st er - dat asour ces. xm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:

<dat asour ce>
<nane>WsC2_CARBON_DB</ nane>
<descri pti on>The datasource used for registry and user manager</description>
<j ndi Confi g>
<nane>j dbc/ WsQ2Car bonDB</ nane>
</'j ndi Confi g>
<definition type="RDBVMS">
<configuration>
<url >j dbc: sqgl server://<I P>:1433; dat abaseNane=wso2gr eg</ ur | >
<user nane>r egadm n</ user nane>
<passwor d>r egadni n</ passwor d>

<driver Cl assName>com ni crosoft. sql server.jdbc. SQLServerDriver</driverC assNanme>
<maxAct i ve>50</ maxAct i ve>
<maxWi t >60000</ max Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >

</ configuration>
</ definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description

url The URL of the database. Change the <I P> with the IP of the server. The best
practice is to use port 1433, because you can use it in order processing services.
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username and pa
ssword

driverClassName

maxActive

maxWait

minldle

testOnBorrow

validationQuery

validationInterval
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The name and password of the database user

The class name of the database driver

The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

The SQL query that will be used to validate connections from this pool before
returning them to the caller.

The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(D For more information on other parameters that can be defined in the <PRODUCT_HOVE>/ r eposi t or
y/ conf / datasources/mast er - dat asour ces. xmi file, see Tomcat JDBC Connection Pool.

Creating the database tables

To create the database tables, connect to the database that you created earlier and run the following scripts.

1. To create tables in the registry and user manager database (WSO2 CARBON_DB), use the below script:

<PRODUCT_HOME>/ dbscri pt s/ nssql . sql

2. Restart the server.

G} You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRCDUCT _HOMVE>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup

Changing the product-specific/identity databases

The topics above show how to change the W5CO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mmast er-dat asources. xnm file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:
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For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscr i pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOMVE>/ dbscri pts/identity fold
er

Setting up MySQL

The following sections describe how to replace the default H2 databases with MySQL.:
Setting up the database and users

Setting up the drivers

Setting up datasource configurations

Creating database tables

Changing the registry/user management databases

Changing the product-specific/identity databases

Setting up the database and users

Follow the steps below to set up a MySQL database:

1. Download and install MySQL on your computer using the following command:
(D For instructions on installing MySQL on MAC OS, go to Homebrew.

sudo apt-get install nysql-server nysqgl-client
2. Start the MySQL service using the following command:

sudo /etc/init.d/ nysql start

3. Log in to the MySQL client as the root user (or any other user with database creation privileges).
nmysqgl -u root -p

4. Enter the password when prompted.

@ In most systems, there is no default root password. Press the Enter key without typing anything if you
have not changed the default root password.

5. In the MySQL command prompt, create the database using the following command:

create database regdb;

(‘D For users of Microsoft Windows, when creating the database in MySQL, it is important to specify the
character set as latinl. Failure to do this may result in an error (error code: 1709) when starting your
cluster. This error occurs in certain versions of MySQL (5.6.x), and is related to the UTF-8 encoding.
MySQL originally used the latinl character set by default, which stored characters in a 2-byte
sequence. However, in recent versions, MySQL defaults to UTF-8 to be friendlier to international
users. Hence, you must use latinl as the character set as indicated below in the database creation
commands to avoid this problem. Note that this may result in issues with non-latin characters (like
Hebrew, Japanese, etc.). The database creation command should be as follows:

mysqgl > create database <DATABASE NAME> character set |atinl;

For users of other operating systems, the standard database creation commands will suffice. For
these operating systems, the database creation command should be as follows:.

nysql > create database <DATABASE NAME>;

6. Give authorization of the database to the regadmin user as follows:
GRANT ALL ON regdb.* TO regadm n@ ocal host | DENTI FI ED BY "regadm n";
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7. Once you have finalized the permissions, reload all the privileges by executing the following command:

FLUSH PRI VI LEGES;
8. Log out from the MySQL prompt by executing the following command:

quit;
Setting up the drivers

Download the MySQL Java connector JAR file, and copy it to the <PRODUCT _HOVE>/ r eposi t ory/ conponent s/
I'i b/ directory.

Setting up datasource configurations

The H2 database that comes by default stores registry and user management related data. Follow the steps below
to change the type of the default database or create new databases to manage registry or/and user management

related data separately.
Changing the default database

Follow the steps below to change the type of the default H2 database.

1. Edit the default datasource configuration in the <PRODUCT_HOME>/ r eposi t or y/ conf / dat asour ces/ ma
st er - dat asour ces. xm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below.

1 Do not change the datasource name W5O2_CARBON_DB in the below configurations.

<dat asour ce>
<nanme>W5C2_CARBON_DB</ nanme>
<descri pti on>The datasource used for registry and user
manager </ descri pti on>
<j ndi Confi g>
<nane>j dbc/ WsQ2Car bonDB</ nane>
</ j ndi Confi g>
<definition type="RDBMS">
<configuration>
<url >j dbc: nmysql : / /1 ocal host: 3306/ regdb</ ur| >
<user name>r egadmni n</ user nane>
<passwor d>r egadmi n</ passwor d>
<driver d assName>com nysql . j dbc. Dri ver</driver C assNane>
<maxAct i ve>80</ maxAct i ve>
<maxWai t >60000</ maxWi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dationQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ confi guration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description

url The URL of the database. The default port for MySQL is 3306
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username and pa
ssword

driverClassName

maxActive

maxWait

minldle

testOnBorrow

validationQuery

validationInterval
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The name and password of the database user

The class name of the database driver

The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

The SQL query that will be used to validate connections from this pool before
returning them to the caller.

The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(D For more information on other parameters that can be defined in the <PRODUCT_HOME>/ r eposi t o
ry/ conf / datasources/ mast er - dat asour ces. xni file, see Tomcat JDBC Connection Pool.

Creating new databases to manage registry or user management related data

Follow the steps below to create new databases to manage registry or/and user management related data

separately.

1. Add the datasource to the <PRODUCT_HOVE>/ r eposi t ory/ conf/ dat asour ces/ mast er - dat asour ces
. xm file by copying the W62 CARBON_DB datasource configurations. Change its elements with your

custom values.

2. If you are setting up a separate database to store registry related data, update the following configurations in
the <PRODUCT_HOME>/r eposi tory/conf/ registry. xm file.

<dbConfi g nanme="wso2regi stry">
<dat aSour ce>j dbc/ WBQ2Car bonDB</ dat aSour ce>

</ dbConf i g>

3. If you are setting up a separate database to store user management related data, update the following
configurations in the<PRODUCT_HOME>/ r eposi t ory/ conf/ user-ngt. xm file.

<Confi guration>
<Property nane="dat aSour ce">j dbc/ WsOQ2Car bonDB</ Pr operty>
</ Confi guration>
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Creating database tables
To create the database tables, connect to the database that you created earlier and run the following scripts

1. To create tables in the registry and user manager database (WEO2 CARBON_DB), use the below script:

(D You may have to enter the password for each command when prompted.
mysql -u regadmn -p -Dregdb < ' <PRODUCT_HOVE>/ dbscri pts/ nmysql . sql ' ;

2. Restart the server.

(D You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRCDUCT _HOMVE>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup

Changing the registry/user management databases

If you change the database that come by default or set up a separate database for registry or user management
related data, follow the below instructions.

1. Add the datasource to the <PRODUCT _HOVE>/ r eposi t ory/ conf/ dat asour ces/ nast er - dat asour ces
. xm file. Change its elements with your custom values. For instructions, see Setting up datasource
configurations.

Changing the product-specific/identity databases

The topics above show how to change the W5CO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mmast er-dat asources. xnm file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOME>/ dbscri pts/identity fold
er

Setting up MySQL Cluster

For instructions on setting up any WSO2 product with a MySQL cluster, see this article, which is published in the
WSO?2 library.
Setting up OpenEdge

The following sections describe how to set up the default H2 database with OpenEdge:
® Setting up the database and user

Setting up the drivers

Setting up datasource configurations

Creating database tables
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Setting up the database and user

Follow the steps below to set up an OpenEdge (OE) database.

1.

Download and install OpenEdge on you computer.

2. Go to the <OE_HOVE>/ bi n/ directory and use the pr oenv script to set up the environment variables.
3.
4. Create an empty database using the pr odb script as follows. This script creates a database by copying an

Add <OE_HOVE>/ j aval pr osp. j ar to the CLASSPATH environment variable.

existing database provided with the installation.
prodb CARBON DB <CE-installation-directory>/enpty8

Start the database using the pr oser ve script as follows. Provide the database name and a port as
arguments to this script using the - db and - S parameters.

proserve -db CARBON DB -S 6767

. Use the sql exp script to start the default SQL explorer that comes with the OpenEdge installation. Connect

to the database you just created by using the - db and - S parameters as follows:
sqgl exp -db CARBON DB -S 6767

Use the following commands to create a user and grant that user the required permissions to the database:

CREATE USER ' wso2car bon','wso2car bon';
GRANT dba, resource TO 'wso2car bon';
COW T;

Log out from the SQL explorer by typing the following command: exi t

Setting up the drivers

Copy the <OE_HOVE>/ j aval/ openedge. j ar file to your WSO2 product's <PRODUCT_HOVE>/ r eposi t ory/ conp
onents/ i b/ directory.

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOME>/ r eposi t or y/ conf / dat asour ces/ ma
st er - dat asour ces. xm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:
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<dat asour ce>
<name>WsO2_ CARBON_DB</ nane>
<descri pti on>The datasource used for registry and user nanager</description>
<j ndi Confi g>
<name>j dbc/ WsQ2Car bonDB</ nane>
</ j ndi Confi g>
<definition type="RDBM5">
<configurati on>

<url >j dbc: dat adi rect : openedge: / /1 ocal host: 6767; dat abaseNanme=CARBON_DB</ ur | >
<user name>r egadmi n</ user nanme>
<passwor d>r egadmni n</ passwor d>

<dri ver C assName>com ddt ek. j dbc. openedge. OpenEdgeDri ver </ dri ver O assNane>
<maxAct i ve>80</ maxActi ve>
<maxWi t >60000</ maxWi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dationQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >

</ configuration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no

available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.

validationinterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(D For more information on other parameters that can be defined in the <PRODUCT _ HOME>/ r eposi t 0
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ry/ conf/ dat asour ces/ mast er - dat asour ces. xnl file, see Tomcat JDBC Connection Pool.

Creating database tables

To create the database tables, connect to the database that you created earlier and run the following scripts

To create tables in the registry and user manager database (WsO2 CARBON_DB), use the below script:

<PRODUCT_HOVE>/ dbscri pt s/ openedge. sql

Follow the steps below to create the database tables by executing the scripts.

1.

N

Modify the OpenEdge script provided with the product to create the tables manually. Make a backup of the <P
RODUCT _HOVE>/ dbscri pt s/ openedge. sql script under the name openedge_nanual . sql .

Replace all the "/" symbols in the openedge_manual . sql script with the ";" symbol.

At the end of the openedge_manual . sql script, add the following line and save the script:

COW T;
Run the modified script using the SQL explorer as follows:

sql exp -db CARBON DB -S 6767 -user wso2carbon -password wso2carbon
<PRODUCT_HOVE>/ dbscri pt s/ openedge_nanual . sql

Restart the server.
(D You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRCDUCT _HOMVE>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup

Setting up Oracle

The following sections describe how to replace the default H2 database with Oracle:

Setting up the database and user

Copying the JDBC driver

Setting up datasource configurations

Creating the database tables

Changing the product-specific/identity databases

Setting up the database and user

Follow the steps below to set up a Oracle database.

1.
2.

3.

Create a new database by using the Oracle database configuration assistant (dbca) or manually.

Make the necessary changes in the Oracle t nsnanes. ora and | i st ner. ora files in order to define
addresses of the databases for establishing connections to the newly created database.

After configuring the . or a files, start the Oracle instance using the following command:

$ sudo /etc/init.d/oracle-xe restart
Connect to Oracle using SQL*Plus as SYSDBA as follows:

$ ./ $<ORACLE HOVE>/ confi g/ scri pts/sql pl us. sh sysadnf password as SYSDBA
Connect to the instance with the username and password using the following command:

$ connect

As SYSDBA, create a database user and grant privileges to the user as shown below:
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Create user USER NAME identified by password account unl ock;
grant connect to USER NAME;
grant create session, create table, create sequence, create trigger to USER_NAME;

commi t;

7. Exit from the SQL*Plus session by executing the qui t command.

Copying the JDBC driver

1. Copy the Oracle JDBC libraries (for example, <ORACLE _HOWE/ j dbc/ | i b/ oj dbc14. j ar) to the <PRODUC
T_HOVE>/ reposi t ory/ conponent s/ 1 i b/ directory.
2. Remove the old database driver from the <PRODUCT _HQOVE>/ r eposi t or y/ conponent s/ dr opi ns/ direct

ory.

(D If you getatinezone region not found error when using the oj dbc6. j ar with WSO2 servers, set
the Java property as follows: export JAVA OPTS="-Duser.ti nezone=' +05: 30" "

The value of this property should be the GMT difference of the country. If it is necessary to set this property
permanently, define it inside the wso2ser ver . sh as a new JAVA_OPT property.

Setting up datasource configurations
After creating the database, you create a datasource to point to it in the following files:

1. Edit the default datasource configuration in the <PRODUCT_HOME>/ r eposi t or y/ conf / dat asour ces/ ma
st er - dat asour ces. xm file. Replace the ur |, user nanme, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:

<dat asour ce>
<nane>W5C2_CARBON_DB</ nane>
<descri ption>The datasource used for registry and user nanager</description>
<j ndi Confi g>
<nane>j dbc/ WsQ2Car bonDB</ nane>
</j ndi Confi g>
<definition type="RDBMS">
<configuration>
<url >j dbc: oracl e: t hi n: GBERVER_NAME: PORT/ DB_NAME</ ur | >
<user nanme>r egadmi n</ user nane>
<passwor d>r egadmi n</ passwor d>
<driver C assNanme>or acl e.j dbc. driver. O acl eDriver</driverC assNane>
<maxAct i ve>80</ maxActi ve>
<maxWai t >60000</ max\Wi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</t est OnBor r ow>
<val i dati onQuer y>SELECT 1 FROM DUAL</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

The elements in the above configuration are described below:
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Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.

validationInterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(i) The default port for Oracle is 1521.

For more information on other parameters that can be defined in the <PRODUCT_HOVE>/ r eposi t or
y/ conf/ dat asour ces/ mast er - dat asour ces. xnl file, see Tomcat JDBC Connection Pool.

Creating the database tables

To create the database tables, connect to the database that you created earlier and run the following scripts in
SQL*Plus:

1. To create tables in the registry and user manager database (WSO2 CARBON_DB), use the below script:

SQL> @<PRODUCT_HOVE>/ dbscri pt s/ oracl e. sql

2. Restart the server.

{D You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRODUCT_HOME>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOME>/ bi n/ wso2server.sh -Dsetup

Changing the product-specific/identity databases

The topics above show how to change the WSO2_CARBON_DB , which is used to store registry and user manager
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information. If you changed the product-specific database (WSO2AM_DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mast er-dat asources. xm file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOME>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOVE>/ dbscri pts/identity fold
er

Setting up Oracle RAC

The following sections describe how to replace the default H2 database with Oracle RAC:
® Setting up the database and user
® Copying the JDBC driver
® Setting up datasource configurations
® (Creating the database tables
® Changing the product-specific/identity databases

Oracle Real Application Clusters (RAC) is an option for the Oracle Database for clustering and high availability in
Oracle database environments. In the Oracle RAC environment, some of the commands used in or acl e. sql are
considered inefficient. Therefore, the product has a separate SQL script or acl e_rac. sql for Oracle RAC. The
Oracle RAC-friendly script is located in the dbscri pt s folder together with other . sql scripts.

(i) To test products on Oracle RAC, rename or acl e_rac. sql to oracl e. sql before running - Dset up.

Setting up the database and user

Follow the steps below to set up an Oracle RAC database.

1. Set environment variables <ORACLE HOVE>, PATH, and ORACLE_SI D with the corresponding values / or a
cl e/ app/ or acl e/ product/ 11. 2. 0/ dbhome_1, $PATH. <ORACLE_HOVE>/ bi n, and or cl 1 as follows:

[oracle@noded ~]$ export ORACLE_HOME=/oracle/app/foracle/product/11.2.8/dbhome_1
[oracle@nodet ~]$ export PATH=$PATH:$0RACLE_HOME/bin

[oracle@nodel ~]% export ORACLE SID=orcli

2. Connect to Oracle using SQL*Plus as SYSDBA.
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[oracle@node “]$ sqlplus SY3DBA/1 as sysdba

SOL*Plus: Release 11.2.8.1.8 Production on Fri Hov 18 18:18:%2 26811

Copyright {c) 1982, 20889, Oracle. All rights reserved.

Connected to:

Oracle Database 11g Enterprise Edition Release 11.2.8.1.8 - 64bit Production

With the Partitioning, Real Application Clusters, Automatic Storage HManagement, OLAP,
Data Hining and Real Application Testing options

select 2+2 from dual;

create user dbgreq identified by dbgreq account unlock;
User created.
SQL> grant connect to dbgreg;
Grant succeeded.
SOL> grant create session, dba to dbgreg;
Grant succeeded.
SOL> commit;
Commit complete.
SQL> quit
Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.8.1.8 - 64bit Production
With the Partitioning, Real Application Clusters, Automatic Storage Management, OLAP,

Data Hining and Real #ipplication Testing options
[vracle@nodel ~1% ]

3. Create a database user and grant privileges to the user as shown below:

Create user USER NAME identified by PASSWORD account unl ock
grant connect to USER NAME

grant create session, dba to USER_NAME

comm t;

4. Exit from the SQL*Plus session by executing the qui t command.

Copying the JDBC driver

Copy the Oracle JDBC libraries (for example, the <ORACLE_HOVE>/ j dbc/ | i b/ oj dbc14. j ar file) to the <PRCDU
CT_HOVE>/ r eposi t ory/ conponent s/ | i b/ directory.

@ Remove the old database driver from the <PRODUCT_HOVE>/ r eposi t or y/ conponent s/ dr opi ns/ direc
tory when you upgrade the database driver.

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files:
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1. Edit the default datasource configuration in the <PRODUCT_HOME>/ r eposi t or y/ conf / dat asour ces/ ma
st er - dat asour ces. xm file. Replace the ur |, user nane, password and dri ver Cl assNane settings
with your custom values and also the other values accordingly as shown below:

<dat asour ce>
<name>W5O2_CARBON_DB</ nane>
<descri pti on>The datasource used for registry and user nanager</descripti on>
<j ndi Confi g>
<name>j dbc/ WsOQ2Car bonDB</ nane>
</ j ndi Confi g>
<definition type="RDBMS">
<configuration>
<ur| >j dbc: oracl e: t hi n: @ DESCRI PTI ON=( LOAD_BALANCE=0n)
( ADDRESS=( PROTOCOL=TCP) ( HOST=r acnodel) (PORT=1521))
( ADDRESS=( PROTOCOL=TCP) ( HOST=r acnode2) (PORT=1521))
( CONNECT_DATA=( SERVI CE_NAME=rac))) </ url >
<user name>r egadmni n</ user nanme>
<passwor d>r egadmni n</ passwor d>
<driver Cl assNanme>or acl e. jdbc. driver. Oracl eDriver</driverC assNane>
<maxAct i ve>80</ maxActi ve>
<maxWai t >60000</ max\Wi t >
<m nl dl e>5</ m nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1 FROM DUAL</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</ definition>
</ dat asour ce>

The elements in the above configuration are described below:

Element Description
url The URL of the database. The default port for a DB2 instance is 50000.

username and pa The name and password of the database user
ssword

driverClassName The class name of the database driver

maxActive The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

maxWait The maximum number of milliseconds that the pool will wait (when there are no

available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

minldle The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

testOnBorrow The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

validationQuery  The SQL query that will be used to validate connections from this pool before
returning them to the caller.



validationInterval The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.

(i) For more information on other parameters that can be defined in the <PRODUCT_HOVE>/ r eposi t or
y/ conf/ dat asour ces/ mast er - dat asour ces. xm file, see Tomcat JDBC Connection Pool.

Creating the database tables

To create the database tables, connect to the database that you created earlier and run the following scripts in
SQL*Plus:

1. To create tables in the registry and user manager database (WEO2 CARBON_DB), use the below script:

SQ.> @<PRODUCT_HOVE>/ dbscri pt s/ oracl e. sql

2. Restart the server.

{j} You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRODUCT_HOME>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup

Changing the product-specific/identity databases

The topics above show how to change the WSO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the mast er-dat asources. xn file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOME>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOVE>/ dbscri pts/i dentity fold
er

Setting up PostgreSQL

The following sections describe how to replace the default H2 database with PostgreSQL:
® Setting up the database and login role

Setting up the drivers

Setting up datasource configurations

Creating database tables

Changing the product-specific/identity databases

Setting up the database and login role
Follow the steps below to set up a PostgreSQL database.

1. Install PostgreSQL on your computer as follows:
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Start the PostgreSQL service using the following command:

3. Create a database and the login role from a GUI using the PGAdminlll tool.
4. To connect PGAdminlll to a PostgreSQL database server, locate the server from the object browser,

right-click the client, and click Connect. This will show you the databases, tablespaces, and login roles as

follows:
—
L X pgadmin il v
Elle Edit Plugins View Tools Help |
™ o WEEB @ @ |
'Object browser ® . - .
Properti |stallstlcslDepandencnes]nependentsl
= [ servers(1)
M new_connectinn tlacalhnact-5a231 Property | value
Description new_connection
& I
Conriact J ::;lname so::\zhcst
Delete/Drop .
Maintenance database postgres
Reports Username postgres
Properties... Store password? Yes
Restore environment? s
Connected? Mo
] J »
sgLpane 5]
| v
|Retrieving Server details... Done. 001lsecs

5. To create a database, click Databases in the tree (inside the object browser), and click New Database.
In the New Database dialog box, give a name to the database (for example: gregdb) and click OK.

7. To create a login role, click Login Roles in the tree (inside the object browser), and click New Login Role.
Enter the role name and a password.

o

These values will be used in the product configurations as described in the following sections. In the
sample configuration, gr egadmi n will be used as both the role name and the password.

©

Optionally enter other policies, such as the expiration time for the login and the connection limit.
9. Click OK to finish creating the login role.

Setting up the drivers

1. Download the PostgreSQL JDBC4 driver.
2. Copy the driver to your WSO2 product's <PRODUCT_HOVE>/ r eposi t or y/ conponent s/ | i b directory.

Setting up datasource configurations

After creating the database, you create a datasource to point to it in the following files.

1. Edit the default datasource configuration in the <PRODUCT_HOVE>/ r eposi t ory/ conf/ dat asour ces/ ma
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st er-dat asources. xnl file. Replace the url, user name, password and dri ver G assNane settings
with your custom values and also the other values accordingly as shown below:

<dat asour ce>
<nane>WsC2_CARBON_DB</ nane>
<descri pti on>The datasource used for
manager </ descri pti on>
<j ndi Confi g>
<nane>j dbc/ WBQ2Car bonDB</ nane>
</j ndi Confi g>
<definition type="RDBM">
<confi guration>
<ur | >j dbc: postgresql ://1 ocal host: 5432/ gregdb</ url >
<user name>r egadni n</ user nane>
<passwor d>r egadni n</ passwor d>
<driver Cl assNane>or g. postgresql . Dri ver</driver C assNanme>
<maxAct i ve>80</ maxActi ve>
<maxWi t >60000</ max Wi t >
<m nl dl e>5</ mi nl dl e>
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</validati onQuery>
<val i dati onl nt erval >30000</ val i dati onl nt erval >
</ confi guration>
</definition>
</ dat asour ce>

regi stry and user

The elements in the above configuration are described below:

Element Description

url

username and pa
ssword

driverClassName

maxActive

maxWait

minldle

testOnBorrow

validationQuery

validationInterval

The URL of the database. The default port for a DB2 instance is 50000.

The name and password of the database user

The class name of the database driver

The maximum number of active connections that can be allocated at the same
time from this pool. Enter any negative value to denote an unlimited number of active
connections.

The maximum number of milliseconds that the pool will wait (when there are no
available connections) for a connection to be returned before throwing an exception.
You can enter zero or a negative value to wait indefinitely.

The minimum number of active connections that can remain idle in the pool without
extra ones being created, or enter zero to create none.

The indication of whether objects will be validated before being borrowed from the
pool. If the object fails to validate, it will be dropped from the pool, and another
attempt will be made to borrow another.

The SQL query that will be used to validate connections from this pool before
returning them to the caller.

The indication to avoid excess validation, and only run validation at the most, at this
frequency (time in milliseconds). If a connection is due for validation, but has been
validated previously within this interval, it will not be validated again.
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() For more information on other parameters that can be defined in the <PRODUCT _HOVE>/ r eposi t or
y/ conf/ dat asour ces/ mast er - dat asour ces. xm file, see Tomcat JDBC Connection Pool.

Creating database tables
To create the database tables, connect to the database that you created earlier and run the following scripts.

1. To create tables in the registry and user manager database (WSO2 CARBON_DB), use the below script:

<PRODUCT_HOME>/ dbscri pt s/ post gresql . sql

2. Restart the server.

G} You can create database tables automatically when starting the product for the first time by using
the - Dset up parameter as follows:

® For Windows: <PRODUCT_HOME>/ bi n/ wso2ser ver. bat - Dsetup
® For Linux: <PRODUCT_HOVE>/ bi n/ wso2server.sh -Dsetup

Changing the product-specific/identity databases

The topics above show how to change the WSO2_CARBON_DB , which is used to store registry and user manager
information. If you changed the product-specific database (WSO2AM DB) that comes by default or set up a separate
database for identity related data, the instructions are the same. In summary:

1. Add the datasource to the nmast er-dat asources. xnm file. The datasource for the product-specific
database is already there in the file by the name WSO2AM DB. Change its elements with your custom values.
2. Create the database tables using the following scripts:

For the product-specific database Use the scripts in <PRODUCT_HOVE>/ dbscri pt s/ api ngt folder

For the identity database Use the scripts in <PRODUCT_HOVE>/ dbscri pts/i dentity fold
er

Managing Datasources

A datasource provides information that a server can use to connect to a database. Datasource management is
provided by the following feature in the WSO2 feature repository:

Name : WSO02 Carbon - datasource management feature
Identifier: org.wso2.carbon.datasource.feature.group

If datasource management capability is not included in your product by default, add it by installing the above feature,
using the instructions given under the Feature Management section of this documentation.

Click Data Sources on the Configure tab of the product's management console to view, edit, and delete the
datasources in your product instance.

(i) You can view, edit, and delete the datasources in your product instance by clicking Data Sources on the C
onfigure tab of the product management console. However, you cannot edit or delete the
default <WSO2_CARBON_DB> datasource.

Adding Datasources

If the datasource management feature is installed in your WSO2 product instance, you can add datasources that allow the server to connect to
databases and other external data stores.
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Use the following steps to add a datasource:
1. In the product management console, click Data Sources on the Configure tab.

('-'| Configure
&1 Users and Roles
B csi agent
& Features
._,d:J Key Stores
W aams
[C] Logging
el Transports
& Deployment Synchrenizer
Iﬁl Server Roles

Main

Monitor

| Canfigure |

2. Click Add Data Source.
3. Specify the required options for connecting to the database. The available options are based on the type of

datasource you are creating:
® Configuring a RDBMS Datasource
® Configuring a Custom Datasource

After adding datasources, they will appear on the Data Sources page. You can edit and delete them as needed by
clicking Edit or Delete links.

When adding an RDBMS datasource, be sure to copy the JDBC driver JAR file for your database to <PROD
UCT_HOME>/ r eposi t ory/ conponent s/ i b.

Configuring an RDBMS Datasource

When adding a datasource, if you select RDBMS as the datasource type, the following screen appears:

New Data Source

Mew Data Source
Data Source Type™ ROEMS -

Namea®

Description

Data Source Provider® default -
Driver*

URL"

User Name
Fassword
Expose as a JNDI Data Source

Data Scurce Configuration Parameters

|T951 Connection || Save ‘. Cancel |

This is the default RDBMS datasource configuration provided by WSO2. You can also write your own RDBMS
configuration by selecting the custom datasource option. Enter values for the following fields when using the default

RDBMS datasource configuration:
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¢ Data Source Type: RDBMS

®* Name: Name of the datasource (must be a unique value)

® Data Source Provider: Specify the datasource provider.

® Driver: The class name of the JDBC driver to use. Make sure to copy the JDBC driver relevant to the
database engine to the <PRODUCT _HOVE>/ r eposi t ory/ conmponent s/ | i b/ directory. For example, if you
are using MySQL, specify com nysql . j dbc. Dri ver as the driver and copy nysql - connect or-j ava-5
. XX- bi n. j ar file to this directory. If you do not copy the driver to this directory when you create the
datasource, you will get an exception similar to Cannot | oad JDBC driver cl ass
com nysql . jdbc. Driver.

® URL: The connection URL to pass to the JDBC driver to establish the connection.

® User Name: The connection user name that will be passed to the JDBC driver to establish the connection.

® Password: The connection password that will be passed to the JDBC driver to establish the connection.

®* Expose as a JNDI Data Souce: Allows you to specify the JNDI datasource.

L]

Data Source Configuration Parameters: Allows you to specify the datasource connection pool parameters
when creating a RDBMS datasource.

For more details on datasource configuration parameters, see ApacheTomcat JDBC Connection Pool guide.

After creating datasources, they appear on the Data Sources page. You can edit and delete them as needed by
clicking Edit or Delete links.

Configuring the Datasource Provider

A datasource provider connects to a source of data such as a database, accesses its data, and returns the results of
the access queries. When creating a RDBMS datasource, use the default provider or link to an external provider.Def
ault datasource provider

To use the default datasource provider, select default, and then enter the Driver, URL, User Name, and
Password connection properties as follows:

New Data Source

New Data Source

Data Source Type* RDBMS

Name* rdbmsdatasuurce

Description RDBMS Data Source

Data Source Provider® default v

Driver® com.mysql.jdbc.Driver

URL® jdbc:mysql:/Mocalhost:3306/test
User Name root

Password 2000

[+] Expose as a |NDI Data Source

Data Source Configuration Parameters

[Test Connectlun‘ Sa\re| Cancel|
External datasource provider
If you need to add a datasource supported by an external provider class such as com nysql . j dbc. j dbc2. opti o
nal . Mysql XADat aSour ce, select External Data Source, click Add Property, and then enter the name and value

of each connection property you need to configure. Following is an example datasource for an external datasource
provider:
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New Data Source

Mew Data Source

Data Source Type* |RDBMS |

Name* rdbmsdatasource |

Description RDBMS Data Source |

Data Source Provider” | ml |

Data Source Class Name® lbc_]dbc2_optinnaI.MysqlmDataSource]
o Add Property
Name Value Action

Data Source Properties [urt | [mysql:flocalhost:3306/test i Delete
|user | root i Delete
|password | [root] | il Delete

[#] Expose as a |NDI Data Source

[#] Data Source Configuration Parameters

| Test Connection | Save | | Cancel |

Configuring a JNDI Datasource

Java Naming and Directory Interface (JNDI) is a Java Application Programming Interface (API) that provides naming
and directory functionality for Java software clients, to discover and look up data and objects via a name. It helps
decoupling object creation from the object look-up. When you have registered a datasource with JNDI, others can
discover it through a JNDI look-up and use it.

When adding a datasource, to expose a RDBMS datasource as a JNDI datasource, click Expose as a JNDI Data
Source to display the JNDI fields as follows:

.Naw Data Source

Mew Data Source
Data Source Type® RDBMS -

Mame”

Description

Data Source Provider® default -
Driver”

URL"

User Name admin

Password [T

[=] Expose as a.JNDI Data Source

Name
Use Data Source Factory ]
JMNDI Properties 0 Add Property

[*] Data Source Configuration Parameters

' Test Connection || Save | Cancel |

Following are descriptions of the JNDI fields:
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* Name: Name of the JNDI datasource that will be visible to others in object look-up.
® Use Data Source Factory: To make the datasource accessible from an external environment, you must use
a datasource factory. When this option is selected, a reference object will be created with the defined
datasource properties. The datasource factory will create the datasource instance based on the values of the
reference object when accessing the datasource from an external environment. In the datasource
configuration, this is set as: <j ndi Confi g useDat aSour ceFact ory="true" >.
* JNDI Properties: Properties related to the JNDI datasource (such as password).
When you select this option, set the following properties:
® java.nam ng.factory.initial: Selects the registry service provider as the initial context.
® java. nam ng. provi der. url : Specifies the location of the registry when the registry is being used
as the initial context.

Configuring the Datasource Connection Pool Parameters

When the server processes a database operation, it spawns a database connection from an associated datasource.
After using this connection, the server returns it to the pool of connections. This is called datasource connection
pooling. It is a recommended way to gain more performance/throughput in the system. In datasource connection
pooling, the physical connection is not dropped with the database server, unless it becomes stale or the datasource
connection is closed.

RDBMS datasources in WSO2 products use Tomcat JDBC connection pool (or g. apache. t ontat . j dbc. pool ).
It is common to all components that access databases for data persistence, such as the registry, user management
(if configured against a JDBC userstore), etc.

You can configure the datasource connection pool parameters, such as how long a connection is persisted in the
pool, using the datasource configuration parameters section that appears in the product management console when
creating a datasource. Click and expand the option as shown below:
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MNew Data Source

DataSource Id* |oracle-ds

Data Source Type* | RDBEMS ¥ | Non-XA-DataSource ¥

Database Engine* | Oracie v

Driver Class* |oracle. jdbc. driver. OracleDriver

URL* |idbe:oracle: [drivertype]: [usemame/password] @ [host]: [port)/[database]
User Name |

Password |

| = Data source configuration parameters |

Transaction Isolation

Initial Size

Max. Active

Max. Idle

Min. ldle

Max. Wait

Validation Query

Test On Return

Test On Borrow

Test While Idle

Time Between Eviction Runs Mills
Minimum Evictable |dle Time
Remove Abandoned

Remove Abandoned Timeout
Log Abandoned

Default Aute Commit

Default Read Only

Default Catalog

Validator Class Mame
Connection Properties

Init SOL

JDEC Interceptors

Validation Interval

JMX Enabled

Fair Queus

Abandon When Percentage Full
Max Age

Use Equals

3
s
:

(B8 ||| ]|E0E & | |EEE | ]| ]]]8
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2UspECt Iimeout |

Alternate User Name Allowed

Test Connection| | Save, |Cancel

Following are descriptions of the parameters you can configure. For more details on datasource configuration
parameters, see ApacheTomcat JDBC Connection Pool guide.

Parameter
name

Transaction
isolation

Initial Size

(int)

Max. Active

(int)

Max. Idle
(int)

Min. Idle
(int)

Max. Wait
(int)

Validation

Query
(String)

Test On
Return
(boolean)

Test On
Borrow
(boolean)

Description

The default Tr ansact i onl sol at i on state of connections created by this pool are as follows:

TRANSACTION_UNKNOWN
TRANSACTION_NONE
TRANSACTION_READ_COMMITTED
TRANSACTION_READ_UNCOMMITTED
TRANSACTION_REPEATABLE_READ
TRANSACTION_SERIALIZABLE

The initial number of connections created, when the pool is started. Default value is zero.

Maximum number of active connections that can be allocated from this pool at the same time. The
default value is 100.

Maximum number of connections that should be kept in the pool at all times. Default value is 8. Idle
connections are checked periodically (if enabled), and connections that have been idle for longer
than m nEvi ct abl el dl eTi mreM | | i s will be released. (also see testWhileldle )

Minimum number of established connections that should be kept in the pool at all times. The
connection pool can shrink below this nhumber, if validation queries fail. Default value is zero. For
more information, see testWhileldle.

Maximum number of milliseconds that the pool waits (when there are no available connections) for
a connection to be returned before throwing an exception. Default value is 30000 (30 seconds).

The SQL query used to validate connections from this pool before returning them to the caller. If
specified, this query does not have to return any data, it just can't throw a SQLException. The
default value is null. Example values are SELECT 1 (mysql), select 1 from dual (oracle), SELECT 1
(MS Sql Server).

Used to indicate if objects will be validated before returned to the pool. The default value is false.

(D For a true value to have any effect, the val i dati onQuery parameter must be set to a
non-null string.

Used to indicate if objects will be validated before borrowed from the pool. If the object fails to
validate, it will be dropped from the pool, and we will attempt to borrow another. Default value is
false.

For a true value to have any effect, the val i dat i onQuery parameter must be set to a
non-null string. In order to have a more efficient validation, see validationInterval .
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Test While
Idle
(boolean)

Time
Between
Eviction
Runs Mills

(int)

Minimum
Evictable
Idle Time
(int)

Remove
Abandoned
(boolean)

Remove
Abandoned
Timeout

(int)

Log
Abandoned
(boolean)

Auto
Commit
(boolean)

Default
Read Only
(boolean)

Default
Catalog
(String)

Validator
Class
Name
(String)

Connection
Properties
(String)

The indication of whether objects will be validated by the idle object evictor (if any). If an object fails
to validate, it will be dropped from the pool. The default value is false and this property has to be
set in order for the pool cleaner/test thread to run. For more information, see timeBetweenEviction
RunsMillis .

{D For a true value to have any effect, the validationQuery parameter must be set to a
non-null string.

Number of milliseconds to sleep between runs of the idle connection validation/cleaner thread. This
value should not be set under 1 second. It indicates how often we check for idle, abandoned
connections, and how often we validate idle connections. The default value is 5000 (5 seconds).

Minimum amount of time an object may sit idle in the pool before it is eligible for eviction. The
default value is 60000 (60 seconds).

Flag to remove abandoned connections if they exceed the removeAbandonedTimout. If set to true,
a connection is considered abandoned and eligible for removal, if it has been in use longer than the
removeAbandonedTi neout . Setting this to true can recover database connections from
applications that fail to close a connection. For more information, see logAbandoned. The default
value is false.

Timeout in seconds before an abandoned (in use) connection can be removed. The default value is
60 (60 seconds). The value should be set to the longest running query that your applications might
have.

Flag to log stack traces for application code which abandoned a connection. Logging of abandoned
connections, adds overhead for every connection borrowing, because a stack trace has to be
generated. The default value is false.

The default auto-commit state of connections created by this pool. If not set, default is JDBC driver
default. If not set, then the set Aut oConmi t method will not be called.

The default read-only state of connections created by this pool. If not set then the set ReadOnl y m
ethod will not be called. (Some drivers don't support read only mode. For example: Informix)

The default catalog of connections created by this pool.

The name of a class which implements the or g. apache. t ontat . j dbc. pool .Validates the
interface and provides a no-arg constructor (may be implicit). If specified, the class will be used to
create a Val i dat or instance, which is then used instead of any validation query to validate
connections. The default value is null. An example value is com myconpany. pr oj ect. Si nmpl eV
al i dat or.

Connection properties that will be sent to our JDBC driver when establishing new connections.
Format of the string must be [ pr opert yName=pr operty; ] *. The default value is null.

The user and passwor d properties will be passed explicitly, so that they do not need to
be included here.



Init SQL Ability to run a SQL statement exactly once, when the connection is created.

JDBC Flexible and pluggable interceptors to create any customizations around the pool, the query
Interceptors  execution and the result set handling.

Validation To avoid excess validation, only run validation at most at this frequency - time in milliseconds. If a

Interval connection is due for validation, but has been validated previously within this interval, it will not be
(long) validated again. The default value is 30000 (30 seconds).

JMX Register the pool with IMX or not. The default value is true.

Enabled

(boolean)

Fair Queue Setto true, if you wish that calls to get Connect i on should be treated fairly in a true FIFO fashion.

(boolean) This uses the or g. apache. t ontat . j dbc. pool . Fai r Bl ocki ngQueue implementation for the
list of the idle connections. The default value is true. This flag is required when you want to use
asynchronous connection retrieval. Setting this flag ensures that threads receive connections in the
order they arrive. During performance tests, there is a very large difference in how locks and lock
waiting is implemented. When f ai r Queue=t r ue, there is a decision making process based on
what operating system the system is running. If the system is running on Linux (property os. name
=Li nux), then to disable this Linux specific behavior and still use the fair queue, simply add the
property or g. apache. t ontat . j dbc. pool . Fai r Bl ocki ngQueue. i gnor eOS=t r ue to your
system properties, before the connection pool classes are loaded.

Abandon Connections that have been abandoned (timed out) will not get closed and reported up, unless the
When number of connections in use are above the percentage defined by abandonWhenPer cent ageFu
Percentage |1 . The value should be between 0-100. The default value is zero, which implies that connections
Full (int) are eligible for closure as soon as r enbveAbandonedTi neout has been reached.

Max Age Time in milliseconds to keep this connection. When a connection is returned to the pool, the pool
(long) will check to see if the current time when connected, is greater than the maxAge that has been

reached. If so, it closes the connection rather than returning it to the pool. The default value is zero,
which implies that connections will be left open and no age check will be done upon returning the
connection to the pool.

Use Equals Set to true, if you wish the Pr oxyConnect i on class to use Stri ng. equal s, and set to false
(boolean) when you wish to use == when comparing method names. This property does not apply to added
interceptors as those are configured individually. The default value is true.

Suspect Timeout value in seconds. Default value is zero. Similar to to the r enoveAbandonedTi nmeout val
Timeout ue, but instead of treating the connection as abandoned, and potentially closing the connection, this
(int) simply logs the warning if | ogAbandoned is set to true. If this value is equal or less than zero, no

suspect checking will be performed. Suspect checking only takes place if the timeout value is larger
than zero, and the connection was not abandoned, or if abandon check is disabled. If a connection
is suspected, a warning message gets logged and a JMX notification will be sent.

Alternate By default, the j dbc- pool will ignore the Dat aSour ce. get Connect i on(user nane, passwor
User Name d) call, and simply return a previously pooled connection under the globally configured properties
Allowed username and password, for performance reasons.

(boolean)

The pool can however be configured to allow use of different credentials each time a connection is
requested. To enable the functionality described in the Dat aSour ce. get Connecti on(user nam
e, passwor d) call, simply set the property al t er nat eUser naneAl | owed, to true. If you
request a connection with the credentials userl/passwordl, and the connection was previously
connected using different user2/password2, then the connection will be closed, and reopened with
the requested credentials. This way, the pool size is still managed on a global level, and not on a
per-schema level. The default value is false.

Configuring a Custom Datasource
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When adding a datasource, if you select the custom datasource type, the following screen will appear:

New Data Source

Mew Dala Source

Data Source Type® Custom =
Custom Data Source Type*

MNamea"

Description

CE] it Je@le

Configuration

Following are descriptions of the custom datasource fields:

® Data Source Type: Custom

® Custom Data Source Type: Specify whether the data is in a table or accessed through a query as described
below.

®* Name: Enter a unique name for this datasource

® Description: Description of the datasource

® Configuration: XML configuration of the datasource

Custom datasource type

When creating a custom datasource, specify whether the datasource type is DS_CUSTOM_TABULAR (the data is
stored in tables), or DS_CUSTOM_QUERY (non-tabular data accessed through a query). More information about

each type are explained below.
Custom tabular datasources

Tabular datasources are used for accessing tabular data, that is, the data is stored in rows in named tables that can
be queried later. To implement tabular datasources, the interface or g. ws02. car bon. dat aser vi ces. core. cus
t om dat asour ce. Tabul ar Dat aBasedDS is used. For more information, see a sample implementation of a
tabular custom datasource at | nMenor yDat aSour ce.

A tabular datasource is typically associated with a SQL data services query. WSO2 products use an internal SQL
parser to execute SQL against the custom datasource. For more information, see a sample data service descriptor
at | nMenor yDSSanpl e. Carbon datasources also support tabular data with the or g. wso2. car bon. dat aservi ¢
es. core. cust om dat asour ce. Cust onifabul ar Dat aSour ceReader datasource reader implementation. If you
have Data Services Server installed, for more information see the <PRODUCT_HOVE>\ r eposi t or y\ conf\ dat aso

ur ces\ cust om dat asour ces. xni file, which is a sample Carbon datasource configuration.
Custom query datasources

Custom query-based datasources are used for accessing non-tabular data through a query expression. To
implement query-based datasources, the or g. wso2. car bon. dat aser vi ces. cor e. cust om dat asour ce. Cu
st onQuer yBasedDS interface is used. You can create any non-tabular datasource using the query-based
approach. Even if the target datasource does not have a query expression format, you can create and use your own.
For example, you can support any NoSQL type datasource using this type of a datasource.

For more information, see a sample implementation of a custom query-based datasource at EchoDat aSour ce,
and a sample data service descriptor with custom query datasources in | nMenor yDSSanpl e. Carbon datasources


https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/TabularDataBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/TabularDataBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/InMemoryDataSource.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/dss/3.1.0/modules/samples/dbs/inmemory/InMemoryDSSample.dbs
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomTabularDataSourceReader.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomTabularDataSourceReader.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/4.0.0/components/data-services/org.wso2.carbon.dataservices.core/4.0.2/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/4.0.0/components/data-services/org.wso2.carbon.dataservices.core/4.0.2/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryBasedDS.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/EchoDataSource.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/dss/3.1.0/modules/samples/dbs/inmemory/InMemoryDSSample.dbs
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also support query-based data with the or g. wso02. car bon. dat aser vi ces. cor e. cust om dat asour ce. Cust

omQuer yDat aSour ceReader datasource reader implementation. If you have Data Services Server installed, for
more information, see the <PRODUCT_HOVE>\ r eposi t or y\ conf\ dat asour ces\ cust om dat asour ces. xmi fi
le, which is a sample Carbon datasource configuration.

In the i ni t methods of all custom datasources, user-supplied properties will be parsed to initialize the datasource
accordingly. Also, a property named <__DATASOURCE_| D__>, which contains a UUID to uniquely identify the
current datasource, will be passed. This can be used by custom datasource authors to identify the datasources
accordingly, such as datasource instances communicating within a server cluster for data synchronization.

Shown below is an example configuration of a custom datasource of type <DS_CUSTOM _TABULAR>:

New Data Source

Mew Dota Scurce

Data Source Type® Custom =
Custom Data Source Type” DS_CUSTOM_TABUL
Name™ customdatasource
Description Cuslom data source
NOT|9 o [ow I @ @
<configurationZ> -
<custemDataSourceClass»ory.weo2. carbon.dataservices . core. custom. d
<customDataSourceProps>
<property name="inmemory datascurce schema”>{Vehicles: [ID,¥
<property name="immemory datasource_ records™>
{Vehicles: [["510_1678","Harley Davidson Ultimate Choppe
[*510_1949", "Alpine Renault 1300%,"Classic Cars"™,"19527
[®510_2016", "Moto Guzzi 1100i","Motorcycles","19%6"],
["s10_4698", "Harley-Davidson Eagle Drag Bike™, "Motorcyc
["510_4757","Alfa Romeo GTA","Clasgic Cars™,"1972"],
[*510_4962","Lanciak Delta 16V","Classic Cars","1%62"],
["512_1085", "Ford Mustang","Classic Cars™,"1368"],
3 [*512_1108", "Ferrari Enzo®,"Classic Cars™,"2001"]]}
Configuration </proparty>
</customDataSourceProps>
</configuration>

After creating datasources, they will appear on the Data Sources page. You can edit and delete them as needed by
clicking Edit or Delete links.

Managing Users and Roles

Before you begin, note the following:

® Only system administrators can add, modify and remove users and roles. To set up administrators, see Real
m Configuration.

® Your product has a primary user store where the users/roles that you create using the management console
are stored by default. It's default RegEx configurations are as follows. RegEx configurations ensure that
parameters like the length of a user name/password meet the requirements of the user store.

Passwor dJavaRegEx-------- AV S]{5,30}%
Passwor dJavaScri pt Regex-- ~[\ §] {5, 30} $
User naneJavaRegEx-------- A~ #$ 0 +={3\\ {3, 30} $
User nameJavaScri pt RegeEx-- [\ S]{3,30}$%
Rol enaneJavaRegEx-------- A~L#S; % +={}\\{3,30}%

Rol enaneJavaScri pt Regex-- "\ §] {3, 30} $

When creating users/roles, if you enter a username, password etc. that does not conform to the RegEx config
urations, the system throws an exception. You can either change the RegEx configuration or enter values that


https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryDataSourceReader.java
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/data-services/org.wso2.carbon.dataservices.core/4.2.0/src/main/java/org/wso2/carbon/dataservices/core/custom/datasource/CustomQueryDataSourceReader.java
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conform to the RegEXx. If you change the default user store or set up a secondary user store, configure the Re
gEx accordingly under the user store manager configurations in <API M_HOVE>/ r eposi t ory/ conf / user -
ngt . xnl file.

This chapter contains the following information:

¢ Adding User Roles
® Adding Users

Adding User Roles

Roles contain permissions for users to manage the server. They can be reused and they eliminate the overhead of
granting permissions to users individually.

Throughout this documentation, we use the following roles that are typically used in many enterprises. You can also
define different user roles depending on your requirements.

® admin: The APl management provider who hosts and manages the API Gateway. S/he is responsible for
creating user roles in the system, assign them roles, managing databases, security etc. The Admin role is
available by default with credentials admin/admin.

® creator: A creator is typically a person in a technical role who understands the technical aspects of the API
(interfaces, documentation, versions etc.) and uses the API publisher to provision APIs into the API store.
The creator uses the API Store to consult ratings and feedback provided by API users. Creator can add APIs
to the store but cannot manage their lifecycle.

® publisher: A person in a managerial role and overlooks a set of APIs across the enterprise and controls the
API lifecycle, subscriptions and monetization aspects. The publisher is also interested in usage patterns for
APIs and has access to all API statistics.

® subscriber: A user or an application developer who searches the API store to discover APIs and use them.
S/he reads the documentation and forums, rates/comments on the APIs, subscribes to APIs, obtains access
tokens and invokes the APIs.

Follow the instructions below to create the cr eat or, publ i sher and subscri ber roles in the APl Manager.

Create user roles

1. Log in to the management console (https://localhost:9443/carbon) as admin (default credentials are
admin/admin).

(¢| Configure
L"' Users and Roles
; Features

c

= | [&f Server Roles

£

2. Select Users and Roles under the Configure menu.
3. In the User Management page that opens, click Roles.



https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIManagercomponents
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIManagercomponents
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIManagercomponents
https://192.168.1.2:9443/carbon/

User Management
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Systemn User Store

Ll
& Users
E
|54 Roles

Change Password

.. Change My Password

4. Click Add New Role.
Roles
Search
Select Domain | ALL-USER-STORE-DOMAINS # |
Enter role name pattern {* for all) [+ ” Search ‘
Name Actions
admin \Z Assign Users ¥ View Users
Internal feveryone 1;?}' Permissions
Internal/subscriber [z Rename 3 Permissions (3¢ Assign Users Il view Users ] Delete
€ Add New Internal Role
5. Enter the name of the user role (e.g.,, <creator) and click Next.

Step 1 : Enter role details

Enter role details

Domain | PRIMARY |

Role Name* |creatur|

\Next >| |Finish| |Cancel|

User Stores.

(D Tip: The Domain drop-down list contains all user stores configured in the system. By default, you
only have the PRIMARY user store. To configure secondary user stores, see Configuring Secondary

6. The permissions page opens. Select the permissions according to the role that you create. The table below
lists the permissions of the cr eat or, publ i sher and subscri ber roles:

Roles Permissions

creator
Login

Ul

Configure > Governance and all underlying permissions.

Manage > API > Create
Manage > Resources > Govern and all underlying permissions
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publisher ® Login
Manage > API > Publish

subscriber

Login
Manage > API > Subscribe

7. Click Finish once you are done adding permission.
Adding Users

Users are consumers who interact with your enterprise's applications, databases or any other systems. These users
can be persons, devices or applications/programs within or outside of the enterprise's network. Since these usgrs
interact with internal systems and access data, the need to define which user is allowed to do what is critical. This is
called user management.
Follow the steps below to create users and assign them to roles. Also see how to add users via e-mail or a
social network login.

to the Management Console and select Users and Roles from the Configure menu.

(¢| Configure
h’ Users and Ro]esI
;'55 Features

=

2 & Server Roles

2. Click Users in the User Management window that opens.

Home > Configure = Users and Roles

User Management

Bystemn User Store

_5.11 Roles

1 The Users link is only visible to admins .

3.Click Add New User.
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Users
Search
Select Domain [ ALL-USER-STORE-DOMAINS + |
Enter user name pattern (* for all) * || Search |
Name Actions

[fF Change Password (7 Assign Roles I View Roles
& User Profile

admin

D Add New User

1 Bulk Import Users

4. The Add User p age opens. Provide the username and password and click Next.

Add User

Step 1: Enter user name

Enter user name

Domain PRIMARY ¢
User Name* userl |
Password® LTI T |

Password Repeat’  sessssss |

e

G} Tip: The Domain drop-down list contains all user stores configured in the system. By default, you
only have the PRIMARY user store. To configure secondary user stores, see Configuring Secondary
User Stores.

(D See how to create a user with the e-mail as the username:Tip:

5. Select the roles you want to assign to the user. In this example, we assign the cr eat or role defined in the
previous section.
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Add User

Step 2 : Select roles of the user

Enter role name pattern (* for all) '+ || Search |

Users of Role

Select all on this page | Unselect all on this page

[ Jadmin

J Internal feveryone
[ |Internal/subscriber

Finish I Cancel

6. Click Finish to complete. The new use appears in the Users list.

Users
Enter user name pattern (* for all) = | Search
Mame Actions
admin |g¥ Change Password | Roles
I apicreatar 5} Change Password lj}f Roles _ﬂ Delete

From here, you can change the user's password, assign different roles or delete it.

You cannot change the user name of an existing user.

Create a user with the e-mail as the username

When adding a user, if you provided an e-mail address as the username, modify the following files:

File Modification
<AM HOVE>/ r eposi t ory/ conf/ car bon. xm Set the <Enabl eEnai | User Nane> elementto t r ue

<AM HOVE>/ r eposi t ory/ conf/ api - manager . xm
<Logi nConfi g>

<User | dLogin primary="true">
<C ai nJri></d aini>
</ User | dLogi n>
<Emai | Logi n primary="fal se">
<Cl ai mJri>http://wso02.org/clai
</ Emai | Logi n>
</ Logi nConfi g>



<AM HOVME>/ r eposi t ory/ conf/user - ngt . xmi Set two properties as:

<User St or eManager cl ass="org.wso2. carbon. us

<Property nanme="I|sEmai | User Nanme" >t rue</ F
<Property
nanme="User naneJavaRegEx" >"[ "~ #3$; % *+={}\\ |

</ User St or eManager >

Note that if you already have an element by the name
define the regular expression, it takes priority over the <UL

1 E-mail login does not work for any tenant including the super tenant in a multi-tenant environment. This
facility is currently only available in single tenant mode (i.e., users of the car bon. super tenant only).

Add users from a social network login

You can auto provision users based on a social network login by integrating the APl Manager with WSO2 Identity
Server. But, this is not supported in a multi-tenant environment.

In a multi-tenant environment, the system cannot identify the tenant domain in the login request that comes to API
Manager's Publisher/Store. Therefore, the service provider is registered as a SaaS application within the super
tenant's space. Configuring user provisioning is part of creating the service provider. In order to authenticate the
user through a third party identity provider such as a social network login, you must enable identity federation. As
the service provider is created in the super tenant's space, the provisioned user is also created within the super
tenant's space. As a result, it is not possible to provision the user in the tenant's space.

To overcome this limitation, you can write a custom authenticator to retrieve the tenant domain of the user and write
a custom login page where the user can enter the tenant domain, which is then added to the authenticator context. T
hen, write a custom provisioning handler to provision the user in the tenant domain that maintained in the context.

® For information on writing a custom authenticator, see Creating Custom Authenticators in the WSO2 IS
documentation.

® For information on writing a custom login page, see Customizing Login Pages in the WSO2 IS
documentation.

Configuring User Stores

A user store is the database where information of the users and/or user roles is stored. User information includes
log-in name, password, fist name, last name, e-mail etc.

All WSO2 products have an embedded H2 database except for WSO2 Identity Server, which has an embedded
LDAP as its user store. Permission is stored in a separate database called the user management database, which
by default is H2. However, users have the ability to connect to external user stores as well.

The user stores of Carbon products can be configured to operate in either one of the following modes.

® User store operates in read/write mode - In Read/Write mode, WSO2 Carbon reads/writes into the user store.

® User store operates in read only mode - In Read Only mode, WSO2 Carbon guarantees that it does not
modify any data in the user store. Carbon maintains roles and permissions in the Carbon database but it can
read users/roles from the configured user store.

The sections below provide configuration details:
® Realm Configuration
® Changing the RDBMS
® Configuring Primary User Stores


https://docs.wso2.com/display/IS500/Creating+Custom+Authenticators
https://docs.wso2.com/display/IS500/Customizing+Login+Pages
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® Configuring Secondary User Stores

Realm Configuration

The <Confi gur ati on> section at the top of the <PRODUCT_HOME>/r eposi t ory/ conf/user-ngt.xm file
allows you to specify basic configuration for connecting to this user store (also called a realm).

<Real n»
<Confi gurati on>
<AddAdni n>t r ue</ AddAdmi n>
<Admi nRol e>admi n</ Adm nRol e>
<Admi nUser >
<User Name>adm n</ User Nane>
<Passwor d>adm n</ Passwor d>
</ Adm nUser >
<Ever yOneRol eNanme>ever yone</ Ever yOneRol eNane> <!-- By default users in this role
see the registry root -->
<Property nane="dat aSour ce">j dbc/ WsO2Car bonDB</ Pr opert y>
</ Confi guration>

</ Real n»>

Note the following regarding the configuration above.

Element Description

<AddAdm n> When t r ue, this element creates the admin user based on the Adm
i nUser element. It also indicates whether to create the specified
admin user if it doesn't already exist. When connecting to an
external read-only LDAP or Active Directory user store, this
property needs to be f al se if an admin user and admin role exist
within the user store. If the admin user and admin role do not exist
in the user store, this value should be t r ue, so that the role is
added to the user management database. However, if the admin
user is not there in the user store, we must add that user to the user
store manually. If the AddAdmi n value is set to t r ue in this case, it
will generate an exception.

<Admi nRol e>wso2adm n</ Admi nRol e> This is the role that has all administrative privileges of the WSO2
product, so all users having this role are admins of the product. You
can provide any meaningful name for this role. This role is created
in the internal H2 database when the product starts. This role has
permission to carry out any actions related to the Management
Console. If the user store is read-only, this role is added to the
system as a special internal role where users are from an external
user store.

<Admi nUser > Configures the default administrator for the WSO2 product. If the
user store is read-only, the admin user must exist in the user store
or the system will not start. If the external user store is read-only,
you must select a user already existing in the external user store
and add it as the admin user that is defined in the <Adni nUser > el
ement. If the external user store is in read/write mode, and you set
<AddAdm n> to t rue, the user you specify will be automatically
created.
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<User Nanme> This is the username of the default administrator or super tenant of
the user store. If the user store is read-only, the admin user MUST
exist in the user store for the process to work.

<Passwor d> Do NOT put the password here but leave the default value as it is if
the user store is read-only as this element and its value are
ignored. This password is used only if the user store is read-write
and the AddAdni n value is setto t r ue.

1 Note that the password in the user - ngt . xmi file is written
to the primary user store when the server starts for the first
time. Thereafter, the password will be validated from the
primary user store and not from the user-ngt. xm file.
Therefore, if you need to change the admin password
stored in the user store, you cannot simply change the
value in the user-ngt. xm file. To change the admin
password, you must use the Change Password option
from the management console.

<Ever yOneRol eNane> The name of the "everyone" role. All users in the system belong to
this role.

The main property given below contains details of the database connection.

Property Description Mandatc
Name

dat aSour ce Data sources are configured in the <PRODUCT _HOME>/ r eposi t or y/ conf / dat asou Mandatc
r ces/ mast er - dat asour ces. xnl file. This property indicates the relevant data
source configuration for the User Management database.

Given below are optional properties that can be used.

Property Name Description

t est OnBor r ow It is recommended to set this property to 'true' so that object cor
validated before being borrowed from the JDBC pool. For this proper
the val i dati onQuery parameter in the <PRODUCT_HOME>/ r eposi
t asour ces/ mast er - dat asour ces. xnl file should be a non-si
setting will avoid connection failures. See the section on performance
products for more information.

CaseSensi tiveAut hori zati onRul es Permissions, and the rules (role name, action, resource) linked to eac
stored in the RDBMS of the server. By default, these rules are not ca:
property can be used if you want to make the rules case sensitive.

Changing the RDBMS

The default database of user manager is the H2 database that comes with WSO2 products. You can configure it to
point to databases by other vendors.

1. Add the JDBC driver to the cl asspat h by dropping the JAR into <PRODUCT _HOME>/ r eposi t or y/ conpon
ents/lib.

2. Change values of properties given in on the Realm Configuration page appropriately.

3. Create the database by running the relevant script in <PRODUCT_HOVE>/ dbscri pt and restart the server:


https://docs.wso2.com/display/AS510/Realm+Configuration
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® For Linux: sh wso2server.shorsh wso2server.sh -Dsetup
® For Windows: wso2server . bat orwso2server. bat -Dsetup

Configuring Primary User Stores

Every WSO2 product comes with an embedded, internal user store, which is configured in <PRODUCT _HOME>/ r epo
sitory/conf/user-ngt.xmn . In WSO2 Identity Server, the embedded user store is LDAP, and in other products
it is JDBC. Because the domain name (unique identifier) of this default user store is set to PRI MARY by default, it is
called the primary user store.

Instead of using the embedded user store, you can set your own user store as the primary user store. Since the user
store you want to connect to might have different schemas from the ones available in the embedded user store, it
needs to go through an adaptation process. WSO2 products provide the following adapters to enable you to
authenticate users from different types of user stores and plug into LDAP, Active Directory, and JDBC to perform

authentication:
User store manager class Description
or g. wso2. car bon. user. core. | dap. ReadOnl yLDAPUser St or eManager Use ReadOnl yLDAPUser ¢

external LDAP user stores.

org. wso2. car bon. user. core. | dap. ReadW it eLDAPUser St or eManager Use ReadW i t eLDAPUser <
both read and write operati
uncommented in the code in

org. wso2. carbon. user. core. | dap. Acti veDirectoryUser St oreManager Use ActiveDirectoryUse
Domain Service (AD DS) or
LDS). This can be used only
read-only you must use or g.
APUser St or eManager .

org.wso2. car bon. user. core. jdbc. JDBCUser St or eManager Use JDBCUser St or eMana
stores.

The user-ngt. xm file already has sample configurations for all of the above user stores. To enable these
configurations, you must uncomment them in the code and comment out the ones that you do not need.

The following topics provide details on the various primary user stores you can configure.
® Configuring an external LDAP or Active Directory user store
® Configuring an internal/external JDBC user store

1 If you are using | daps (secured) to connect to the Active Directory as shown below, you need to import the
certificate of Active Directory to the cli ent-truststore.jks of the WSO2 product. See the topic on
configuring keystores for information on how to add certificates to the trust-store.

<Property nane="Connecti onURL" >| daps://10. 100. 1. 100: 636</ Property>

Configuring an external LDAP or Active Directory user store

All WSO2 products can read and write users and roles from external Active Directory or LDAP user stores. You can
configure WSO2 products to access these user stores in one of the following modes:

® Read-only mode
® Read/write mode
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Read-only mode

Before you begin

® If you create the user - ngt . xnl file yourself, be sure to save it in the <PRODUCT_HOVE>/ r eposi t
ory/ conf directory.

® The cl ass attribute for a read-only LDAP is <User St or eManager
cl ass="org. wso2. car bon. user. core. | dap. ReadOnl yLDAPUser St or eManager " >

When you configure a product to read users/roles from your company LDAP in read-only mode, it does not write any
data into the LDAP.

1. Comment out the following user store which is enabled by default in the <PRODUCT _HOVE>/ r eposi tory/ ¢
onf/user-mgt. xml file.
<User StoreManager
cl ass="org. wso2. carbon. user. core. | dap. ReadW it eLDAPUser St or eManager " >

2. Given below is a sample for the LDAP user store. This configuration is found in the <PRODUCT_HOVE>/ r epo
sitory/conf/user-ngt.xm file, however, you need to uncomment them and make the appropriate
adjustments. Also ensure that you comment out the configurations for other user stores which you are not
using.
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<User Manager >
<Real n»

<User St or eManager
cl ass="org. wso2. car bon. user. core. | dap. ReadOnl yLDAPUser St or eManager " >
<Property
name="Tenant Manager " >or g. wso2. car bon. user. cor e. t enant . CormonHybr i dLDAPTenant Manag
er</ Property>
<Property nanme="ReadOnl y">true</Property>
<Property nane="Di sabl ed" >f al se</ Property>
<Property nane="MaxUser NaneLi st Lengt h" >100</ Pr operty>
<Property name="Connecti onURL" >l dap://| ocal host: 10389&l t </ Property>
<Property nane="Connecti onNane" >ui d=adni n, ou=syst enx/ Pr operty>
<Property nane="Connecti onPasswor d">adni n</ Property>
<Property name="Passwor dHashMet hod" >PLAI N_TEXT</ Property>
<Property name="User Sear chBase" >ou=syst enx/ Property>
<Property nanme="User NaneLi st Fi | t er">(obj ect Cl ass=per son) </ Property>
<Property
nane="User NameSear chFi | t er " >( &np; (obj ect C ass=per son) (ui d=?)) </ Property>
<Property nane="User NameAttri bute">ui d</ Property>
<Property nane="ReadG oups">true</Property>
<Property nanme="G oupSear chBase" >ou=syst enx/ Property>
<Property
nane="G oupNaneLi st Fi |l ter">(obj ect O ass=gr oupOf Nanes) </ Property>
<Property
nane=" G oupNaneSear chFi | t er">( &np; (obj ect O ass=gr oupOf Nanes) (¢cn=?)) </ Property>
<Property nane="G oupNanmeAttri bute">cn</Property>
<Property name="SharedG oupNanmeAttri bute">cn</ Property>

<Property

nane="Shar edG oupSear chBase" >ou=Shar edG oups, dc=wso02, dc=or g</ Property>
<Property

nane="Shar edG oupNaneLi st Fi | t er">( obj ect O ass=gr oupCOf Nanes) </ Property>
<Property

nane="Shar edTenant NaneLi st Fi | t er" >(obj ect O ass=or gani zati onal Uni t) </ Property>
<Property name="Shar edTenant NameAttri but e">ou</ Property>
<Property

nane=" Shar edTenant Cbj ect O ass" >or gani zat i onal Uni t </ Property>
<Property nanme="Menbershi pAttri bute">nenber </ Property>
<Property nane="User Rol esCacheEnabl ed" >t rue</ Property>
<Property name="Repl aceEscapeChar act er sAt User Logi n" >t rue</ Property>
<Property nanme="MaxRol eNaneLi st Lengt h">100</ Property>
<Property nane="MaxUser NaneLi st Lengt h" >100</ Pr operty>
<Property nane="SCl MEnabl ed" >f al se</ Property>

</ User St or eManager >
</ Real n»
</ User Manager >

a. Update the connection details to match your user store. For example:

<Property nane="Connecti onURL">| dap://| ocal host: 10389</ Property>

b. Obtain a user who has permission to read all users/attributes and perform searches on the user store
from your LDAP/Active Directory administrator. For example, if the privileged user is "AdminLDAP" and
the password is "2010#Avrudu”, update the following sections of the realm configuration as follows:
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<Property nanme="Connecti onNane" >ui d=Adm nLDAP, ou=syst enx/ Pr operty>
<Property nane="Connecti onPasswor d">2010#Avr udu</ Property>

c. Update <Property name="User SearchBase" > with the directory name where the users are
stored. When LDAP searches for users, it will start from this location of the directory.

<Property nanme="User Sear chBase" >ou=syst enx/ Property>

d. Set the attribute to use as the username, typically either cn or uid for LDAP. Ideally, <Pr operty
name="User NaneAttri bute"> and <Property nane="UserNaneSearchFilter"> should
refer to the same attribute. If you are not sure what attribute is available in your user store, check with
your LDAP/Active Directory administrator.

For example:

<Property nane="User NameAttri bute">ui d</ Property>

e. Set the ReadGroups property to ‘true’, if it should be allowed to read roles from this user store. When
this property is 'true’, you must also specify values for the GroupSearchBase, GroupSearchFilter and
GroupNameAttribute properties as shown in the following example:

<Property nanme="ReadG oups">true</ Property>

<Property nanme="G oupSear chBase" >ou=syst enx/ Property>

<Property name="G oupSear chFilter">(objectd ass=groupO Nanes) </ Property>
<Property nane="G oupNaneAttri bute">cn</Property>

If the ReadGroups property is set to 'false’, only Users can be read from the user store.
f. Optionally, configure the realm to read roles from the user store by reading the user/role mapping

based on a membership (user list) or backlink attribute. The following code snippet represents reading
roles based on a membership attribute. This is used by the ApacheDi r ect ory server and CpenLDAP

<Property nane="ReadLDAPG oups" >f al se</ Property>

<Property nane="G oupSear chBase" >ou=syst enx/ Property>

<Property name="G oupSear chFi |l ter">(objectC ass=groupO Nanmes) </ Property>
<Property nane="G oupNaneAttri bute">cn</Property>

<Property nanme="Menbershi pAttri bute">nenber </ Property>

g. For Active Directory, you can use <Property name="Referral ">f ol | ow</ Property> to enable
referrals within the user store. The AD user store may be partitioned into multiple domains. However,
according to the use store configurations in the user - ngt . xm file, we are only connecting to one of
the domains. Therefore, when a request for an object is received to the user store, the <Pr operty
nane="Ref erral ">f ol | ow</ Pr opert y> property ensures that all the domains in the directory will
be searched to locate the requested object.
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3. Start your server and try to log in as the admin user you specified. The password is the admin user's
password in the LDAP server.

Read/write mode

© Before you begin

®* To read and write to an Active Directory user store, set the Wi t eGr oups property to t r ue instead
of f al se.

® To write user entries to an LDAP user store (roles are not written, just user entries), you follow the
steps in the Read-only mode section but specify the following class instead:

<User St or eManager
cl ass="org. wso2. carbon. user. core. | dap. ReadW it eLDAPUser St or eManager " >

® Use the following class for Active Directory.

<User St or eanager
cl ass="org. wso2. carbon. user. core. | dap. Acti veDi rect oryUser St or eManager " >

The <PRODUCT_HOME>/ r eposi t ory/ conf/user-ngt.xm file has commented-out configurations for external
LDAP/AD user stores.

1. Enable the <ReadW i t eLDAPUser St or eManager > or the <Act i veDi r ect or yUser St or eManager > in
the <PRODUCT_HQOVE>/ r eposi t ory/ conf / user - ngt . xm file by uncommenting the code. When it is
enabled, the user manager reads/writes into the LDAP/AD user store. Note that these configurations already
exist in the user - ngt . xn file so you only need to uncomment them and make the appropriate adjustments.
Also ensure that you comment out the configurations for other user stores which you are not using.

2. The default configuration for the external read/write user store in the user-ngt. xnl file is as follows.
Change the values according to your requirements.

LDAP User StoreActive Directory User Store

LDAP user store sample:
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<User St or eManager
cl ass="org. wso2. carbon. user. core. | dap. ReadW it eLDAPUser St or eManager " >
<Property
nane="Tenant Manager " >or g. wso2. car bon. user. cor e. t enant . ConmonHybr i dLDAPTenant Manag
er</ Property>

<Property
nane="Connecti onURL" >| dap:/ /| ocal host: ${ Ports. EnbeddedLDAP. LDAPSer ver Port} </ Pr ope
rty>

<Property nane="Connecti onNane" >ui d=admi n, ou=syst enx/ Property>
<Property nane="Connecti onPasswor d">admi n</ Property>
<Property nane="Passwor dHashMet hod" >SHA</ Pr operty>
<Property nane="User NaneLi st Fi | t er">(obj ect Cl ass=per son) </ Property>
<Property nane="User EntryCbj ect O ass" >wso2Per son</ Property>
<Property nane="User Sear chBase" >ou=User s, dc=wso02, dc=or g</ Property>
<Property
nane="User NanmeSear chFi | t er " >( &np; (obj ect Cl ass=per son) (ui d=?)) </ Property>
<Property nane="User NaneAttri bute">ui d</ Property>
<Property nane="PasswordJavaScri pt RegEx">[\\ S] {5, 30} </ Property>
<Property nane="User nanmeJavaScri pt RegEx" >[\\ S] {3, 30} </ Property>
<Property
nanme="User naneJavaRegEx" >"[ "~! @$; 90 *+={}\\ | \\\\ &l t; &gt ;,\"\"] {3, 30} $</ Property>
<Property nane="Rol enameJavaScri pt RegEx">[\\ S] {3, 30} </ Property>
<Property
nanme="Rol enaneJavaRegEx" >"[ "~! @$; %0 *+={}\\ | \\\\ &l t; &gt ;,\"\"] {3, 30} $</ Property>
<Property nane="ReadLDAPG oups">true</ Property>
<Property nane="WiteLDAPG oups">true</ Property>
<Property nane="EnptyRol esAl | owed" >t rue</ Property>
<Property nane="G oupSear chBase" >ou=G oups, dc=wso02, dc=or g</ Property>
<Property nanme="G oupNaneLi stFilter">(objectC ass=groupCOf Nanes) </ Property>
<Property nane="G oupEntryCbj ect C ass" >gr oupOf Nanes</ Pr operty>
<Property
nane="G oupNaneSear chFi | t er " >( &np; (obj ect C ass=gr oupOf Nanes) (cn=?)) </ Property>
<Property nane="G oupNaneAttri bute">cn</Property>
<Property nane="SharedG oupNaneAttri bute">cn</ Property>
<Property
nane="Shar edG oupSear chBase" >ou=Shar edG oups, dc=wso02, dc=or g</ Property>
<Property nane="SharedG oupEntrybj ect d ass" >gr oups</ Property>
<Property
nanme="Shar edTenant NaneLi st Fi | t er">(obj ect =or gani zat i onal Uni t) </ Property>
<Property nane="Shar edTenant NaneAttri but e">ou</ Property>
<Property nane="Shar edTenant Obj ect C ass" >or gani zati onal Uni t </ Property>
<Property nane="Menbershi pAttribute">nenber </ Property>
<Property nane="User Rol esCacheEnabl ed" >t rue</ Property>
<Property nane="User DNPatt ern">ui d={ 0}, ou=User s, dc=wso02, dc=or g</ Property>
</ User St or eManager >

@ Tip: Be sure to set the Enpt yRol esAl | owed property to true. If not, you will get the following error
at start up- APIManagementException: Error while creating subscriber role: subscriber - Self
registration might not function properly.

Active directory user store sample:
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<User St or eManager
cl ass="org. wso2. carbon. user. core. | dap. Acti veDi rect oryUser St or eManager " >
<Property
nanme="Tenant Manager " >or g. wso2. car bon. user. cor e. t enant . CormonHybr i dLDAPTenant Manag
er</ Property>
<Property nanme="def aul t Real mNanme" >WsCQ2. ORG</ Pr operty>
<Property nane="Di sabl ed" >f al se</ Property>

<Property nane="kdcEnabl ed" >f al se</ Property>
<Property nanme="Connecti onURL" >l daps://10. 100. 1. 100: 636</ Property>
<Property
nanme="Connect i onNanme" >CN=adni n, CN=User s, DC=W502, DC=Conx/ Pr opert y>
<Property nane="Connecti onPasswor d">Alb2c3d4</ Property>
<Property nane="Passwor dHashMet hod" >PLAI N_TEXT</ Pr operty>
<Property nane="User Sear chBase" >CN=User s, DC=W5O2, DC=Conx/ Pr operty>
<Property nane="User Entry(bj ect C ass" >user </ Property>
<Property nane="User NameAttri bute">cn</Property>
<Property nanme="i sADLDSRol e" >f al se</ Property>
<Property nane="user Account Control ">512</ Property>
<Property nane="User NaneLi st Fi |l ter">(obj ect O ass=user) </ Property>
<Property
nane="User NanmeSear chFi | t er">( &np; (obj ect O ass=user) (cn=?)) </ Property>
<Property
nane="User naneJavaRegEx" >[ a- zA- Z0- 9. _-|//]{3, 30} $</ Property>
<Property nane="User naneJavaScri pt RegEx">"[\ S] { 3, 30} $</ Property>
<Property nanme="PasswordJavaScri pt RegEx" >"[\ S] {5, 30} $</ Pr operty>
<Property nane="Rol enaneJavaScri pt RegEx" >"[\ S] { 3, 30} $</ Pr operty>
<Property
nane="Rol enaneJavaRegEx" >[ a- zA- Z0- 9. _-|//]{3, 30} $</ Property>
<Property nanme="ReadG oups">true</Property>
<Property name="WiteG oups">true</Property>
<Property nane="EnptyRol esAl | owed" >t rue</ Property>
<Property nane="G oupSear chBase">CN=User s, DC=WSO2, DC=Conx/ Pr operty>
<Property nanme="G oupEntryChj ect C ass" >group</ Property>
<Property name="G oupNaneAttri bute">cn</Property>
<Property nane="Shar edG oupNaneAttri bute">cn</Property>
<Property
nane="Shar edG oupSear chBase" >ou=Shar edG oups, dc=wso02, dc=or g</ Property>
<Property name="Shar edG oupEnt ryObj ect O ass" >gr oups</ Property>
<Property
nanme=" Shar edTenant NaneLi st Fi | t er">(obj ect =or gani zat i onal Uni t) </ Property>
<Property nanme="Shar edTenant NaneAttri but e">ou</ Property>
<Property
nane=" Shar edTenant Obj ect C ass" >or gani zat i onal Uni t </ Property>
<Property nane="Menbershi pAttribute">nenber </ Property>
<Property
nane="G oupNaneLi st Fi |l t er" >(obj ect cat egor y=gr oup) </ Property>
<Property
nanme=" G oupNaneSear chFi | t er" >( &np; (obj ect O ass=group) (cn=?)) </ Property>
<Property nanme="User Rol esCacheEnabl ed" >t rue</ Property>
<Property nane="Referral ">fol | ow</ Property>
<Property nanme="BackLi nksEnabl ed" >t rue</ Property>
<Property nane="MaxRol eNaneLi st Lengt h" >100</ Pr operty>
<Property nanme="MaxUser NaneLi st Lengt h" >100</ Property>
<Property nane="SCl MEnabl ed" >f al se</ Property>
</ User St or eManager >
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@ Tip: Be sure to set the Enpt yRol esAl | owed property to true. If not, you will get the following error
at start up- APIManagementException: Error while creating subscriber role: subscriber - Self
registration might not function properly.

i1 When working with Active Directory it is best to enable the Get Al | Rol esOf User Enabl ed property
in the Aut hori zat i onManager as follows.

<Aut hori zat i onManager

cl ass="org. wso2. carbon. user. core. aut hori zat i on. JDBCAut hori zat i onManager " >
<Property nanme="Adm nRol eManagenent Per mi ssi ons" >/ per m ssi on</ Property>
<Property nanme="Aut hori zati onCacheEnabl ed" >t rue</ Property>
<Property nanme="Cet Al | Rol esOf User Enabl ed" >t r ue</ Property>

</ Aut hori zat i onManager >

While using the user store manager does not depend on this property, you must consider enabling
this if there are any performance issues in your production environment. Enabling this property
affects the performance when the user logs in. This depends on the users, roles and permissions
stats.

(i) If you create the user - ngt . xni file yourself, be sure to save it in the <PRODUCT_HOVE>/ r eposi t
ory/ conf directory.

The cl ass attribute of the User St or eManager element indicates whether it is an Active Directory
or LDAP user store:

® Active Directory: <User St or eManager

cl ass="org.wso2. carbon. user. core. | dap. ActiveDi rect oryUser St or eManager
Il>

®* Read-only LDAP:<User St or eManager
cl ass="org. wso2. car bon. user. core. | dap. ReadOnl yLDAPUser St or eManager " >

3. Set the attribute to use as the username, typically either cn or uid for LDAP. Ideally, <Property
nane="User NaneAttri but e" > and <Property nane="User NaneSear chFi | t er "> should refer to the

same attribute. If you are not sure what attribute is available in your user store, check with your LDAP/Active
Directory administrator.

For example:
LDAPActive Directory

<Property nane="User NameAttri bute">ui d</ Property>

<Property nanme="User NaneAttri but e">sAVMAccount Nane</ Property>

4. The following code snippet represents reading roles based on a backlink attribute. This is used by the Active
Directory.
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<Property nane="ReadLDAPG oups" >true</ Property>

<Property nanme="G oupSear chBase" >cn=users, dc=wso02, dc=| k</ Property>
<Property nanme="G oupSear chFilter">(objectcategory=group)</Property>
<Property nane="G oupNaneAttri bute">cn</ Property>

<Property nanme="Menber Of Attri bute">nmenber O </ Property>

5. For Active Directory, you can use <Property nanme="Referral">follow</Property> to enable
referrals within the user store. The AD user store may be partitioned into multiple domains. However,
according to the use store configurations in the user - ngt . xm file, we are only connecting to one of the
domains. Therefore, when a request for an object is received to the user store, the <Property
name="Ref erral ">f ol | ow</ Property> property ensures that all the domains in the directory will be
searched to locate the requested object.

6. Start your server and try to log in as the admin user you specified. The password is the admin user's
password in the LDAP server.

(D When configuring an external LDAP for Governance Registry or APl Manager, the user name and
password for the default admin will change to the LDAP admin. As a result, the
<PRODUCT_HOME>/repository/conf/api-manager.xml file must be updated with the new LDAP
admin credentials.

Configuring an internal/external JDBC user store

The default internal JDBC user store reads/writes into the internal database of the Carbon server. JDBC user stores
can be configured using the <PRODUCT_HOME>/ r eposi t ory/ conf/ user-ngt. xnl file's JDBCUser St or eMana
ger configuration section. Additionally, all Carbon-based products can work with an external RDBMS. You can
configure Carbon to read users/roles from your company RDBMS and even write to it. Therefore, in this scenario,
the user core connects to two databases:

® The Carbon database where authorization information is stored internally.
® Your company database where users/roles reside.

Therefore, the user-ngt. xm file must contain details for two database connections. The connection details
mentioned earlier are used by the authorization manager. If we specify another set of database connection details
inside the UserStoreManager, it reads/writes users to that database. The following are step-by-step guidelines for
connecting to an internal and external JDBC user store in read-only mode:

1. Uncomment the following section in <PRODUCT_HOME>/ r eposi t or y/ conf/ user - ngnt . xm :

<User St or eManager cl ass="org.wso2. carbon. user. core.jdbc. IJDBCUser St or eManager " >

The following are samples for the internal and external JDBC user store configuration:
Internal JDBC User StoreExternal JDBC User Store

Internal JDBC user store configuration sample:
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<User St or eManager cl ass="org.wso2. carbon. user. core.jdbc. JDBCUser St or eManager " >
<Property
name="Tenant Manager " >or g. wso2. car bon. user. cor e. t enant . JDBCTenant Manager </ Property
>
<Property nane="ReadOnl y">f al se</ Property>
<Property nane="MaxUser NaneLi st Lengt h" >100</ Pr operty>
<Property nane="|sEnai | User Nane" >f al se</ Property>
<Property nane="Donai nCal cul ati on">def aul t </ Property>
<Property nane="PasswordDi gest">SHA- 256</ Property>
<Property nane="StoreSal t edPasswor d" >t rue</ Property>
<Property name="User NameUni queAcr ossTenant s" >f al se</ Property>
<Property nane="PasswordJavaRegEx">[\ S] {5, 30} $</ Property>
<Property nanme="PasswordJavaScri pt RegEx">[\\ S] {5, 30} </ Property>
<Property
nanme="User naneJavaRegEx" > [ N~ #$; 98 *+={ }\\ [ \\\\ & t; &gt ; ,\ "\ "] {3, 30} $</ Property>
<Property name="User naneJavaScri pt Regex" >[\\ S] { 3, 30} </ Property>
<Property
nane="Rol enaneJavaRegEx" > "~ @$; %6 *+={}\\ |\\\\ &l t; &gt ; ,\'\"]1{3, 30} $</ Property>
<Property nane="Rol enameJavaScri pt RegEx" >[\\ S] { 3, 30} </ Property>
<Property name="User Rol esCacheEnabl ed" >t rue</ Property>
</ User St or eManager >

External JDBC user store configuration sample:

<User St or eManager cl ass="org.wso2. carbon. user. core.jdbc. JDBCUser St or eManager " >
<Property
name="Tenant Manager " >or g. wso2. car bon. user. cor e. t enant . JDBCTenant Manager </ Property
>
<Property name="driverNane">com nysql . jdbc. Driver</Property>
<Property name="url">j dbc: mysql ://| ocal host: 3306/t csdev</ Property>
<Property nane="user Nane" >shavant ha</ Property>
<Property nanme="passwor d">wel cone</ Property>
<Property nane="Di sabl ed">f al se</ Property>
<Property nane="MaxUser NaneLi st Lengt h" >100</ Pr operty>
<Property nanme="MaxRol eNaneLi st Lengt h">100</ Property>
<Property name="User Rol esCacheEnabl ed" >t rue</ Property>
<Property nanme="Passwor dDi gest " >SHA- 256</ Property>
<Property nanme="ReadG oups">true</Property>
<Property name="ReadOnl y">f al se</ Property>
<Property nane="|sEnai | User Nane" >f al se</ Property>
<Property nanme="Domai nCal cul ati on" >def aul t </ Property>
<Property nane="StoreSal t edPasswor d" >t rue</ Property>
<Property name="WiteG oups">fal se</ Property>
<Property name="User NameUni queAcr ossTenant s" >f al se</ Property>
<Property nane="Passwor dJavaRegEx">"[\ S] {5, 30} $</ Property>
<Property nanme="PasswordJavaScri pt RegEx" >"[\ S] {5, 30} $</ Property>
<Property nane="User nameJavaRegEx" >"[\ S] {5, 30} $</ Property>
<Property nane="User naneJavaScri pt RegEx" >"[\ S] { 5, 30} $</ Property>
<Property nane="Rol enaneJavaRegEx">"[\ S] {5, 30} $</ Property>
<Property nanme="Rol enaneJavaScri pt RegEx" >"[\ S] {5, 30} $</ Pr operty>
<Property nane="SCl MEnabl ed" >f al se</ Property>
<Property nanme="Sel ect User SQL" >SELECT * FROM UM _USER WHERE UM USER_NAME=?
AND UM TENANT | D=?</ Property>
<Property nane="Get Rol eLi st SQL" >SELECT UM ROLE_NAME, UM TENANT_I D,
UM SHARED ROLE FROM UM ROLE WHERE UM ROLE_NAME LI KE ? AND UM TENANT_I D=? AND
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UM SHARED ROLE ='0' ORDER BY UM ROLE_NAME</ Property>
<Property nanme="GCet Shar edRol eLi st SQL" >SELECT UM ROLE_NAME, UM TENANT I D,
UM SHARED ROLE FROM UM ROLE WHERE UM ROLE _NAME LI KE ? AND UM SHARED ROLE ='1'
ORDER BY UM _ROLE_NAME</ Pr operty>
<Property nane="UserFilter SQL">SELECT UM USER_NAME FROM UM USER WHERE
UM USER_NAME LI KE ? AND UM TENANT_I| D=? ORDER BY UM USER NAME</ Property>
<Property nane="User Rol eSQL">SELECT UM ROLE_NAME FROM UM USER_ROLE,
UM ROLE, UM USER WHERE UM USER. UM USER NAME=? AND
UM USER. UM | D=UM USER ROLE. UM USER | D AND UM ROLE. UM | D=UM USER RCLE. UM ROLE_| D
AND UM USER_ROLE. UM TENANT | D=? AND UM ROLE. UM TENANT | D=? AND
UM _USER. UM TENANT _| D=?</ Property>
<Property nanme="User Shar edRol eSQL" >SELECT UM _ROLE_NANME,
UM ROLE. UM TENANT_| D, UM SHARED ROLE FROM UM SHARED USER ROLE | NNER JO N UM USER
ON UM _SHARED USER RCOLE. UM USER I D = UM USER. UM I D I NNER JO N UM RCOLE ON
UM SHARED USER ROLE. UM ROLE I D = UM ROLE. UM | D WHERE UM USER. UM USER NAME = ? AND
UM SHARED USER ROLE. UM USER_TENANT I D = UM _USER. UM TENANT_|I D AND
UM SHARED USER ROLE. UM ROLE_TENANT_I D = UM ROLE. UM TENANT_I D AND
UM SHARED USER ROLE. UM USER TENANT | D = ?</Property>
<Property name="I|sRol eExi stingSQ.">SELECT UM | D FROM UM ROLE WHERE
UM ROLE_NAME=? AND UM TENANT_| D=?</ Pr operty>
<Property nane="Get UserLi st Of Rol eSQL">SELECT UM USER NAME FROM
UM USER ROLE, UM ROLE, UM USER WHERE UM ROLE. UM ROLE_NAME=? AND
UM _USER. UM _| D=UM USER_ROLE. UM USER | D AND UM ROLE. UM | D=UM USER RCLE. UM ROLE_I D
AND UM USER ROLE. UM TENANT | D=? AND UM ROLE. UM TENANT_| D=? AND
UM _USER. UM TENANT_| D=?</ Property>
<Property nanme="GCet User Li st Of Shar edRol eSQL" >SELECT UM _USER _NAME FROM
UM _SHARED USER ROLE I NNER JO N UM USER ON UM SHARED USER ROLE. UM USER ID =
UM USER. UM I D INNER JO N UM ROLE ON UM SHARED USER ROLE. UM ROLE ID =
UM ROLE. UM | D WHERE UM ROLE. UM ROLE_NAME= ? AND
UM SHARED USER ROLE. UM USER TENANT | D = UM USER. UM TENANT | D AND
UM SHARED USER ROLE. UM ROLE_TENANT I D = UM ROLE. UM TENANT_I| D</ Pr operty>
<Property nanme="IsUser Exi sti ngSQL">SELECT UM | D FROM UM USER VWHERE
UM _USER_NAME=? AND UM TENANT_I| D=?</ Pr operty>
<Property nanme="GCet User PropertiesFor Profil eSQL">SELECT UM ATTR_NAME,
UM ATTR_VALUE FROM UM USER _ATTRI BUTE, UM USER WHERE UM USER UM I D =
UM USER_ATTRI BUTE. UM USER | D AND UM USER. UM USER _NAME=? AND UM PRCFI LE | D=? AND
UM USER_ATTRI BUTE. UM TENANT_| D=? AND UM USER. UM TENANT | D=?</ Pr operty>
<Property nanme="GCet User PropertyForProfil eSQ.">SELECT UM ATTR_VALUE FROM
UM USER_ATTRI BUTE, UM USER WHERE UM USER UM I D = UM USER _ATTRI BUTE. UM USER | D AND
UM _USER. UM _USER _NAME=? AND UM ATTR_NAME=? AND UM PROFI LE | D=? AND
UM USER_ATTRI BUTE. UM TENANT_| D=? AND UM USER. UM TENANT | D=?</ Pr operty>
<Property nanme="Get User Li sFor PropertySQ.">SELECT UM USER_NAME FROM UM USER,
UM _USER_ATTRI BUTE WHERE UM USER ATTRI BUTE. UM USER I D = UM USER UM | D AND
UM USER_ATTRI BUTE. UM ATTR_NAME =? AND UM USER ATTRI BUTE. UM ATTR_VALUE =? AND
UM USER_ATTRI BUTE. UM PROFI LE_| D=? AND UM USER ATTRI BUTE. UM TENANT_| D=? AND
UM _USER. UM TENANT_| D=?</ Property>
<Property nane="Get Profil eNanesSQL">SELECT DI STI NCT UM _PRCFI LE | D FROM
UM USER_ATTRI BUTE WHERE UM TENANT | D=?</ Property>
<Property nanme="Get User Profil eNanmesSQL">SELECT DI STI NCT UM PROFI LE | D FROM
UM _USER_ATTRI BUTE WHERE UM USER | D=( SELECT UM | D FROM UM USER WHERE
UM _USER_NAME=? AND UM TENANT_| D=?) AND UM TENANT_ | D=?</ Property>
<Property nanme="Get User | DFr omJser NanmeSQL" >SELECT UM | D FROM UM_USER WHERE
UM _USER_NAME=? AND UM TENANT_I| D=?</ Pr operty>
<Property nanme="Get User NaneFr onifenant | DSQL" >SELECT UM USER _NAME FROM
UM USER WHERE UM TENANT_| D=?</ Pr operty>
<Property nanme="Get Tenant | DFr omJser NameSQL" >SELECT UM TENANT_I| D FROM
UM USER WHERE UM USER_NAME=?</ Pr operty>
<Property nanme="AddUser SQL" >l NSERT | NTO UM USER ( UM _USER_NANE,
UM _USER_PASSWORD, UM SALT_VALUE, UM REQUI RE_CHANGE, UM CHANGED_ TI ME,
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UM TENANT_I D) VALUES (?, ?, ?, ?, ?, ?)</Property>

<Property nanme="AddUser ToRol eSQL" >I NSERT | NTO UM USER RCLE (UM USER_I D,
UM ROLE_I D, UM TENANT_I D) VALUES ((SELECT UM | D FROM UM USER WHERE UM USER_ NAME=?
AND UM TENANT | D=?), (SELECT UM | D FROM UM ROLE WHERE UM ROLE_NAME=? AND
UM TENANT_I D=?), ?)</Property>

<Property nanme="AddRol eSQL">I NSERT | NTO UM ROLE ( UM _ROLE_NANE,
UM TENANT_I D) VALUES (?, ?)</Property>

<Property nanme="AddShar edRol eSQL" >UPDATE UM ROLE SET UM SHARED ROLE = ?
VWHERE UM ROLE_NAME = ? AND UM TENANT_I D = ?</Property>

<Property nane="AddRol eToUser SQL" >I NSERT | NTO UM USER RCLE (UM ROLE_I D,
UM USER_ I D, UM TENANT_I D) VALUES ((SELECT UM | D FROM UM RCLE WHERE UM ROLE_NAME=?
AND UM TENANT | D=?), (SELECT UM | D FROM UM USER WHERE UM USER NAME=? AND
UM TENANT_I D=?), ?)</Property>

<Property nane="AddShar edRol eToUser SQL" > NSERT | NTO UM SHARED USER ROLE
(UM ROLE_I D, UM USER | D, UM USER TENANT_ | D, UM ROLE TENANT_| D) VALUES ( ( SELECT
UM | D FROM UM ROLE WHERE UM ROLE _NAME=? AND UM TENANT | D=?), (SELECT UM | D FROM
UM USER WHERE UM USER_NAME=? AND UM TENANT I D=?), ?, ?)</Property>

<Property nanme="RenoveUser Fr onShar edRol eSQL" >DELETE FROM
UM SHARED USER ROLE WHERE UM ROLE_I D=( SELECT UM | D FROM UM ROLE WHERE
UM ROLE_NAME=? AND UM TENANT_| D=?) AND UM USER | D=( SELECT UM | D FROM UM USER
VWHERE UM USER _NAME=? AND UM TENANT_I| D=?) AND UM USER TENANT_| D=? AND
UM ROLE_TENANT_I D = ?</ Property>

<Property nane="RenoveUser FronRol eSQ." >DELETE FROM UM USER ROLE WHERE
UM USER | D=( SELECT UM | D FROM UM USER WHERE UM USER NAME=? AND UM TENANT_| D=?)
AND UM ROLE | D=( SELECT UM | D FROM UM ROLE WHERE UM ROLE_NAME=? AND
UM TENANT_I D=?) AND UM TENANT_I| D=?</ Pr operty>

<Property nanme="RenoveRol eFromJser SQL" >DELETE FROM UM _USER _ROLE WHERE
UM ROLE_| D=( SELECT UM | D FROM UM ROLE WHERE UM ROLE_NAME=? AND UM TENANT_| D=?)
AND UM USER | D=( SELECT UM | D FROM UM USER WHERE UM USER NAME=? AND
UM TENANT | D=?) AND UM TENANT | D=?</ Property>

<Property nanme="Del et eRol eSQL" >DELETE FROM UM ROLE WHERE UM ROLE_NAME = ?
AND UM TENANT_I| D=?</ Property>

<Property nane="OnDel et eRol eRenpbveUser Rol eMappi ngSQL" >DELETE FROM
UM USER ROLE WHERE UM ROLE | D=( SELECT UM | D FROM UM ROLE WHERE UM ROLE_NAME=? AND
UM TENANT_I D=?) AND UM TENANT_I| D=?</ Pr operty>

<Property name="Del et eUser SQL" >DELETE FROM UM USER WHERE UM USER NAME = ?
AND UM TENANT_I D=?</ Pr operty>

<Property nanme="OnDel et eUser RenmoveUser Rol eMappi ngSQL" >DELETE FROM
UM _USER_ROLE WHERE UM USER | D=( SELECT UM | D FROM UM USER VWHERE UM USER_NAME=? AND
UM TENANT_| D=?) AND UM TENANT_| D=?</ Pr operty>

<Property nane="OnDel et eUser RenbveUser At tri but eSQL" >DELETE FROM
UM _USER_ATTRI BUTE WHERE UM USER | D=( SELECT UM | D FROM UM USER WHERE
UM _USER_NAME=? AND UM TENANT_| D=?) AND UM TENANT | D=?</ Property>

<Property name="Updat eUser Passwor dSQ." >UPDATE UM USER SET UM USER_ PASSWORD=
?, UM SALT_VALUE=?, UM REQUI RE_CHANGE=?, UM CHANGED TI ME=? WHERE UM USER NAME= ?
AND UM TENANT | D=?</ Property>

<Property nane="Updat eRol eNaneSQL" >UPDATE UM ROLE set UM ROLE_NAME=? WWHERE
UM ROLE_NAME = ? AND UM TENANT | D=?</ Property>

<Property nane="AddUser PropertySQ." >l NSERT | NTO UM USER ATTRI BUTE
(UM USER | D, UM ATTR_NAME, UM ATTR_VALUE, UM PRCFILE I D, UM TENANT_I| D) VALUES
((SELECT UM | D FROM UM USER WHERE UM USER NAME=? AND UM TENANT_I D=?), ?, ?, ?,
?) </ Property>

<Property nane="Updat eUser PropertySQL">UPDATE UM USER ATTRI BUTE SET
UM ATTR_VALUE=? WHERE UM USER | D=( SELECT UM | D FROM UM USER WHERE UM USER_NAME=?
AND UM TENANT_I D=?) AND UM ATTR_NAME=? AND UM PRCFI LE_I D=? AND
UM _TENANT_| D=?</ Property>

<Property nane="Del et eUser PropertySQ.">DELETE FROM UM USER ATTRI BUTE WHERE
UM USER | D=( SELECT UM | D FROM UM _USER WHERE UM USER_NAME=? AND UM TENANT_I| D=?)
AND UM ATTR_NAME=? AND UM PROFI LE_I D=7 AND UM TENANT_I| D=?</ Property>
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<Property nanme="User NaneUni queAcr ossTenant sSQL">SELECT UM | D FROM UM _USER
VWHERE UM USER_NAME=?</ Pr operty>

<Property nane="|sDonmai nExi sti ngSQL">SELECT UM DOVAI N_| D FROM UM_DOVAI N
VWHERE UM _DOVAI N_NAME=? AND UM TENANT_I| D=?</ Property>

<Property nanme="AddDomai nSQL" >I NSERT | NTO UM _DOVAI N ( UM_DOVAI N_NANE,
UM TENANT_I D) VALUES (?, ?)</Property>

<Property nane="AddUser ToRol eSQL- nssql ">l NSERT | NTO UM USER RCLE
(UM_USER | D, UM ROLE | D, UM TENANT_I D) SELECT (SELECT UM | D FROM UM USER WHERE
UM _USER_NAME=? AND UM TENANT_I| D=?), ( SELECT UM_| D FROM UM ROLE WHERE
UM ROLE_NAME=? AND UM TENANT_I D=?), (?) </ Property>

<Property nane="AddRol eToUser SQL- nssql " >I NSERT | NTO UM USER _RCLE
(UM ROLE_I D, UM USER | D, UM TENANT_ID) SELECT (SELECT UM |D FROM UM ROLE WHERE
UM ROLE_NAME=? AND UM TENANT_I| D=?), ( SELECT UM_| D FROM UM USER WHERE
UM USER_NAME=? AND UM TENANT_I D=?), (?)</Property>

<Property nanme="AddUser PropertySQ.- nssql "> NSERT | NTO UM USER ATTRI BUTE
(UM_USER | D, UM ATTR _NAME, UM ATTR VALUE, UM PROFILE_|I D, UM TENANT_I D) SELECT
(SELECT UM | D FROM UM USER WHERE UM USER NAME=? AND UM TENANT_I D=?), (?), (?),
(?), (?)</Property>

<Property nane="AddUser ToRol eSQL- openedge" > NSERT | NTO UM USER_ROLE
(UM_USER | D, UM ROLE_|I D, UM TENANT_I D) SELECT UU. UM ID, UR UM ID, ? FROM UM USER
UU, UM ROLE UR WHERE UU. UM USER _NAME=? AND UU. UM TENANT_I D=7 AND
UR UM _ROLE_NAME=? AND UR. UM TENANT_I| D=?</ Property>

<Property nane="AddRol eToUser SQL- openedge"” > NSERT | NTO UM USER_ROLE
(UM ROLE_ID, UM USER |ID, UM TENANT_ID) SELECT UR UM ID, UU.UMID, ? FROM UM ROLE
UR, UM USER UU WHERE UR. UM ROLE_NAME=? AND UR. UM TENANT_I D=7 AND
UU. UM_USER_NAME=? AND UU. UM TENANT_I| D=?</ Property>

<Property nanme="AddUser PropertySQ.- openedge" >l NSERT | NTO UM USER ATTRI BUTE
(UM_USER | D, UM ATTR _NAME, UM ATTR VALUE, UM PROFILE_|I D, UM TENANT_I D) SELECT
UMID ?, ?, ?, ? FROM UM USER WHERE UM USER NAME=? AND UM TENANT_I| D=?</ Property>
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<Property nane="Domai nNane" >wso02. or g</ Property>
<Property nanme="Description"/>
</ User St or eManager >

(D The sample for the external JDBC user store consists of properties pertaining to various SQL
statements. This is because the schema may be different for an external user store, and these
adjustments need to be made in order to streamline the configurations with WSO2 products.

(D You can define a data source in <PRODUCT_HOVE>/ r eposi t or y/ conf / dat asour ces/ mast er -
dat asour ces. xm and refer to it from the user - ngt . xm file. This takes the properties defined in
the nast er - dat asour ces. xm file and reuses them in the user-ngt. xn file. To do this, you
need to define the following property:

<Property nane ="dat aSour ce" >j dbc/ WsQ2Car bonDB</ Pr operty>

2. Find a valid user that resides in the RDBMS. For example, say a valid username is AdminSOA. Update the
Admin user section of your configuration as follows. You do not have to update the password element; leave
it as is.

<Adm nUser >
<User Nanme>Adm nSOA</ User Nane>
<Passwor d>XXXXXX</ Passwor d>
</ Adm nUser >

3. Add the Passwor dHashMet hod property to the UserStoreManager configuration for JDBCUser St or eMana
ger . For example:

<User St or eManager cl ass="org.wso02. carbon. user. core. jdbc. JDBCUser St or eManager " >
<Property nane="Passwor dHashMet hod" >SHA</ Pr operty>

</ User St or eManager >

The Passwor dHashMet hod property specifies how the password should be stored. It usually has the
following values:

® SHA - Uses SHA digest method.
® MD5 - Uses MD 5 digest method.
® PLAI N _TEXT - Plain text passwords.

In addition, it also supports all digest methods in http://docs.oracle.com/javase/6/docs/api/java/security/Mess
ageDigest.html.

4. Update the connection details found within the <User St or eManager > class based on your preferences.

5. In the realm configuration section, set the value of the Mul ti Tenant Real mConf i gBui | der property to or
g. wso02. carbon. user. core. config. mul titenancy. Si npl eReal nConf i gBui | der . For example:

<Property
nane="Mil ti Tenant Real nConfi gBui | der " >or g. wso2. car bon. user. core. config. nul titenanc
y. Si mpl eReal nConf i gBui | der </ Property>


http://docs.oracle.com/javase/6/docs/api/java/security/MessageDigest.html
http://docs.oracle.com/javase/6/docs/api/java/security/MessageDigest.html
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6. Add the JDBC driver to the classpath by copying its JAR file into the <PRODUCT_HOME>/ r eposi t ory/ conp
onent s/ | i b directory.
7. Editthe SQLs in the user - ngt . xm file according to your requirements, and then start the server.

Related Links

Properties of Primary User Stores - For a comprehensive understanding on the configuration details.
Properties of Primary User Stores

The following table provides descriptions of the key properties you use to configure primary user stores.

Property name Description

MaxUser NaneLi st Lengt h Controls the number of users listed in the user store of a WSO2 pr«
want to list them all. Setting this property to 0 displays all users.

Connecti onURL Connection URL to the user store server. In the case of defaul
reference to that port is included in this configuration.

Connect i onNane The username used to connect to the database and perform varic
store or have an administrator role in the WSO2 product that you
users' attributes and to perform search operations on the user
attribute of the user. This property is mandatory.

Connect i onPasswor d Password for the Connect i onNanme user.
Passwor dHashMet hod Password hash method to use when storing user entries in the use
User NaneLi stFil ter Filtering criteria for listing all the user entries in the user store. Tl

case, the search operation only provides the objects created from
users in the management console.

User EntryQhj ect d ass Object class used to construct user entries. By default, it is a custo

User Sear chBase DN of the context or object under which the user entries are store
store searches for users, it will start from this location of the directa

G} Different databases have different search bases.

User NanmeSear chFi | t er Filtering criteria used to search for a particular user entry.

User NaneAttri bute The attribute used for uniquely identifying a user entry. Users can t
G} The name of the attribute is considered as the username.

User nameW t hEmai | JavaScri pt RegEx This property defines the JavaScript regular expression pattern wh
nfiguration file. If you need to support both email as a user name ai

<Property nane="User naneW t hEnai | JavaScri pt RegEx" >/

Passwor dJavaScri pt RegEx Policy that defines the password format.

User nameJavaScri pt RegEx The regular expression used by the front-end components for user
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User nanmeJavaRegEx A regular expression to validate usernames. By default, strings hi
provide ranges of alphabets, numbers and also ranges of ASCII va

<Property
nanme="User naneJavaRegEx" >[ a- zA-z0- 9. _-| ! #$% "' *- =72/
Rol enaneJavaScri pt RegEx The regular expression used by the front-end components for role |
Rol enameJavaRegEx A regular expression used to validate role names. By default, string
ReadG oups Specifies whether groups should be read from the user store. If thit
can be read, and the following group configurations are NOT mand
ribute.
WiteG oups Specifies whether groups should be written to user store.
Enpt yRol esAl | owed Specifies whether the underlying user store allows empty groups tc
that empty groups are allowed to be created. Usually LDAP server:
G oupSear chBase DN of the context under which user entries are stored in the user s
GroupSearchFilter The query used to search for groups.
G oupNameLi stFilter Filtering criteria for listing all the group entries in the user store. Grt

search operation only returns objects created from this class.

G oupEnt ryQnoj ect Ol ass Object class used to construct group entries.

G oupNanmeSear chFi | ter Filtering criteria used to search for a particular group entry.
GroupNameAttri bute Attribute used for uniquely identifying a user entry. This attribute is
Menber shi pAttribute Attribute used to define members of groups.

User Rol esCacheEnabl ed This is to indicate whether to cache the role list of a user. By defau

external means and those changes should be instantly reflected in

User DNPat t ern (LDAP) The patten for the user's DN, which can be defined to impr
defining a User DNPat t er n provides more impact on performance
users.

Repl aceEscapeChar act er sAt User Logi n  (LDAP) If the user name has special characters it replaces it to vali

characters.
Tenant Manager Includes the location of the tenant manager.
ReadOnl y (LDAP and JDBC) Indicates whether the user store of this realm oy
| sEmai | User Nane (JDBC) Indicates whether the user's email is used as their usernan
Donai nCal cul ati on (JDBC) Can be either default or custom (this applies when the real
Passwor dDi gest (JDBC) Digesting algorithm of the password. Has values such as, |
St oreSal t edPassword (JDBC) Indicates whether to salt the password.
User NameUni queAcr ossTenant s (JDBC) An attribute used for multi-tenancy.
Passwor dJavaRegEx (LDAP and JDBC) A regular expression to validate passwords

characters are allowed.



Passwor dJavaScri pt RegEx The regular expression used by the front-end components for pass

User nameJavaRegEx A regular expression to validate usernames. By default, strings hay
User nameJavaScri pt RegEx The regular expression used by the front-end components for user
Rol enameJavaRegEx A regular expression to validate role names. By default, strings hav
Rol enameJavaScri pt RegEx The regular expression used by the front-end components for roler
Mul ti Tenant Real nConfi gBui | der Tenant Manager specific realm config parameter. Can be used to k
Shar edG oupEnabl ed This property is used to enable/disable the shared role functionality
Shar edG oupSear chBase Shared roles are created for other tenants to access under the mer
Shar edTenant Obj ect C ass Object class for the shared groups created.

Shar edTenant NaneAttri but e Name attribute for the shared group.

Shar edTenant NaneLi stFil ter This is currently not used.

Configuring Secondary User Stores

The default configurations of WSO2 products have a single, embedded user store. If required, you can configure
WSO2 products to connect to several secondary user stores as well. After configuration, users from different stores
can log in and perform operations depending on their roles/permissions. You can also configure your own
customized user stores and connect them with the products as secondary stores.

The topics below explain how to configure secondary user stores manually or using the management console:
® Configuring using the management console
® Configuring manually

@ Tip: If you set up a database other than the default H2 that comes with the product to store user information,
select the script relevant to your database type from the <API M HOVE>/ dbscri pt s folder and run it on
your database. It creates the necessary tables.

@ Tip: If your setup has multiple product clusters such as the APl Manager cluster, WSO2 ESB cluster etc,
when you add a secondary user store in one cluster, it will be unknown to the other product clusters. This is
because the WSO2 deployment synchroniser does not facilitate cross product synchronisation of artefacts.
Therefore, you need to create the same user store in one node of each product cluster.

Fox example, if your setup has a WSO2 Identity Server instance serving an APIM cluster and an ESB
cluster, the user store needs to be created in one APIM node and one ESB node.

Configuring using the management console

1. Log in to the management console and click User Store Management sub menu under Configure menu.
2. The User Store Management page opens. Initially, there are no secondary user stores.

(i) Note: You cannot update the PRIMARY user store at run time, so it is not visible on this page.

3. Click Add Secondary User Store.
4. The User Store Manager page opens. Enter a unique domain name and fill in the rest of the data.

(i) Domain names must be unique and must not include underscore character ().

For details on each property, see the respective property description that is provided. Also, select the
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required implementation of user store manager from the User Store Manager Class drop-down list. The
displayed property list varies depending on the selected user store manager implementation. By default, all
WSO2 products come with four user store manager implementations as follows:
ReadWriteLDAPUserStoreManager

ReadOnlyLDAPUserStoreManager

ActiveDirectoryUserStoreManager

JDBCUserStoreManager

You can also populate this drop-down list with custom user store manager implementations by adding them to
the server. A sample custom user store manager can be found in the repository.

User Store Manager

| User Store Manager
User Store Manager Class org.wso2.carbon.user.core |dap ReadwriteLDAPUsarStoreManager  *
@ Depending on the class, properties needs to be defined.
Domain Name* Wws02.com

Description external database with read write access

Define Properties For Wso2

Property Name Property Value Description

ConnectionName* uid=admin,ou=system @  This should be the DN (Distinguish Name) of the admin user in LDAP
ConnectionURL* _lacalhosl.:S{Ports.Embed dedLDAP.LDAPServerPart) & Connection URL for the user store

ConnectionPassword™ — @  Password of the admin user

UserSearchBase™ ou=Users,dc=wso2,dc=org @ DN of the context under which user entries are stored in LDAP
Disabled* @ whether user store is disabled

UserNameListFilter* (objectClass=person) @ Filtering criteria for listing all the user entries in LDAP
UserNameAttribute* uid @ Attribute used for uniguely identifying a user entry. Users can be authenticated using their email

address, uid and efc

UserNameSearchFilter® (&(objectClass=person)(uid=?)) " Filtering criteria for searching & particular user entry
UserEntryObjectClass*

wso2Person @ Object Class used to construct user entries

5. Ensure that all the mandatory fields are filled and a valid domain name is given and click Add.
6. A message appears saying that the user stores are being added.

WS02 Carbon i

User stores are being updated. Refresh the page after
few seconds to check the new status.

0K

P

(D Note: The above message does not imply that the user store is added successfully. It simply means
that the server is attempting to add the new user store to the end of the available chain of stores.

N

Refresh the page after a few seconds to check the status.
If the new user store is successfully added, it will appear in the User Store Management page.

9. After adding to the server, you can edit the properties of the new secondary user store and enable/disable it
in a dynamic manner.

®

Configuring manually

By default, the configuration of the primary user store is saved in the user-ngt. xm file. When you create a
secondary user store using the management console as explained above, its configuration is saved to an XML file

with the same name as the domain name you specify. Alternatively, you can create this XML file manually and save
it as follows:


https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/products/is/4.5.0/modules/samples/user-mgt/SampleCustomeUserStoreManager/
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. * When you configure multiple user stores, you must give a unique domain name to each user store i
n the <Donmai nNanme> element. If you configure a user store without specifying a domain name, the
server throws an exception at start up.

® [fitis the configuration of a super tenant, save the secondary user store definitions in <PRODUCT_HOM
E>/ r eposi t ory/ depl oynent / server/ user st ores directory.

® |fitis a general tenant, save the configuration in <PRODUCT _HOVE>/ r eposi t ory/ t enant s/ <t ena
nti d>/ user st ores directory.

® The the secondary user store configuration file must have the same name as the domain with an
underscore () in place of the period. For example, if the domain is wso02. com name the file as ws02
_com xmi .

® One file only contains the definition for one user store domain.

Directing the Root Context to the API Store

WSO2 API Manager includes separate Web applications as the API Publisher and the API Store. The root context of
the APl Manager is set to go to the API Publisher by default. For example, assume that the APl Manager is hosted
on a domain named api s. comwith default ports. The URLs of the API Store and API Publisher will be as follows:

® API Store - https://apis.com:9443/store
® API Publisher - https://apis.com:9443/publisher

If you open the root context, which is https://apis.com:9443 in your browser, it directs to the API Publisher by default.
You can set this to go to the API Store as follows:

1. Open the bundle <AM HOVE>/ r eposi t or y/ conponent s/ pl ugi ns/org. wso2. am styles_1.x. x.j ar.
2. Open the component . xm file that is inside META- | NF directory.
3. Change the <context-name> element, which points to publisher by default, to store:

<cont ext >
<cont ext -i d>def aul t - cont ext </ cont ext -i d>
<cont ext - name>st or e</ cont ext - nanme>
<pr ot ocol >ht t p</ pr ot ocol >
<descri pti on>APl Publisher Default Context</description>
</ cont ext >

4. Restart the server.
5. Open the default context (https://apis.com:9443) again in a browser and note that it directs to the API Store.

@ Tip: If you want to configure the APl Publisher and Store to pass proxy server requests, configure a reverse
proxy server.

Adding Links to Navigate Between the Store and Publisher

By default, there are no links in the Uls of the API Store and API Publisher applications to traverse between the two
apps.

To add a link in API Publisher to API Store:

1. In <AM HOME>/ r eposi t ory/ conf/ api - manager . xm file, set the <Di spl ayURL> to true and provide
the URL of the Store.

<API St or e>

<Di spl ayURL>t r ue</ Di spl ayURL>

<URL>https://${carbon.local .ip}: ${nygt.transport. https.port}/store& t;/URL>
</ API St or e>


https://apis.com:9443/store/
https://apis.com:9443/publisher/
https://apis.com:9443
https://apis.com:9443
https://docs.wso2.com/display/AM180/FAQ#FAQ-HowcanIsetupareverseproxyservertopassserverrequests?
https://docs.wso2.com/display/AM180/FAQ#FAQ-HowcanIsetupareverseproxyservertopassserverrequests?
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2. Note a URL in the API Publisher that points to the API Store. For example,

wso2 API pusLisHEr admin

Go to API Store

APIs | All

S All APIs

Add

All Statistics
Filter APIs °

MY APIS
Subscriptions

Statistics

TIER PERMISSIONS

Tier Permissions

(admin)
1 User
PUBLISHED

To add a link in API Store to API Publisher:

1. In <AM _HOVE>/ r eposi t ory/ conf/ api - manager . xm file, set the <Di spl ayURL> to true and provide
the URL of the Publisher.

<API Publ i sher >
<Di spl ayURL>t r ue</ Di spl ayURL>

<URL>https://${carbon.local .ip}: ${ngt.transport. https. port}/publisher& t;/URL>
</ APl Publ i sher >

2. Note a URL in the API Store that points to the API Publisher. For example,

) ] L+ kS
wsoz [AP] srore APls  MyApplicaions My Subscripions  Tools Themes

admin

Go to API Publisher | 5o to Public API Store
Search AP no

Recently Added APlIs Tags

api1-1.0.0
admin

api (1.0.0)
admin

Maintaining Separate Production and Sandbox Gateways

With WSO2 API Manager, you can maintain a production and a sandbox endpoint for a given API. The production
endpoint is the actual location of the API, whereas the sandbox endpoint points to its testing/pre-production
environment.

When you publish an API using the API Publisher, it gets deployed on the API Gateway. By default, there's a single
Gateway instance (deployed either externally or embedded within the publisher), but you can also set up multiple
Gateways:
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® Single Gateway to handle both production and sandbox requests
® Multiple Gateways to handle production and sandbox requests separately

Single Gateway to handle both production and sandbox requests

This is the default scenario. Because this Gateway instance handles both production and sandbox token traffic, it is
called a hybrid APl Gateway. When an API request comes to the APl Gateway, it checks whether the requesting
token is of type PRODUCTION or SANDBOX and forwards the request to the appropriate endpoint. The diagram
below depicts this scenario.

API Publisher

Publish

)

Production Endpoint

Sandbox Endpoint

APl Gateway -

Production and
Sandbox

Bl e |

Multiple Gateways to handle production and sandbox requests separately

Having a single gateway instance to pass through both types of requests can negatively impact the performance of
the production server. To avoid this, you can set up separate APl Gateways. The production APl Gateway handles
requests that are made using PRODUCTION type tokens and the sandbox API Gateway handles requests that are
made using SANDBOX type tokens.

The diagram below depicts this using two Gateways:
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API Gateway -
Production

Production Endpoint

Publish

API Publisher

APl Gateway - |
Sandbox

Sandbox Endpoint

In either of the two approaches, if an APl Gateway receives an invalid token, it returns an error to the requesting
client saying that the token is invalid.

You configure production and sandbox gateways using the <Envi r onnent s> element in the <AM HOVE>/ r eposi
tory/ conf/ api - manager . xm file as shown in the following example:

<Envi ronnent s>
<Envi ronnent type="production">
<Nane>Pr oducti on and Sandbox</ Nanme>
<Server URL>htt ps:/ /| ocal host: 9445/ servi ces/ & t;/ Server URL>
<User nanme>admi n</ User nane>
<Passwor d>admi n</ Passwor d>

<Gat ewayEndpoi nt >ht t p: / /1 ocal host: 8282, https://| ocal host: 8245&l t; / Gat ewayEndpoi nt >
</ Envi r onnent >

<Envi ronment type="sandbox">
<Nanme>Pr oducti on and Sandbox</ Nane>
<Server URL>https://| ocal host: 9448/ servi ces/ & t;/ Server URL>
<User name>admi n</ User nane>
<Passwor d>admi n</ Passwor d>
<Gat ewayEndpoi nt >ht t p: / /| ocal host: 8285, https://| ocal host: 8248&l t; / Gat ewayEndpoi nt >
</ Envi ronnent >
</ Envi ronnent s>

The t ype attribute of the <Envi r onnent > element can take the following values:

®* Production: A production type Gateway
¢ Sandbox: A sandbox type Gateway
® Hybrid: The Gateway handles both types of tokens

If you work with Gateways in different geographical locations, configuring multiple environments using the
<APIGateway> element in the <APIM_HOME>/repository/conf/api-manager.xml file is recommended. The diagram
below depicts a sample setup:
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API Publisher
synchronizes events
to the Gateway Manager

.'l.
\.-
.\
‘.l
\-
T -I_ SVN deployment synchronization in
. region B
nnnnnnnnnnnn ll.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l' [

1 - —
<APIGateway= element in the .

<APIM_HOME=/repository/conf/ Lﬁj
api-manager.xml file

Figure: API Gateways in different geographical regions
Configuring Transports

A transport is responsible for carrying messages that are in a specific format. WSO2 API Manager supports all the
widely used transports including HTTP/s, JMS, Pass-through and VFS, and domain-specific transports like FIX. All
WSO02 transports are directly or indirectly based on the Apache Axis2 transports framework. This framework
provides two main interfaces that each transport implementation has.

® org.apache.axis2.transport.TransportListener: Implementations of this interface specify how incoming
messages are received and processed before handing them over to the Axis2 engine for further processing.

® org.apache.axis2.transport.TransportSender: Implementations of this interface specify how a message
can be sent out from the Axis2 engine.

Because each transport has to implement the two interfaces above, each transport generally contains a transport
receiver/listener and a transport sender. You configure, enable, and manage transport listeners and senders
independently to each other. For example, you can enable just the JMS transport sender without having to enable
the JMS transport listener.

For more information, see the following topics in the WSO2 ESB documentation:

® Available transports
® How to configure transports

Extending the APl Manager
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The following topics cover different ways in which you can extend the APl Manager:
Writing Custom Handlers

Integrating with WSO2 Governance Registry

Adding Mediation Extensions

Adding Workflow Extensions

Adding new Throttling Tiers

Adding a Reverse Proxy Server

Adding a new API Store Theme

Transforming APl Message Payload

Writing Custom Handlers

This section introduces handlers and using an example, explains how to write a custom handler:
¢ Introducing Handlers
® Writing a custom handler
® Engaging the custom handler

Introducing Handlers

W You find the default handlers in any API's Synapse definition as shown below.
hen an APl is created, a file with its synapse configuration is added to the API Gateway. You can find it in the <API
_HOVE{{erpsitory/ depl oyment/server/synapse-confi gs/defaul t/api folder. It has a set of
handlers «gaghaf,which is executed on the APIs in the same order they appear in the configuration.
cl ass="org. wso2. car bon. api ngt. gat eway. handl ers. security. APl Aut henti cati onHandl er"/ >
<handl er
cl ass="org. wso2. car bon. api ngt. gat eway. handl ers.throttling. APl Throttl| eHandl er">
<property name="id" val ue="A"/>
<property nanme="policyKey" val ue="gov:/api ngt/applicationdata/tiers.xm"/>
</ handl er >
<handl er cl ass="org.wso02. car bon. api ngt . usage. publ i sher. APl Mgt UsageHandI er"/ >
<handl er
cl ass="org. wso2. car bon. api ngt . usage. publ i sher. APl Mgt Googl eAnal yti csTracki ngHandl er"/ >
<handl er
cl ass="org. wso2. car bon. api ngt . gat eway. handl er s. ext. APl Manager Ext ensi onHandl er "/ >
</ handl er s>

Let's see what each handler does:

® API Aut henti cati onHandl er: Validates the OAuth2 bearer token used to invoke the API. It also
determines whether the token is of type Pr oduct i on or Sandbox and sets MessageCont ext variables as
appropriate.

®* APl Throttl eHandl er: Throttles requests based on the throttling policy specified by the pol i cyKey prop
erty. Throttling is applied both at the application level as well as subscription level.

* APl Mgt UsageHandl| er : Publishes events to BAM for collection and analysis of statistics. This handler only
comes to effect if APl usage tracking is enabled. See Publishing APl Runtime Statistics for more information.

* API Mgt Googl eAnal yti csTracki ngHandl er: Publishes events to Google Analytics. This handler only
comes into effect if Google analytics tracking is enabled. See Integrating with Google Analytics for more
information.

* API Manager Ext ensi onHandl er: Triggers extension sequences. By default, the extension handler is
listed at last in the handler chain, and therefore is executed last. You cannot change the order in which the
handlers are executed, except the extension handler. To configure the APl Gateway to execute extension
handler first, uncomment the <Ext ensi onHandl er Posi t i on> section in the <API M_HOVE>/ r eposi tory
/ conf/ api - manager . xnm file and provide the value t op. This is useful when you want to execute your
own extensions before our default handlers in situations like doing additional security checks such as
signature verification on access tokens before executing the default security handler.
See Adding Mediation Extensions.

Writing a custom handler
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Let's see how you can write a custom handler and apply it to the API Manager. In this example, we extend the
authentication handler. Make sure your custom handler name is not the same as the name of an existing handler.

WSO2 APl Manager provides the OAuth2 bearer token as its default authentication mechanism. The source code of
the implementation is here. Similarly, you can extend the APl Manager to support any custom authentication
mechanism by writing your own authentication handler class. This custom handler must extend or g. apache. syna
pse. rest. Abstract Handl er class and implement the handl eRequest () and handl eResponse() methods.

Given below is an example implementation:

package org.wso2. carbon.test;

i nport org. apache. synapse. MessageCont ext ;
i mport org.apache. synapse. core. axi s2. Axi s2MessageCont ext ;
i mport org.apache. synapse. rest. Abstract Handl er;

i mport java.util.Map;
public class CustomAPI Aut henti cati onHandl er extends AbstractHandl er {

publ i ¢ bool ean handl eRequest (MessageCont ext nmessageCont ext) {

try {

if (authenticate(nessageContext)) {

return true;

}
} catch (API SecurityException e) {

e. printStackTrace();
}

return fal se;

}

publ i ¢ bool ean handl eResponse( MessageCont ext nessageContext) {
return true;

}

publ i c bool ean aut henti cat e( MessageCont ext synCtx) throws APl SecurityException {
Map headers = get Transport Header s(synCt x);
String aut hHeader = get Aut hori zati onHeader (headers);
if (authHeader.startsWth("userNanme")) ({
return true;

}

return fal se;

}

private String getAuthorizationHeader(Map headers) {
return (String) headers.get("Authorization");

}

private Map get Transport Header s( MessageCont ext nmessageCont ext) {
return (Map) ((Axis2MessageContext) messageContext).get Axi s2MessageCont ext ().

get Property(org. apache. axi s2. cont ext. MessageCont ext . TRANSPORT _HEADERS) ;

}
}

Engaging the custom handler
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You can engage a custom handler to all APIs at once or only to selected APIs.

To engage to all APIs, the recommended approach is to add it to the <API M_HOVE>/ r eposi t ory/ resour ces/ a
pi _tenplates/velocity tenplate.xn file. For example, the following code segment adds the custom
authentication handler that you wrote earlier to the vel ocity_t enpl at e. xnml file while making sure that it skips
the default APl Aut hent i cat i onHandl er implementation:

<handl er
cl ass="org. wso2. carbon. api ngt. cust om aut henti cati on. handl er. Cust omAPI Aut henti cati onHan
dler" />
#f oreach($handl er in $handl ers)
#if (! ($handl er.cl assName ==
"org.wso2. car bon. api ngt . gat eway. handl ers. securi ty. APl Aut henti cati onHandl er"))
<handl er xm ns="http://ws. apache. or g/ ns/ synapse"
cl ass="$handl er. cl assNane" >
#i f ($handl er. hasProperties())
#set ($map = $handl er. get Properties() )
#f oreach($property in $map.entrySet())
<property nanme="$! property. key" val ue="$! property.val ue"/>
#end
#end
</ handl er >
#end
#end
</ handl er s>

Given below is how to engage handlers to a single API, by editing its source view.

() Note that when you engage a handler by editing the API's source view, your changes will be overwritten
every time you save the API through the API Publisher.

1. Build the class and copy the JAR file to <API M_HOME>/ r eposi t ory/ conponent s/ | i b folder.
2. Log in to the management console and select Service Bus > Source View in the Main menu.
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3. In the configuration that opens, select an API and navigate to the <Handlers> section. The following line
appears as the first handler. This is the current authentication handler used in the APl Manager.

Service Bus Configuration

Make the required modifications to the configuration and click 'Update’ to apply the changes to the server. Use ‘Reset’ button to undo your changes.,

ESB Configuration

EERe JE dLioet sl | 2 G| @
90 <send/>
91 </outSequence>
92 < Ice>
93 <handlers>
94 <handler class="org.wso2.carbon.apimgt.gateway.handlers.security.RAPIAuthenticationHandler" />
95 <handler class="org.wso.carbon.apimgt.gateway.handlers.throttling.APIThrottleHandler">
96 <property name="id" value="A"/>
97 <property name="policyKey" value="gov:/apimgt/applicationdata/tiers.xml"/>
98 </handler>
99 <handler class="org.wso2.carbon.apimgt.usage.publisher.APIMgtUsageHandler"/>
K00 <handler class="org.wso2.carbon.apimgt.usage.publisher.APIMgtGoogleAnalyticsTrackingHandler">
101 <property name="configKey" value="gov:/apimgt/statistics/ga-config.xml"/>
k02 </handler>
103 \ <handler class="org.wso2.carbon.apimgt.gateway.handlers.ext.APIManagerExtensionHandler"/> .
k04 TETE™S
k05 </api»
106 <api name="admin--PhoneVerification"
107 context="/phoneverify"
108 version="2.0.0"
109 version-type="url">
k10 <resource methods="OPTIONS GET"

4. Replace the above line with the handler that you created. It will engage your custom handler to the API
Manager instance. According to this example, it is as follows:

<handl er
cl ass="org. wso2. car bon. api ngt. gat eway. handl ers. security. Cust omAPI Aut henti cati onHa
ndler"/>
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Integrating with WSO2 Governance Registry

WSO2 Governance Registry is a registry-repository for storing and managing metadata related to services and other
artifacts. Services in the Governance Registry are implemented as configurable governance artifacts (RXT files). Us
ually, APIs are created using the API Publisher Web interface. Instead, you can integrate the APl Manager with the
Governance Registry to directly create APIs in the API Publisher using the services deployed in the Governance
Registry.

The steps below explain how to configure the two products to expose services in the Governance Registry as APIs.

® The following steps apply to WSO2 Governance Registry version 4.6.0 or after.
® In WSO2 Governance Registry 4.6.0, we do a simple POST to create APIs in the API Publisher. It does
not involve registry mounting.

Follow the steps below to publish services on Governance Registry to the API Manager.

1. Download both WSO2 Governance Registry (G-Reg) and WSO2 API Manager.

2. Provide the APl Manager credentials in <GREG_HOVE>/ r eposi t ory/ resources/ | i fecycl es/ confi gu
rations. xm file. For example, the following code block defines an execut i on element in pr oduct i on st
ate. It provides the API Manager's endpoint, username and password as executor parameters.

<execution forEvent="Publish"
cl ass="org. wso2. car bon. gover nance. r egi stry. ext ensi ons. execut ors. api store. Api Store
Execut or">
<par anet er nane="api m endpoint" value="http://| ocal host:9763/"/>
<par anet er nane="api m user nane" val ue="adm n"/>
<par anet er nane="api m password" val ue="adm n"/>
<paraneter nane="default.tier" value="Unlinited"/>
<paraneter nane="throttlingTier"
value="Unlimted,Unlimted,Unlimted, Unlimted, Unlinited"/>
</ executi on>

{D Note: If you started the G-Reg server at least once before executing step 2, editing the conf i gur at
i ons. xn file and restarting the server does not apply the configurations. You need to add the
configurations using the G-Reg management console as follows:

a. Log in to the G-Reg Management console and select Extensions -> Configure -> Lifecycles
menu.

b. Click the Edit link associated with Ser vi ceLi f eCycl e .

c. Add the configuration given in step 2 above and Save.

3. Run the G-Reg and the API Manager.

When running more than one WSO2 products on the same server, change the default port of one product to
avoid port conflicts. You can do this by changing the <of f set > value of one product in <PRODUCT _HOVE>/ r
eposi tory/ conf/carbon. xn file. In this example, we set the port offset value of Governance Registry to
1 as follows: <O f set >1</ Of f set >

Note: If you offset the default APl Manager port, you must also change the default APl endpoints and
the Thrift port accordingly. See Changing the Default Ports with Offset.

4. Access the API Manager server using the following URL: https://<HostName>:9443/carbon. As you changed
the default port of G-Reg, you can access the server using the following URL: https://<HostName>:<9443+off
set>/carbon.

5. Log in to the G-Reg management console and create a new service in it and attach the default service


http://wso2.com/products/governance-registry
http://docs.wso2.org/governance-registry/Configurable+Governance+Artifacts+(RXT)
https://192.168.1.2:9443/carbon
https://192.168.1.2:9443/carbon
https://192.168.1.2:9443/carbon
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lifecycle to it. For instructions on how to add a new service and associate a new lifecycle, see http://docs.wso

2.org/governance-registry/Managing+Services in the Governance Registry documentation.

Promote the service until it gets to the production state.

7. When it is in the production state, publish it using the Publish button. You should get a confirmation message
once the APl is successfully published.

8. You have now created an API using a service in the Governance Registry. Open the API Publisher to see
that this service is successfully created as an API.

Adding Mediation Extensions

o

The API Gateway has a default mediation flow that is executed in each API invocation. You can do additional
custom mediation for the messages in the APl Gateway by extending its mediation flow. An extension is provided as
a synapse mediation sequence.

Please do not use the APl Manager's management console to create sequences as the functionality is not
supported. You can design all sequences using a tool like WSO2 Developer Studio, and store the sequence. xm fi
le in the governance registry. For information, see Creating ESB Artifacts in the Developer Studio documentation.
The registry collection where sequences are stored is cust onsequences , which is available by default in api ngt
governance registry location. Given below are the registry paths:

Sequence Registry path

In / _system gover nance/ api ngt/ cust onsequences/in
Qut / _system gover nance/ api ngt/ cust onsequences/ out
Faul t | _syst em gover nance/ api ngt/ cust onsequences/ f aul t

For example, if you have an in sequence file as t est | nSequence, you must save itin/ _syst enf gover nance/ a
pi mgt / cust onsequences/i n/testl nSequence. xm .

There are two ways to apply mediation extensions to messages:

® Global Extensions : Apply to all APIs
® Per-AP| Extensions : Apply only to an intended API

The difference between a global extension and a per-API extension is simply in the name given to the sequence that
you use to create it.

Creating global extensions

Given below is the naming pattern of a global extension sequence.

WEQ2AM - Ext - - <DI RECTI ON\>

The <Dl RECTI ON> can be | n or Qut . To change the default fault sequence, you can either modify the default
sequence or write a custom fault sequence and engage it to APIs through the API Publisher. When the direction of
the sequence is | n, the extension is triggered on the in-flow (request path). Similarly, when the direction of the
sequence is Qut , the extension is triggered on the out-flow (response path). Shown below is an example synapse
configuration of a global extension sequence.

Global Extension Sequence Example

<sequence xm ns="http://ws. apache. org/ ns/ synapse" nane="WSQ2AM - Ext--1n">
<l og | evel ="cust oni >
<property name="TRA
</l og>
</ sequence>

val ue="d obal Medi ati on Extension"/>

To test the code, copy it to an XML file (e.g., global_ext.xml) and save the file in the <API M_HOVE>/ r eposi t ory/


http://docs.wso2.org/wiki/display/Governance453/Managing+Services
http://docs.wso2.org/wiki/display/Governance453/Managing+Services
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depl oynent / server/ synapse- confi gs/ defaul t/ sequences directory. The above sequence prints a log
message on the console on every API invocation.

Creating per-API extensions

Given below is the naming pattern of a per-API extension sequence.
<API _NAME>: v<VERSI| ON>- - <DI RECTI ON\>

Shown below is an example synapse configuration of a per-AP| extension sequence. It is created for an APl named
admin--TwitterSearch with version 1.0.0.

API Extension Sequence Example

<sequence xml ns="http://ws. apache. org/ ns/ synapse"
nane="admi n--Twi tter Search: v1.0.0--1n">
<l og | evel ="cust oni >
<property nanme="TRACE" val ue="APl Medi ati on Extension"/>
</l og>
</ sequence>

(D NOTE: The tenant username must be given as <user name>- AT- <domai n> in the configuration. For
example, if the tenant username is t est user and the domain is wso02. com then the name attribute in the
above configuration must be t est user - AT-wso02. com - Twi tter Search: v1.0.0-In . The @ sign
must be given as AT.

To test the code in super-tenant mode, copy it to an XML file (e.g., t wi tt er sear ch_ext . xm ) and save the file in
the <API M_HOVE>/ r eposi t ory/ depl oynent / server/ synapse- confi gs/ def aul t/ sequences directory, if
you are in single-tenant mode. In multi-tenant mode, copy the file to the tenant's synapse sequence folder. For
example, if tenant id is 1, then copy it to <API _Gat eway>/r eposi t ory/tenant s/ 1/ synapse- confi gs/ def a
ul t/ sequences folder.

The above sequence prints a log message on the console whenever the Twi t t er Sear ch API is invoked.
Alternatively, you can create the XML file and upload it to the registry using the management console Ul.

1. Open the APIM management console (https://localhost:9443/carbon with admin/admin as the default
credentials) and select Resources -> Browse.

2. Navigate to/ _syst em gover nance/ api ngt / cust onmsequences registry location.

3. Click Add Resource link to upload the XML file.

Selecting predefined APIs from the Ul

You can attach pre-defined extension sequences to an API using the API Publisher Web interface, at the time the
APl is created. Log in to the API Publisher (https://localhost:9443/publisher) and click Add from the left panel. In the
Add New API page that opens, navigate to the Manager section where you find Sequences. There, you can select
I n/ Qut / Faul t sequences for the API from the drop-down lists. For example,

Sequences: M Check to select a custom sequence to be executed in the message flow

In Flow Out Flow Fault Flow
log_in_me j j json_{1 j

To populate these drop-down lists, you must add mediation sequences as explained at the beginning.

Invoking the extension sequences


https://localhost:9443/carbon
https://10.100.1.71:9443/publisher
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When an API is published, a file with its synapse configuration is created on the APl Gateway. This synapse
configuration has a set of handlers as shown in the following example:

API Configuration

<handl| er s>
<handl er
cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. security. APl Aut henti cati onHandl er"/ >
<handl er cl ass="org.wso02. car bon. api ngt. usage. publ i sher. APl Myt UsageHand| er"/ >
<handl er
cl ass="org. wso2. car bon. api ngt . usage. publ i sher. APl Myt Googl eAnal yti csTracki ngHandl er"/ >
<handl er
cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. throttling. APl Throttl eHandl er">
<property nanme="id" val ue="A"/>
<property name="policyKey" val ue="gov:/api ngt/applicationdata/tiers.xm"/>
</ handl er >
<handl er
cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. ext . APl Manager Ext ensi onHandl er"/ >
</ handl er s>

The handler by the name API Manager Ext ensi onHandl er triggers both global as well as per-API extension
sequences. It reads the sequence names and determines what APIs must be invoked. By default, the extension
handler is listed at last in the handler chain, and therefore is executed last. You can configure the APl Gateway to
execute extension handlers first. To do that, open <API M HOVE>/ r eposi t ory/ conf/ api - mranager . xm file,
uncomment the <Ext ensi onHandl| er Posi t i on> section and provide the value t op as follows:

<Ext ensi onHandl er Posi ti on>t op</ Ext ensi onHandl er Posi ti on>

This is useful when you want to execute your own extensions before our default handlers. For example, if you want
to have additional security checks such as signature verification on access tokens before executing the default
security handler, you can define an extension and configure the Gateway to execute extension handlers first.

For more information on Handlers, see APl Manager Components.
Adding Workflow Extensions

Use workflow extensions to attach a workflow to the following API Store/API Publisher operations:
Adding an Application Creation Workflow

Adding an Application Registration Workflow

Adding an API Subscription Workflow

Adding a User Signup Workflow

Invoking the API Manager from the BPEL Engine

Customizing a Workflow Extension

Configuring Workflows for Tenants

Configuring Workflows in a Cluster

Changing the Default User Role in Workflows

Adding an Application Creation Workflow

This section explains how to attach a custom workflow to the application creation operation in the APl Manager.
First, see Workflow Extensions for information on different types of workflow executors.

Configuring the Business Process Server

1. Download WSO2 Business Process Server.

2. Set an offset of 2 to the default BPS port in <BPS_HOMVE>/ r eposi t ory/ conf/ carbon. xm file. This
prevents port conflicts that occur when you start more than one WSO2 product on the same server. Also see
Changing the Default Ports with Offset.


https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIManagercomponents
https://docs.wso2.com/display/AM170/Adding+Workflow+Extensions
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<O fset >2</ O f set >

1 If you change the port offset to a value other than 2 or run the APl Manager and BPS on different
machines (therefore, want to set the host nane to a different value than | ocal host ), you must do
the following:

® Search and replace the value 9765 in all the files (.epr, .wsdl files inside the ZIP archives)
inside <API M_HOME>/ busi ness- pr ocesses folder with the new port

® Zip the files you unzipped earlier and deploy the newly created zip file in BPS as explained in
the steps below

® Search and replace port 9445 in <AM_HOVE>/ r eposi t ory/ depl oynent/ server/j agger
yapps/ adm n- dashboard/ site/conf/site.json file

3. Copy the following from <API M_HOVE>/ busi ness- pr ocesses/ epr to <BPS_HOVE>/ r eposi t ory/ conf
/ epr folder. If the <BPS_HOME>/ r eposi t ory/ conf / epr folder isn't there, please create it.
® ApplicationService. epr
®* ApplicationCall backService. epr
4. Start the BPS server and log in to its management console (https:// <Server Host>: 9443+<port
of f set >/ car bon).
5. Select Add under Processes menu and upload the <API M_HOVE>/ busi ness- processes/ appl i cati on
-creation/ BPEL/ Appl i cati onAppr oval Wr kFl owPr ocess_1. 0. 0. zi p file to BPS. This is the
business process archive file.

¢| Home
" = Home > Manage > Processes > Add
anage A

% Processes New BPEL Package
Upload BPEL Package(s)
Add
5 i{-ltuman fosks e e R /home/amila/Tasks/2.0.0/WorkFlow/wso2am-2.0.0/business-processes/ap| Browse... | +
IS List
g © Aad [ cancel|

21 <F Services

6. Select Add under the Human Tasks menu and upload <API M HOVE>/ busi ness- processes/ appl i cat
i on-creation/ HumanTask/ Appl i cati onsApproval Task-1. 0. 0. zi p to BPS. This is the human task
archived file.

Engaging the WS Workflow Executor in the APl Manager

First, enable the application creation workflow.

1. Log in to APIM management console (htt ps:// <Server Host >: 9443/ car bon) and select Browse unde
r Resources.
//_\\

Resources

Wz Browse

‘=g, Search

2. Goto/ _systeni governance/ api ngt/ appl i cati ondat a/ wor kf | ow ext ensi ons. xm resource, dis
able the Simple Workflow Executor and enable WS Workflow Executor. Also specify the service endpoint
where the workflow engine is hosted and the credentials required to access the said service via basic
authentication (i.e., username/password based authentication).
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<Wbr kFI owExt ensi ons>
<!--ApplicationCreation
execut or ="org. wso2. carbon. api ngt . i npl . wor kf | ow. Appl i cati onCreati onSi npl eWor kf | onk
xecutor"/-->
<Appl i cationCreation
execut or ="org. wso2. car bon. api ngt . i npl . wor kf | ow. Appl i cati onCr eat i onVWBWor kf | owExecu
tor">
<Property
nanme="servi ceEndpoi nt">http://| ocal host: 9765/ servi ces/ Appl i cati onAppr oval Wr kFl ow
Process/ </ Property>
<Property nane="usernane">adm n</ Property>
<Property nane="password">adm n</ Property>
<Property
nanme="cal | backURL">htt ps: //| ocal host : 8243/ servi ces/ Wr kf | owCal | backSer vi ce</ Pr ope
rty>
</ Appl i cationCreati on>
</ Wor kFI owExt ensi ons>

The application creation WS Workflow Executor is now engaged.

3. Go to the API Store Web interface, open My Applications page and create a new application.

It invokes the application creation process and creates a Human Task instance that holds the execution of the
BPEL process until some action is performed on it.

4. Note the message that appears if the BPEL is invoked correctly, saying that the request is successfully
submitted.

5. Log in to the workflow-admin app (htt ps:/ /| ocal host: 9443/ wor kf | ow admi n), list all the tasks for
application creation and approve the task. It resumes the BPEL process and completes the application
creation.

6. Go back to the My Applications page on the API Store and see the created application.

Whenever a user tries to create an application in the API Store, a request is sent to the workflow endpoint. Gi
ven below is a sample:
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<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:wor="http://workfl ow. subscription. api ngt. carbon. wso2. org">
<soapenv: Header />
<soapenv: Body>
<wor : creat eAppl i cation
xm ns:wor ="http://workfl ow. application.api ngt.carbon.wso2. org">
<wor : appl i cati onNanme>appl i cati onl</wor: appl i cati onNane>
<wor : appl i cati onTi er >Gol d</ wor : appl i cati onTi er >

<wor : appl i cationCal | backUr| >http://webapp/url </wor:applicationCallbackUrl >
<wor : appl i cati onDescri pti on>Application 1</wor: applicationDescription>
<wor : t enant Domai n>ws02. conk/ wor : t enant Domai n>
<wor : user Nane>user 1</ wor : user Nane>

<wor : wor kf | owExt er nal Ref >c0aad878- 278c-4439-8d7e- 712ee71d3f 1c</ wor : wor kf | owExt er n
al Ref >

<wor : cal | BackURL>ht t ps: / /| ocal host : 8243/ servi ces/ Wr kf | owCal | backSer vi ce</ wor : cal
| Back URL>
</wor: creat eAppl i cati on>
</ soapenv: Body>
</ soapenv: Envel ope>

Elements of the above configuration are described below:

Element Description
appl i cati onNane Name of the application the user creates.
applicationTier Throttling tier of the application.

appl i cationCal | backUr |  When the OAuth2 Authorization Code grant type is applied, this is the
endpoint on which the callback needs to happen after the user is
authenticated. This is an attribute of the actual application registered on
the API Store.

applicationDescription Description of the application

t enant Dorrai n Tenant domain associated with the application (domain of the user
creating the application).

user Name username of the user creating the application.

workflowExternalRef The unique reference against which a workflow is tracked. This needs to

be sent back from the workflow engine to the API Manager at the time of
workflow completion.

cal | BackURL At the time of workflow completion, the workflow-completion request is
sent to this URL by the workflow engine. This property is configured in the
<callBackURL> element in the api-manager.xml.

Adding an Application Registration Workflow

This section explains how to attach a custom workflow to the application registration operation in the APl Manager.
First, see Workflow Extensions for information on different types of workflow executors.


https://docs.wso2.com/display/AM170/Adding+Workflow+Extensions

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

Introduction to the application registration workflow

Application creation and registration are different workflows. After an application is created, you can subscribe to
available APIs, but you get the consumer key/secret and access tokens only after registering the application. There
are two types of registrations that can be done to an application: production and sandbox. You change the default
application registration workflow in situations such as the following:

1. To issue only sandbox keys when creating production keys is deferred until testing is complete.
2. To restrict untrusted applications from creating production keys. You allow only the creation of sandbox keys.
3. To make API subscribers go through an approval process before creating any type of access token.

Configuring the Business Process Server

1. Download WSO2 Business Process Server.
2. Set an offset of 2 to the default BPS port in <BPS_HOVE>/ r eposi t ory/ conf/ carbon. xm file. This

prevents port conflicts that occur when you start more than one WSO2 product on the same server. Also see
Changing the Default Ports with Offset.

<O fset>2</ O fset >

1 If you change the port offset to a value other than 2 or run the APl Manager and BPS on different
machines (therefore, want to set the host nane to a different value than | ocal host ), you must do

the following:

® Search and replace the value 9765 in all the files (.epr, .wsdl files inside the ZIP archives)
inside <API M_HOME>/ busi ness- pr ocesses folder with the new port.
® Zip the files you unzipped earlier and deploy the newly created zip file in BPS as explained in

the steps below.
® Search and replace port 9445 in <AM HOVE>/ r eposi t ory/ depl oynent / server/j agger

yapps/ adm n- dashboard/ site/ conf/site.json file.

3. Copy the following from <API M_HOVE>/ busi ness- pr ocesses/ epr to <BPS_HOVE>/ r eposi t ory/ conf
/ epr folder. If the <BPS_HOVE>/ r eposi t ory/ conf/ epr folder isn't there, please create it.
® RegistrationService. epr
® Regi strationCall backService. epr
4. Start the BPS server and log in to its management console (https:// <Server Host>: 9443+<port
of f set >/ car bon).
5. Select Add under Processes menu and upload t he <API M_HOVE>/ busi ness- processes/ applicatio
n-regi stration/ BPEL/ Appl i cati onRegi strati onWr kf | owPr ocess_1. 0. 0. zi p file to BPS. This
is the business process archive file.

¢| Home
= Home > Manage > Processes > Add
A

Manage
New BPEL Package

% Processes
H-T
6 Lt Upload BPEL Package(s)
-;ca
E i» Human Tasks BPEL Package{.zip)* /home/amila/Tasks/2.0.0/Workflow/wso2am-2.0.0/business-processes/ap| Browse... |+
§ #Hu :
© Add Upload) | Cancel

re

¥ Services

6. Select Add under the Human Tasks menu and upload <API M_HOVE>/ busi ness- processes/ appl i cat
i on-regi stration/ HumanTaskBPEL/ Appl i cati onRegi strati onTask-1.0.0. zi p to BPS. Thisis
the human task archived file.

Engaging the WS Workflow Executor in the APl Manager

First, enable the application registration workflow.
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1. Log into APIM management console (htt ps:// <Server Host>: 9443/ car bon) and select Browse und
er Resources .

&

Resaurces

¢ Search

2. Goto/ _systeni governance/ api ngt/ appl i cati ondat a/ wor kf | ow ext ensi ons. xm resource, dis
able the Simple Workflow Executor and enable WS Workflow Executor:

<Wor kFI owExt ensi ons>
<!'--Producti onApplicati onRegistration
execut or ="or g. wso2. car bon. api ngt . i npl . wor kf | ow. Appl i cati onRegi strati onSi npl eWor kf
| owExecutor"/-->
<Producti onAppl i cati onRegi stration
execut or ="org. wso2. carbon. api ngt . i npl . wor kf | ow. Appl i cati onRegi st rati onVWEWOr kf | owE
xecut or ">
<Property
nanme="ser vi ceEndpoi nt">http:/ /1 ocal host: 9765/ servi ces/ Appl i cati onRegi strati onWrk
FI owPr ocess/ </ Property>
<Property nane="user nane" >adm n</ Property>
<Property nane="password">adm n</ Property>
<Property
name="cal | backURL">htt ps: //| ocal host : 8248/ servi ces/ Wr kf | owCal | backSer vi ce</ Pr ope
rty>
</ Producti onApplicati onRegi stration>
<! --SandboxAppl i cati onRegi stration
execut or ="org. wso2. carbon. api ngt . i npl . wor kf | ow. Appl i cati onRegi st rati onSi npl eWr kf
| owExecutor"/-->
<SandboxAppl i cati onRegi stration
execut or="org. wso2. carbon. api ngt . i npl . wor kf | ow. Appl i cati onRegi st rati onWsWor kf | onk
xecut or">
<Property
nane="servi ceEndpoi nt">http://| ocal host: 9765/ servi ces/ Appl i cati onRegi strati onWrk
Fl owPr ocess/ </ Property>
<Property nanme="user nane" >adm n</ Property>
<Property nane="password">adm n</ Property>
<Property
nanme="cal | backURL">htt ps://| ocal host : 8248/ ser vi ces/ Wr kf | owCal | backSer vi ce</ Pr ope
rty>
</ SandboxAppl i cati onRegi strati on>
</ Wor kFI owExt ensi ons>

i1 Note that all workflow process services of the BPS run on port 9765 as you changed its default port
with an offset of 2.

3. Go to the API Store Web interface, open My Subscriptions page, select an application and click the Genera
te button associated with the production key.
It invokes the Appl i cati onRegi st rati onWor kFl owPr ocess. bpel that is bundled with Appl i cati onR
egi strati onWor kfl owProcess_1. 0. 0. zi p and creates a HumanTask instance that holds the execution
of the BPEL process until some action is performed on it.

4. Note a message that appears saying that the request is successfully submitted if the BPEL was invoked
correctly. For example,
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Subscriptions

Keys are generaled per Application which allows 1o use a single key for mulliple APIS and subscribe multiple imes to a single API, with diffierent SLA levels.
Applications With Subscriptions

SampleApp1 *

Keys - Production +

Request to register this application has been scnt.:]

5. Log in to the Admin Dashboard Web application (htt ps://<Server Host>: 9443/ adni n- dashboar d)
and list all the tasks for application registrations. Click Start to start the Human Task and then change its
state. Once you approve the task, it resumes the BPEL process and completes the registration.

6. Go back to the My Subscriptions page on the API Store and view your application.

It shows the application access token, consumer key and consumer secret. For example,
Subscriptions

Keys are generated per Application which allows to use a single key for multiple APls and subscribe multiple times to a single API, with different SLA levels.

Applications With Subscriptions

| sampleapp1 v @ Show Keys
Keys - Production
Access Token Allowed Domains
W3eTf_f_43CxskiYC5j0Si58jga ALL
(e T-20 = | Il Token Validity: Seconds -
- | bGDU | Leave empty or filling with "ALL" will allow all domains.
Consumer Key Update
1KKUVEPEY OCXBWirB5frihds054a Domains
Consumer Secret
NOgep2XaMZi1dQIhCXpaTz42B54a

After the registration request is approved, keys are generated by invoking the APl KeyMgt Subscri ber servi
ce hosted in Key Manger nodes. Even when the request is approved, key generation can fail if this service
becomes unavailable. To address such failures, you can configure to trigger key generation at a time Key
Manager nodes become available again. Given below is the message used to invoke the BPEL process:

<appl i cati onregi strationworkf| owpr ocessrequest
xm ns:wor="http://workfl ow application. api ngt. carbon. wso2. org"
xm ns="http://workfl ow. application. api ngt. carbon. wso2. org">

<appl i cati onname>NewApp5</ appl i cati onnanme>
<applicationtier>Unlinted</applicationtier>
<appl i cationcal | backur| ></appl i cati oncal | backurl >
<appl i cati ondescri pti on></applicationdescription>
<t enant donmai n>car bon. super </t enant domai n>
<user name>adm n</ user nane>

<wor kf | owext er nal r ef >4a20749b- a10d- 4f a5- 819b- 4f ae5f 57f f af </ wor kf | owext er nal r ef >
<cal | backur| >https://| ocal host: 8243/ servi ces/ Wr kf | owCal | backSer vi ce</ cal | backur |
>

<keyt ype>PRODUCTI ON</ keyt ype>
</ applicationregistrationworkfl owpr ocessrequest >

Adding an API Subscription Workflow
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This section explains how to attach a custom workflow to the API subscription operation in the APl Manager. First,
see Workflow Extensions for information on different types of workflows executors.

Attaching a custom workflow to API subscription enables you to add throttling tiers to an API that consumers cannot
choose at the time of subscribing. Only admins can set these tiers to APIs. It also allows you to restrict API
consumers to only subscribe to sandbox, and then go through an approval process to go to the next level of
subscription.

Configuring the Business Process Server

1. Download WSO2 Business Process Server.

2. Set an offset of 2 to the default BPS port in <BPS_HOMVE>/ r eposi t ory/ conf/ carbon. xm file. This
prevents port conflicts that occur when you start more than one WSO2 product on the same server. Also see
Changing the Default Ports with Offset.

<O fset >2</ O f set >

(%) Tip: If you change the BPS port offset to a value other than 2 or run the API Manager and BPS
on different machines (therefore, want to set the host nane to a different value than | ocal host),
you do the following:

® Search and replace the value 9765 in all the files (.epr, .wsdl files inside the ZIP archives)
inside <API M_HOME>/ busi ness- pr ocesses folder with the new port.

® Zip the files you unzipped earlier and deploy the newly created zip file in BPS as explained in
the steps below.

® Search and replace port 9445 in <API M_HOVE>/ r eposi t ory/ depl oynent / server/j agg
eryapps/ adm n- dashboard/ site/ conf/site.json file.

@ Tip: Did you change the default port of the APl Manager rather than the BPS? If so, be sure to
do the following:

® Search and replace the value 8243 in all the files (.epr, .wsdl etc.) inside the ZIP archives
inside <API M_HOVE>/ busi ness- pr ocesses folder with the new port.

® Change the port in the following property in the <API M_HOVE>/ r eposi t ory/ depl oynent /
server/synapse-confi gs/ defaul t/ proxy-servi ces/ wor kf | owcal | backServi ce
.xm file.

<addr ess
uri ="https://|ocal host: 9444/ st ore/ sitel bl ocks/ wor kf | ow wor kf | ow i ste
ner/ aj ax/ wor kf I ow1istener.jag" fornat="rest"/>

3. Copy the following file from <API M_HOVE>/ busi ness- pr ocesses/ epr to <BPS_HOME>/ r epository/c
onf / epr folder. If the <BPS_HOVE>/ r eposi t ory/ conf/ epr folder isn't there, please create it.
® SubscriptionService. epr
® Subscri ptionCal | backService. epr
4. Start the BPS server and log in to its management console (https://<Server Host>:9443+<port
of f set >/ car bon).
5. Select Add under the Processes menu and upload the <API M_HOVE> / busi ness- pr ocesses/ subscrip
tion-creation/BPEL/ Subscri pti onApproval Wr kFl owPr ocess_1. 0. 0. zi p file to BPS. This is
the business process archive file.
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(¢| Home
= Home > Manage > Processes > Add

Manage n
% Processes | New BPEL Package
:‘éé Upload BPEL Package(s)
[© Ada ]
5 bltuman Tasks BPEL Package(.zip)* /home/amila/Tasks/2.0.0/WorkFlow/wso2am-2.0.0/business-processes/ap| Browse... | |+
= List
5 © Add cancal|

2| L Services
6. Select Add under the Human Tasks menu and upload <API M_HOME>/ busi ness- processes/ subscrip
tion-creation/ HumanTask/ Subscri pti onsApproval Task-1. 0. 0. zi p to BPS. This is the human

task archived file.

Engaging the WS Workflow Executor in the APl Manager

First, enable the API subscription workflow.

1. Log in to APIM admin console (htt ps:// <Server Host >: 9443/ car bon) and select Browse under Reso
u r ¢ e s

./A\.

Resources

ey, Search

2. Go to /_systeni governance/ api ngt/ appli cati ondat a/ wor kf | ow ext ensi ons. xm resource,
disable the Simple Workflow Executor and enable WS Workflow Executor. Also specify the service endpoint
where the workflow engine is hosted and the credentials required to access the said service via basic
authentication (i.e., username/password based authentication).

<Wor kFlI owExt ensi ons>
<!--SubscriptionCreation
execut or="org. wso2. carbon. api ngt . i npl . wor kf | ow. Subscri pti onCreati onSi npl eWor kf | ow
Executor"/-->
<Subscri ptionCreation
execut or="org. wso2. carbon. api ngt. i npl . wor kf | ow. Subscri pti onCreati onVWBWor kf | owExec
utor">
<Property
nane="servi ceEndpoi nt">http://| ocal host: 9765/ servi ces/ Subscri pti onAppr oval Wr kFl o
wWPr ocess/ </ Property>
<Property nane="usernane">adm n</ Property>
<Property nane="password">adm n</ Property>
<Property
nanme="cal | backURL" >htt ps: //| ocal host : 8243/ servi ces/ Wr kf | owCal | backSer vi ce</ Pr ope
rty>
</ Subscri pti onCreati on>
</ Wor KFI owExt ensi ons>

The application creation WS Workflow Executor is now engaged.

3. Go to the API Store Web interface and subscribe to an API. It invokes the API subscription process and
creates a Human Task instance that holds the execution of the BPEL until some action is performed on it.

4. Note the message that appears if the BPEL is invoked correctly, saying that the request is successfully

submitted.
5. Log in to the Admin Dashboard Web application (htt ps:// <Server Host >: 9443/ adm n- dashboar d),

list all the tasks for APl subscription and approve the task. It resumes the BPEL process and completes the

API subscription.
6. Go back to the API Store and see that the user is now subscribed to the API.

Whenever a user tries to subscribe to an API, a request of the following format is sent to the workflow
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endpoint:

<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ " xm ns: wor="http://w
or kfl ow. subscri pti on. api ngt . car bon. wso2. org" >
<soapenv: Header/ >
<soapenv: Body>
<wor : cr eat eSubscri pti on>
<wor : api Name>sanpl eAPI </ wor : api Nane>
<wor : api Versi on>1. 0. 0</ wor : api Ver si on>
<wor : api Cont ext >/ sanpl e</ wor : api Cont ext >
<wor : api Provi der >adm n</ wor : api Provi der >
<wor : subscri ber >subscri ber 1</ wor : subscri ber >
<wor : appl i cati onNanme>appl i cati onl</wor: appl i cati onNane>
<wor : ti er Nane>gol d</ wor: ti er Nane>
<wor : wor kf | owExt er nal Ref ></ wor : wor kf | owExt er nal Ref >
<wor : cal | BackURL>?</ wor : cal | BackURL>
</ wor : creat eSubscri pti on>
</ soapenv: Body>
</ soapenv: Envel ope>

Elements of the above configuration are described below:

Element Description

api Nane Name of the API to which subscription is requested.
api Ver si on Version of the API the user subscribes to.

api Cont ext Context in which the requested API is to be accessed.
api Provi der Provider of the API.

subscri ber Name of the user requesting subscription.

applicationName Name of the application through which the user subscribes to the API.
tier Name Throttling tiers specified for the application.

workflowExternalRef The unique reference against which a workflow is tracked. This needs to be sent
back from the workflow engine to the API Manager at the time of workflow
completion.

cal | BackURL The URL to which the Workflow completion request is sent to by the workflow
engine, at the time of workflow completion. This property is configured under the
callBackURL property in the api-manager.xml.

Adding a User Sighup Workflow

This section explains how to attach a custom workflow to the application creation operation in the APl Manager.
First, see Workflow Extensions for information on different types of workflow executors.

Configuring the Business Process Server

1. Download WSO2 Business Process Server.
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2. Set an offset of 2 to the default BPS port in <BPS_HOVE>/ r eposi t ory/ conf/carbon. xm file. This
prevents port conflicts that occur when you start more than one WSO2 product on the same server. Also see
Changing the Default Ports with Offset.

<Of f set >2</ O f set >

1 If you change the port offset to a value other than 2 or run the APl Manager and BPS on different
machines (therefore, want to set the host nane to a different value than | ocal host ), you must do

the following:

® Search and replace the value 9765 in all the files (.epr, .wsdl files inside the ZIP archives)
inside <API M_HOVE>/ busi ness- pr ocesses folder with the new port.
® Zip the files you unzipped earlier and deploy the newly created zip file in BPS as explained in

the steps below.
® Search and replace port 9445 in <AM_HOVE>/ r eposi t or y/ depl oynent/ server/j agger

yapps/ adm n- dashboar d/ site/ conf/site.json file.

3. Copy the following from <API M_HOVE>/ busi ness- pr ocesses/ epr to <BPS_HOVE>/ r eposi t or y/ conf
/ epr folder. If the <BPS_HOME>/ r eposi t ory/ conf / epr folder isn't there, please create it.
® User Si gnupServi ce. epr
® User Si gnupProcess. epr
4. Start the BPS server and log in to its management console (https://<Server Host>:9443+<port
of f set >/ car bon).
5. Select Add under Processes menu and upload the <API M_HOVE>/ busi ness- pr ocesses/ user - si gnup
/ BPEL/ User Si gnupAppr oval Process_1. 0. 0. zi p file to BPS. This is the business process archive file.

¢| Home

— Home > Manage > Processes > Add
Manage A
% Processes New BPEL Package

o

i2 List Upload BPEL Package(s)
5 i Human Tasks BPEL Package{.zip)* /home/amila/Tasks/2.0.0/Workflow/wso2am-2.0.0/business-processes/ap| Browse... |+
= 12 List
5 =
= © Add | Cancel

2| ¥ Services
6. Select Add under the Human Tasks menu and upload <API M_HOME>/ busi ness- processes/ user-si g
nup/ HumanTask/ User Appr oval Task- 1. 0. 0. zi p to BPS. This is the human task archived file.

Engaging the WS Workflow Executor in the APl Manager

First, enable the user signup workflow.

1. Log in to APIM management console (htt ps:// <Server Host >: 9443/ car bon) and select Browse unde
/l;\'\.

Resources

iz Browse

“ey, Search
r Resources .
2. Go to / _systeni gover nance/ api ngt/ appl i cati ondat a/ wor kf | ow ext ensi ons. xm resource, d

isable the Simple Workflow Executor and enable WS Workflow Executor. Also specify the service endpoint
where the workflow engine is hosted and the credentials required to access the said service via basic
authentication (i.e., username/password based authentication).
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<Wbr kFI owExt ensi ons>
<! --UserSi gnUp
execut or ="org. wso2. car bon. api ngt . i npl . wor kf | ow. User Si gnUpSi npl eWbr kf | owExecut or "/

-->
<User Si gnUp
execut or="org. wso2. carbon. api ngt. i npl . wor kf | ow. User Si gnUpWBWor kf | owExecut or " >
<Property
nane="ser vi ceEndpoi nt">http://1 ocal host: 9765/ servi ces/ User Si gnupPr ocess/ </ Propert
y>
<Property nane="usernanme">adm n</ Property>
<Property nane="password">adm n</ Property>
<Property
nanme="cal | backURL" >htt ps: //| ocal host : 8243/ ser vi ces/ Wr kf | owCal | backSer vi ce</ Pr ope
rty>

</ User Si gnUp>
</ Wor kFl owExt ensi ons>

3. Go to the API Store Web interface and sign up.
It invokes the signup process and creates a Human Task instance that holds the execution of the BPEL until
some action is performed on it.

4. Note the message that appears if the BPEL is invoked correctly, saying that the request is successfully
submitted.

5. Log in to the Admin Dashboard Web application (htt ps:// <Server Host>: 9443/ adm n- dashboar d)
and approve the user signup task. It resumes the BPEL process and completes the signup process.

6. Go back to the API Store and see that the user is now registered.

Whenever a user tries to sign up to the API Store, a request of the following format is sent to the workflow
endpoint:

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:wor="http://workfl ow. subscription. api ngt. carbon. wso2. org">
<soapenv: Header />
<soapenv: Body>
<wor : regi st er User
xm ns:wor="http://workfl ow. registeruser. api ngt. carbon. wso2. org">
<wor : user Name>sanpl euser </ wor : user Name>
<wor : t enant Domai n>f 0o. conx/ wor : t enant Domai n>

<wor : wor kf | owExt er nal Ref >c0aad878-278c-4439-8d7e- 712ee71d3f 1c</ wor : wor kf | owExt er n
al Ref >

<wor : cal | backURL>ht t ps://1 ocal host: 8243/ servi ces/ Wr kf | owCal | backSer vi ce</ wor : cal
| Back URL>
</ wor : regi st erUser >
</ soapenv: Body>
</ soapenv: Envel ope>

Elements of the above configuration are described below:

Element Description
user Name The user name requested by the user
tenantDomain Domain to which the user belongs to
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workflowExternalRef = The unique reference against which a workflow is tracked. This needs to be sent
from the workflow engine to the APl Manager at the time of workflow completion.

cal | BackURL The URL to which the workflow completion request is sent by the workflow engine,
at the time of workflow completion. This property is configured under the
"callBackURL" property in the api-manager.xml.
Invoking the API Manager from the BPEL Engine

Once the workflow configurations are finalized at the BPEL, the call-back URL of the APIM, which is originally
configured in the <API M_HOME>/ r eposi t ory/ conf/ api - manager . xm file and sent to the BPEL engine in the
outflow will be called to progress the workflow. In APIM, the endpoint is available in both SOAP and REST variants
as follows:

Type URI
SOAP  https://localhost:8243/services/WorkflowCallbackService
WSDL Location : http://localhost:8280/services/WorkflowCallbackService?wsdl

REST  https://localhost:9443/store/site/blocks/workflow/workflow-listener/ajax/workflow-listener.jag

Both the endpoints are secured via basic authentication. Therefore, when you invoke either endpoint, you need to
include an authorization header with a base64-encoded value of the username and password with the request. E.g.,
Aut hori zati on: Basi c <base64 encoded usernane: passwor d> .

The endpoint expects the following list of parameters:

Parameter Description Mandatory

wor kf | owRef erence  The unique identifier sent to the BPEL against which the workflow is YES
tracked in API Manager

st at us The next status to which the workflow needs to be promoted to. YES

description Notes, that may need to be persisted against a particular workflow. NO

A sample curl request for invoking the REST endpoint is as follows:

curl -H "Authorization:Basic YWRt aW6YWRt aW=" - X POST

http://1ocal host: 9763/ store/sitelbl ocks/ workfl ow wor kfl ow1i stener/ajax/workflowliste
ner.jag -d

"wor kf | owRef er ence=b530be39- 9174- 43b3- ach3- 2603a223b094&st at us=APPROVED&descr i pti on=DE
SCRI PTI ON

A sample SOAP request is given below:



https://localhost:8243/services/WorkflowCallbackService
http://localhost:8280/services/WorkflowCallbackService?wsdl
https://localhost:9443/store/site/blocks/workflow/workflow-listener/ajax/workflow-listener.jag
http://usernamepassword
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<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: cal ="http://cal | back. wor kf | ow. api ngt. car bon. wso2. org" >
<soapenv: Header/ >
<soapenv: Body>
<cal : resuneEvent >

<cal : wor kf | owRef er ence>b530be39- 9174- 43b3- ach3- 2603a223b094</ cal : wor kf | owRef er ence>
<cal : st at us>APPROVED</ cal : st at us>
<cal : descri pti on>DESCRI PTI ON</ cal : descri pti on>
</ cal : resuneEvent >
</ soapenv: Body>
</ soapenv: Envel ope>

Customizing a Workflow Extension

Each workflow executor in the WSO2 API Manager is inherited from the or g. wso02. car bon. api ngt . i npl . wor k
f1 ow. Wor kf | owExecut or abstract class, which has two abstract methods:

execut e: contains the implementation of the workflow execution

conpl et e: contains the implementation of the workflow completion

get Wor kf | owType: abstract method that returns the type of the workflow as a String

get Wor kfl owDet ai | s(String workfl owSt at us) : abstract method that returns a list of Wor kf | owDTO
objects. This method is not used at the moment and it returns null for the time being.

To customize the default workflow extension, you override the execut e() and conpl et e() methods with your
custom implementation. For example, the following class is a sample implementation of the Subscription Creation
workflow. It returns an email to an address provided through the configuration on each subscription creation:

package org.wso2. sanpl e. wor kf | ow;

import java.util.List;

import java.util.Properties;

i mport javax. nmil.Message;

i mport javax.nmil.Messagi ngExcepti on;

i mport javax. nail.Passwor dAut henti cati on;

i mport javax.mail . Session;

import javax.nail.Transport;

import javax.nmil.internet.|nternetAddress;

import javax.nmail.internet.M nmeMessage;

i mport org.wso2. carbon. api ngt. api . APl Managenent Excepti on;

i mport org.wso2. carbon. api ngt.inpl. APl Const ants;

i mport org.wso2. carbon. api ngt . i npl . dao. Api Myt DAG,

i mport org.wso2. carbon. api ngt.inpl.dto. Subscripti onWr kf | owDTO,
i mport org.wso2. carbon. api ngt.inpl.dto. Wrkfl owDTG,

i mport org.wso2. carbon. api ngt. i npl . wor kf | ow. Wor kf | owConst ant s;
i mport org.wso2. carbon. api ngt. i npl . wor kf | ow. Wor kf | owExcepti on;
i mport org.wso2. carbon. api ngt . i npl . wor kf | ow. Wor kf | owExecut or;

i mport org.wso2. carbon. api ngt. i npl . wor kf | ow. Wor kf | owSt at us;

public class SubsCreationEnail Sender extends Wrkf | owExecut or {
private String adm nEmail;

private String enuil Address;
private String email Password;

@verride
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public List<Wrkfl owDTO> get Wir kf | owDet ai | s(String arg0)
throws Wor kfl owException {
return null;

}

@verride
public String getWorkfl owType() {
return Workfl owConst ant s. WF_TYPE_AM SUBSCRI PTI ON_CREATI ON,

}

@verride
public void execute(Wrkfl owDTO wor kf |l owDTO) t hrows Workf | owExcepti on{
Subscri pti onWor kfl owDTO subsCr eati onWFDTO =
(Subscri pti onWor kf | owDTO) wor kf | owDTG,

Properties props = new Properties();

props.put ("mail.sntp.auth", "true");
props.put("mail.sntp.starttls.enable", "true");
props.put("mail.sntp.host", "smp.gmail.conl);
props. put("mail.sntp.port", "587");

Sessi on session = Sessi on. getlnstance(props,
new j avax. mail . Aut henticator() {
prot ect ed Passwor dAut henti cati on get Passwor dAut henti cation() {
return new Passwor dAut henti cati on(enai | Address,
emai | Passwor d) ;

1)
try {

Message nmessage = new M nmeMessage(session);
message. set Fron{ new | nt er net Addr ess(enai | Addr ess) ) ;
nmessage. set Reci pi ent s(Message. Reci pi ent Type. TQ,
I nt er net Addr ess. parse(adm nEnai | ));
nmessage. set Subj ect (" Subscription Creation");
message. set Text (" Subscription created for APl " +
subsCreati onWFDTO. get Api Nane() +
" using Application " +
subsCreati onWFDTO. get Appl i cati onNanme() +
" by user " + subsCreati onWFDTO. get Subscri ber());

Transport.send(nessage);

Systemout.println("Sent ermail to notify subscription creation");

/Il Call the execute nmethod of the parent class. This will create a
reference for the

/ I'wor kf | ow execution in the database.

super . execut e(wor kf | owDTO) ;

/1 Set the workflow Status to APPROVED and | mmedi ately conplete the
wor kf | ow si nce we

/lare not waiting for an external party to conplete this.

wor kf | owDTO. set St at us( Wor kf | owSt at us. APPROVED) ;

conpl et e(wor kf | owDTO) ;

} catch (Messagi ngException e) {
e.printStackTrace();
t hrow new Wor kf | owExcepti on(e. get Message());
} catch (Exception e){
e.printStackTrace();
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t hrow new Wor kf | owExcepti on(e. get Message());

}
@verride

public void conpl et e(Wor kf | owDTO wor kf | owDTO) t hrows Wor kf | owExcepti on{
wor kf | owDTO. set Updat edTi me(System currentTineM I 1is());

super . conpl et e(wor kf | owDTO) ;
Api Mgt DAO api Mgt DAO = new Api Mgt DAQ() ;
try {

api Mgt DAQO. updat eSubscri ptionSt at us(

I nt eger. par sel nt (wor kf | owDTO. get Wor kf | owRef erence()),
API Const ant s. Subscri pti onSt at us. UNBLOCKED) ;

} catch (APl Managenent Exception e) {
t hrow new Wor kf | owExcept i on(

"Coul d not conpl ete subscription creation workflow', e);

}

}
public String get Admi nEmail () {
return adm nEnail ;

}

public void set Adm nEmail (String adm nEmail) {
this.adm nEmai |l = adm nEnai | ;

}

public String getEmail Address() {
return emai | Address;

}

public void setEmail Address(String email Address) {
this.email Address = enmi | Address;

}

public String get Email Password() {
return enmi | Password;

}

public void setEnmil Password(String enail Password)




WSO2 API| Manager, version 1.8.0, WSO2 Inc.

this.emil Password = enmai | Passwor d;

Note the following regarding the above sample:

® The execut e() method takes in a Wor kf | owDTO object (SubscriptionWorkflowDTO class) that contains
information about the subscription that is being created.

® The admi nEnai | , enai | Addr ess and enmi | Passwor d are private String variables with public gett er an
d set t er methods. The values for these variables are populated through the server configuration.

® After sending the email, a call is made to the super class's execut e() method in order to create a reference
entry in the database. This entry is generally used to look up the workflow when the workflow happens
asynchronously (via a human approval).

®* The complete() method contains the code to mark the subscription active. Until then, the subscription is in
ON_HOLD state.

® In this sample, the conpl et e() method is called immediately to make the subscription active instantly. If the
completion of your workflow happens asynchronously, you must not call the conpl et e() method from the e
xecut e() method.

®* The Wor kf | owExcept i on is thrown to roll back the subscription in case of a failure.

After the implementation of the class is done, follow the steps below to implement the new workflow extension in the

AP| Manager:
1. Compile the class and export it as a JAR file. Make sure you have the following JARSs in the classpath before
compilation.
® <AM HOVE>/ r eposi t ory/ conponent s/ pl ugi ns/ or g. wso2. carbon. apingt.inpl _1.2.1.]
ar

® <AM HOVE>/ r eposi t ory/ component s/ pl ugi ns/ org. wso2. carbon. apingt.api _1.2.1.ja
r
® javax. mail .j ar: see https://java.net/projects/javamail/pages/Home to download the JAR
2. After exporting the JAR, copy it to <AM HOVE>/ r eposi t ory/ conponent s/ | i b.
3. Log in to APIM management console (htt ps: // <Server Host >: 9443/ car bon) and select Browse unde
r R es ources
.—"/_\'\.

Resaurces

' Browse

g, Search

4. Goto/ _systeni governance/ api ngt/ appl i cati ondat a/ wor kf | ow ext ensi ons. xm resource, dis
able the Simple Workflow Executor and enable WS Workflow Executor. Also specify the service endpoint
where the workflow engine is hosted and the credentials required to access the said service via basic
authentication (i.e., username/password based authentication). For example:
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<Wor kFI owExt ensi ons>
<!--SubscriptionCreation
execut or ="org. wso2. carbon. api ngt . i npl . wor kf | ow. Subscri pti onCreati onSi npl eWor kf | ow
Executor"/-->
<Subscri ptionCreation
execut or ="org. wso2. sanpl e. wor kf | ow. SubsCr eat i onEnai | Sender " >
<Property nane="adni nEmai | ">t o_user @mai | . conx/ Property>
<Property nane="emai | Address">from _user @nai | . conx/ Property>
<Property nane="emai | Passwor d">from user_passwor d</ Property>
</ Subscri pti onCreati on>
</ Wor kKFI owExt ensi ons>

Note that the admi nEmail, ermai | Address and enmi | Passwor d properties will be assigned to the
appropriate variables defined in the class through the public set t er methods of those variables.

1 If you use the same or similar sample to return an email, you must remove the or g. j agger yj s. host obj
ects.email _0.9.0. ALPHA4 wso2vl. | ar file from <AM HOME>/ r eposi t ory/ conponent s/ pl ugi ns
directory. Removing it results in a Cl assNot FoundExcept i on thrown at server startup, but it does not
affect the server's functionality.

Configuring Workflows for Tenants

Using the API Manager, you can configure custom workflows that get invoked at the event of a user signup,
application creation, registration, subscription etc. You do these configurations in the api-manager.xml as described
in the previous sections.

However, in a multi-tenant APl Manager setup, not all tenants have access to the file system and not all tenants
want to use the same workflow that the super admin has configured in the api-manager.xml file. For example,
different departments in an enterprise can act as different tenants using the same APl Manager instance and they
can have different workflows. Also, an enterprise can combine WSO2 API Manager and WSO2 Business Process
Server (BPS) to provide APl Management As a Service to the clients. In this case, each client is a separate
enterprise represented by a separate tenant. In both cases, the authority to approve business operations
(workflows) resides within a tenant's space.

To allow different tenants to define their own custom workflows without editing configuration files, the APl Manager
provides configuration in tenant-specific locations in the registry, which you can access through the Ul.

The topics below explain how to deploy a BPEL/human task using WSO2 BPS and how to point them to services
deployed in the tenant spaces in the APl Manager.

Deploying a BPEL and a HumanTask for a tenant

Only the users registered in the BPS can deploy BPELs and human tasks in it. Registration adds you to the user
store in the BPS. In this guide, the API Manager and BPS use the same user store and all the users present in the
BPS are visible to the APl Manager as well. This is depicted by the diagram below:
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Figure: API Manager and BPS share the same user and permission store

(D If you are using WSO2 BPS 3.2.0, please copy the <API M HOVE>/ r eposi t or y/ conponent s/ pat che
s/ pat ch0009 folder to the <BPS_HOVE>/ r eposi t or y/ conponent s/ pat ches folder and restart the
BPS server for the patch to be applied. This patch has a fix to a bug that causes the workflow configurations
to fail in multi-tenant environments.

This patch is built into the BPS version 3.5.0 onwards.

Follow the steps below to deploy a BPEL and a human task for a tenant in the APl Manager:
Sharing the user/permission stores with the BPS and API Manager

1. Create a database for the shared user and permission store as follows:

mysql > create database workfl ow ustore;
Query OK, 1 row affected (0.00 sec)

Make sure you copy the database driver (in this case, mysql driver) to the /repository/components/lib
folder before starting each server.

2. Run the <API M HOVE>/ dbscri pt s/ mysql . sql script (the script may vary depending on your database

type) on the database to create the required tables.
3. Open the <API M _HOVE>/ r eposi t ory/ conf/ dat asour ces/ nast er - dat asour ces. xnl and create a

datasource pointing to the newly created database. For example,
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<dat asour ce>
<nane>USTORE</ nane>
<descri pti on>The datasource used for APl Manager database</description>
<j ndi Confi g>
<nane>j dbc/ ust or e</ nane>
</ j ndi Confi g>
<definition type="RDBM">
<confi guration>

<url >j dbc: nysql : //127.0. 0. 1: 3306/ wor kf | ow_ust or e?aut oReconnect =t r ue&anp; r el axAut o
Conmi t =t rue</url >
<user nane>r oot </ user nane>
<passwor d>r oot </ passwor d>
<driver d assNane>com nysql . j dbc. Dri ver</driver C assNanme>
<maxAct i ve>50</ maxAct i ve>
<maxWai t >60000</ maxWi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

Repeat step 2 in the BPS as well.
Point the datasource name in <API M_HOVE>/ r eposi t ory/ conf/ user-ngt. xm to the new datasource.
(note that the user store is configured using the <User St or eManager > element).

ok

(%) Ifyou already have a user store such as the IDAP in your environment, you can point to it from the us
er-mgt . xm file, instead of the user store that we created in stepl.

In the following example, the same JDBC user store (that is shared by both the APl Manager and the BPS) is
used as the permission store as well:

<Confi guration>
<AddAdm n>t r ue</ AddAdm n>
<Adnmi nRol e>adm n</ Adm nRol e>
<Adni nUser >
<User Nane>admi n</ User Nane>
<Passwor d>adni n</ Passwor d>
</ Admi nUser >
<Ever yOneRol eNane>ever yone</ Ever yOneRol eNane> <!-- By default users in this
role sees the registry root -->
<Property nanme="dat aSour ce">j dbc/ ust ore</ Property>
</ Confi guration>

6. Repeat step 4 in the BPS as well.

Sharing the data in the registry with the BPS and API Manager

To deploy BPELs in an APl Manager tenant space, the tenant space should be accessible by both the BPS and API
Manager, and certain tenant-specific data such as key stores needs to be shared with both products. Follow the
steps below to create a registry mount to share the data stored in the registry:
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1. Create a separate database for the registry:

nysql > create database workfl ow_regdb;
Query OK, 1 row affected (0.00 sec)

2. Run the <API M HOVE>/ dbscri pt s/ mysql . sql script (the script may vary depending on your database
type) on the database to create the required tables.

3. Create a new datasource in <API M_HOVE>/ r eposi t ory/ conf/ dat asour ces/ nast er - dat asour ces.
xm as done before:

<dat asour ce>
<nanme>REG _DB</ nane>
<descri pti on>The datasource used for APl Manager database</description>
<j ndi Confi g>
<nane>j dbc/ r egdb</ nane>
</'j ndi Confi g>
<definition type="RDBMS">
<configuration>

<url >j dbc: nmysql : //127.0. 0. 1: 3306/ wor kf | ow_r egdb?aut oReconnect =t r ue&anp; r el axAut oC
ommi t =t rue</url >
<user name>r oot </ user nanme>
<passwor d>r oot </ passwor d>
<driver C assNane>com nysql . j dbc. Dri ver</driver Cl assNane>
<maxAct i ve>50</ maxActi ve>
<maxWi t >60000</ max Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ confi guration>
</definition>
</ dat asour ce>

4. Add the following entries to <API M_HOVE>/ r eposi t ory/ conf/regi stry. xm :
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<dbConfi g nane="sharedregi stry">
<dat aSour ce>j dbc/ r egdb</ dat aSour ce>
</ dbConfi g>

<renot el nstance url="https://|ocal host: 9443/ regi stry">

<i d>nount </ i d>
<dbConf i g>shar edr egi st ry</ dbConfi g>
<readOnl y>f al se</readOnl y>
<enabl eCache>t r ue</ enabl eCache>
<r egi st ryRoot >/ </ r egi st ryRoot >

</ renot el nst ance>

<l-- This defines the mount configuration to be used with the renbte instance

and the target path for the nmount -->

<mount path="/_system config" overwite="true">
<i nst ancel d>nount </ i nst ancel d>
<t ar get Pat h>/ _syst enf nodes</t ar get Pat h>

</ nount >

<mount pat h="/_systenl governance" overwite="true">

<i nst ancel d>nount </ i nst ancel d>
<t ar get Pat h>/ _syst enl gover nance</ t ar get Pat h>

</ nmount >

5. Repeat the above three steps in the BPS as well.

Creating a BPEL

In this section, you create a BPEL that has service endpoints pointing to services hosted in the tenant's space. This
example uses the Application Creation workflow.

1. Set a port offset of 2 to the BPS using the <BPS_HOVE>/ r eposi t ory/ conf/ car bon. xm file. This
prevents any port conflicts when you start more than one WSO2 products on the same server.
2. Log in to the APl Manager's management console (https://| ocal host: 9443/ car bon) and create a

tenant using the Configure -> Multitenancy menu.
« Configure > Home = Configure = Multitenancy > Add New Tenant
@i Users and Roles Register A New Organization
% & User Store Management
= i ciaim Management Domain Information
m
<@ Features Domain * |acme.cum

(EIETEY Montor

Extensions Tools

_:J\ KeyStoras
Use a domain for your organization,in the format “example.com™, This domain shol

il Logging
J]', BAM Server Profile Usage Plan Information
i Message Tracing Select Usage Plan For Tenant™ Demo 7 |

|&§ Server Roles

According to the selected plan, resources will be allocated to you. You can update ¢

& Add New Tenant Tenant Agmin
I View Tenants First Name* Acme
Last Name* Foo
Admin Username * admin @acma.com
Admin Password = | sssssees
Admin Password (Repeaat) * srmanen
Contact Details
Email* ss@ec.com
s
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3. Create a copy of the BPEL located in <API M_HOVE>/ busi ness- processes/ appl i cati on-creation/
BPEL.

4. Extract the contents of the new BPEL archive.

5. Copy Appl i cationService. epr and Appl i cationCal | backServi ce. epr from <API M_ HOVE>/ busi
ness- processes/ epr folder to the folder extracted before. Then, rename the two files as Appl i cati onSe
rvi ce- Tenant . epr and Appl i cati onCal | backSer vi ce- Tenant . epr respectively.

6. Open Appl i cati onServi ce- Tenant . epr and change the wsa: Address tohttp://1 ocal host: 9765
/ services/t/ <tenant donmi n>/ ApplicationService.

7. Point the depl oy. xml file of the extracted folder to the new .epr files provided in the BPEL archive. For
example,

<i nvoke partnerLi nk="AAPL" >
<servi ce nane="applications: ApplicationService" port="ApplicationPort">
<endpoi nt xm ns="http://wso02. org/ bps/ bpel / endpoi nt/config"
endpoi nt Ref erence="Appl i cati onServi ce- Tenant . epr " ></ endpoi nt >
</ service>
</invoke>

<i nvoke part nerLi nk="CBPL" >
<service
nane="cal | back. wor kf | ow. api ngt. car bon. wso2. or g: Wr kf | owCal | backSer vi ce"
port ="Wor kf | owCal | backSer vi ceHt t psSoapl1lEndpoi nt" >
<endpoi nt xm ns="http://wso2. org/ bps/ bpel / endpoi nt/config"
endpoi nt Ref erence="Appl i cati onCal | backSer vi ce- Tenant . epr " ></ endpoi nt >
</ service>
</invoke>

8. Zip the content and create a BPEL archive in the following format:

Appl i cati onApproval Wr kFl owPr ocess_1. 0. 0- Tenant. zi p
| _Appl i cati onApproval Wr kFl owPr ocess. bpel
| _ApplicationApproval Wr kFl owProcessArtifacts. wsdl
| _ApplicationCall backService-Tenant. epr
| _ApplicationService-Tenant. epr
| _Applicati onsApproval TaskServi ce. wsdl
| _Secur edService-service. xn
| _Weérkfl onCal | backSer vi ce. wsdl
| _depl oy. xm

9. Log into the BPS as the tenant admin and upload the BPEL.
{¢| Home
. Home > Manage > Processes > Add
Manage )
s New BPEL Package
52 List
Upload BPEL Package(s)
i.-:uman L. BPEL Package(.zip)* El’homefamila;‘l‘ﬂsksﬁ.?.D}Workﬂow;‘wsozﬂm-1.?.O}business-plocesses;‘ap Browse...j 12
- List
Q Add Upload || Cancel |

i Services

T

= List

Configure  Monitor

¥ Carbon Applications

?; Lisk

Creating a human task

Similar to creating a BPEL, create a HumaTask that has service endpoints pointing to services hosted in the tenant's
space.
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1. Create a copy of the HumanTask archive in <API M_HOVE>/ busi ness- processes/ appl i cati on-cr eat
i on/ HumanTask and extract its contents.
2. Edit the SOAP service port-bindings in Appl i cat i onAppr oval TaskSer vi ce. wsdl . For example,

<wsdl : servi ce nane="ApplicationService">
<wsdl : port nane="ApplicationPort" bindi ng="tns: Applicati onSoapBi ndi ng">
<soap: address | ocation="http://|ocal host: 9765/ servi ces/t/ <tenant
domai n>/ Appl i cati onService" />
</ wsdl : port>
</ wsdl : servi ce>
<wsdl : servi ce nane="Appl i cati onRem nder Servi ce">
<wsdl : port nane="Applicati onRem nderPort"
bi ndi ng="t ns: Appl i cati onSoapBi ndi ngRen nder " >
<soap: address | ocation="http://|ocal host: 9765/ servi ces/t/ <tenant
domai n>/ Appl i cati onRem nder Servi ce" />
</ wsdl : port>
</wsdl : service>
<wsdl : servi ce nane="Applicati onServi ceCB">
<wsdl : port nane="Applicati onPortCB" bi ndi ng="tns: Appli cati onSoapBi ndi ngCB" >
<soap: address | ocation="http://|ocal host: 9765/ servi ces/t/ <tenant
domai n>/ Appl i cati onServi ceCB" />
</ wsdl : port>
</ wsdl : service>

3. Create the HumanTask archive by zipping all the extracted files.

4. Log into the BPS as the tenant admin and upload the HumanTask.

5. Log into the API Manager's management console as the tenant admin and select Resources > Browse men
u.

6. Go to the / _systeni gover nance/ api ngt/ appl i cati ondat a/ wor kf | ow ext ensi ons. xm in the
registry and change the service endpoint as a tenant-aware service URL (e.g., http://| ocal host: 976
5/ servi ces/t/ <t enant _dorai n>/ Appl i cati onAppr oval Wr kFl owPr ocess). Also set the credenti
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als as the tenant admin's credentials of the Appli cati onCreati onWWBWor kf | owExecut or file. For

e x a m p | e |,
(«| Home
Hofme > Reéggurces > Browse
~
Lot Browse
%) Identity Providers -
© Add 4 [_system/governance/apimgt/applicationdata/workflow-extensions.xml|
L]
== List Location: /_system/governance/apimgt/applicationdata/workFlow-ex | Go
(R Appiications
o= E' Detall view
=m | sk L 1
e © Add Metadata +
@ web Applications
£} Jax-WS/IAX-RS
0 Jaggery Properties +
#& service Bus
%5 Sequences
. Content -
& Source View
E P ~ MR Display as text | ([ Edit as text | B Upload | B3 Download
w

@ plain Text Editor Rich Text Editor

A, MNorkFlowExtensions=
<|--ApplicationCreation

executor="org.wso2, carbon. apiagt. impl.workflow. ApplicationCreationSinplework f lowExecutor®/--»
=ApplicationCreation executors"org.wso2, carbon. apimgt.impl.workflow. ApplicationCreationWSWorkflowExecutar®s

<Property n.]ue-'ﬂernceEnupm"t'mt(p:Lfloca'lhast:D?éﬁfscrulcosf'..-’au('.(nu
B pocuments /ApplicationApprovalWorkFlowProcess/</Property>
) <Property name="useérname”>admin@acme.con</Property=

& Providers <Property name="password">adminl23</Property>
© Add =Property name="callbackURL =https://localhost:B243/services MorkflowCallbackService=/Property>
</hpplicationCreations
‘b API =Productiondpplicationfegistration
B pocument executor="org.wso2 carbon. apingt.impl.workflow, ApplicationRegistrationSimpleworkflowExecutor® /> -
E <!--ProductionApplicationRegistration
& Provider S - ) ' : o ’ T o B

Save Content || Cancel

1 Be sure to disable the Si npl eWor kf | owExecut or and enable the Appl i cati onCr eat i on\\EWbr
kf | owExecut or.

Testing the workflow

You have now completed configuring the Application Creation workflow for a tenant. Whenever a tenant user logs in
to the tenant store and create an application, the workflow will be invoked. You log in to the Admin Dashboard Web
application (htt ps: // <Server Host >: 9443/ adm n- dashboar d) as the tenant admin and browse Application
Creation menu to see all approval tasks have been created for newly created applications.

WS02 ADMIN DASHBOARD

Tasks Tasks | Subscriptions Creation

User Creation

Approval Tasks

Subscriptions Creation

D Description Status Created On Action

Application Registration

451 Approve application | ] creation request - admin with throttling tier - Unlimited RESERVED 2014-12-12 - 15:29:27.815+05:30 SE

Settings

Upload Tenant Theme

Configuring Workflows in a Cluster

If you are working in a clustered APl Manager setup with the API Store, Publisher, Gateway and Key Manager in
separate servers, do the workflow configurations that are discussed in the previous topics in the API Store node. In
addition, do the following configurations.

In this guide, you access the Admin Dashboard (https://<Server Host>:9443/admin-dashboard) Web application
using the same node as the API Publisher. This is recommended because workflow management is an
administrative task and is meant to reside within a private network as the Publisher. Typically, the Admin



WSO2 API| Manager, version 1.8.0, WSO2 Inc.

Dashboard from the same user store as the APl Manager. Therefore, you can use the Admin Dashboard residing in
the Publisher node instead of having it separately. This eliminates the need for a dedicated workflow management
node. You need a dedicated node if the Admin Dashboard users reside in a separate user store.

1.

If you want to change the user roles that can access the Admin Dashboard, open the <API M_HOVE>/ r epos
i tory/ depl oynent/server/jaggeryapps/ adni n- dashboard/ site/ conf/site.json file that is in
the node from where you access the Admin Dashboard (the API Publisher node in this example) and change
its Al | oned Rol es parameter. You can add multiple user roles as a comma-separated list.

By default, workflow related configuration files have the port of the Business Process Server with an offset of
2. If you set up the BPS with a different port offset, change the workflow server URLS in the site.json file
accordingly.

Point the <Addr ess> sub element of the <endpoint> element to the API Store node in the <API M_HOVE>/ r
eposi tory/ depl oynment/ server/ synapse- confi gs/ def aul t/ proxy-servi ces/ Wrkfl owCal | b
ackServi ce. xm file of the API Store node.

<endpoi nt >
<addr ess
uri="https://local host: 9443/ store/site/bl ocks/ workfl ow workfl ow|istener/aj ax/ wor
kflowI|istener.jag" format="rest"/>
</ endpoi nt >

Add the IP address and the port of the API Store to the <Addr ess> element of the .epr file of the workflow
that you configure. You can find the .epr file by the name of the workflow in the <API M_HOVE>/ busi ness- p
rocesses/ epr folder.

. Go to the <API M_HOVE>/ busi ness- pr ocesses/ <wor kf | ow nane>/ BPEL folder and unzip the file that

is there by the name of the workflow. For example, <API M_HOVE>/ busi ness- pr ocesses/ user - si gnup
/ BPEL/ User Si gnupAppr oval Process_1.0.0.zip .
Go inside the unzipped folder and do the following:

Action Example

Open the In the <API M_HOVE>/ busi ness- processes/ user - si gnup/ BPEL/ User Si gnup?
ApprovalTask

WSDL file and

<wsdl : servi ce nane="User Approval Servi ce">
<wsdl : port nanme="User Approval Port" bi ndi ng="tns: User Appr oval Bi n
<soap: address | ocation="http://local host: 9783/ servi ces/ User A
</ wsdl : port>
</ wsdl : servi ce>
<wsdl : servi ce nane="User Approval Servi ceCB">
<wsdl : port nane="User Approval Port CB" bi ndi ng="tns: User Appr ov.
<soap: address | ocation="http://|ocal host: 9783/ servi ces/ Us:
</ wsdl : port>
</ wsdl : servi ce>
</ wsdl : servi ce>

point the address
elements of the
server where the
BPEL runs.




Open the
ProcessArtifacts
WSDL file and
point the address
elements to the API
Store node.

Open

the CallbackService
WSDL file and
point the address
elements to the
Business Process
Server node.
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In the <API M_HOVE>/ busi ness- processes/ user - si gnup/ BPEL/ User Si ghup;
s. wsdl file:

<servi ce nanme="User Si gnupProcess" >
<port bindi ng="tns: User Si gnupPr ocessBi ndi ng" nanme="User Si gnupPr
<soap: address | ocation="http://api m 180. erandi . st ore. com 80/
</ port>
</ service>
<servi ce name="User Si gnupProcessCal | back" >
<port bindi ng="tns: User Si gnupProcessCal | backBi ndi ng" nane="Use
<soap: address | ocation="http://api m 180. erandi . store. com 80,
</ port>
</ service>

In the <API M_HOVE>/ busi ness- processes/ user - si gnup/ BPEL/ User Si gnup;
sdl file:

<wsdl : servi ce nane="Wrkfl owCal | backServi ce" >
<wsdl : port nane="Wor kfl owCal | backServi ceHt t psSoapllEndpoi ni
bi ndi ng="ns: Wr kf | owCal | backSer vi ceSoap11Bi ndi ng" >
<soap: addr ess
| ocation="https://10.100. 5. 63: 8243/ servi ces/ Wr kf | owCal | backSer vi c
</ wsdl : port>
<wsdl : port nane="Wor kfl owCal | backSer vi ceHtt pSoapllEndpoi nt
bi ndi ng="ns: Wor kf | owCal | backSer vi ceSoap11Bi ndi ng" >
<soap: addr ess
| ocation="http://10.100.5. 63: 8280/ servi ces/ Wor kf | onCal | backSer vi ce
</ wsdl : port>
<wsdl : port nane="Wbr kfl owCal | backSer vi ceHt t psSoapl2Endpoi ni
bi ndi ng="ns: Wor kf | owCal | backSer vi ceSoap12Bi ndi ng" >
<soapl2: address
| ocation="https://10.100. 5. 63: 8243/ servi ces/ Wr kf | owCal | backSer vi c:
</ wsdl : port>
<wsdl : port nane="Wbr kf | owCal | backSer vi ceHt t pSoapl2Endpoi nt'
bi ndi ng="ns: Wor kf | owCal | backSer vi ceSoap12Bi ndi ng" >
<soapl2: address
| ocation="http://10.100.5. 63: 8280/ ser vi ces/ Wr kf | onCal | backSer vi ce
</ wsdl : port>
<wsdl : port nane="Wor kf | owCal | backSer vi ceHt t psEndpoi nt "
<http: addr ess
| ocation="https://10.100. 5. 63: 8243/ servi ces/ Wr kf | onCal | backSer vi c
</ wsdl : port>
<wsdl : port nane="Wor kfl owCal | backSer vi ceHt t pEndpoi nt" bi nd
<http: addr ess
| ocation="http://10.100.5. 63: 8280/ ser vi ces/ Wr kf | onCal | backSer vi ce
</ wsdl : port>
</ wsdl : servi ce>

bi ni

7. Go to the <API M_HOVE>/ busi ness- processes/ <wor kf | ow nanme>/ HumanTask folder and unzip the

file that is there by the name of the workflow. For example, <API M_HOME>/ busi ness- processes/ user-s
i gnup/ HumanTask/ User Appr oval Task-1.0.0.zip .

8. Go inside the unzipped folder and do the following:
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Action Example

If you Change the admin instances in <API M_HOVE>/ busi ness- pr ocesses/ user - si gnup/ H
changed the  / User Approval Task- 1. 0. 0/ User Appr oval Task. ht file.

default admin

user, open

the

ApprovalTask

HT file and

apply the

changes

there.

Open the In the <API M_HOVE>/ busi ness- processes/ user - si gnup/ HumanTask/ User Appr ovi

ApprovalTask . 0. 0/ User Appr oval Task. wsdl file:
WSDL file

and point the
two address
elements to

the Business

<wsdl : servi ce name="User Approval Servi ce">
<wsdl : port nane="User Approval Port"
bi ndi ng="t ns: User Appr oval Bi ndi ng" >

<soap: addr ess
| ocation="http://local host: 9783/ servi ces/ User Approval Servi ce" />
</ wsdl : port >
</ wsdl : service>
<wsdl : servi ce nane="User Approval Servi ceCB">
<wsdl : port nane="User Approval Port CB"
bi ndi ng="t ns: User Appr oval Bi ndi ngCB" >
<soap: addr ess
| ocation="http://|ocal host: 9783/ servi ces/ User Approval Servi ceCB" />
</ wsdl : port>
</ wsdl : servi ce>

Process
Server node.

Changing the Default User Role in Workflows

The default user role in the workflow configuration files is the admin role. If you change this to something else, you
need to change the following files:

1. Change the credentials in the .epr files of the <BPS_HOME>/repository/conf/epr folder.
2. Change the credentials in work-flow configurations in APl Manager Registry
(_system/governance/apimgt/applicationdata/workflow-extensions.xml)

3. Point the same database which has the permissions that is used by API Manager to BPS
4. Share LDAPSs if exists
5. The credential details in apimanager.xml should be changed

If the default role is changed then the .ht file of the relevant human task should be changed accordingly.
If the default role is changed then the site.json (allowedRoles) of
(<Product_Home>/repository/deployment/server/jaggeryapps/admin-dashboard/site/conf) should be changed.

The current documentation does not provide any information regarding the above details. It would be a help to the
user if the are included in the documentation.

Adding new Throttling Tiers

APl Manager admins can add new throttling tiers and define extra properties to throttling tiers using the
management console as discussed below. For a description of throttling tiers, see API-level throttling.

1. Log in to the API Manager's Management Console and select Browse under Resources menu.
2. Selectthe file:/ _syst em gover nance/ api ngt/ appl i cati ondata/tiers. xm .


https://docs.wso2.com/display/AM180/Create+and+Publish+an+API#CreateandPublishanAPI-tier
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Browse

Location: | _ Goi
E o=
8%
v _system
W config
B © governance
= Ih.'I:/'au:m:'rlgt
= Dapplicamndata
D provider
2 tiers xmi
Pevent

t"ue:mssmﬂ
3. In the Contents panel, click Edit as text link and the throttling policy opens.

4. You can add a new policy configuration by editing the XML code. For example, we have added a new tier
called Pl at i numby including the following XML code block soon after the <t hrot t | e: Medi at or Throt t|

eAssertion> element.

Tier DisplayName : You can add this optional attribute to each throttle ID of tiers.xml file in order to
decouple the throttle policy name defined in tiers.xml from the tier name showing in APIPublisher/Store Uls.
That is, a user can add a different throttle display name to appear in APIPublisher/Store Uls without changing
the throttle ID policy name. The configuration below has a displayName as pl at i no for the throttle value pl
ati num This value is displayed in APIPublisher/Store apps.

Tier Attributes : In the configuration below, there's a commented out XML section starting from the XML tag
<throttle: Attributes>. You can use it to define additional attributes related to each throttling tier
definition. For example, if the throttling tier Pl at i numhas attributes called Paynent Pl an and Avai | abi | i
ty, firstuncomment the <t hrot t | e: At t ri but es> section and then define the new attributes as follows:
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<wsp: Pol i cy>
<throttle:ID throttle:type="ROLE"
throttle: di spl ayNane="pl ati no">Pl ati nun</throttle:|D>
<wsp: Pol i cy>
<throttle: Control >
<wsp: Pol i cy>
<t hrottl e: Maxi munCount >50</ t hrot t| e: Maxi nunCount >
<throttle:UnitTi ne>60000</throttle: UnitTine>
<I--I1t's possible to define tier level attributes as below for
each tier level.For eg:Paynent Plan for a tier-->
<wsp: Pol i cy>
<throttle:Attributes>
<I--throttle:Attributel>xxxx</throttle: Attributel-->
<I--throttle:Attribute2>xxxx</throttle: Attribute2-->
<throttl e: Paynent Pl an>nmont hl y</throttl e: Paynment Pl an>
<throttle:Availability>Ful|l Tinme</throttle:Availability>
</throttle:Attributes>
</ wsp: Pol i cy>
</ wsp: Pol i cy>
</throttle: Control >
</ wsp: Pol i cy>
</ wsp: Pol i cy>

5. After the edits, click Save Content. Your new throttling policy (Platinum) is now successfully saved in the
Repository used by WSO2 API Manager. You can view this new throttle tier available for selection when
creating a new API through the API Publisher.

Adding a Reverse Proxy Server

A reverse proxy server retrieves information from a server and sends it to a client as though the information
originated from the sever rather than the reverse proxy server. You can use a reverse proxy server to block access
to selected applications in a server. For example, this is useful when you want to expose the token API in such a
way that the clients can authenticate against OAuth2 using the same port that their API's are on.

The APl Manager comes with two Web applications as the Publisher and Store. You can route the requests that
come to them through a proxy server by editing the <AM HOVE>/ r eposi t or y/ depl oynent/ server/j aggerya
pps/ store(/publisher)/sitel/conf/site.json file. For example, to use a reverse proxy server for the API
Store, edit the <AM HOVE>/ r eposi t ory/ depl oynent / server/j aggeryapps/ store/site/conf/site.js
on file with the context and request URL as shown below.

"context" : "/public/store",
"request _url":"https://local host/public/store/",

If you set up the reverse proxy server correctly, when you access the URL htt ps:/ /1 ocal host/ public/ store,
you will be directed to the API Store.

To do the same for the API Publisher, edit the <AM HOVE>/ r eposi t or y/ depl oynent / server/j agger yapps/
publ i sher/site/conf/site.json file.

Also note that if you want to change all the default APl Manager ports, you do so by editing the <API M_HOVE>/ r ep
ository/conf/tontat/catalina-server.xm file.

Adding a new API Store Theme

A theme consists of Ul elements such as logos, images, copyrights messages, landing page text, background
colors etc. WSO2 API Store comes with a default theme.


https://localhost/concar-plat/management/api-mgr/store/
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The folder structure of the API Store themes

The default theme of the API Store is called Fancy. You find it inside the <API M_HOVE>/ r eposi t or y/ depl oyne
nt/server/jaggeryapps/ store/sitel/themes/fancy folder. If you do not have access to the file system, do
wnload the default theme from here.

The easiest way to create a new theme is to copy the files of an existing theme to a folder by the name of your new

theme, and do the modifications you want to the files inside it. All themes have the same folder structure as shown
below:

¥ [ themes

v [ fancy

» Gl css |

L fonts
] images
L imgtmp
B s
(] subthemes
[ templates

W @l utils 4

You can add a new theme as a main theme or a sub theme.

¥y¥y¥vy¥yvyyywy

®* A main theme is saved inside the <API M_HOVE>/ r eposi t ory/ depl oynent / server/j agger yapps/ st
ore/ sitelthenes folder

® A sub theme is saved inside the <API M HOVE>/ r eposi t ory/ depl oynent / server/j agger yapps/ st
ore/site/themes/ <fol der of the main theme>/subt henes folder.

Because a sub theme is saved inside a main theme, it needs to contain only the files that are different from the main
theme. Any file you add inside the sub theme will override the corresponding files in the main theme. The rest of the
files will be inherited from the main theme.

Let's see how to create a new theme and set it to the API Store:
® Writing a sub theme of the main theme
® Setting the new theme as the default theme
® Adding the new theme to the Themes menu

Writing a sub theme of the main theme

Because a main theme already has most of the Uls and the syntax and logic of Jaggery code defined, in a typical
scenario, you do not have to implement a theme from scratch. Rather, you just add in your edits as a sub theme of
the existing main theme as given below:

1. Download the default main theme from here, unzip it and rename the folder according to the name of your
new theme (e.g., ancient). Let's call this folder the <THEME HOVE>.

2. To change the logo of the API Store, replace the | ogo. png file inside the <THEME_HOVE>/ i nages folder
with this logo (or anything else of your choice.)

3. To change the copyrights note in the footer, open the <THEME HOVE>/ t enpl at es/ page/ base/ t enpl at
e. j ag file using a text editor, search for the word "Copyright" and change the text. For example, let's add
our company name as "“copyright", "&copy; Copyright 2011 &ndash; 2014 My Company."

4. Open the <THEME_HOME>/ css/ styl es- | ayout . css file using a text editor and add the following CSS
code to the end of the file. Note the code comments to get an idea what each line of code does.


https://docs.wso2.com/download/attachments/43995740/fancy.zip?version=2&modificationDate=1423635806000&api=v2
https://docs.wso2.com/download/attachments/43995740/fancy.zip?version=2&modificationDate=1423635806000&api=v2
https://docs.wso2.com/download/attachments/43995740/fancy.zip?version=2&modificationDate=1423635806000&api=v2
https://docs.wso2.com/download/attachments/43995740/logo.png?version=1&modificationDate=1421835511000&api=v2

WSO2 APl Manager, version 1.8.0, WSO2 Inc.

/* Change the col or of the header */
. header {
backgr ound: #002EBS;
}
/* Change the font of the nenus, headings, l|abels etc. to Verdana. You give
several fonts here to ensure maxi num conpatibility, if in case one font fails in
a given browser/OS. Fonts will be applied in the order you list them */
body, t ext ar ea, pre, . navbar - search . search- quer y{
font-famly: Verdana, Arial, Helvetica, nobnospace, san-serif;
}
I abel, input, button, select, textareaf
font-fam ly: Verdana, Arial, Helvetica, nobnospace, san-serif;
}
h1, h2, h3, h4, h5{
font-fam ly: Verdana, Arial, Helvetica, nobnospace, san-serif;
}
/* To change the background col or of the body */
body{
backgr ound: #D6DEF6;
}
/* To change the color of the buttons. Note that changing only the background
color will not have a visual inpact if you |leave the gradients as they are */
.btn-primary {
background-col or: #800004;
background-image: linear-gradient(to bottom #cc0022, #cc0044);
}
/* To change the col our of the nmenus, navigation elements when they are clicked
*/
. menu-content .navbar .nav > .active > a, .navbar .nav > .active > a:hover,
.navbar .nav > .active > a:focus {
background: #FOF3FC,
}

5. As you plan to upload this as a sub theme of the default main theme, delete all the files in your <THEME_HOM
E> folder except the ones that you edited. The rest of the files will be automatically applied from the main
theme.

Setting the new theme as the default theme
You can set your new theme as the default theme in two ways:

® Saving directly in the file system
® Uploading through the Admin Dashboard

Saving directly in the file system
If you have access to the file system, do the following:

1. Save the <THEME_HOVE> folder inside the <API M_HOVE>/ r eposi t ory/ depl oynment / server/j aggery
apps/ storel/sitel/thenes/fancy/ subt henes folder. This will make your new theme a sub theme of
fancy.

2. Open the <API M_HOMVE>/ r eposi t ory/ depl oynent / server/j aggeryapps/ store/site/conf/site
. j son file and add the following code to it. It specifies the base theme as f ancy, which is overridden by the
sub theme anci ent .
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"theme" : {
"base" : "fancy",
"subt heme" : "ancient"
}

3. Open the API Store and note the new theme applied to it.

API - @ L 2 o |
My STORE Prototyped APIs My Applications My Subscriptions Forum Statistics
Search API no

Recently Added APlIs Teos

No APIs published yet

Uploading through the Admin Dashboard

If you do not have access to the file system, you can upload the theme through the Admin Dashboard Web
application as shown below:

1. Go inside the <THEME_ HOME> folder, select all the folders inside it and right click to archive all the selected
files and folders together. Then rename the archive files to anci ent . zi p.

2. Log in to WSO2 Admin Dashboard Web application using the URL htt ps:// <Server
Host >: 9443/ admi n- dashboar d.
For example, if you are a WSO2 Cloud user and want to upload a new theme, log in to the URL api.cloud.wso
2.com/admin-dashboard with the user name as email@domain with the @ in the email replaced by a
dot (e.g., john.gmail.com@MyCompany).

3. Click the Upload Tenant Theme menu and upload your zip file.

Ws02 ADMIN' DASHBOARD

Tasks Tasks / User Creation

Upload Tenant Theme

Application Creation

Subscriptions Creation

The theme should be a zip file containing ess and images which is complient to APl Manager theme format
Application Registration

Please select the theme ancient.zip
Settings

Upload Tenant Theme Upload

4. Open the API Store and note the new theme applied to it.
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API o @ » o ] @ 2
My STORE Prototyped APIs My Applications My Subscriptions Forum Statistics Sign-up Login
Search API no

Recently Added APlIs Tage

No APIs published yet

Adding the new theme to the Themes menu

Once you are done modifying the new theme, add it to the Themes menu in the API Store along with a thumbnail
image as follows:

1. Open the <API M_HOVE>/ r eposi t ory/ depl oynent/ server/j aggeryapps/ store/site/thenmes/fa
ncy/tenpl at es/ user/ | ogi n/tenpl at e. j ag file and find the HTML table that defines the theme
thumbnails.

2. Add a new row under the <table> element with the following code. It adds thumb-ancient.png as the
thumbnail image of our theme. Be sure save the image in the ...f ancy/ i nmages folder.

<td>
<div class="thunbnail <%if(jagg.getUserThene().base == "fancy" &&
j agg. get User Theme() . subt heme == "ancient") { %current Thene<%} %">
<a dat a-thene="fancy" dat a-subt hene="anci ent" cl ass="badge thenelLabel "
oncl i ck="appl yThenme(this)">
<i ng
src="<%j agg. get Absol ut eUr | (j agg. get ThenmeFi | e("i nages/t hunb- anci ent. png")) %" />
<br /><div class="t hemeNanme">Anci ent </ di v>
</ a>
</ div>
</td>

Transforming APl Message Payload

When a request comes to the API Manager, it sends the response in the same format of the request. For example,
the APl Manager handles JSON to JSON transformations out of the box. If the backend does not accept messages
of the same content type of the request message, it must be transformed to a different format. The APl Gateway of
the API Manager handles these transformations using message builders and formatters.

When a message comes in to the APl Gateway, the receiving transport selects a message builder based on the
message's content type. It uses that builder to process the message's raw payload data and convert it into JSON.
Conversely, when sending a message out from the Gateway, a message formatter is used to build the outgoing
stream from the message. As with message builders, the message formatter is selected based on the message's
content type.

® JSON message builders and formatters
® XML representation of JSON payloads
® Converting a payload between XML and JSON

@ Note that if you edit an API's synapse configuration as mentioned in this guide and then go back to the API
Publisher and save the API, your changes will be overwritten. As a result, we do not recommend changing
the API's synapse configuration directly. The recommended way to extend an API's mediation flow is by
engaging | n/Qut sequences.
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Also see the following sections in the WSO2 ESB documentation. WSO2 ESB is used to implement the API
Gateway through which APl messages are transformed:

Accessing content from JSON payloads
Logging JSON payloads

Constructing and transforming JSON payloads
Troubleshooting, debugging, and logging

JSON message builders and formatters

There are two types of message builders and formatters for JSON. The default builder and formatter keep the JSON
representation intact without converting it to XML. You can access the payload content using the JSON Path or
XPath and convert the payload to XML at any point in the mediation flow.

® org. apache. synapse. cormons. j son. JsonSt r eanBui | der
® org. apache. synapse. cormons. j son. JsonSt r eanfor mat t er

If you want to convert the JSON representation to XML before the mediation flow begins, use the following builder
and formatter instead. Note that some data loss can occur during the JSON -> XML -> JSON conversion process.

® org. apache. synapse. commons. j son. JsonBui | der
® org. apache. synapse. commons. j son. JsonFor mat t er

The builders and formatters are configured respectively in the messageBui | der s and messageFor mat t er s secti
ons of the Axis2 configuration files located in the <PRODUCT_HOVE>/ r eposi t ory/ conf/ axi s2 directory. Both
types of JSON builders use StAXON as the underlying JSON processor.

The following builders and formatters are also included for compatibility with older APl Manager versions:

® org. apache. axi s2. j son. JSONBui | der/ JSONMessageFor mat t er
® org. apache. axi s2. j son. JSONSt r eanBui | der / JSONSt r eanfor mat t er
® org. apache. axi s2. j son. JSONBadger f i shOVBui | der / JSONBadger f i shMessageFor mat t er

1 Always use the same type of builder and formatter combination. Mixing different builders and formatters will
cause errors at runtime.

If you want to handle JSON payloads that are sent using a media type other than appl i cati on/j son, you must
register the JSON builder and formatter for that media type in the following two files at minimum (for best results,
register them in all Axis2 configuration files found in the <PRODUCT_HOVE>/ r eposi t or y/ conf / axi s2 directory):

¢ <PRODUCT_HOVE>/ r eposi t ory/ conf/ axi s2/ axi s2. xm
¢ <PRODUCT_HOME>/r eposi t ory/ conf/ axi s2/ axi s2_bl ocki ng_client. xm

For example, if the media type is t ext / j avascri pt, register the message builder and formatter as follows:

<messageBui | der content Type="text/javascript"
cl ass="org. apache. synapse. conmons. j son. JsonStr eanBui | der"/ >

<messageFormatter content Type="text/javascript"
cl ass="org. apache. synapse. conmons. j son. JsonStreanformatter"/ >

1 When you modify the builders/formatters in Axis2 configuration, make sure that you have enabled only one
correct message builder/formatter pair for a given media type.

XML representation of JSON payloads

When building the XML tree, JSON builders attach the converted XML infoset to a special XML element that acts as
the root element of the final XML tree. If the original JSON payload is of type obj ect, the special element is <j son


https://docs.wso2.org/display/ESB481/JSON+Support#JSONSupport-AccessingcontentfromJSONpayloads
https://docs.wso2.org/display/ESB481/JSON+Support#JSONSupport-LoggingJSONpayloads
https://docs.wso2.org/display/ESB481/JSON+Support#JSONSupport-ConstructingandtransformingJSONpayloads
https://docs.wso2.org/display/ESB481/JSON+Support#JSONSupport-Troubleshootingdebuggingandlogging
https://github.com/beckchr/staxon
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oj ect/ >. If it is an array, the special element is <j sonArr ay/ >. Following are examples of JSON and XML
representations of various objects and arrays.

Null objects

JSON:

{"object":null}

XML:

<j sonObj ect >
<obj ect ></ obj ect >
</j sonObj ect >

Empty objects
JSON:

{"object":{}}

XML:

<j sonObj ect >
<obj ect ></ obj ect >
</j sonObj ect >

Empty strings
JSON:

{"object":""}

XML:

<j sonObj ect >
<obj ect ></ obj ect >
</ j sonObj ect >

Empty array
JSON:

[]

XML (JsonStreamBuilder):
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<j sonArray></jsonArray>

XML (JsonBuilder):

<j sonArray>
<?xm -nmul tiple jsonEl ement ?>
</jsonArray>

Named arrays

JSON:

{"array":[1,2]}

XML (JsonStreamBuilder):

<j son(hj ect >
<array>1</array>
<array>2</array>
</ j sonOhj ect >

XML (JsonBuilder):

<j sonObj ect >
<?xm -multiple array?>
<array>1</array>
<array>2</array>

</ j sonObj ect >

JSON:

{"array":[]}

XML (JsonStreamBuilder):

<j sonObj ect ></ j sonhj ect >

XML (JsonBuilder):

<j sonChj ect >
<?xm -multiple array?>
</j sonObj ect >

Anonymous arrays



WSO2 APl Manager, version 1.8.0, WSO2 Inc.

JSON:

[1.2]

XML (JsonStreamBuilder):

<j sonArray>
<j sonEl ement >1</j sonEl enent >
<j sonEl enent >2</j sonEl enent >
</j sonArray>

XML (JsonBuilder):

<j sonArray>
<?xm -mul tiple jsonEl ement ?>
<j sonEl enent >1</j sonEl enent >
<j sonEl enent >2</j sonEl enent >
</j sonArray>

JSON:

(1, [1]

XML (JsonStreamBuilder):

<j sonArray>
<j sonEl enent >1</j sonEl enent >
<j sonEl enent >
<j sonArray></jsonArray>
</ j sonEl ement >
</j sonArray>

XML (JsonBuilder):

<j sonArray>
<?xm -nmul tiple jsonEl ement ?>
<j sonEl enent >1</j sonEl enent >
<j sonEl enent >
<j sonArray>
<?xm -nmul tiple jsonEl ement ?>
</j sonArray>
</ j sonEl ement >
</jsonArray>

XML processing instructions (PIs)

Note that the addition of xm - nul ti pl e processing instructions to the XML payloads whose JSON representations
contain arrays. JsonBui | der (via StAXON) adds these instructions to the XML payload that it builds during the
JSON to XML conversion so that during the XML to JSON conversion, JsonFor mat t er can reconstruct the arrays
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that are present in the original JSON payload. JsonFor mat t er interprets the elements immediately following a
processing instruction to construct an array.

Special characters

When building XML elements, the ‘$’ character and digits are handled in a special manner when they appear as the
first character of a JSON key. Following are examples of two such occurrences. Note the addition of the _JsonRea
der PS and _JsonReader PD _prefixes in place of the ‘$’ and digit characters, respectively.

JSON:

{"$key": 1234}

XML:

<j sonObj ect >
<_JsonReader _PS key>1234</_JsonReader _PS key>
</j sonObj ect >

JSON:

{"32X32": "i mage_32x32. png"}

XML:

<j sonObj ect >
<_JsonReader _PD 32X32>i nage_32x32. png</ _JsonReader _PD_32X32>
</j sonObj ect >

Converting a payload between XML and JSON

To convert an XML payload to JSON, set the nessageType property to appl i cati on/j son in the axis2 scope
before sending message to an endpoint. Similarly, to convert a JSON payload to XML, set the nessageType proper
tyto application/ xm ortext/xm . Forexample:




WSO2 APl Manager, version 1.8.0, WSO2 Inc.

<api nanme="adm n--TQJSON' context="/tojson" version="1.0" version-type="url">
<resource nethods="POST GET DELETE OPTI ONS PUT" url - mappi ng="/*">
<i nSequence>
<property nane="POST_TO URI " val ue="true" scope="axis2"/>
<property nane="nessageType" val ue="application/json" scope="axis2"/>
<filter source="$ctx: AM KEY_TYPE" regex="PRODUCTI ON'>

<t hen>
<send>
<endpoi nt nane="adm n-- Test _API pr oduct i onEndpoi nt _0">
<http
uri-tenplate="http://1ocal host: 9767/ servi ces/ St udent Servi ce">
<t i nmeout >
<dur at i on>30000</ dur ati on>
<responseAct i on>f aul t </ responseActi on>
</ ti meout >
<suspendOnFai | ur e>
<error Codes>- 1</ err or Codes>
<initial Duration>0</initialDuration>
<progr essi onFact or >1. 0</ pr ogr essi onFact or >
<maxi munDur at i on>0</ maxi nunDur at i on>
</ suspendOnFai | ur e>
<mar kFor Suspensi on>
<error Codes>- 1</ error Codes>
</ mar kFor Suspensi on>
</ http>
</ endpoi nt >
</ send>
</then>
<el se>
<sequence key="_sandbox_key_error_"/>
</ el se>
</filter>
</inSequence>
<out Sequence>
<send/ >
</ out Sequence>
</ resource>
<handl er s>
<handl er
cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. securi ty. APl Aut henti cati onHandl er"/ >
<handl er

cl ass="org. wso2. car bon. api ngt. gat eway. handl ers.throttling. APl Thrott| eHandl er">
<property name="id" val ue="A"/>
<property nane="pol i cyKey"
val ue="gov:/api ngt/applicationdata/tiers.xm"/>
</ handl er >

<handl er

cl ass="org. wso2. car bon. api ngt . usage. publ i sher. APl Myt UsageHand| er"/ >
<handl er

cl ass="org. wso2. car bon. api ngt . usage. publ i sher. APl Myt Googl eAnal yti csTracki ngHandl er"/ >
<handl er

cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. ext . APl Manager Ext ensi onHandl er"/ >
</ handl er s>
</ api >

An example command to invoke above API:
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curl -v -X PCST -H "Content-Type: application/xm" -H "Authorization

Bearer xxx"
-d@equest1.xm "http://10.100.1.110: 8280/t0j son/ 1. 0"

If the request payload is as follows:

<coor di nat es>
<l ocati on>
<name>Ber nuda Tri angl e</ nane>
<n>25. 0000</ n>
<w>71. 0000</ w>
</l ocation>
<l ocati on>
<nanme>Ei ffel Tower </ nane>
<n>48. 8582</ n>
<e>2.2945</ e>
</l ocation>
</ coor di nat es>

The response payload will look like this:

{
"coordi nates": {
"l ocation":[

{
"name": " Bernuda Triangl e",
"n":25.0000
"w':71. 0000

I

{
"nanme":"Eiffel Tower",
"n":48. 8582
"e":2.2945

}

Note that we have used the Property mediator to mark the outgoing payload to be formatted as JSON. For more
information about the Property Mediator, see the Property Mediator page on WSO2 ESB documentation.

<property name="nessageType" val ue="application/json" scope="axis2"/>

Similarly if the response message needs to be transformed, set the messageType property in the outSequence.
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<api nanme="adm n--TQJSON' context="/tojson" version="1.0" version-type="url">
<resource nethods="POST GET DELETE OPTI ONS PUT" url - mappi ng="/*">
<i nSequence>
<property nane="POST_TO URI " val ue="true" scope="axis2"/>
<filter source="$ctx: AM KEY_TYPE" regex="PRODUCTI ON'>

<t hen>
<send>
<endpoi nt nane="admi n-- Test _API pr oduct i onEndpoi nt _0">
<http
uri-tenplate="http://1ocal host: 9767/ servi ces/ St udent Servi ce">
<t i meout >
<dur at i on>30000</ dur ati on>
<responseAct i on>f aul t </ responseActi on>
</ ti meout >
<suspendOnFai | ure>
<error Codes>- 1</ err or Codes>
<initial Duration>0</initialDuration>
<progressi onFact or >1. 0</ pr ogr essi onFact or >
<mexi munDur at i on>0</ maxi nunDur at i on>
</ suspendOnFai | ur e>
<mar kFor Suspensi on>
<error Codes>- 1</ err or Codes>
</ mar kFor Suspensi on>
</ http>
</ endpoi nt >
</ send>
</ then>
<el se>
<sequence key="_sandbox_key_error_"/>
</ el se>
</[filter>

</inSequence>
<out Sequence>
<property nanme="nessageType" val ue="application/json" scope="axis2"/>
<send/ >
</ out Sequence>
</ resource>
<handl| er s>
<handl er
cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. securi ty. APl Aut henti cati onHandl er"/ >
<handl er
cl ass="org. wso2. car bon. api ngt. gat eway. handl ers.throttling. APl Thrott| eHandl er">
<property name="id" val ue="A"/>
<property nane="pol i cyKey"
val ue="gov:/api ngt/applicationdata/tiers.xm"/>
</ handl er >

<handl er

cl ass="org. wso2. car bon. api ngt . usage. publ i sher. APl Myt UsageHand| er"/ >
<handl er

cl ass="org. wso2. car bon. api ngt . usage. publ i sher. APl Myt Googl eAnal yti csTracki ngHandl er"/ >
<handl er

cl ass="org. wso2. car bon. api ngt . gat eway. handl ers. ext . APl Manager Ext ensi onHandl er"/ >
</ handl er s>
</ api >
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Working with Security

This section covers the following topics:

Passing Enduser Attributes to the Backend Using JWT
Encrypting Passwords

Maintaining Logins and passwords

Saving Access Tokens in Separate Tables

Configuring WSO2 Identity Server as the Key Manager
Configuring Transport Level Security

Enabling the Java Security Manager

Passing Enduser Attributes to the Backend Using JWT

JSON Web Token (JWT) is used to represent claims that are transferred between two parties such as the enduser
and the backend.

A claim is an attribute of the user that is mapped to the underlying user store. It is encoded as a JavaScript Object
Notation (JSON) object that is used as the payload of a JSON Web Signature (JWS) structure, or as the plain text of
a JSON Web Encryption (JWE) structure. This enables claims to be digitally signed.

A set of claims is called a dialect (e.g., http://wso2.o0rg/clainms ). The general format of a JWT is {t oken
infor}.{clains list}.{signature}. The APl implementation uses information such as logging, content
filtering and authentication/authorization that is stored in this token. The token is Base64-encoded and sent to the
APl implementation in a HTTP header variable. The JWT is self-contained and is divided into three parts as the hea
der, the payload and the signature. For more information on JWT, see http://openid.net/specs/draft-jones-json-web-
token-07.html#anchor3 .

To authenticate endusers, the APl Manager passes attributes of the API invoker to the backend API implementation
using JWT. In most production deployments, service calls go through the APl Manager or a proxy service. If you
enable JWT generation in the APl Manager, each API request will carry a JWT to the back-end service. When the
request goes through the API manager, the JWT is appended as a transport header to the outgoing message. The
back-end service fetches the JWT and retrieves the required information about the user, application, or token.

An example of a JWT is given below:

{

"typ":"JIW,
"al g": " NONE"

H
"iss":"wso02. org/ products/ant,
"exp":1345183492181,
"http://wso2. org/clains/subscriber”:"adm n",
"http://wso02.org/clains/applicati onnane": "app2",
"http://wso02.org/clains/apicontext":"/placeFi nder",
"http://wso2.org/clainms/version":"1.0.0",
"http://wso2.org/clains/tier":"Silver",
"http://wso02. org/clains/enduser": "sunmedha"

}

The above token contains,

Token expiration time ("exp")

Subscriber to the API, usually the app developer ("http://wso2.org/claims/subscriber")
Application through which API invocation is done ("http://wso2.org/claims/applicationname")
Context of the API ("http://wso2.org/claims/apicontext™)

API version ("http://wso2.org/claims/version™)

Tier/price band for the subscription ("http://wso2.org/claims/tier")


http://wso2.org/claims
http://openid.net/specs/draft-jones-json-web-token-07.html#anchor3
http://openid.net/specs/draft-jones-json-web-token-07.html#anchor3
http://wso2.org/claims/subscriber
http://wso2.org/claims/applicationname
http://wso2.org/claims/apicontext
http://wso2.org/claims/version
http://wso2.org/claims/tier
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® Enduser of the app who's action invoked the API ("http://wso2.org/claims/enduser")

Let's see how to enable and pass information in the JWT or completely alter the JWT generation logic in the API
Manager:

® Configuring JIWT

® Customize the JWT generation

Configuring JWT

Before passing enduser attributes, you enable and configure the JWT implementation in the <API M_HOVE>/ r epos
i tory/ conf/api-nmanager. xm file. The relevant elements are described below. If you do not configure these
elements, they take their default values.

Element Description
<Enabl eTokenCener ati on> Set this value to t r ue to enable JWT. Note that if you publish APIs before J
<Securit yCont ext Header/ > The name of the HTTP header to which the JWT is attached.

<Cl ai msRetri ever | npl O ass/> By default, the < C ai nsRet ri ever | npl G ass> parameter is commente
JWT token:

<Cl ai nsRetri ever| npl C ass>or g. wso2. car bon. api ngt. i npl . t oke

By default, t he following are encoded to the JWT:

subscriber name

application name

API context

API version

authorised resource owner name

In addition, you can also write your own class by extending the interfs
implementing the following methods of the interface:

Method Description

voi d init() t hr ows Used to perform initialization tasks. Is e:
APl Managenent Excepti on;

Sort edMap<String, String> Returns a sorted map of claims. The ke

getClaims(String corresponding user attribute value. The
endUser Nane) t hrows ordering defined by the sorted map.

APl Managemnent Except i on;

String The dialect URI to which the attribute ne
getDi al ect URI (Stri ng example,

endUser Nane) ; if the get C ai ns method returns { ema

urns htt p: //wso2. or g/ cl ai s , th
02.cont,“http://wso02.org/clail

The default implementation (or g. wso2
the user's attributes defined under the d
with the same dialect URI. The order of
value is specified, no additional claims v


http://wso2.org/claims/enduser
http://email:user1@wso2.com/
http://gendermale/
http://wso2.org/claims
http://wso2.org/claims
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<ConsunerDi al ect URI / > The dialect URI under which the user's claims are be looked for. Only works
above.

The JWT token contains all claims define in the <Consuner Di al ect URI > ¢
To get a list of users to be included in the JWT, simply uncomment this elem
cl ai ns to the JWT token.

<Si gnat ureAl gorithm > The signing algorithm used to sign the JWT. The general format of the JIWT
specified as the algorithm, signing is turned off and the JWT looks as {t oke
period at the end.

This element can have only two values- the default value, which is SHA256V

Customize the JWT generation

The JWT that is generated by default (see example above) has predefined attributes that are passed to the
backend. These include basic application-specific details, subscription details, and user information that are defined
in the JWT generation class that comes with the APl Manager by the name or g. wso2. carbon. api ngt.inpl.to
ken. JWI'Gener at or . If you want to pass additional attributes to the backend with the JWT or completely change

the default JWT generation logic, do the following:

1. Write your own custom JWT implementation class by extending the default JWIrGener at or class. A typical
example of implementing your own claim generator is given below. It implements the popul at eCust onCl ai
ns() method to generate some custom claims and adds them to the JWT.
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i mport org.wso2. carbon. api ngt. i npl . APl Const ants;

i mport org.wso2. carbon. api ngt.inpl.dto. APl KeyVal i dati onl nf oDTQ,
i mport org.wso2. carbon. api ngt.inpl.token. JWGener at or;

i mport org.wso2. carbon. api ngt . api . *;

i mport java.util.Mp;
public class CustonmlokenGenerator extends JWGenerator {

public Map popul at eSt andar dCl ai ns( APl KeyVal i dati onl nf oDTO
keyVal i dati onl nfoDTO, String api Context, String version)
t hrows API Managenent Excepti on {
Map cl ai n8 = super. popul at eSt andar dd ai ns( keyVal i dati onl nf oDTO,
api Context, version);
bool ean i sApplicationToken =

keyVal i dati onl nf oDTO. get User Type() . equal sl gnor eCase( APl Const ant s. ACCESS_TOKEN_USE
R _TYPE_APPLI CATION) ? true : false;
String dialect = getDialectURI();

if (clains.get(dialect + "/enduser") !'= null) {
if (isApplicationToken) {
claims. put(dialect + "/enduser", "null");
claims. put (dial ect + "/enduserTenantld", "null");
} else {

String enduser = clains.get(dialect + "/enduser");
if (enduser.endsWth("@arbon. super")) {
enduser = enduser.repl ace(" @arbon. super”, "");
cl ai ms. put (di al ect + "/enduser", enduser);

}

return cl ai ns;

}

public Map popul at eCust onCl ai ns( APl KeyVal i dat i onl nf oDTO keyVal i dati onl nf oDTO,
String api Context, String version, String accessToken)
t hrows API Managenent Exception {
Long tine = SystemcurrentTimeMI1is();
String text = "This is custom JW;
Map map = new HashMap();
map. put ("current _timestanp", tine.toString());
map. put ("nmessge" , text);
return nmap;

2. Build your class and add the JAR file to <API M_HOVE>/ r eposi t ory/ conponent s/ | i b directory.
3. Add your class in the <TokenGeneratorimpl> element of the <API M_HOVE>/ r eposi t or y/ conf / api - mana
ger. xm file.
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<API Consuner Aut henti cati on>

<TokenGener at or | npl >or g. wso2. car bon. t est. Cust onifTokenGener at or </ TokenCener at or | npl
>

</ APl Consuner Aut henti cati on>

4. Setthe <Enabl eTokenGener at i on> element to true in the api - manager . xm file.
5. Restart the server.
Encrypting Passwords

Encrypting passwords provides better security and less vulnerability to security attacks than saving passwords in
plain text. It is recommended in a production setup. WSO2 APl Manager provides a secure vault implementation
that encrypts passwords, stores them in the registry, maps them to aliases and uses the alias instead of the actual
passwords in configuration files. At runtime, the APl Manager looks up aliases and decrypts the passwords. The
secure vault is unable to encrypt the passwords of registry resources at the moment.

The steps below explain how to encrypt passwords in different contexts:
® Encrypting passwords in configuration files
® Encrypting secure endpoint passwords

Encrypting passwords in configuration files

1. Shutdown the server if it is already running and open <API M_HOVE>/ r eposi t ory/ conf/ securi ty/ ci ph
er-tool . properti es file. It contains all the aliases to different server components.

2. Note that the file has several aliases already defined as the alias name and the value where the value is <f i
l e name>//<xpath to the property value to be secured> <true if the XM el enent
starts with a capital |etter>. Uncommentthe entries you want to encrypt.
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transports. https. keyst orePass=ngt-transports. xm //transports/transport[ @ane=" htt
ps' ]/ paranet er[ @ane=' keyst orePass'], fal se
Car bon. Security. KeySt or e. Passwor d=car bon. xm // Server/ Security/ KeySt or e/ Password, t

rue

Car bon. Security. KeySt ore. KeyPasswor d=car bon. xm // Server/ Securi ty/ KeySt or e/ KeyPass
word, true

Car bon. Security. Trust St or e. Passwor d=car bon. xm // Server/ Securi ty/ Trust St or e/ Passwo
rd, true

User Manager . Adm nUser . Passwor d=user - ngt . xnmd // User Manager / Real ni Confi gur ati on/ Adm
nUser/ Password, true

Dat asour ces. WsO2_CARBON_DB. Conf i gur ati on. Passwor d=nmst er - dat asour ces. xi / / dat asou
rces-configuration/ dat asources/ dat asour ce[ name=" WsO2_CARBON _DB' |/ definiti on[ @ype
=' RDBMS' ][/ confi guration/ password, fal se

#Dat asour ce. WBO2AM DB. conf i gur ati on. passwor d=nast er - dat asour ces. xnl / / dat asour ces-
configuration/ dat asour ces/ dat asour ce[ hame=" WSO2AM DB' ]/ definition[ @ype=" RDBVE' ]/
configuration/ password, fal se

#Dat asour ce. WBO2AM _STATS _DB. confi gur ati on. passwor d=nmast er - dat asour ces. xn // dat aso
ur ces-configuration/datasources/ dat asour ce[ name=" Ws6O2AM _STATS DB' ]/ definition[ @y
pe=" RDBMS' ]/ confi gurati on/ password, fal se

#User St or eManager . Property. Connect i onPasswor d=user - ngt . xm // User Manager / Real nf Use
r St or eManager/ Pr oper t y[ @ane="' Connecti onPassword' ], true

#User St or eManager . Property. passwor d=user-ngt. xm // User Manager/ Real m User St or eMana
ger/ Property[ @ane=' password' ], true

#Aut hManager . Passwor d=api - manager . xm / / APl Manager / Aut hManager / Passwor d, tr ue

3. Open <API M HOVE>/ r eposi t ory/ conf/security/ci pher-text. properties file, which maps the
default alias to their plain text passwords in square brackets. Uncomment the ones you want.

Car bon. Security. KeySt ore. Passwor d=[ wso2car bon]

4. If you are on Linux or a Unix-based operating system, run the cipher tool available here.
If you are on Windows, get the cipher tool from the <API M_HOVE>/ bi n folder. Due to a known issue in the
1.8.0 release on Linux, we provide the .sh file separately. This script reads the aliases, encrypts their
plain-text passwords, and stores them in the secure vault. If you are using the default primary keystore, give
wso2car bon as its password when prompted.

(¥) Tip: By default, the primary keystore, which is <API M_HOVE>/ r eposi t ory/ r esour ces/ securi t
y/ wso2car bon. j ks is used as the secure vault. If you want to use another keystore or a custom
callback class to handle decryption, modify the <API M_HOVE>/ r eposi t ory/ conf/security/se
cret-conf. properties file as described in WSO2 Carbon Secure Vault in the WSO2 Carbon
documentation.

On W ndows: ciphertool.bat -Dconfigure
On Li nux: sh ciphertool.sh -Dconfigure

5. Note that the configuration files are automatically updated with the relevant password alias after running the
cipher tool. For example, as the Car bon. Security. KeySt ore. Passwor d property is uncommented in
this example, after you run the cipher tool, the plain-text password in <API M_HOVE>/ r eposi t ory/ conf/c
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arbon. xn file will be replaced by the alias as follows.

<KeySt or e>
<!-- Keystore password-->
<Passwor d

svns: secret Al i as="Car bon. Security. KeySt ore. Passwor d" >passwor d</ Passwor d>

</ KeySt or e>

(%) Tip: As you encrypted the primary keystore's password in this example, you are prompted to enter
the primary keystore password every time you start the server.

Encrypting secure endpoint passwords

When creating an API using the API Publisher, you specify the endpoint of its backend implementation in the Imple
ment tab. If you select the endpoint as secured, you are prompted to give credentials in plain-text.

wso2 [API pusLISHER admin

APls

Browse

Add

€ Desion

test : /test/1.0.0

All Statistics

Implementation Method (=) Backend Endpoint () Specify Inline

My APis
Subscriptions Endpoints
Statistics
Endpoint Type:* HTTP Endpoint j e
Ui o Production Endpeint: | http://appserver/resource Advanced Options ~ Test
Tier Permissions E.g..: http://appserver/rescurce
Sandbox Endpoint: Advanced Options  Test

E.g.,: http://appserver/resource

Show Less Options

Endpoint Security Secured .................................. ﬂ °
Scheme:*

Eredentials :‘ ]

WsDL: TestURI ©

The steps below show how to secure the endpoint's password that is given in plain-text in the Ul.

1.

Shut down the server if it is already running and set the element <Enabl eSecur eVaul t > in <API M_HOVE
>/ reposi t ory/ conf/ api - manager . xm tot rue. By default, the system stores passwords in
configuration files in plain text because this values is set to f al se.

. Define synapse property in the synapse.properties file as follows: synapse. xpat h. f unc. ext ensi ons=or
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g. wso02. carbon. nedi ati on. security.vaul t.xpat h. Secur eVaul t LookupXPat hFunct i onPr ovi

der.
3. Run the cipher tool available in <API M_HOVE>/ bi n. If on windows, the file is ci phert ool . bat . If you are

using the default keystore, give wso2car bon as the primary keystore password when prompted.

sh ci phertool.sh -Dconfigure

@ Tip: See Configuring Transport Level Security for information on configuring cipher at the Tomcat level.
Maintaining Logins and passwords

Changing the super admin password

See How do | change the default admin password and what files should | edit after changing it?

@ Do you have any special characters in passwords?

If you specify passwords inside XML files, take care when giving special characters in the user names and
passwords. According to XML specification (http://www.w3.org/TR/xml/), some special characters can
disrupt the configuration. For example, the ampersand character (&) must not appear in the literal form in
XML files. It can cause a Java Null Pointer exception. You must wrap it with CDATA (http://www.w3schools.
com/xml/xml_cdata.asp) as shown below or remove the character:

<Passwor d>
<! [ CDATA[ xnvYh? @HAkc?qZ%lv855&A4a, UBB@] | >
</ Passwor d>

Recovering a password

See How can | recover the admin password used to log in to the management console?

Setting up primary and secondary logins

In a standalone deployment of the APl Manager instance, users of the API Store can have a secondary login name
in addition to the primary login name. This gives the user flexibility to provide either an email or a user name to log
in. You can configure the API Store to treat both login names as belonging to a single user. Users can invoke APIs
with the same Accestoken without having to create a new one for the secondary login.

You can configure this capability using the steps below.

1. Configure user login under the <OQAut h> element in <API M_HOVE>/ r eposi tory/ conf/i dentity. xm fil

e.
a. Mention your primary and secondary login names. Set the pri mar y attribute of the primary loginto t r

ue and the pri mary attribute of the secondary login to f al se.
b. Primary login doesn't have a Cl ai niJri . Leave this field empty.
c. Provide the correct C ai mUri value for the secondary login

An example is given below:


https://docs.wso2.com/display/AM180/FAQ#FAQ-HowdoIchangethedefaultadminpasswordandwhatfilesshouldIeditafterchangingit?
https://docs.wso2.com/display/AM180/FAQ#FAQ-HowcanIrecovertheadminpasswordusedtologintothemanagementconsole?
http://www.w3.org/TR/xml/
http://www.w3schools.com/xml/xml_cdata.asp
http://www.w3schools.com/xml/xml_cdata.asp
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<QAut h>

<UserldLogin primry="true">
<ClaimJi></Caini>

</ User | dLogi n>

<Emai | Logi n primary="fal se">
<Cl ai nUri>http://wso2.org/cl ai ns/ enai | address</ d ai mJri >

</ Emai | Logi n>

</ Logi nConfi g>
</ CAut h>

2. In the API Store of a distributed setup, the ser ver URL element in the <API M_HOMVE>/ r eposi t ory/ conf/
api - manager . xnl file should point to the key manager instance's service endpoint. This allows users to
connect to the key manager's user store to perform any operations related to API Store such as login, access
token generation etc. For example,

<Aut hManager >
<l--Server URL of the Authentication service -->
<Server URL>htt ps:/ /| ocal host: 9444/ servi ces/ </ Ser ver URL>

<l-- Adm n usernanme for the Authentication nmanager. -->
<User nane>adni n</ User nane>

<l-- Admi n password for the Authentication manager.-->
<Passwor d>admi n</ Passwor d>
</ Aut hManager >

@ Tip: In a distributed setup, the API Store's user store needs to point to the key manager user store.
(%) Tip: Be sure to keep the secondary login name unique to each user.

(%) Tip: Did you change the super admin user's password? See

Saving Access Tokens in Separate Tables

You can configure the APl Manager instances to store access tokens in different tables according to their user store
domains. This is referred to as user token partitioning and it ensures better security when there are multiple user
stores configured in the system. To configure user stores other than the default one, see

Configuring Secondary User Stores.
guring y The following topics explain how to enable user token partitioning:

® Enabling assertions
® Storing keys in different tables
Enabling assertions

You use assertions to embed parameters into tokens and generate a strong access token. You can also use these
parameters later for other processing. At the moment, the APl Manager only supports UserName as an assertion.

By default, assertions are set to f al se in <API M_HOVE>/ r eposi tory/conf/identity.xm . To enable it, set
the <User Nanme> element to t rue. You can add a user name to an access token when generating the key, and

verify it by encoding the retrieved access token with Base64.
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<APIM_HOME>/repository/conf/identity.xml

<Enabl eAsserti ons>
<User Nane>t r ue</ User Nane>
</ Enabl eAsserti ons>

Storing keys in different tables

1. If the <User Nane> assertion is enabled, set the <Enabl eAccessTokenPartiti oni ng> element in <API M
_HOVE>/ repository/conf/identity.xm fileto true. It determines whether you want to store the keys
in different tables or not.

<Enabl eAccessTokenPartiti oni ng>true</ Enabl eAccessTokenPartiti oni ng>

2. Set the user store domain names and mappings to new table names. For example,
¢ if userld = foo.com/admin where 'foo.com'’ is the user store domain name, then a 'mapping:domain'
combo can be defined as 'A:foo.com’
® 'A'is the mapping for the table that stores tokens relevant to users coming from ‘foo.com’ user store

In this case, the actual table name is | DN_QAUTH2_ACCESS TOKEN_A. We use a mapping simply to prevent
any issues caused by lengthy table names when lengthy domain names are used. You must manually create
the tables you are going to use to store the access tokens in each user store (i.e., manually create the tables
| DN_OAUTH2_ACCESS_TOKEN_A and | DN_OAUTH2_ACCESS_TOKEN_B according to the following defined
domain mapping). This table structure is similar to the | DN_OAUTH2_ACCESS TCKEN table defined in the
api-manager dbscript, which is inside the <API M_HOVE>/ dbscr i pt s/ api ngt directory.

You can provide multiple mappings separated by commas as follows. Note that the domain names need to be
specified in upper case.

<AccessTokenPartiti oni ngDormai ns>A: FOO. COMV
B: BAR. COWK/ AccessTokenPartiti oni ngDomai ns>

3. According to the information given above, change the <QAut h> element in the <API M_HOVE>/ r eposi tory
/conf/identity.xn file as shown in the following example:



http://foo.com/admin
http://mappingdomain
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<APIM_HOME>/repository/conf/identity.xml

<I-- Assertions can be used to enbed paraneters into access token.-->
<Enabl eAssertions>

<User Nanme>t r ue</ User Nane>
</ Enabl eAsserti ons>

<!-- This should be set to true when using nmultiple user stores and keys shoul d
saved into different tables according to the user store. By default all the
application keys are saved in to the sane table. UserNane Assertion should be
"true' to use this.-->
<AccessTokenPartitioni ng>

<Enabl eAccessTokenPartiti oni ng>true</ Enabl eAccessTokenPartiti oni ng>

<l-- user store donmin nanes and mappings to new table nanes. eg: if you
provide 'A:foo.conml, foo.comshould be the user store donain
name and ' A" represent the relavant nmapping of token storing table, i.e.

tokens relevant to the users conmming fromfoo.comuser store
will be added to a table called | DN QAUTH2_ACCESS TOKEN A. -->
<AccessTokenPartitioni ngDonai ns>A: f 00. com

B: bar. conx/ AccessTokenPartiti oni ngDomai ns>

</ AccessTokenPartitioni ng>

Configuring WSO2 Identity Server as the Key Manager

If your production environment already has an instance of WSO2 Identity Server, you can use it as the Key Manager
rather than setting up an additional WSO2 API Manager instance to work as the Key Manager. If you set up the
Identity Server, you can get the added advantage of being able to use authentication/authorization features specific
to the ldentity Server.

For setup instructions, see the Clustering Guide.
Configuring Transport Level Security

The transport level security protocol of the Tomcat server is configured in the <PRODUCT_HOVE>/ r eposi t ory/ co
nf/tonctat/catalina-server.xmn file. Note that the ssl Prot ocol attribute is set to TLS (Transport Layer
Security) by default.

See the following topics for configuration:
® Disabling SSL version 3
® Disabling the weak ciphers

Disabling SSL version 3

('D It is necessary to disable SSL version 3 in WSO2 products because of a bug (Poodle Attack) in the SSL
version 3 protocol that could expose critical data encrypted between clients and servers. The Poodle Attack
makes the system vulnerable by telling the client that the server does not support the more secure TLS
protocol. This forces the server to connect via SSL 3.0. You can mitigate the effect of this bug by disabling
SSL version 3 protocol in your server.

Follow the steps below to disable SSL 3.0 support.

1. Make a backup of the <PRODUCT_HOVE>/ r eposi t ory/ conf/tontat/ catal i na- server. xml file and
stop the server.
2. Find the connector configuration that is corresponding to TLS (usually, this connector has the port set to 9443
and the ssl Pr ot ocol as TLS).
® |f you are using JDK 1.6, remove the ssl Prot ocol =" TLS" attribute from the configuration and


https://docs.wso2.org/display/CLUSTER420/Configuring+WSO2+Identity+Server+as+the+Key+Manager
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replace it with ss| Enabl edPr ot ocol s="TLSv1" as shown below.

<Connect or protocol ="org. apache. coyote. httpll. H t pl1Ni oProtocol "
port ="9443"
bi ndOnlnit="fal se"
ssl Enabl edPr ot ocol s="TLSv1"

® |If you are using JDK 1.7, remove the ssl Prot ocol =" TLS" attribute from the above configuration
and replace it with ssl Enabl edPr ot ocol s="TLSv1, TLSv1. 1, TLSv1. 2" as shown below.

<Connect or protocol ="org. apache. coyote. httpll. Htt pl1Ni oProtocol "
port="9443"
bi ndOnl nit="fal se"
ssl| Enabl edPr ot ocol s="TLSv1, TLSv1. 1, TLSv1. 2"

3. Start the server.
To test if SSL version 3 is disabled:

1. Download Test SSLSer ver . j ar from here.
2. Execute the following command to test the transport:

java -jar TestSSLServer.jar |ocal host 9443

3. The output of the command before and after disabling SSL version 3 is shown below.

Before SSL version 3 is disabled:

Supported versions: SSLv3 TLSvl1.0
Def | at e conpression: no
Supported ci pher suites (ORDER IS NOT S| GNI FI CANT) :
SSLv3
RSA_EXPORT_W TH_RC4_40_ND5
RSA W TH_RC4_128_MD5
RSA W TH RC4_128_ SHA
RSA EXPORT_W TH_DES40_CBC_SHA
RSA W TH_DES_CBC_SHA
RSA W TH_3DES_EDE_CBC_SHA
DHE_RSA EXPORT_W TH_DES40_CBC_SHA
DHE_RSA W TH_DES_CBC_SHA
DHE_RSA W TH_3DES_EDE_CBC_SHA
RSA W TH_AES_128_CBC_SHA
DHE_RSA W TH_AES 128 CBC_SHA
RSA W TH_AES 256_CBC_SHA
DHE_RSA W TH_AES_256_CBC_SHA
(TLSv1.0: idem

After SSL version 3 is disabled:


http://www.bolet.org/TestSSLServer/TestSSLServer.jar
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Supported versions: TLSv1.0

Def | at e conpression: no

Supported ci pher suites (ORDER IS NOT Sl GNI FI CANT) :

TLSv1.0

RSA EXPORT_W TH_RC4_40_NMD5
RSA W TH_RC4_128_MD5
RSA W TH_RC4_128_SHA
RSA EXPORT_W TH_DES40_CBC_SHA
RSA W TH_DES_CBC_SHA
RSA W TH_3DES_EDE_CBC_SHA
DHE_RSA EXPORT_W TH_DES40_CBC_SHA
DHE_RSA W TH_DES_CBC_SHA
DHE_RSA W TH_3DES_EDE_CBC_SHA
RSA W TH_AES_128_CBC_SHA
DHE_RSA W TH_AES 128 CBC_SHA
RSA W TH_AES 256_CBC_SHA
DHE_RSA W TH_AES 256_CBC_SHA

1 The TLSv1 protocol used in the cat al i na- server. xnl file can sometimes create the following
security alert when the client is run:

BEAST status: vul nerable

However, it is still recommended to use the TLSv1 protocol as it is possible to overcome this
vulnerability from the client side.

Disabling the weak ciphers

A cipher is an algorithm for performing encryption or decryption. When the ssl Pr ot ocol is set to TLS, only the
TLS and default ciphers are enabled. However, the strength of the ciphers will not be considered when they are
enabled. Therefore, to disable the weak ciphers, you enter only the ciphers that you want the server to support in a
comma-separated list in the ci pher s attribute. Also, if you do not add this cipher attribute or keep it blank, all SSL
ciphers by JSSE will be supported by your server. This will enable the weak ciphers.

1. Make a backup of the <PRODUCT_HOVE>/ r eposi t ory/ conf/tontat/ catal i na-server. xm file and
stop the server (same as for disabling SSL version 3).

2. Add the ci pher attribute to the existing configuration in the cat al i na- server. xnl file by adding the list
of ciphers that you want your server to support as follows: ci pher s="<ci pher - name>, <ci pher - nane>".

ci phers="SSL_RSA W TH RC4_128 MD5, SSL_RSA W TH_RC4_128_ SHA, TLS_RSA W TH_AES 128 C
BC_SHA,

TLS_DHE_RSA W TH_AES 128 _CBC_SHA, TLS_DHE_DSS W TH_AES 128 CBC_SHA, SSL_RSA W TH_3D

ES_EDE_CBC_SHA,
SSL_DHE_RSA W TH_3DES_EDE_CBC_SHA, SSL_DHE_DSS_W TH_3DES_EDE_CBC_SHA"

3. Start the server.

Changing the pass-through transport configs

If you have enabled the pass-through transport, do the following:
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Stop the server.

2. Open the <PRODUCT_HOVE>/ r eposi t ory/ conf/ axi s2/ axi s2. xm file and add the following under the

<transportReceiver name="https"

cl ass="org. apache. synapse. transport. passt hru. PassThr oughHt t pSSLLi st ener " > element:
¢ [f you are using JDK 1.6, add the parameter given below:

<transport Recei ver nane="passthru-https"
cl ass="org. wso2. carbon. transport. passt hru. PassThr oughHt t pSSLLi st ener ">
<par aneter nane="HttpsProtocol s">TLSv1</ paraneter>

</transport Recei ver >

® |f you are using JDK 1.7, add the parameter given below:

<transport Recei ver nane="passthru-https"
cl ass="org. wso2. carbon. transport. passt hru. PassThr oughHt t pSSLLi st ener ">
<par aneter nane="Htt psProtocol s">TLSv1, TLSv1l. 1, TLSv1. 2</ par anet er >

</transport Recei ver >

3. Start the server.
4. Test the pass-through transport using the following command with the corresponding port:

$ java -jar TestSSLServer.jar |ocal host 8243

Enabling the Java Security Manager

The Java Security Manager is used to define various security policies that prevent untrusted code from manipulating
your system. Enabling the Java Security Manager for WSO2 products activates the Java permissions that are in
the <PRODUCT_HOVE>/ r eposi t ory/ conf/sec. pol i cy file. You modify this file to change the Java security
permissions as required.

The steps below show how to enable the Java Security Manager for WSO2 products.
Before you begin, ensure that you have Java 1.6 installed.

1. Download the WSO2 product to any location (e.g., <HOVE>/ user / <pr oduct - pack> folder).
2. To sign the JARs in your product, you need a key. Generate it using the keyt ool command as follows:

keyt ool -genkey -alias signFiles -keyalg RSA -keystore signkeystore.jks -validity
3650 -dnane "CN=Sanj eewa, OU=Engi neeri ng, O=W5X2, L=Col onbo, ST=Weéstern,
C=LK"Ent er keystore password:

Re-enter new password:
Enter key password for
(RETURN i f sane as keystore password)

The default keystore of the WSO2 products is wso2car bon. j ks, which is in the <PRODUCT _HOME>/ r epos
i tory/ resources/security folder. Itis used for signing JARs.

3. Import the si gnFi | es public key certificate that you created earlier to wso2car bon. j ks. The sample below
shows the security policy file referring the signer certificate from the wso2car bon. j ks file:
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$ keytool -export -keystore signkeystore.jks -alias signFiles -file sign-cert.cer

$ keytool -inport -alias signFiles -file sign-cert.cer -keystore
repository/resources/security/wso2carbon. j ks

Ent er keystore password:

Omner: CN=Sanj eewa, OU=Engi neering, O=WsC2, L=Col onbo, ST=Western, C=LK

I ssuer: CN=Sanj eewa, OU=Engi neering, O=WB(2, L=Col onbo, ST=Western, C=LK

Serial nunber: 5486f 3b0

Valid from Tue Dec 09 18:35:52 | ST 2014 until: Fri Dec 06 18:35:52 | ST 2024

Certificate fingerprints:

MD5: 54: 13: FD: 06: 6F: C9: A6: BC. EE: DF: 73: A9: 88: CC. 02: EC

SHA1: AE: 37: 2A: 9E: 66: 86: 12: 68: 28: 88: 12: AO: 85: 50: B1: D1: 21: BD: 49: 52

Si gnature al gorithm nanme: SHAL1wi t hRSA

Version: 3

Trust this certificate? [no]: yes

Certificate was added to keystore

4. Prepare the scripts to sign the JARs and grant them the required permission. For example, the si gnJar . sh
script given below can be used to sign each JAR file separately or you can use the si gnJars. sh script,
which runs a loop to read all JARs and sign them.

signJar.sh script

#!/ bi n/ bash
set -e
jarfile=$1
keystore_fil e="si gnkeystore.jks"
keyst ore_keyal i as=' si gnFi |l es’
keyst ore_st orepass=' ws02123'
keyst ore_keypass='ws02123'
si gnj ar =" $JAVA HOVE/ bi n/j ar si gner -sigalg MD5w t hRSA -di gestal g SHAL
-keystore $keystore _file -storepass $keystore_storepass -keypass
$keyst or e_keypass"
verifyjar="$JAVA HOVE/ bi n/jarsi gner -keystore $keystore file -verify"
echo "Signing $jarfile"
$signjar $jarfile $keystore_keyalias
echo "Verifying $jarfile"
$verifyjar $jarfile
# Check whether the verification is successful.
if [ $? -eq 1]
t hen
echo "Verification failed for $jarfile"

fi
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signJars.sh script

#! / bi n/ bash
if [[ ! -d$1]]; then
echo "Pl ease specify a target directory”

exit 1
fi
for jarfile in “find . -type f -inanme \*.jar"
do
.Isigndar.sh $jarfile
done

5. Execute the following commands to sign the JARs in your product:

./ signJars.sh /HOVE/ user/ <product - pack>

(%) Every time you add an external JAR to the WSO2 product, sign them manually using the above
instructions for the Java Security Manager to be effective. You add external JARs to the server when
extending the product, applying patches etc.

6. Open the startup script in the <PRODUCT _HOME>/ bi n folder. For Linux, it is wso2ser ver . sh.
7. Add the following system properties to the startup script and save the file:

- Dj ava. security. nanager =or g. wso2. car bon. boot st rap. Car bonSecuri t yManager \

-Dj ava. security. pol i cy=$CARBON_HOVE/ r eposi t ory/ conf/sec. policy \

-Drestricted. packages=sun., com sun. xnl .internal .ws., com sun. xnl .internal.bind.,co
m sun. i magei 0., org. wso2. carbon. \

- Ddeni ed. syst em properties=javax. net.ssl.trustStore,javax. net.ssl.trust StorePassw
ord, deni ed. system properties \

8. Create a sec. pol i cy file with the required security policies in the <PRODUCT _HOME>/ r eposi t ory/ conf f
older and start the server. Starting the server makes the Java permissions defined in the sec. pol i cy file to
take effect.

An example of a sec. pol i cy file is given below. It includes mostly WSO2 Carbon-level permissions.
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grant {
/'l Al'l ow socket connections for any host
perni ssi on java. net. Socket Perm ssion "*:1-65535", "connect, resolve";

/1 Allowto read all properties. Use -Ddenied.systemproperties in wso2server.sh
to restrict properties
permi ssion java.util.PropertyPermi ssion "*", "read";

perni ssion java. |l ang. Runti nePerm ssion "get Cl assLoader";

/'l CarbonContext APlIs require this pernission
pernmi ssi on java. | ang. managenent . Managenent Per mi ssi on "control";

/1 Required by any conponent readi ng XM.s. For exanpl e:
org. wso2. car bon. dat abri dge. agent. thrift:4.2. 1.
perni ssion java.l ang. Runti mePer m ssi on
"accessC assl nPackage. com sun. xnml . i nternal.bind.v2. runtine.reflect";

/1 Required by org.wso2. carbon. ndatasource.core:4.2.0. This is only necessary
after addi ng above permi ssion.

perni ssion java. |l ang. Runti nePer m ssi on
"accessd assl nPackage. com sun. xm . i nternal . bi nd";

b

Working with Statistics

The following topics describe how to monitor APl invocations and how to collect and summarize statistics in order to
monetize API usage.

® Publishing APl Runtime Statistics

® [Integrating with Google Analytics

® Viewing API Statistics

Publishing API Runtime Statistics

You can set up WSO2 Business Activity Monitor (version 2.5.0 is used here) to collect and analyze runtime
statistics from the API Manager. To publish data from the API Manager to BAM, the Thrift protocol is used.
Information processed in BAM is stored in a database from which the APl Publisher retrieves information before
displaying in the corresponding Ul screens.

By default, or g. wso2. car bon. api ngt . usage. publ i sher. APl Myt UsageDat aPubl i sher is configured to
push data events to WSO2 BAM. If you use a product other than WSO2 BAM to collect and analyze runtime
statistics, you write a new data publishing agent by extending API Myt UsageDat aPubl i sher. Find the API
templates inside <API M_HOVE>/ r eposi t ory/ r esour ces/ api _t enpl at es. When writing a new data publishing
agent, make sure the data publishing logic you implement has a minimal impact to API invocation.

@ Info: The datasource and database names used in this guide are just examples. They may vary depending
on your configurations.

Prerequisites

Configure WSO2 API Manager
Configure WSO2 BAM
Troubleshoot common issues
Change the statistics database

Prerequisites
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* JDK1.6.*or1.7

1 If you install JDK in Program Files in the Windows environment, avoid the space by using
PROGRA~1 when specifying environment variables for JAVA_HOME and PATH. Else, the server
throws an exception.

® Cygwin (http://www.cygwin.com): Required only if you are using Windows. WSO2 BAM analytics
framework depends on Apache Hadoop, which requires Cygwin in order to run on Windows. Install at least
the basic net (OpenSSH,tcp_wrapper packages) and security related Cygwin packages. After Cygwin
installation, update the PATH variable with C. / cygwi n/ bi n and restart BAM.

Configure WSO2 API Manager

1. Do the following changes in <API M_HOVE>/ r eposi t ory/ conf / api - manager . xm file:

® Enable API usage tracking by setting the <API UsageTr acki ng> elementto t r ue.

® Because you will apply an offset to the default BAM port later in this guide, you need to apply the same
offset to the default Thrift port. To do that, change the port value to 7614 in the <ThriftPort> element of
this file. The APl Manager will then push the data to BAM through port 7614, using the Thrift protocol.

®* Uncomments and set the data source used for getting BAM statistics in <Dat aSour ceNane> element.

® Set <BAMServerURL> to tcp://<BAM host IP>:7614/ where <BAM host IP> is the machine IP address.
Do not use localhost unless you're in a disconnected mode.

(i) <BAMServer URL> refers to the endpoint to which events will be published from the API
Gateway. This endpoint is also known as the event receiver. You can define multiple event
receiver groups, each with one or more receivers. A receiver group is defined within curly
braces and receiver URLs are delimited by commas.

For example, <BAMSer ver URL>{t cp://| ocal host: 7612/ ,tcp:// | ocal host: 7613/}
,{tcp://1ocal host: 7712/ ,tcp://1ocal host: 7713/} </ BAMSer ver URL>. This
example has two receiver groups defined with two receivers in each group. When a request
passes through the API Gateway, an event will be published to one selected receiver in each

group.

<API UsageTr acki ng>
<!-- Enabl e/ Di sabl e the APl usage tracker. -->
<Enabl ed>t r ue</ Enabl ed>

<Publ i sher d ass>or g. ws02. car bon. api ngt . usage. publ i sher. APl Myt UsageDat aBri dgeDat aP
ubl i sher </ Publ i sher Cl ass>

<ThriftPort>7614</ThriftPort>

<BAMBSer ver URL>t cp: / / <BAM host | P>: 7614/ </ BAVSer ver URL>

<BAMUser nanme>adni n</ BAMJser nane>

<BAMPasswor d>adni n</ BAMPasswor d>

<l-- JNDI narme of the data source to be used for getting BAMstatistics. This
data source shoul d

be defined in the master-datasources.xm file in conf/datasources

directory. -->

<Dat aSour ceNane>j dbc/ WBO2AM_STATS_DB</ Dat aSour ceNane>
</ APl UsageTr acki ng>

@ Tip: You can give a comma-separated list of URLs as the <BAMSer ver URL> to manage failover. If
the BAM server in the first URL fails, the request will be routed to the second one.

@ Tip: Are you working with an API Manager cluster? If so,
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® Configure the <API UsageTr acki ng> element as given above in all APl Gateway nodes
® Configure the following sub elements under the <API UsageTr acki ng> element in the API
Publisher and Store nodes:

<Dat aSour ceNane>j dbc/ WBO2AM _STATS_DB</ Dat aSour ceName>

® |If you use destination-based usage tracking, enable the <API UsageTr acki ng> element in
the Publisher node and connect to a running BAM instance. This is because the API Manager
uses a separate BAM mediator to do destination based usage tracking.

2. Specify the datasource definition under the <dat asour ce> element in the <API M_HOVE>/ r eposi t ory/ co
nf / dat asour ces/ mast er - dat asour ces. xnl file. The tables are created automatically when the Hive
script runs. You just need to create the schema. The example below connects to a MySQL instance:

1 The WSO2AM_STATS_DB database is not available in <BAM_HOVE>/ r eposi t or y/ dat abase dire
ctory at this point. It is created only after BAM starts up.

<dat asour ce>
<name>WEQ2AM STATS DB</ nane>
<descri pti on>The datasource used for getting statistics to API
Manager </ descri pti on>
<j ndi Confi g>
<nane>j dbc/ WBQ2AM _STATS_DB</ nane>
</ j ndi Confi g>
<definition type="RDBM">
<configuration>

<url >j dbc: nysql : //1 ocal host: 3306/ st at s_db?aut oReconnect =t r ue&anp; </ url >
<user name>db_user nane</ user nane>
<passwor d>db_passwor d</ passwor d>
<driver C assName>com nysql . j dbc. Dri ver</driver Cl assNane>
<maxAct i ve>50</ maxActi ve>
<maxWi t >60000</ max Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >
</ configuration>
</definition>
</ dat asour ce>

3. Save the database driver JAR inside both <AM HOVE>/ r eposi t ory/ conponent s/ | i b and <BAM_HOVE>
/ reposi tory/ conmponent s/ | i b folders.

Next, prepare BAM to collect and analyze statistics from the APl Manager.
Configure WSO2 BAM

1. Download WSO2 BAM 2.5.0 from location: http://wso2.com/products/business-activity-monitor.
2. Apply an offset of 3 to the default BAM port by editing the <BAM_HOVE>/ r eposi t ory/ conf/ car bon. xm f
ile.

<Of f set >3</ O f set >
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This increments all ports used by the server by 3, which means the BAM server will run on port 9446. Port
offset is used to increment the default port by a given value. It avoids possible port conflicts when multiple
WSO2 products run in same host.
3. Do the following changes in <BAM HOVE>/ r eposi t or y/ conf / dat asour ces/ bam dat asour ces. xnl fil
e:
® Copy/paste WBO2AM _STATS DB definition from the APl Manager's nast er - dat asour ces. xm file.
You edited it in step 2. WBO2AM _STATS DB is used to fetch analytical data from the database.
® Uncomment the hostName element in <BAM _HOVE>/ r eposi t ory/ conf / dat a- bri dge/ dat a- bri
dge- confi g. xm file and give the IP address instead of localhost. You can get the IP from the <API
M _HOVE>/ r eposi t ory/ conf / api - manager . xm file's, <BAMSer ver URL><BAM host | P> eleme
nt.

<t hrift Dat aRecei ver >
<host Nane>| ocal host </ host Nane>
<port>7611</port>
<secur ePort >7711</ secur ePort >
</thriftDataReceiver>

@ If you are using the BAM 2.4.1 or older, replace the port of W6O2BAM_CASSANDRA _DATASOUR
CEin URL (j dbc: cassandra:// 1 ocal host : 9163/ EVENT_KS). Note that localhost is used
here; not the machine IP. Cassandra is bound by default on localhost, unless you change the
dat a- bri dge/ dat a- bri dge- confi g. xm file.

4. Copy the file <API M HOVE>/ st ati sti cs/ APl _Manager Anal yti cs. t box to directory <BAM HOVE>/ r
eposi tory/ depl oynent/ server/ bamt ool box.

If this folder is not in the BAM installation directory by default, create it. The toolbox describes the information
collected, how to analyze the data, as well as the location of the database where the analyzed data is stored.

5. Open <BAM HOVE>/ r eposi t ory/ conf/ et c/ hect or-confi g. xm file and change the port to localhost:9
163. You must add the other nodes too when configuring a clustered setup.

<Nodes>| ocal host : 9163</ Nodes>

@ This step is not needed if you are using WSO2 BAM 2.5.0.
6. Restart BAM server by running <BAM_HOVE>/ bi n/ wso2ser ver . [sh/ bat].

Troubleshoot common issues
Given below is how to do troubleshoot some common issues users come across:

1. Do you get an out of memory issue?

See the performance tuning guide for recommendations to tune the server for optimal performance.

2. Do you get an exception as unable to connect to server Cassandra?

Check if you changed the Cassandra port according to the port offset applied to the default BAM port. See St
ep 3 under configuring BAM section.

3. Do you get a connection refused exception on the BAM console?
This happens when you execute Hive scripts prior to changing the default port. Add the following line at the
beginning of the Hive scripts and rerun: drop tabl e <hive_cassandra_tabl e_nane>; You can find
the Hive scripts deployed with the toolbox file, which is inside <BAM _HOVE>/ r eposi t ory/ depl oynent / se
rver/ bamt ool box folder. For information, see Editing an Analytic Script in WSO2 BAM documentation.

Change the statistics database
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To use a different database than the default H2 for statistical publishing, you must change the properties of the
datasource element, and additionally delete some metadata tables created by previous executions of the Hive script,
if there are any.

To delete the metadata tables,

1. Log in to BAM management console and select Add in Analytics menu.
2. Go to the Script Editor in the window that opens.
3. Execute the following script.

drop TABLE API Request Dat a;

drop TABLE API Request Sunmar yDat a;

drop TABLE API Ver si onUsageSummrar yDat a;

drop TABLE API Resour cePat hUsageSunmar yDat a;
drop TABLE API ResponseDat a;

drop TABLE API ResponseSumrar yDat a;

drop TABLE API Faul t Dat a;

drop TABLE API Faul t Sunmar yDat a;

drop TABLE API Desti nati onDat a;

drop TABLE API Desti nati onDat aSummar yDat a;

4. If there are previous executions of the Hive scripts, manually execute them again by going to Main >
Analytics > List in the management console of BAM. Alternatively, you can wait until the periodical execution
time occurs.

After configuring WSO2 BAM to render and produce statistics of APIs hosted and managed in the APl Manager, you
can view them through various statistical dashboards in the API Publisher, depending on your permission levels. For
information, see VIeWIng API Statistics.

u can configure the APl Manager to track runtime statistics of API invocations through Google Analytics (http://www.
google.com/analytics). Google Analytics is a service that allows you to track visits to a website and generate
detailed statistics on them.

This guide explains how to setup APl Manager in order to feed runtime statistics to Google analytics for
summarization and display.

1. Setup a Google Analytics account if not subscribed already and receive a Tracking ID, which is of the format
"UA-XXXXXXXX-X". A Tracking ID is issued at the time an account is created with Google Analytics.

2. Log in to the API Manager management console (htt ps://1 ocal host: 9443/ car bon) using admin/admin
credentials and go to Main -> Resources -> Browse menu.

Resources

‘=g, Search

3. Navigate to /_system/governance/apimgt/statistics/ga-config.xml file.
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4. Change the <Enabled> element to true, set your tracking ID in <TrackinglD> element and Save.

Content ':f;'

MR Display as text || B upload | EJ Download

(*) Plain Text Editor Rich Text Editor

and obtain a Tracking ID. Refer http://support.google.com/analytiecs/bin/answer.py?hl=en&
answer=1009694 -->

y

Save Content || Cancel ‘

5. API Manager is now integrated with Google Analytics. A user who has subscribed to a published API through
the API Store should see an icon as Real - Ti ne after logging into their Google Analytics account. Click on

this icon and select Overview.
6. Invoke the above API using the embedded WSO2 REST Client (or any third-part rest client such as cURL).

Real-time statistics

7. This is one invocation of the API. Accordingly, Google Analytics graphs and statistics will be displayed at
runtime. This example displays the PageViews per second graph and 1 user as active.
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Report statistics

Google analytics reporting statistics take more than 24 hours from the time of invocation to populate. Shown
below is a sample Dashboard with populated statistics.

s AcaWiget | ShamDushbosrd Emal  Experd it Dashbonrd
Visits and Pageviews by Mobile (Including Tablet) %  Pages | \Visitby Page & Viis o
Mobile (Including Visits Pagevisws = 30.48% lyoutubefeeds/LO.0imost_popular * Visits
Tabilet) 25 Pagewens 1
No 5 &2 W 24.39% ftwitter/L.0.0/search.atom ?g=wso2
/ 20 Pagewiews
g . m 19.51% Hindplaces/1.0.0?q=Colombo o
Visits by Traffic Type -] ‘ 16 Pag
6.09% 0.0/search q
5 Pagewens Nova Nov 15 Waov 22 Kaov 29
100.00% divect = 2.43% Hindplaces/1.0.07q=Galle
vise 1 Pagewsews Awg. Visit Duration -}
= 17.10% Other i
14 Pageviews * Avg. Vist Duration
133320
Visits and Avg. Visit Duration by Country | Territory | | Pageviews by Page =
P P " Ch56.40
Country | Territory Visits Avg. Visit Duration age Ageviews
Sii Lanka 5 03:27:03 Iyoutubeteeds/1.0.0/most_popular & P
Iwitter/1.0.0/search.atom ?g=wso2 & 20 Novd v 1S Nav 22 HNav 29
Hind 1.0.07q=Colombo 16
Goal Completions and Goal Conversion Rate by Source o places’ q Goal Conversion Rate o
fapicon/1.0.0/search_atom Pg=wso2 5
_Snm:l Goal Completions  Goal Conversion Ru.u_ » Goal Conversion Rate
There i no data for this view. Mindpaces/1.0.07q=Gale 2 e
Hindplaces/1 0.07g=Kandy 2
Hindtwitted/1.0.Ofsearch.atom Fg=wso2 2 "
"
1/1.0.0/s2arch. q 2
Iyoutubeteeds1 0.0/most_shared 2
Nova Nav1s kav 22 Nav 29
Hindplaces/1.0.07=Kegalle 1

There are widgets with statistics related to Audience, Traffic, Page Content, Visit Duration etc. You can add
any widget of your preference to dashboard.

Viewing API Statistics

API statistics are provided in both API Publisher and APl Store Web applications. Apart from the number of
subscriptions per API, all other statistical dashboards require that an instance of WSO2 Business Activity Monitor
(version 2.3.0 or above) is installed. For instructions to set up BAM, see Publishing API Runtime Statistics. Once
BAM is set up, follow the instructions below to view statistics through the APl Publisher.

First, trigger some activities via the APl Gateway by invoking a few APIs.
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The graphs you see in the APl Manager statistical dashboards before setting up the BAM are just samples.
They are not based on real runtime statistics of your server.

The sections below explain how to access the statistical dashboards:

® API Publisher statistics
® API Store statistics

API Publisher statistics
Log in to the API Publisher. If you have API creator and publisher privileges, the statistical menus that you see

change as described below:
* |f you have permission as publ i sher, the All Statistics menu will be visible in the left panel of the API

Publisher.

wso2 APl rusLisHER

APis

Browse

Add

® |f you have permission to create APlIs, in addition to the All Statistics menu, you also see the Statistics me
nu in the left panel of the API Publisher. The latter shows stats specific to the APIs created by you.

wi0z AP] rusLisHER

APls
[rramn

L]

® Anyone who can create and/or publish APIs can view API-level usage and subscription statistics by clicking
on a selected API and referring to its Versions and Users tabs.
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wsoz APl rusLIsHER

APls APls

All PhoneVerification-1.0.0

» PhoneVerification - 1.0.0 ¢ Edit

All Statistics

E Overview € Lifecycle i Docs

Several examples of usage and performance statistics are given below:

@ If you want to see destination-based usage tracking, you must first enable it. See APl Usage by
Destination.

®* Number of subscriptions per API (across all versions of an API)

Overall API Subscriptions (Across All Versions)

2013-08-09 2013-08-15
4 »
19% 13% x
api-1 (admin) api-2 (admin) api-4 (admin) api-5 (admin) api-6 (admin)
3 subscription(s) 2 subscription(s) 2 subiscription(s) 2 subscription(s) 2 subscription(s}

y oy y y y
6% 6%

api-10 (admin) api-3 (admin) api-7 (admin) api-8 (admin) api-9 (admin)

1 subscrption(s) 1 subscription(s) 1 subscription(s) 1 subscription(s) 1 subscription(s)

® Number of API calls being made per API (across all versions of an API)
Overall APl Usage (Across All Versions)

APl NAME NUMBER OF APl CALLS
api-T (admin) 23
api-1 (admin) 16
A api-4 (admin) 10
i

api-3 (admin) 8

api-10 (admin) 5

Vi

api-8 (admin) 3

2013-08-09

4

2013-08-15

»
api8 (amin)

4 admin)
api-10 (admin)

api-1 admin}

i 7 fadmin)

-4 tadmin)

i1 (admin)

-2 dming

03 (admin)

apie5 fadmin)

® The subscribers who did the last 10 API invocations and the APIs/versions they invoked
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API Last Access Times (Across All Versions | Last 10 invocations)

APl LAST ACCESSED VERSION SUBSCRIBER ACCESS TIME

api-5 (admin) 100 user2 8/15/2013 9:40:00 AM
api-6 (admin) 100 user2 8/15/2013 9:40:00 AM
api-10 (admin) 100 user2 8/15/2013 9:36:00 AM
api-T (admin) 100 user2 8/15/2013 9:35:00 AM
api-8 (admin) 100 user2 8/15/2013 9:35:00 AM
api-9 (admin) 100 user2 8/15/2013 9:35:00 AM
api-1 (admin) 100 userz 8/15/20139:31:00 AM
api-4 (admin) 100 user2 8/15/2013 9:31.00 AM
apl-3 (admin) 100 userl 8/15/2013 9:26:00 AM
api-2 (admin) 100 userl 8/15/2013 9:25:00 AM

® Usage of an API and from which resource path (per API version)
API Usage from Resource Path

2013-08-08 2013-08-15

api-10 100 fapii0 POST 5

api-2 100 tapi2 POST 2
api-3 100 fapid POST 8
apl-4 100 lapid POST 10
api-5 100 1apis POST 1
apl-6 100 1api6 POST 1
api-7 100 lapi? POST 23
api-8 100 lapig POST 3
apl-9 100 fapig POST 1

® Number of times a user has accessed an API
APl Usage By User

APl VERSION USER NUMBER OF ACCESS

apl-T 100 user2 23
api-1 100 userl 13
api-a 1.0.0 userl B
api-4 100 user2 7
apl-10 100 user2 5
apl-1 100 user2 3
apl-4 1.00 userl 3
apl-8 100 user2 3

® The number of API invocations that failed to reach the endpoint per API per user
In a faulty API invocation, the message is mediated though the f aul t sequence. By default, the API
Manager considers an API invocation to be faulty when the backend service is unavailable.

Faulty Invocations

apl-8 100 user2 3

® API Usage by Destination
An overview of the requests that leave the API Gateway to destination endpoints. It's particularly useful when
the same API can reach different destinations such as load-balanced endpoints. This graph is not enabled by
default. You must do it manually as follows:
1. Enable usage tracking in the <API M_HOVE>/ r eposi t ory/ conf / api - manager . xmi file:
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<API UsageTr acki ng>
<Enabl ed>t r ue</ Enabl ed>
</ APl UsageTr acki ng>

2. When creating the API, enable the graph from the Implement tab of the API Publisher Ul:

0w N O

PhoneVerification : /phoneverify/1.0.0

wso2 AP) pusLisHER

Implementation Method ® Backend Endpeoint Spacify Inline

Endpoints

Endpoint Type:* HTTP Endpoint @
Production Endpaint: hitp~/fws.cdyne.com/phoneverify | Advanced Opticns Test
E.g..: httpu/appeerver/resource
Sandbox Endpoint: Advanced Options ~ Test
E.g..: httpu/appeerverresource

Shaw Less Options

Endpoint Security MNon Secured + 9
Schame:*

WSDL: Test URI @
E.g.:httpe/fappaarver/servicea’acho Twsd
WaADL: Test URI

E.g.:hitpeffexample.comiservice.wadl

Destination-Based Usage Enabled 9
Tracking:

API Store statistics
Log in to the API Store. You can self subscribe to the store. Next, click the Statistics menu.

o & [ %

wso2 AP] sore APls  Prototyped APls My Applications My Subscriptions

Several examples of usage and performance statistics are given below: L
® APl usage per application
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Aplication Name: WSO2Con

AFPIN AME NOOFAPICALLS

Foursquare 4

Google 1
facebook 21
tube 12

® Users who make the most APl invocations, per application
Registered Users For Applications

T 2\

Ingress Ws02Cen Flappy Bird Linkedin
1 User(s) 2 Userfs) 3 User(s) 2 User(s)

Top Users For Applications

Aplication Name: Flappy Bird

USER NUMBER OF API CALLS
asiri 40

admin@carbon. super 21

yani@carbon.super 2

® API usage from resource path, per application




APl Usage from Resource Path

APPLICATION NAME

Ingress

WS02Cen

Flappy Bird

APl NAME

Foursquare

Google

facebook

tube
Foursguare
Google

facebook

tube
Foursgquare
Google

facebook
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APl USAGE FROM RESOURCE PATH PER APPLICATION

fop_rated (GET)
Imost_popular (GET)
ftop_rated (GET)
ftop_rated (GET)
ltop_rated (GET)
Imost_shared (GET)
fmost_popular (GET)
Imost_popular (GET)
Imost_viewed (GET)
ftop_rated (GET)
/most_popular (GET)
Imost_shared (GET)
ftop_rated (GET)

imost viewed (GET)

* Number of faulty APl invocations, per application
In a faulty API invocation, the message is mediated though the f aul t sequence. By default, the API
Manager considers an APl invocation to be faulty when the backend service is unavailable.

Faulty Invocations per Application

APPLICATION NAME

Ingress

Ws02Con

Flappy Bird

APl NAME

Foursquare

Google

Foursquare
Google

Foursquare

Google

FAULTY APl INVOCATION COUNT
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Samples

The WSO2 APl Manager comes with a set of working samples that demonstrate some of its basic features and
capabilities. The following topics provide information on executing these samples and evaluating their results.
Setting up the Samples

Deploying and Testing YouTube API

Generating Billing Data

Invoking APIs using a Web App Deployed in WSO2 AS

Deploying and Testing a Wikipedia API

Setting up the Samples

The APl Manager binary distribution comes with a number of samples to demonstrate APl Manager's basic
functionality. These samples are located in <API M_HOVE>/ sanpl es folder. Inside this directory, there are sub
directories for each sample. Each sub directory contains the relevant configurations, scripts and instructions
required to run the a sample. Each sample contains an API Popul at or script, which drives the APl Manager via a
REST API.

The sections below describe the generic setup instructions and prerequisites to run APl Manager samples:
® Prerequisites
® Setting up samples

Executing these steps only once is enough to try multiple samples in a single API Manager installation.

Prerequisites

Java Development Kit/JRE version 1.6.* or 1.7.*
Apache Ant 1.6.x or later

An HTTP client tool such as cURL ( http://curl.haxx.se )
A JavaScript compatible web browser

An active Internet connection

Setting up samples

1. Download and install the API Manager according to the instructions given in Getting Started.

2. Before installing samples, you must configure libraries. Go to <API M_HOVE>/ bi n directory using a command
prompt (on Windows) or text Linux console (on Linux) and type ant command. This step populates master
data required for the APl Manager to start up. For example, on Windows:



http://curl.haxx.se
https://docs.wso2.com/display/AM140/Getting+Started

C:swso2swsolam—1 8. B\uwso2am—1 .88 hin >ant
Buildfile: C:wso2%wsoZam—1.8.8wsoZ2am—1.8.8%bin~build.xml

setup:
[mkdir]1 Created die:
[copy]l Copuing 76 : B E\PLPUAltUPH\llh
[mkdir] Created dir:z ( ! = etup
[unzipl Expanding:= C: u;al\u*nZam—i B B\ufuzam 1 B H\repafl oryscomponentespluginssory . wsol .ca
so2an—1.8.8xtmphsetup
[unzipl Expanding: Cowwso2swwsoZam—1.8.0%wsolan—1.0.0repositorysconponentsspluginssory.wsol . cal
Zam=1 .8.Bntmphsetup
[unzip]l Expanding: C:swwso2 wsoZam—1.8.0N\wso2an—1.0.08repositoryscomponentsipluginssory.wsol.ca
=1 .8.8xtmpisetup
[delete] Deleting directory C:iwso2'wsoZ2am—1.8.0wwso2am—1.0.0Ntnphsetup
[unzip]l Expanding: C:swso2swsoZam—1.0.0wso2am—1.0.0repositoryscomponentsspluginssh2-databasze
1.68.8~repository~lib
[unzip]l Expanding: Cowwso2vwwsoZam—1.8.0%wsolam—1.0.0repositorysconponentsspluginssory.wsol cal
repositoryslib
[copy] Gopying 1 file to Ciswso2 wwsoZam—1.0.0wsoZam—1.0.08~repository~lib
[move ]l Moving 39 Files to Civwwsolw 2am=1 .B. 8w anmn=1.8.0repositorynlib
[delete] Deleting directory Ciuwso2wusoZam—1.0.0\uso2am—1.8.0repository~1ib“META-INF
[delete]l Deleting dirvectory CiswsoZwuwsoZam—=1_8.0wwsoZam—1.8.0repositoryslibvoryg

BUILD SUCCESSFUL
Total time: 15 seconds

3. Start the APl Manager by executing <API M_HOVE>/ bi n/ wso2ser ver . bat (on Windows) or <API M_HOVE
Running the APl Manager.>/ bi n/ wso2ser ver . sh (on Linux). For more information, see This step also
populates more master data required for the server to start up.

4. Next, shut down the API Manager.

@ It is a must to shut down the server before executing step 5 below.

5. Run the ant command inside <API M_HOVE>/ sanpl es/ Dat a directory. An output similar to following
appears:

adwwsoZam—1 2:nsamplessDataant
1.8.8-Bet 1.8.8-Bet applessDatasbuild.xml

1 EX&GHtln; resource: C so2swso2amn—1.08.8-Betaldswso2an—1.08.8-Beta2ssamples DataslUserPopulator.sql

[sq
[;ql] 18 of 18 S5QL statements executed successfully

Total

It executes the User Popul at or. sqgl , which creates two user accounts as pr ovi der 1 and subscri ber 1.
You can use them to log in to the API Publisher and API Store respectively.

6. Start the APl Manager again and log in to the APl Publisher (htt p://1 ocal host: 9763/ publ i sher) usi
ng username/password as providerl/providerl. Similarly, log in to the API Store (https:/ /1 ocal host: 94
43/ st or e) using username/password as subscriberl/subscriberl.

Next, proceed to executing the samples as described from the next section onwards.
Deploying and Testing YouTube API

Introduction

Prerequisites

Building the Sample
Executing the Sample

Introduction

This sample demonstrates how to subscribe to a published API and consume its functionality using the API Store
Web application. The API used here provides YouTube feeds.

Prerequisites

Samples Setupl. Execute the steps in . When you are done, you will have the APl Manager started and the relevant
scripts run to create user accounts for API Publisher and API Store.
Building the Sample
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1. First, we need to add an API in the API Publisher and publish it to the API Store. To do that, simply run the
APIPopulator.sh  (for  Linux) or  APIPopulator.bat (for Windows) files from folder,
<AM_HOME>/samples/YoutubeFeeds.

2. The script will add an API to the API Publisher in Published state. This API can then be consumed by any user
signed in to the API Store.

Executing the Sample

Subscribing to the API

1. Log in to the API Store (https://localhost:9443/store) with credentials subscriberl/subscriberl.
2. Click the APIs tab at the top of the page and select the YoutubeFeeds API.

3. Next, subscribe to this API. Simply select the default application and throttling tier as Gold.

4. You will be asked to navigate to My Subscriptions tab.

5. Next, you can generate a key to the application. This key allows you to invoke APIs subscribed under a given
application. Click on the Generate option to obtain an Application key. For example,

& [] . 1 [=
Prototyped APls My Applications Forum

Search AP no
Subscriptions

Create access tokens to applications. Because an application is a logical collection of APls, you can use a single access token to invoke multiple
APIls and to subscribe to one API multiple times with different SLA levels.

Applications With Subscriptions
—,] M Show Keys

@ehulb\pplication

Keys - Production v

Consumer Key :

GTKZWkrKMQIof4XveCWHIDS61 Ea [ ) Allowed Domains

ALL
Consumer Secret :
) ) P
hppj_c_701MUK00PamoQUrtfj8la L The domains from which requests are allowed to the APls.
Leave empty or enter "ALL" to allow all domains.
Access Token:
Update Domains @
1cad534e9b04d6b33efecd62baBB2a0 [ i
clURL - alidity Time: | 3500 |Seconds C Re-generate

Keys - Sandbox +

‘ Sandbox kevs are not vet oenerated for this apolication.

Invoking the API

6. Once you have obtained a key, you can invoke the API using a REST client of your choice. In this example, we
use cURL (http://curl.haxx.se).

7. Copy and paste following into a new console window and execute it.

curl -H "Authorization :Bearer 9nEQijLZ0G 0gZ6a3pzl Ckt VUca"
http://1ocal host: 8280/ yout ube/ 1. 0. 0/ nost _popul ar

where, access token = 9nEQni j LZOG 0gZ6a3pZl Ckt VUca. Replace this value with the access token you
generated through the API Store in step 5 above.
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The access token is passed in the Authorization header as a value of "Bearer". The Authorization header of the
message is prefixed by the string "Bearer". This is because, WSO2 API Manager enforces OAuth security on all the
published APIs. Any consumer that talks to the APl Manager should send their credential (application key) as per
the OAuth bearer token profile. If you don't send an application key or send a wrong key, you will receive a 401
Unauthorized response in return.

8. You should be able to see results from YouTube on your console. For example,

<?xm version='"1.0" encodi ng=' UTF- 8" ?>

<feed xm ns="http://ww. w3. org/ 2005/ Atom xml ns: app="http://purl.org/atom app#
xm ns: medi a=' http://search. yahoo. coni nrss/'

xm ns: openSear ch="http://a9. com -/ spec/ opensear chrss/1.0/"'

xm ns: gd=" http://schenmas. googl e. coni g/ 2005’

xm ns:yt="http://gdata.youtube. com schermas/ 2007" >

<i d>http://gdata.youtube. con f eeds/ api / st andar df eeds/ nost _popul ar</i d>

<updat ed>2012-07-26T04: 51: 52. 363- 07: 00</ updat ed>

<cat egory scheme=' http://schemas. googl e. conl g/ 2005#ki nd'

terne http://gdata.youtube. conl schemas/ 2007#vi deo' / >

<title type='text'>Mst Popular</title>

<l ogo>ht t p: / / ww. yout ube. coni i ng/ pi c_yout ubel ogo_123x63. gi f </ | ogo>

<link rel="alternate' type="text/htm"' href="http://ww.youtube.con browse?s=bzb'/>...

9. Access various other feeds in the YouTube API by changing the last segment of the invoked URL. For example,

curl -H "Authorization :Bearer 9nEQi jLZ0G 0gZ6a3pzl Ckt VUca"
http://1ocal host: 8280/ youtube/ 1.0.0/top_rated

curl -H "Authorization :Bearer 9nEQi j LZ0OG 0gZ6a3pZl Ckt VUca"
http://1 ocal host: 8280/ yout ube/ 1. 0. 0/ nost _shar ed

curl -H "Authorization :Bearer 9nEQi jLZ0G 0gzZ6a3pzl Ckt VUca"
http://1 ocal host: 8280/ yout ube/ 1. 0. 0/ nost _vi ewed

Replace 9nEni j LZ0G 0gZ6a3pZl Ckt VUca with the access token you generated through the API Store in step 5
above.

Generating Billing Data

® [ntroduction
® Prerequisites
® Building and running the sample

Introduction

This sample demonstrates how to setup WSO2 Business Activity Monitor (BAM) to collect and summarize runtime
statistics from the WSO2 APl Manager and generate bills for APl consumers on usage.

Prerequisites

Installation Prerequisit®s.Java Development Kit/JRE version 1.6.* or 1.7.*. Also see
®* Download and install WSO2 BAM 2.4.1 or later using the instructions given in BAM Installation Guide: docs.
wso2.org/business-activity-monitor/Getting+Started.

Building and running the sample

Configuring BAM

1. Open <BAM HOVE>/ r eposi t ory/ conf/ carbon. xm file where <BAM_HOME> is the BAM binary
distribution folder that was downloaded as a prerequisite above. Change the carbon.xml file's port offset to 1.
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This is done to avoid any port conflicts of running two WSO2 Carbon instances in the same machine.

<O fset>1</ O f set >

2. Copy the APl _Manager _Anal yti cs. t box in <API M_HOVE>/ sanpl es/ Bi | | i ng folder to <BAM_HOVE>/
reposi tory/ depl oynent / server/ bamt ool box folder. Create the bam t ool box directory, if it doesn't
exist already.

1 If you have APl _Manager _Anal yti cs. t box to the <BAM HOVE>/ st ati sti cs folder before, then
you have to uninstall it first and install the new toolbox through the BAM Admin Console. Else, the
Hive script used to summarize data on a monthly basis will not get executed.

The APl Manager Analytic Toolbox : A toolbox is an installable archive, with a .tbox extension. It contains
necessary artifacts that models a complete usecase, from collecting data, analyzing through defined Hive
scripts to summarizing data through gadgets, Jaggery scripts and other dashboard components.

3. Connect the datasource to the database where the analytical data is stored using the <BAM_HOVE>/ r eposi
tory/ conf/ dat asour ces/ mast er - dat asour ces. xm file as follows. In the example, W6O2AM_STATS _
DB is the datasource used to fetch the analytical data stored in an H2 database. If you want to use a different
database, see Changing the statistics database.

<dat asour ce>
<nanme>WSQ2AM _STATS_ DB</ name>
<descri pti on>The datasource used for getting statistics to API
Manager </ descri pti on>
<j ndi Confi g>
<name>j dbc/ WBO2AM_STATS_DB</ name>
</j ndi Confi g>
<definition type="RDBMS">
<configuration>
<l-- JDBC URL to query the database -->

<url >j dbc: h2: reposi t ory/ dat abase/ APl MGTSTATS_DB; AUTO_SERVER=TRUE</ ur | >
<user name>wso2car bon</ user nane>
<passwor d>wso2car bon</ passwor d>
<driver C assName>or g. h2. Dri ver</driver Cl assNane>
<maxAct i ve>50</ maxActi ve>
<maxWai t >60000</ max Wi t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >

</ confi guration>
</definition>
</ dat asour ce>

4. Because you changed the default BAM port in step 2 above, you must change the Cassandra port given in
JDBC connection url in the following datasource configuration found in bam-datasources.xml file. (In WSO2
BAM 2.4.0, this is done in nmast er - dat asour ces. xnl ). Since the port offset is 1, the Cassandra port must
b e 9 1 6 1

Default Ports of WSO2 ProductsFor a list of default ports used by WSO2 products, see .
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<dat asour ce>
<nanme>WS02BAM _CASSANDRA DATASOURCE</ nane>
<descri pti on>The datasource used for Cassandra data</description>
<definition type="RDBM5">
<configuration>
<url >j dbc: cassandra:/ /| ocal host: 9161/ EVENT_KS</ url >
<user name>adm n</ user nane>
<passwor d>adm n</ passwor d>
</ configuration>
</definition>
</ dat asour ce>

1 If you run the Hive scripts before changing the default Cassandra port according to the BAM port
offset, you keep getting an exception. To overcome this, add the following line at the beginning of the
Hive script and rerun.
drop table <hive cassandra_ tabl e nanme>;

5. Add the Cassandra port in the <Nodes> element of the <BAM HOVE>/ r eposi t ory/ conf/etc/ hector-c
onfig. xnm file.
6. Start WSO2 BAM server by running wso2ser ver . bat (on Windows) and wso2ser ver . sh (on Linux)

Configuring APl Manager

1. To enable API statistics collection, configure the following properties in <API M_HOVE>/ r eposi t ory/ conf/
api - manager . xm file. Ensure that <Dat aSour ceNane> name is the same as JNDI config name in
master-datasources.xml file in BAM.

<!-- Enabl e/ Di sabl e the APl usage tracker. -->
<Enabl ed>t r ue</ Enabl ed>

<!-- JNDI nane of the data source to be used for getting BAM statistics. This data
source shoul d
be defined in the master-datasources.xm file in conf/datasources directory. -->

<Dat aSour ceNane>j dbc/ WBQ2AM _STATS_DB</ Dat aSour ceNane>
<!-- Enabl e/ Di sabl e Usage netering and billing for api usage -->

<Enabl eBi | | i ngAndUsage>t r ue</ Enabl eBi | | i ngAndUsage>

2. Configure the data source definition in <API M_HOME>/ r eposi t or y/ conf / dat asour ces/ nast er - dat as
our ces. xm file.

Note: Replace <BAM_HOME?> in the configuration below with the path to the actual BAM distribution location
and the JNDI names must match the ones defined earlier in API Manager.
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<dat asour ce>
<nane>WSC2AM _STATS_DB</ nane>
<descri ption>The datasource used for getting statistics to API
Manager </ descri pti on>
<j ndi Confi g>
<l-- This jndi name should be sane as the DataSourceNane defined in
api - mnager. xm -->
<name>j dbc/ WEO2AM _STATS_DB</ nane>
</ j ndi Confi g>
<definition type="RDBM5">
<configuration>
<l-- JDBC URL to query the database -->

<ur| >j dbc: h2: <BAM HOVE>/ r eposi t or y/ dat abase/ APl MGTSTATS_DB; AUTO_SERVER=TRUE</ ur | >
<user name>wso2car bon</ user nanme>
<passwor d>wso2car bon</ passwor d>
<driver d assNane>org. h2. Dri ver</driver Cl assNane>
<maxAct i ve>50</ maxActi ve>
<maxWi t >60000</ maxWai t >
<t est OnBor r ow>t r ue</ t est OnBor r ow>
<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt erval >30000</ val i dati onl nt erval >

</ confi guration>
</definition>
</ dat asour ce>

3. Copy <API M_HOVE>/ sanpl es/ Bi I 1 i ng/ bi I ling-conf.xm file into <API M_HOVE>/ r eposi t ory/ con
f folder.

Viewing billing information
Once the above configurations are done, log in to API Store Web application (htt ps: // <Your Host Nane>: 9443/
Monetization in the menu bar at the top of the pagest or e). You will see the menu items required for API .

(D If you are a new user, there will not be any billing information at the beginning.

Invoking APIs using a Web App Deployed in WSO2 AS

Introduction
Prerequisites
Building the sample
Executing the sample

Introduction

This sample demonstrates a pizza ordering scenario with backend services deployed in WSO2 Application Server
(AS) to which we create APIs in WSO2 APl Manager. Then, we invoke those APIs using a Web application
deployed in WSO2 AS.

Prerequisites

® Download and install WSO2 Application Server. For instructions, see Installation.
® As you run the Application Server on the same server as the APl Manager, increment the default port of the
Application Server to avoid port conflicts. To do this, go to <AS_HOVE>/ r eposi t ory/ conf/ car bon. xnl a
nd change <Of f set >2</ O f set >,
Building the sample
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1. Go to <API M_HOVE>/ sanpl es/ Pi zzaShack/ pi zza- shack- api in command shell and run nvn cl ean
i nstall to build the sample.

2. Go to <API M_HOVE>/ sanpl es/ Pi zzaShack/ pi zza- shack-web in command shell and run mvn cl ean
install.

3. See step 7 below if you are rebuilding the sample.

Executing the sample

1. Log in to the API Publisher (https://localhost:9443/publisher) and create the following APIs.
Del i very API

APl Name= pi zzaShack
Cont ext = /pizzashack/ delivery
Ver si on 1.0.0
Pr oducti on Endpoi nt
URL=http://1 ocal host: 9765/ pi zzashack-api - 1. 0. 0/ api / del i very
APl Resources =Keep the default val ues

O der API

APl Name= pi zzashack- or der
Cont ext = /pi zzashack/ or der
Version = 1.0.0
Pr oducti on Endpoi nt
URL=http://1 ocal host: 9765/ pi zzashack- api - 1. 0. 0/ api / or der
APl Resources =Keep the default val ues

Menu API

APl Name= pi zzashack- menu
Cont ext = /pi zzashack/ nenu
Ver si on 1.0.0
Pr oducti on Endpoi nt
URL=http://1 ocal host: 9765/ pi zzashack-api - 1. 0. 0/ api / nenu
APl Resources =Keep the default val ues

2. Navigate to the Lifecycles tab of each APl and promote them to PUBLISHED state. This will push the APIs
to the Gateway and they will be available for subscription in the API Store.

3. Log in to the API Store (https://localhost:9443/store) and click on each API created earlier. Next, subscribe to
each of them using the default application.

4. After subscription, a message appears. Choose Go to My Subscriptions.

5. The Subscriptions page opens. Create a production key by clicking the Generate button associated with it.
You also have the option to increase the default token validity period, which is 1 hour.

6. You get the access token, a consumer key and a consumer secret. Replace the consumer key and secret
pair in <API M_HOVE>/ sanpl es/ Pi zzaShack/ pi zza- shack- web/ sr c/ nai n/ webapp/ V\EB- | NF/ web.
xm with the newly generated ones. For example,

<cont ext - par an>

<par am nanme>consumner Key</ par am nanme>

<par am val ue>szsHscDYLeKUcWALGhPARQ f | usa</ par am val ue>
</ cont ext - par an®
<cont ext - par an>

<par am name>consumner Secr et </ par am nanme>

<par am val ue>wJEf RDE3JeFnGVUWNseNzs XMLsa</ par am val ue>
</ cont ext - par an®
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You now have three APIs subscribed under an application and an access token to the application. Next, we
deploy a Web application in the Application Server and use it to invoke the APIs.
7. Rebuild the sample.

@ If you are rebuilding this sample, execute the following steps:

a. Remove the following module from <API M_HOVE>/ sanpl es/ Pi zzaShack/ pom xmi file: <m
odul e>pr e- processor </ nodul e>.

b. Delete the Pi zzaShack. zi p file from <API M_HOVE>/ sanpl es/ Pi zzaShack.

c. Goto <API M_HOVE>/ sanpl es/ Pi zzaShack in command shell and run mvn cl ean
install.

8. Start WSO2 AS (https://localhost:9445/console) and log into its management console. For instructions, see A
S documentation (If the AS documentation link doesn't load, please clear your browser cache and retry).
9. Deploy the following into the Application Server.

® <API M HOVE>/ sanpl es/ Pi zzaShack/ pi zza- shack-web/ t ar get / pi zzashack. war
® <API M_HOVE>/ sanpl es/ Pi zzaShack/ pi zza- shack- api / t ar get / pi zzashack- api - 1. 0. 0.
war
10. After deploying, access the application using http://| ocal host: 9765/ pi zzashack. It opens the

application in a Web browser.
11. You can use this application to order pizza. Internally, the APIs get invoked when you use the application.

Deploying and Testing a Wikipedia API

® Introduction
® Building the Sample
® Executing the Sample

Introduction

This sample demonstrates how to subscribe to a published API and consume its functionality using the API Store
Web application. We use the Wikipedia API here.

Building the Sample

Samples Setup.Execute the steps in When you are done, you will have the APl Manager started and the relevant
scripts run to create user accounts for API Publisher and API Store.

1 The scripts used for this sample do not work in Windows. Support for Windows will be added in an
upcoming release.

Executing the Sample

1. If you haven't done so already, start the APl Manager and log in to the API Publisher( htt p: / /| ocal host :
9763/ publ i sher) using credentials providerl/providerl.
2. There are no APIs created yet. To create one and publish it to the API Store, run the following:
® On Linux: <API M_HOVE>/ sanpl es/ W ki pedi aAPI / APl Popul at or . sh
® On Windows: <API M_HOVE>/ sanpl es/ W ki pedi aAPI / APl Popul at or . bat
3. Refresh the API Publisher to see the Wikipedia API created.
4. You can now access Wikipedia through this newly-deployed API. Log in to the API Store (htt p://1 ocal ho
st: 9763/ st or e) using credentials subscriberl/subscriberl.
5. Select the Applications tab at the top of the page, and create a new application. Provide any name you like.
6. Select the APIs tab at the top of the page, select the W ki pedi aAPI API and subscribe to it using the
newly-created application.
7. Go to the My Subscriptions tab and select your application. Click the Generate button associated with the
production system to obtain an application access token.
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8. You are now ready to invoke the API. Copy and paste following into a new console and execute it. Be sure to
replace the string '9nEQnIijLZ0Gi0gZ6a3pZICktVUca' with the application access token you obtained earlier.

curl -H "Authorization :Bearer 9nEQijLZOG 0gZ6a3pZl Ckt VUca"
"http://1ocal host: 8280/ wi ki pedi a/ 1. 0. 0?f or mat =j son&act i on=quer y&titl es=Mai nPageé&p
rop=revi si ons& vprop=content"

9. You must see the JSON result from the Wikipedia APl on you console. For example,

{"query": {"pages": {"5982813": {"pagei d":5982813,"ns":0,"title":"Mai nPage","revisio
ns":[{"contentformat":"text/x-wi ki","contentnodel ":"w kitext", "*":"#Redirect
[[Main Page]]\n\n{{Redr|nod|rcc}}"}1}}}}...

See http://www.mediawiki.org/wiki/API:Main_page for more information about the Wikipedia API. You can try
out various API actions and features similar to step 9.
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Published APIs

The following topics discuss the APIs exposed from the API Publisher and API Store Web applications using which
you can create and manage APIs. You can consume APIs directly through their Uls or an external REST client like
cURL or the WSO2 REST client. The Token APIs exposed in APl Manager are also described here.

® Publisher APIs

® Store APIs

® Token API

® WSO2 Admin Services

Publisher APIs

Publisher APIs provide the following REST resources.

[ Login ][ Logout ] [ Add API] [ Update API ][ Get All APIs ][ Get an API ] [ Remove an API ][ Copy an API ][ Che
ck Older Version ] [ Change API Status ] [ Add/Update an API Document ] [ Remove an API Document ] [ Get all
Throttling Tiers ] [ Check if API Exists ] [ Validate Roles ]

1 Note: When you access any API other than the login and logout APIs through an external REST client such
as cURL, first invoke the login API to ensure that user is authenticated. When the login API is invoked, the
system stores the generated session cookie in a file, which we use in the next API invocations.

The responses is a JSON message.

Login

Description  Log in to API Publisher web application.

URI http://localhost:9763/publisher/site/blocks/user/login/ajax/login .jag
URI action=login&username=xxx&password=xxx

Parameters

HTTP POST

Methods

Example curl -X POST -c cookies http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag -d
‘action=login&username=admin&password=admin'

Logout
Description Log out from API Publisher web application.
URI http://localhost:9763/publisher/site/blocks/user/login/ajax/login .jag
URI ?action=logout
Parameters

HTTP Methods  GET

Example curl -b cookies http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag?action=logou
t

Add API

Description  Add a new API.

URI http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
URI Given below are the parameters that you can pass with an Add-API call. Mandatory ones are marked
Parameters


http://localhost:9763/publisher/site/blocks/user/login/ajax/login
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag
http://localhost:9763/publisher/site/blocks/user/login/ajax/login
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag?action=logout
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag?action=logout
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
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Parameter Syntax

name

Action* action=addAPI
Name* name=xxx
Context* context=/xxx
Version* Version=x.x.x

APl visibility  visibility=<public|private|restricted>
The default is public. If you select rest ri ct ed , mention to which roles as follows:
You can read more about API visibility from here .

Thumbnail thumbUrl<URL>

image To add a thumbnail image, create a file object of that thumbnail and pass it with the

Description description=xxx

Tags tags=x,y,z

Resources* resourceCount=0&resourceMethod-0=GET&resourceMethodAuthType-0=Applicatio

Endpoints* This example adds an HTTP production endpoint: endpoi nt _confi g={" pr oduct
s"," actionSelect":"fault"," actionDuration": 60000} },"endpoir

To give advanced endpoint configurations, add the JSON implementation inside "co
You add sandbox endpoints in the same way. The only difference is that instead of |
If you want to add other types of endpoints like the Address and WSDL, follow the e

® For address endpoints:

endpoi nt _config={"production_endpoints":{"url":"http://serv
® For WSDL endpoints:
endpoi nt_config={"production_endpoints":{"url":"http://serv

"wsdl endpoi nt Port": " EchoServi ceSoapPort", "wsdl endpoi nt Ser vi
® For failover endpoints:

endpoi nt _confi g={"production_endpoints":{"url":"http://serv

int.com',"config":null}, {"url":"http://fail over?2.endpoint.
®* For load balanced endpoints:

endpoi nt_config" {"production_endpoints":[{"url":"http://se

}]1, "al goConbo": "org.apache. synapse. endpoi nts. al gorithms. Ro

oundRobi n", "sessi onManagenent": "si npl e i ent Sessi on", "sess

Endpoint endpointType=<secured|nonsecured>
security

scheme The default is non-secured but if you select 'secured’, you must pass the credentials

WSDL and wsdl=xxx&wadl=xxx
WADL



https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIvisibility
https://svn.wso2.org/repos/wso2/carbon/platform/branches/turing/components/apimgt/org.wso2.carbon.apimgt.impl/1.2.2/src/main/java/org/wso2/carbon/apimgt/impl/publishers/WSO2APIPublisher.java
http://service.endpoint.com/
http://service.endpoint.com/?WSDL
http://service.endpoint.com/
http://failover1.endpoint.com/
http://failover1.endpoint.com/
http://failover2.endpoint.com/
http://service.endpoint1.com/
http://service.endpoint2.com/
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Make default  To mark this version of the API as the default version from a group of versions, giv

version
The Default Version option means that you make this version the default in a grot
example, if you mark http://host:port/youtube/2.0 as the default version when the A
If you mark any version of an API as the default, you get two APl URLs in its Overv
both URLs.
If you mark an unpublished API as the default, the previous default, published API w
Tier tiersCollection=<Gold,Silver,Bronze,Unlimited>
Availability*

Transports http_checked=http&https_checked=https

Both are selected by default. If you want to set only the HTTP transport, leave the t

Sequences If you want to engage a custom sequence to the API, give i nSequence=<sequen
registry.

Response responseCache=<enabled|disabled>

caching

It is disabled by default but if you enable it, pass the response cache timeout as foll
See Configuring Caching for more information.
Subscriptions By default, subscription is allowed to the current tenant only.

Add the argument subscri pti ons=al | _t enant s to enable subscriptions to thi
s=<t enant name>. For example, &ubscri ptions=al |l tenants.

See API visibility and subscription for more information.

Business Add a section like this: bi zOwner =<name>&bi zOmner Mai | =<e-nmi | address:>
information

HTTP POST
Methods

Example curl -X POST -b cookies http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag -d "action=¢
phone number&tags=phone,mobile,multimedia&endpointType=nonsecured&wsdl=&wad|=&tiersColle
hodAuthType-0=Application&resourceMethodThrottlingTier-O=Unlimited&uriTemplate-0=/*&default_w
om" -d'endpoint_config={"production_endpoints":{"url":" http://ws.cdyne.com/phoneverify/phoneverify.

Update API

Description = Update an existing API.

URI http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
URI Update API: Parameters are same as in Add API except that action=updateAPI and you can only uj
Parameters

Url, description, tags, endpointType, endpoint_config (can change the endpoint URL etc,) ht
tiersCollection and can also add new resources. See example below.

HTTP POST
Methods


http://hostport/
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIvisibilityandsubscription
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
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Example Update API : curl -X POST -b cookies http://localhost:9763/publisher/site/blocks/item-add/ajax/add.je
ion&provider=admin&version=1.0.0&visibility=public&description=Youtube
Feeds&endpointType=nonsecured&http _checked=http&https_checked=https&&wsdl=&tags=youtube
www.10bigideas.com.au/www/57 3/files/pf-thumbnail-youtube_logo.jpg&context=/youtube&tiersCollec
ethod-0=GET&resourceMethodAuthType-0=Application&resourceMethodThrottlingTier-0=Unlimi
-d'endpoint_config={"production_endpoints":{"url":"http://gdata.youtube.com/feeds/api/standardfeeds"

Get All APIs
Description Lists all the created APIs.
URI http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
URI ?action=getAllAPIs
Parameters

HTTP Methods GET

Example curl -b cookies http://localhost:9763/publisher/site/blocks/listing/ajax/item-list .jag ?action=getAl
IAPIs

Get an API

Description = Get details of a specific API.

URI http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
URI action=getAPl&name=xxx&version=xxx&provider=xxx

Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag -d
"action=getAPl&name=PhoneVerification&version=1.0.0&provider=admin"

Remove an API

Description Remove an API.

URI http://localhost:9763/publisher/site/blocks/item-add/ajax/remove.jag
URI action=removeAPI&name=xxx&version=xxx&provider=xxx
Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/publisher/site/blocks/item-add/ajax/remove.jag -d
"action=removeAPl&name=PhoneVerification&version=1.0.0&provider=admin"

Copy an API

Description = Copy an API to a newer version.

URI http://localhost:9763/publisher/site/blocks/overview/ajax/overvi ew.jag
URI action=createNewAPI&provider=xxx&apiName=xxx&version=xxx&newVersion=xxx
Parameters


http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/itemlist.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag?action=getAllAPIs
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag?action=getAllAPIs
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
http://localhost:9763/publisher/site/blocks/listing/ajax/item-list.jag
http://localhost:9763/publisher/site/blocks/item-add/ajax/remove.jag
http://localhost:9763/publisher/site/blocks/item-add/ajax/remove.jag
http://localhost:9763/publisher/site/blocks/overview/ajax/overview.jag
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HTTP POST
Methods
Example curl -X POST -b cookies http://localhost:9763/publisher/site/blocks.

"action=createNewAPI&provider=admin&apiName=PhoneVerification&version=1.0.0&newVersion=2.
Check Older Version

Description = Does older version of API exist.

URI http://localhost:9763/publisher/site/blocks/life-cycles/ajax/life-cycles .jag
URI ?action=isAPlOlderVersionExist&provider=xxx&name=xxx&version=xxx
Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http:publisher/site/blocks/life-cycles/ajax/life-cycles.jag?action=isAPIOlderV
Verification&version=1.0.0

Change API Status

Description = Change the API's status.

URI http://localhost:9763/publisher/site/blocks/life-cycles/ajax/life-cycles .jag

URI action=updateStatus&name=xxx&version=1.0.0&provider=apiCreateName&status=PUBLISHED&puk
Parameters

HTTP POST

Methods

Example curl -X POST -b cookies 'http://localhost:9763/publisher/s

‘action=updateStatus&name=PhoneVerification&version=1.0.0&provider=admin&status=PUBLISHED

Add/Update an APl Document

Description = Add a new APl document.
URI http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag

URI A d d
Parameters = action=addDocumentation&provider=xxx&apiName=xxx&version=xxx&docName=xxx&docType=xxxé

Note that docVisibility is applicable only if you have enabled it. See API documentation visibility.

U p d at e
action=addDocumentation&mode=Update&provider=xxx&apiName=xxx&version=xxx&docName=xxx

HTTP POST
Methods
Example Add Document: curl -X POST -b cookies

"action=addDocumentation&provider=admin&apiName=PhoneVerification&version=1.0.0&docName=

Update Document: curl -X POST -b cookies http://localhost:9763/publisher/site/blocks/documentatic
eVerification&version=1.0.0&docName=testDoc&docType=how to&sourceType=inline&docUrl=&sum

Remove an APl Document


http://localhost:9763/publisher/site/blocks/overview/ajax/overview.jag
http://localhost:9763/publisher/site/blocks/life-cycles/ajax/life-cycles.jag
http://httppublisher
http://httppublisher
http://localhost:9763/publisher/site/blocks/life-cycles/ajax/life-cycles.jag
http://localhost:9763/publisher/site/blocks/life-cycles/ajax/life-cycles.jag
http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIdocumentationvisibility
http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag
http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag
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Description = Remove an API document.

URI http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag

URI action=removeDocumentation&provider=xxx&apiName=xxx&version=xxx&docName=xxx&docType=;
Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/publisher/site/blocks/documen
‘action=removeDocumentation&provider=admin&apiName=PhoneVerification&version=1.0.0&docNar
To'

Get all Throttling Tiers

Description Get the throttling tiers that can be applied to APIs

URI http://localhost:9763 /publisher/site/blocks/item-add/ajax/add.jag?
URI action=getTiers

Parameters

HTTP Methods GET

Example curl -b cookies http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag? action=getTier
s

Check if APl Exists

Description = Check if an API by a given nhame exists in the API Publisher

URI http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag

URI action=isAPINameExist&apiName=<name of the API>

Parameters

HTTP GET

Methods

Example curl -b cookies "http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=isAPINamel
PhoneVerification"

Validate Roles

Description = Check if the user logged in user is any one in a given list of users

URI http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag

URI action=validateRoles&roles=<list of roles>

Parameters

HTTP GET

Methods

Example curl -b cookies "http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=validateRo

les&roles=admin”

Store APIs


http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag
http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag
http://localhost:9763/publisher/site/blocks/documentation/ajax/docs.jag
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=isAPINameExist&apiName=echoservice
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=isAPINameExist&apiName=echoservice
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=isAPINameExist&apiName=echoservice
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=validateRoles&roles=admin
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=validateRoles&roles=admin
http://localhost:9763/publisher/site/blocks/item-add/ajax/add.jag?action=validateRoles&roles=admin
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Store APIs provide the following REST resources.

[ Login ] [ Logout ] [ User Signup ] [ Get all Paginated Published APIs ] [ Get Published APIs by Application ] [ Add
an Application ] [ Update an Application ] [ Get Applications ] [ Remove an Application ] [ Generate an Application
Key ] [ Add a Subscription ] [ List Subscriptions ] [ Remove a Subscription ] [ Get all Documentation ] [ Add an API
Comment ]

1 Note: When you access any API other than the login and logout APIs through an external REST client such
as cURL, first invoke the login API to ensure that user is authenticated. When the login API is invoked, the
system stores the generated session cookie in a file, which we use in the next API invocations.

The responses is a JSON message.

Login

Description = Log in to API Store.

URI http://localhost:9763/store/site/blocks/user/login/ajax/login.jag
URI action=login&username=xxx&password=xxx

Parameters

HTTP POST

Methods

Example curl -X POST -c cookies http://localhost:9763/store/site/blocks/user/login/ajax/login.jag -d
‘action=login&username=admin&password=admin'

Logout
Description Log out from API Store.
URI http://localhost:9763/store/site/blocks/user/login/ajax/login.jag?action=logout

URI Parameters  ?action=logout
HTTP Methods GET

Example curl -b cookies http://localhost:9763/store/site/blocks/user/login/ajax/login.jag?action=logout

User Sighup

Description = Add a new APl Consumer.

URI http://localhost:9763/store/site/blocks/user/sign-up/ajax/user-add.jag

URI action=addUser&username=xxx&password=xxx&allFieldsValues=firstname|lastname|email
Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/store/site/blocks/user/sign-up/ajax/user-add.jag -d
“action=addUser&username=userl&password=test123&allFieldsValues=firstname|lastname|email”

Get all Paginated Published APIs

Description = Get a list of all published APIs in paginated form so that browsing is easier.

URI http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag


http://localhost:9763/store/site/blocks/user/login/ajax/login.jag
http://localhost:9763/store/site/blocks/user/login/ajax/login.jag
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag?action=logout
http://localhost:9763/publisher/site/blocks/user/login/ajax/login.jag?action=logout
http://localhost:9763/store/site/blocks/user/sign-up/ajax/user-add.jag
http://localhost:9763/store/site/blocks/user/sign-up/ajax/user-add.jag
http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag
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URI action=getAllPaginatedPublishedAPIs, tenant, start, end

Parameters . . :
The st art and end parameters determine the range of APIs you want to retrieve. For example, if

start=1 and end=10, the first 10 APIs that appear in the API Store will be returned. Note that both 0
and 1 represent the first API in the store, so start=0 and start=1 both specify that you want to start
with the first API.

HTTP GET
Methods

Example To get the first 100 APlIs in the API Store:

curl -b cookies "http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag?action=getAllPaginated
PublishedAPIs&tenant=carbon.super&start=1&end=100"

1 Please note that the get Al | Publ i shedAPI s API is now deprecated. You can get the same functionality
from get Al | Pagi nat edPubl i shedAPI s.

Get Published APIs by Application

Description = Get a list of published APIs filtered by the subscribed Application. Login API needs be called prior
to calling this API.

URI http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag

URI action=getSubscriptionByApplication&app=App1l

Parameters

HTTP GET

Methods

Example curl -b cookies 'http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription

-list.jag?action=getSubscriptionByApplication&app=DefaultApplication'

Add an Application

Description = Add a new application.

URI http://localhost:9763/store/site/blocks/application/application-add/ajax/application-add.jag
URI action=addApplication&application=xxx&tier=xxx&description=xxx&callbackUrl
Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/store/site/blocks/application/application-add/ajax/appl
ication-add.jag -d
‘action=addApplication&application=NewAppl&tier=Unlimited&description=&callbackUrl='

Update an Application

Description  Update an existing application.

URI http://localhost:9763/store/site/blocks/application/application-update/ajax/application-update.jag
URI action=updateApplication&applicationOld=xxx&applicationNew=xxx&callbackUrINew=xxx&descriptior
Parameters


http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag
http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag
http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag
http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag
http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag?action=getAllPublishedAPIs
http://localhost:9763/store/site/blocks/application/application-add/ajax/application-add.jag
http://localhost:9763/store/site/blocks/application/application-add/ajax/application-add.jag
http://localhost:9763/store/site/blocks/application/application-add/ajax/application-add.jag
http://localhost:9763/store/site/blocks/application/application-update/ajax/application-update.jag
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HTTP POST
Methods

Example curl -X POST -b cookies http://localhost:9763/store/site/blocks/application/application-update/:
‘action=updateApplication&applicationOld=NewAppl&applicationNew=NewApp2&tier=Unlimited&des

Get Applications

Description  Get list of applications.

URI http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag

URI ?action=getApplications

Parameters

HTTP GET

Methods

Example curl -b cookies http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list

.jag?action=getApplications
Remove an Application

Description = Remove an existing application.

URI http://localhost:9763/store/site/blocks/application/application-remove/ajax/application-remove.jag
URI action=removeApplication&application=xxx

Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/store/site/blocks/application/application-remove/ajax/

application-remove.jag -d "action=removeApplication&application=NewApp2"

Generate an Application Key

Description = Generate the key and secret values for a new application.
URI http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag

URI action=generateApplicationKey&application=<app_name>&keytype=<PRODUCTION|SANDBOX>
Parameters = &callbackUrl=<URL>&authorizedDomains=<The domains from which requests are allowed to the
APIs>&validityTime=<time duration in seconds>

HTTP POST
Methods

Example curl -X POST -b cookies http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/su
bscription-add.jag -d 'action=generateApplicationKey&application=NewAppl&keytype=PROD&callb
ackUrl=&authorizedDomains=ALL&validity Time=360000'

Add a Subscription

Description = Add a new API subscription.

URI http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag


http://localhost:9763/store/site/blocks/application/application-update/ajax/application-update.jag
http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag
http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag
http://localhost:9763/store/site/blocks/application/application-list/ajax/application-list.jag
http://localhost:9763/store/site/blocks/application/application-remove/ajax/application-remove.jag
http://localhost:9763/store/site/blocks/application/application-remove/ajax/application-remove.jag
http://localhost:9763/store/site/blocks/application/application-remove/ajax/application-remove.jag
http://localhost:9763/store/site/blocks/application/application-remove/ajax/application-remove.jag
http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag
http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag
http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag
http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag

WSO2 API| Manager, version 1.8.0, WSO2 Inc.

URI ® To add a subscription by application ID: action=addSubscription&name=xxx&version=xxx&provi
Parameters onld=xxx
® To add a subscription by application name: action=addAPISubscription&name=xxx&version=xx;
pplicationName=xxx

HTTP POST
Methods
Example ® curl -X POST -b cookies http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax

‘action=addSubscription&name=TestAPI&version=1.0.0&provider=admin&tier=Gold&applicationlc
® curl -X POST -b cookies http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/
‘action=addAPISubscription&name=TestAPI&version=1.0.0&provider=admin&tier=Gold&applicatit

List Subscriptions

Description  List all API subscriptions.

URI http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag

URI action=getAllSubscriptions

Parameters

HTTP GET

Methods

Example curl -b cookies http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription

-list.jag?action=getAllSubscriptions

Remove a Subscription

Description = Remove an API subscription.

URI http://localhost:9763/store/site/blocks/subscription/subscription-remove/ajax/subscription-remove.jag
URI action=removeSubscription&name=xxx&version=xxx&provider=xxx&applicationld=xxx

Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://localhost:9763/store/site/blocks/subscription/subscription-remove/ajax/

ubscription-remove.jag -d
‘action=removeSubscription&name=PhoneVerification&version=1.0.0&provider=admin&applicationld-

Get all Documentation

Description = Get all documents create for a given API

URI http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag

URI action=getAlIDocumentationOfApi&name=<API Name>&version=x.x.x&provider=<Name of the API p|
Parameters

HTTP GET

Methods

Example curl -b cookies "http://localhost:9763/store/site/blocks/api/listing/ajax/list.jag?action=getAllIDocumenta

ation&version=1.0.0&provider=admin"

Add an APl Comment


http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag
http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag
http://localhost:9763/store/site/blocks/subscription/subscription-add/ajax/subscription-add.jag
http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag
http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag
http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag
http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag
http://localhost:9763/store/site/blocks/subscription/subscription-remove/ajax/subscription-remove.jag
http://localhost:9763/store/site/blocks/subscription/subscription-remove/ajax/subscription-remove.jag
http://localhost:9763/store/site/blocks/subscription/subscription-remove/ajax/subscription-remove.jag
http://localhost:9763/store/site/blocks/subscription/subscription-remove/ajax/subscription-remove.jag
http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag
http://localhost:9763/store/site/blocks/subscription/subscription-list/ajax/subscription-list.jag
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Description = Add a comment for an API.

URI http://localhost:9763/store/site/blocks/comment/comment-add/ajax/comment-add.jag

URI action=addComment&name=xxx&version=xxx&provider=xxx&comment=xxx

Parameters

HTTP POST

Methods

Example curl -X POST -b cookies http://ore/site/blocks/comment/comment-add/ajax/comment-add.jag -d
‘action=addComment&name=PhoneVerification&version=1.0.0&provider=admin&comment=test
comment'

Token API

Users need access tokens to invoke APIs subscribed under an application. Access tokens are passed in the HTTP
header when invoking APIs. The APl Manager provides a Token API that you can use to generate and renew user
and application access tokens. The response of the Token APl is a JSON message. You extract the token from the
JSON and pass it with an HTTP Authorization header to access the API.

Let's take a look at how to generate/renew access tokens and authorize them. WSO2 APl Manager supports the
four most common authorization grant types and you can also define additional types such as SAML.

Generating access tokens with user credentials (password grant type)

Generating access tokens with authorization code (authorization code grant type)

Exchanging SAML2 bearer tokens with OAuth2 (SAML extension grant type)

Renewing access tokens

Revoking access tokens

Configuring the token expiration time

Generating access tokens with user credentials (password grant type)

You can obtain an access token by providing the resource owner's username and password as an authorization
grant. It requires the base64 encoded string of the consun®er - key: consurmer - secr et combination. You need to
meet the following prerequisites before using the Token API to generate a token.

Prerequisites

® Avalid user account in the API Store. You can self sign up if it is enabled by an admin.

A valid consumer key and consumer secret pair. Initially, these keys must be generated through the
management console by clicking the Generate link on My Subscriptions page. You can find more details in |
nvoke an API using the Integrated REST Client.

® Arunning API Gateway instance (typically an API Manager instance should be running). For instructions on
API Gateway, see Components.

If you have multiple Carbon servers (such as APl Manager and WSO2 Application Server) running on the
same computer, you must change the port offset to avoid port conflicts. Setting the port offset causes API
Manager to run on a different port from the default.

If the Key Manager is running on a different server from the API Gateway instance, change the host and port
of the endpoints of the default APIs that are in <API M_HOVE>/ r eposi t ory/ depl oynent / server/ synap
se-confi gs/ def aul t/ api tothe correct address of the Key Manager.

Invoking the Token API to generate tokens

1. Combine the consumer key and consumer secret keys in the format consumer-key:consumer-secret and
encode the combined string using base64. Encoding to base64 can be done using the URL.: http://base64enc
ode.org.

Here's an example consumer key and secret combination : w62Dj | yDBng87d Bwpl f gvnmAbAa: ksdSdoe
f DDP7wpakEl f qvnj Due.
2. Access the Token API by using a REST client such as the WSO2 REST Client or Curl, with the following


http://localhost:9763/store/site/blocks/comment/comment-add/ajax/comment-add.jag
http://ore/site/blocks/comment/comment-add/ajax/comment-add.jag
http://tools.ietf.org/html/rfc6749#section-1.3
https://docs.wso2.com/display/AM180/Customizing+the+API+Store#CustomizingtheAPIStore-Enablingselfsign-up
https://docs.wso2.com/display/AM180/Key+Concepts#KeyConcepts-APIManagercomponents
http://base64encode.org
http://base64encode.org
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parameters.

* Assuming that both the client and the APl Gateway are run on the same server, the token API url is htt
ps://localhost:8243/token

® payload - " grant _t ype=passwor d&user nane=<user nane>&passwor d=<passwor d>&scope=<
scope>". Replace the <user nanme> and <passwor d> values as appropriate. <scope> is optional,
you can leave it off if necessary

® headers - Aut hori zati on: Basic <base64 encoded string> Content-Type:
appl i cati on/ x-ww« f or m ur | encoded. Replace the <base64 encoded string>as
appropriate.

For example, use the following cURL command to access the Token API. It generates two tokens as an
access token and a refresh token. You can use the refresh token at the time a token is renewed .

curl -k -d "grant_type=password&user nanme=<user nane>&passwor d=<passwor d>" -H
"Aut hori zation: Basic

SVpzSWk2SERi Q VI OFZLZFpBbl VpX2ZaM2YAYTpHO TBI Sj ZvV1Y4ZkMLT1FMIGxDNnpzbEFDVz hh,
Cont ent - Type: application/ x-ww-formurl encoded" https://Iocal host: 8243/t oken

CuRL command with Scopes

curl -k -d

"grant _type=passwor d&user hane=<user nanme>&passwor d=<passwor d>&scope=<scopel>
<scope2>" -H "Authorization: Basic

SVpzSWK2SERI @ VI OFZLZFpBbl VpX2ZaM2Y4AYTpHOTBI Sj ZvV1Y4ZKkMLT1FMIGxDNnpz bEFDVZz hh,
Cont ent - Type: application/ x-wwwformurl encoded" https://1ocal host: 8243/t oken

@ Tip: If you define a scope for an API's resource, the API can only be accessed through a token that
is issued for the scope of the said resource. For example, if you define a scope named 'update' and
issue one token for the scopes 'read' and 'update’, the token is allowed to access the resource.
However, if you issue the token for the scope named 'read’, the request to the API will be blocked.

(1) The Token API endpoint is specified in <API M_HOVE>/ r eposi t ory/ depl oynment / server/ syna
pse- configs/ defaul t/api/_TokenAPl _. xm file. When running the server on a different port
from the default (i.e., 9443), or if your Key Manager is running on a different machine from your API
Gateway, you must update the endpoint inside the _TokenAPI _. xmi file as described in the prerequ
isites.

User access tokens have a fixed expiration time, which is set to 60 minutes by default. Before deploying
the APl manager to users, extend the default expiration time by editing the <AccessTokenDef aul t Val
i di tyPeri od>tagin <PRODUCT_HOVE>/r eposi tory/conf/identity.xm .

When a user access token expires, the user can try regenerating the token as explained in the Renew
user tokens section.

Instead of using the Token API, you can generate access tokens from the API Store Ul. See Invoke an API using
the Integrated REST Client for information.

Generating access tokens with authorization code (authorization code grant type)


https://localhost:8243/login
https://localhost:8243/login
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Instead of requesting authorization directly from the resource owner (resource owner's credentials), in this grant
type, the client directs the resource owner to an authorization server. The authorization server works as
an intermediary between the client and resource owner to issues an authorization code, authenticate the resource
owner and obtain authorization. As this is a redirection-based flow, the client must be capable of interacting with the
resource owner's user-agent (typically a Web browser) and receiving incoming requests (via redirection) from the
authorization server.

The client initiates the flow by directing the resource owner's user-agent to the authorization endpoint (you can use
the / aut hori ze endpoint for the authorization code grant type of OAuth 2.0). It includes the client identifier,
response_type, requested scope, and a redirection URI to which the authorization server sends the user-agent back
after granting access. The authorization server authenticates the resource owner (via the user-agent) and
establishes whether the resource owner granted or denied the client's access request. Assuming the resource
owner grants access, the authorization server then redirects the user-agent back to the client using the redirection
URI provided earlier. The redirection URI includes an authorization code.

The client then requests an access token from the authorization server's /t oken endpoint by including the
authorization code received in the previous step. When making the request, the client authenticates with the
authorization server. It then includes the redirection URI used to obtain the authorization code for verification. The
authorization server authenticates the client, validates the authorization code, and ensures that the redirection URI
matches the URI used to redirect the client from the /authorize endpoint in the previous response. If valid, the
authorization server responds back with an access token and, optionally, a refresh token.

Invoking the Token API to generate tokens

Assuming that both the client and the APl Gateway are run on the same server, the Authorization APl URL is ht t ps
: /11 ocal host: 8243/ aut hori ze.

® query component: r esponse_t ype=code&cl i ent _i d=<consuner _key>&scope=PRODUCTI ON&r ed
i rect _uri=<application_callback_url>
® headers: Cont ent - Type: application/ x-ww form url encoded

For example, the client directs the user-agent to make the following HTTP request using TLS.

GET

[ aut hori ze?response_t ype=codeé&cl i ent _i d=wU62Dj | yDBnq87d Bwpl f qvmAbAa&scope=PRODUCTI ON&
redirect _uri=htt ps%BAYRFI2Fcl i ent Y%2Eexanpl e¥2Econ?2Fcb

HTTP/ 1.1

Host: server.exanpl e.com

Cont ent - Type:

appl i cation/ x-ww formurl encoded

The authorization server redirects the user-agent by sending the following HTTP response:

HTTP/ 1.1 302 Found
Locati on:
https://client.exanple.conl cb?code=Spl xI OBeZQQYbYS6WkShI A

Now the client makes the following HTTP request using TLS to the /token endpoint.



https://localhost:8243/authorize
https://localhost:8243/authorize
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POST /token HTTP/ 1.1

Host: server.exanpl e.com

Aut hori zation: Basic

SVpzSWK2SERI Q VI OFZLZFpBbl VpX2ZaM2YAYTpHoTBI Sj ZvV1Y4ZKMLT1FMIGxDNnpzbEFDVz hh

Cont ent - Type:

appl i cati on/ x- ww f or m ur | encoded

grant _type=aut hori zati on_code&code=Spl x| OBeZQQYbYS6WkSbl A&r edi rect _uri =ht t ps¥8AYRFRFc
i ent %2Eexanpl e%2Econ?2Fcb

The /token endpoint responds in the same way like in password grant type.

Note that if you are using a separate server for authentication (e.g., a distributed APl Manager setup or an instance
of WSO2 Identity Server as the authentication server), be sure to give the full URL of the authentication server in <A
PI M HOME>/ r eposi tory/ conf/security/application-authenticators.xm file. The  default
configuration has a relative path, which works in a standalone API Manager setup:

<Aut henti cat or s>
<Aut henti cat or name="Basi cAut henticator" di sabl ed="fal se" factor="1">
<Status val ue="10" | ogi nPage="/aut henti cati onendpoi nt/1| ogi n. do" />
</ Aut henti cat or >
</ Aut henti cat or s>

Exchanging SAML2 bearer tokens with OAuth2 (SAML extension grant type)

SAML 2.0 is an XML-based protocol. It uses security tokens containing assertions to pass information about an
end-user between a SAML authority and a SAML consumer. A SAML authority is an identity provider (IDP) and a
SAML consumer is a service provider (SP).

Enterprise applications use SAML2 to engage a third-party identity provider to grant access to systems that are only
authenticated against the enterprise application. These enterprise applications might need to consume
OAuth-protected resources through APIs, after validating them against an OAuth2.0 authentication server. However,
an enterprise application that already has a working SAML2.0 based SSO infrastructure between itself and the IDP
prefers to use the existing trust relationship, even if the OAuth authorization server is entirely different from the IDP.
The SAML2 Bearer Assertion Profile for OAuth2.0 leverages this existing trust relationship. It presents the SAML2.0
token to the authorization server and exchanges it to an OAuth2.0 access token.

WSO2 API Manager provides SAML2 Bearer Assertion Profile Support with the OAuth 2.0 feature. WSO2 Identity
Server (version 4.5.0 onwards) or any other SAML2 Identity provider can act as an identity service provider for the
systems enabled with SSO. WSO2 APl Manager acts as the OAuth authorization server. This way, an enterprise
application can exchange the SAML2.0 bearer token that it retrieves when authenticating against an IDP (e.g.,
WSO2 Identity Server) with an OAuth2.0 access token from an OAuth authorization server (e.g., WSO2 API
Manager). It can then use the OAuth2 token in API invocations.

The diagram below depicts this scenario:



http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Software_token
http://en.wikipedia.org/wiki/Security_Assertion_Markup_Language
http://en.wikipedia.org/wiki/Identity_provider
http://en.wikipedia.org/wiki/Service_provider
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The scenarios of the above diagram are explained below:

Scenario [1]: User initiates login call to an enterprise application .

Scenario [2]:

® As the application is a SAML SP, it redirects the user to the SAML2.0 IDP to log in.
® The user provides credentials at the IDP and is redirected back to the SP with a SAML2.0 token signed by

the IDP.

® The SP verifies the token and logs the user to the application.
® The SAML 2.0 token is stored in the user's session by the SP.

Scenario [3]:

® The enterprise application (SP) wants to access an OAuth2 protected API resource through WSO2 API

Manager.

® The application makes a request to the APl Manager to exchange the SAML2 bearer token for an OAuth2.0

access token.

®* The API Manager validates the assertion and returns the access token.

Scenario [4]: User does API invocations through the API Manager by setting it as an Authorization header with the
returned OAuth2 access token.

Before you configure the token exchange, do the following:

® Register to a valid user account in the API| Store.

® Get a valid consumer key and consumer secret. Initially, these keys must be generated through the
management console by clicking the Generate link on My Subscriptions page. For more information, see In
voke an API using the Integrated REST Client.

® Set up a running API Gateway instance.

® |f you have multiple WSO2 servers (such as WSO2 APl Manager and WSO2 Application Server) running on
the same machine, change the port offset and update the token API's endpoint accordingly. Additionally, if the
key manager is on a different server from the AP| Gateway, update the token API endpoint to use the correct
host and port. For more information, see this prerequisite in the previous section.

Configuring the token exchange

We use WSO2 Identity Server 5.0.0 as the IDP to get a SAML token and the API Manager as the OAuth server.
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1. Log into the API Manager's management console (https://localhost:9443/carbon) using admin/admin
credentials and select Add under Identity Providers menu in the Main menu.

L% |dentity Providers

52 List

2. Provide the following values to configure the IDP:

¢ Under Basic Information
® |dentity Provider Name: Enter a unigue name for IDP
® |dentity Provider Public Certificate: Export the public certificate of WSO2 IS and import it

h e r e .
Alternatively, you can create a self-signed certificate and then export it as a .cer file using the

following commands:

keyt ool -genkey -alias wookie -keyalg RSA -keystore wooki eKeystore.jks

-keysi ze 4096
keytool -v -export -file keystorel.cer -keystore keystorel.jks -alias

keystorel

® Alias: Give the name of the alias if the Identity Provider identifies this token endpoint by an
alias. E.qg., https://localhost:9443/oauth2/token
® Under Federated Authenticators -> SAML2 Web SSO Configuration

® Enable SAML2 Web SSO: true
® |dentity Provider Entity Id: The SAML2 issuer name specified when generating the assertion

token, which contains the unique identifier of the IDP. You give this name when configuring
the SP.

® Service Provider Entity Id: Issuer name given when configuring the SP

® SSO URL: Enter the IDP's SAML2 Web SSO URL value. E.qg., https://localhost:9444/samlisso/ if

you have offset the default port, which is 9443.



https://localhost:9443/carbon
https://localhost:9443/oauth2/token
https://localhost:9444/samlsso/
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@Helj
Add Identity Provider
Basic Information J
Identity Provider Name:* | s
@ Enter a unique name for this identity provider
Display Name:
@ Specify the identity provider's display name
Description:
@ A meaningful description about the identity provider
Federation Hub Identity Provider: ) @ Check if this points to a federation hub identity provider
Home Realm Identifier:
@ Enter the home realm identifier for this identity provider
Identity Provider Public Certificate: Browse... | No file selected.
@ Upload identity provider's public certificate in PEM format
il Delete Identity Provider Public Certificate
Issuer DN Subject DN Not After Not Before Serial Number = Version
CN=localhost, 0=W502, L=Mountain View, ST=CA, C=US CN=localhost, 0=W502, L=Mountain View, ST=CA, C=US 13/02/2035 19/02/2010 | 1266562946 3
Alias: | https://localhost:9443 foauth 2/toke |
@ If the resident identity provider is known by an alias at the federated identity provider specify it
v Claim Configuration
(~! Role Configuration
A Federated Authenticators
~) OpenlID Configuration J
~ SAML2 Web SSO Configuration 4
Enable SAML2 Web 550 & @ specifies if SAML2 Web SSO is enabled for this identity provider
Default @ specifies if SAML2 Web SSO is the default

Identity Provider Entity Id=* Testsp

@ Enteridentity provider's entity identifier value

Service Provider Entity Id=* Testsp

@ Enter the service provider's entity identifier value

550 URL= https://localhost:9444/samlsso/ ‘
@ Enter identity provider's SAML2 Web 550 URL value

Enable Authentication Request Signing ) & specifies if the SAMLZ authentication request to the identity provider must be signed or not

Enable Assertion Encryption @ Specify if SAMLAssertion element is encrypted

Enable Assertion Signing D @ Specify if SAMLAssertion element is signed

Enable Logout ) @ specifies if logoutsingle Logout is enabled for this identity provider
Legout Url:

@ Enter identity provider's logout URL value if it is different from the S50 Ur
Enable Logout Request Signing @ specifies if SAML2 logout request to the identity provider must be signed or not
Enable Authentication Response Signing 0) @ specifies if SAML2 authentication response from the identity provider must be signed or not

SAML2 Web 550 User ID Location: @ user ID found in 'Name Identifier ) User ID found among claims
@ Specifies the location to find the user identifier in the SAML2 assertion

Additional Query Parameters:

@ Additional query parameters. e.g: paramNamel =valuel

(v) OAuth2/OpenID Connect Configuration

=

(v WSs-Federation (Passive) Configuration

~) Facebook Configuration

(~) Justin-Time Provisioning

Py
)

Outbound Provisioning Connectors

Update || Cancel

3. Log in to the management console of the Identity Server and select Add under Service Providers menu in
t he M ain menu .

A1 service Providers

= List

L]
L]
Fl

4. Choose to edit the service provider that you just registered and select SAML2 Web SSO Configuration.
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Service Providers

Basic Informatian

i i 3
Service Provider Name: TestSP

@ A unigue name for the service provider

Description:

@ A meaningful description about the service provider

Claim Configuration

Role/Permission Configuration

() Inbound Authentication Configuration

v SAMLZ Web S50 Canﬁguratinn]

) OAuth/OpenlD Connect Configuration

P
[E¥al

WS-Trust Security Token Service Configuration

) WS-Federation (Passive) Configuration

N

(v OpenlD Configuration

5. Provide the following values to configure the SP:
® |ssuer: Give any nhame
® Assertion Consumer URL: The URL to which the IDP sends the SAML response. E.g., https://localho
st:9443/storel/jagg/jaggery_acs.jag
Enable Response Signing: true
Enable Assertion Signing: true
Enable Audience Restriction: true
Audience: URL of the token API. E.g., https://localhost:9443/oauth2/token



https://localhost:9443/store/jagg/jaggery_acs.jag
https://localhost:9443/store/jagg/jaggery_acs.jag
https://localhost:9443/oauth2/token
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Register New Service Provider

Edit Service Providen TestSP)

Issuer* TestSP
Assertion Consumer URL * https://localhost:9443 fstore/fjagg/jagar
NamelD format urn:oasis:names:tc:SAML:1.1:nameid-fi

Use fully qualified username in the NamelD
¥ Enable Response Signing

& Enable Assertion Signing

Enable Signature Validation in Authentication Requests and Logout Requests
Enable Assertion Encryption

Certificate Alias wso 2carbon.cert

Enable Single Logout
Custom Logout URL

& Enable Attribute Profile

Include Attributes in the Response Always

& Enable Audience Restriction

Audience [https:f,r"locaIhosl::9443foaulhzftoken ] Add Audience

Enable Recipient Validation

Recipient Add Recipient

Enable IdP Initiated S50

pe

Let's see how to get a signed SAML2 token (encoded assertion value) when authenticating against a SAML2
IDP. With the authentication request, you pass attributes such as the SAML2 issuer name, token endpoint
and the restricted audience. In this guide, we use a command-line client program to create the SAML2
assertion.

6. Get the SAML token using the client JAR. An example command is given below. TestSP is the name of the
issuer.

java -jar SAM.2AssertionCreator.jar TestSP admin
https://1 ocal host: 9443/ oaut h2/ t oken

https://1 ocal host: 9443/ oaut h2/ t oken/ hone/ di nusha/ not hi ng/ WsO2/ API - Manager / sanl - oa

ut h/ wso2i s-5. 0.0/ rhbepository/resources/security/wso2carbon. ks wso2carbon
wso2car bon wso2car bon

7. Get the OAuth Access token. An example command is given below.
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curl -k -d

"grant _type=urn:ietf:parans: oauth: grant-type: sanl 2- bearer &sserti on=<ASSERTI ON_PR
OVI DED_BY_CLI ENT>&scope=PRODUCTI ON' -H "Aut hori zati on: Basic <Base63 encoded
consuner key: consumer secret>, Content-Type:

application/ x-wwformurl encoded"https://1ocal host: 9443/ oaut h2/t oken

Invoking Token API to generate tokens

Follow the steps below to invoke the token API to generate access tokens from SAML2 assertions.

1. Combine the consumer key and consumer secret keys as consuner - key: consuner - secr et . Encode the
combined string using base64 ( http://base64encode.org). Here's an example consumer key and secret
combination: w62Dj | yDBnq87d Bwpl f qvmAbAa: ksdSdoef DDP7wpakEl f qvnj Due.

2. Access the token API using a REST client such as the WSO2 REST Client or Curl. The parameters are
explained below:

® Assuming that both the client and the APl Gateway run on the same server, the Token APl URL is http
s:/llocalhost:8243/token.

®* Create a SAML2 Assertion.
You can use the command line client program from here. Extract the ZIP file, change directory into the
extracted folder and execute the following command in the command line. You will get
SAML2 Assertion XML String and base64-URL Encoded Assertion XML String. Use base64-URL
Encoded Assertion XML String as SAML2_Encoded Assertion_Token.

java -jar SAML.2AssertionCreator.jar <ldentity Provider_Entity_|d> admn
https://1 ocal host: 9443/ oaut h2/t oken https://| ocal host: 9443/ oaut h2/ t oken
<l dentity_Provider_JKS file> <ldentity_Provider_JKS password>
<ldentity_Provider_certificate_alias>

The arguments are as follows:
® The saml:Issuer (a unique identifier of the identity provider) value
® The saml:Subject -> saml:Nameld value
® The value of saml:Subject -> saml:SubjectConfirmation ->
saml:SubjectConfirmationData.Recipient
® The fourth argument can take multiple values separated by commas. They are added to the
saml:AudienceRestriction element of the token. Each value is added as a saml:Audience
element within saml:AudienceRestriction.
Pointer to the Java Key Store (JKS) file to be used for credentials
The JKS password
The alias of the public certificate
® The password of the private key that is used for signing
® payload - "grant _type=urn:ietf:parans: oaut h: grant-type: sanl 2- bear er &asserti on=
<SAML2_ Encoded_Assertion_Token> &scope=PRODUCTI ON'. Replace the <SAM_2_Encoded_
Asserti on_Token> value as appropriate.
® headers - Aut hori zati on : Basi c <base64 encoded consumer-key: consumer - secr et >,
Cont ent - Type: application/ x-wwform url encoded. Replace the <base64 encoded co
nsuner - key: consuner - secr et > as appropriate.

For example, the following Curl command is used to access the Token API. It generates an access token and
a refresh token. You can use the refresh token at the time a token is renewed.


http://base64encode.org/
http://wU62DjlyDBnq87GlBwplfqvmAbAaksdSdoefDDP7wpaElfqvmjDue
https://localhost:8243/login
https://localhost:8243/login
https://svn.wso2.org/repos/wso2/people/johann/SAML2-OAuth/wso2is-4.1.1-alpha13-2-patched/wso2is-4.1.1.zip
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curl -k -d

"grant _type=urn:ietf:parans: oauth: grant-type: sanl 2- bearer &sserti on=<SAM.2_Encode
d_Assertion_Token>&scope=PRODUCTI ON' -H "Aut horization: Basic

SVpzSWK2SERI @ VI OFZLZFpBbl VpX2ZaM2Y4AYTpHOTBI Sj ZvV1Y4ZKkMLT1FMIGxDNnpz bEFDVZz hh,

Cont ent - Type: application/ x-wwformurl encoded" https://1ocal host: 8243/t oken

(D The Token API endpoint is specified in <API M_HOVE>/ r eposi t ory/ depl oynment / server/ syna
pse-configs/defaul t/api/_TokenAPl . xm file. When running the server on a different port
from the default (i.e., 9443), or if your Key Manager is running on a different server from your API
Gateway, you must update the endpoint inside the _TokenAPI _. xm file as described here.

Renewing access tokens

After an access token is generated, sometimes you might have to renew the old token due to expiration or security
concerns. You can renew an access token using a refresh token, by issuing a REST call to the Token API with the
following parameters.

® Assuming that both the client and the API Gateway are run on the same server, the Token APl URL is https://
localhost:8243/token.

® payload - "grant type=refresh_token&r efresh_t oken=<ret oken>&scope=PRODUCTI ON'.
Replace the <r et oken> value with the refresh token generated in the previous section .

® headers - Aut hori zati on : Basi c <base64 encoded string>, Content-Type:
appl i cation/ x-ww«+formurl encoded. Replace <base64 encoded st ri ng> as appropriate.

For example, the following cURL command can be used to access the Token API.
curl -k -d "grant_type=refresh_token&r efresh_token=<ret oken>&scope=PRODUCTI ON' -H
"Aut hori zation: Basic

SVpzSWK2SERI Q VI OFZLZFpBbl VpX2ZaMYAYTpHLTBI Sj ZvV1Y4ZKMLT1FMIGxDNnpzbEFDVzhh,
Cont ent - Type: application/ x-wwformurl encoded" https://1ocal host: 8243/t oken

The above REST message grants you a renewed access token along with a refresh token, which you can use the
next time you renew the access token. A refresh token can be used only once. At the moment, a refresh token never
expires, but we will provide a way to configure an expiration time in a future release.

Revoking access tokens

After issuing an access token, a user or an admin can revoke it in case of theft or a security violation. You can do
this by calling Revoke API using a utility like cURL. The Revoke API's endpoint URL is http://localhost:8280/revoke.

Parameters required to invoke this API are as follows:

® The token to be revoked
® Consumer key and consumer secret key. Must be encoded using Base64 algorithm

For example, curl -k -d "token=<ACCESS TOKEN TO BE REVOKED>" -H "Authorization: Basic
Base64Encoded( Consumner key: consunmer secret)" http://1ocal host: 8280/ revoke.

@ When the API Gateway cache is enabled (it is enabled by default), even after revoking a token, it might still be available in the cache to
consumers until the cache expires in approximately 15 minutes. You can clear the cache manually by restarting the server.

Configuring the token expiration time

Configuring the token expiration time


https://localhost:8243/login
https://localhost:8243/login
http://localhost:8280/revoke
http://keyconsumer
http://localhost:8280/revoke

User access tokens have a fixed expiration time, which is set to 60 minutes by default. Before deploying the API
Manager to users, extend the default expiration time by editing the <AccessTokenDef aul t Val i di t yPeri od> el
ement in <PRODUCT_HOVE>/ r eposi tory/ conf/identity. xm .

Also take the time stamp skew into account when configuring the expiration time. The time stamp skew is used to
manage small time gaps in the system clocks of different servers. For example, let's say you have two Key
Managers and you generate a token from the first one and authenticate with the other. If the second server's clock
runs 300 seconds ahead, you can configure a 300s time stamp skew in the first server. When the first Key Manager
generates a token (e.g., with the default life span, which is 3600 seconds), the time stamp skew is deducted from
the token's life span. The new life span is 3300 seconds and the first server calls the second server after 3200
seconds.

You configure the time stamp skew using the <Ti nest anpSkew> element in <PRODUCT_HOVE>/ r eposi t ory/ co
nf/identity.xm .

Ideally, the time stamp skew should not be larger than the token's life span. Also, note that when the APl Gateway
cache is enabled (it is enabled by default), even after a token expires, it will still be available in the cache for
consumers until the cache expires in approximately 15 minutes.

WSO2 Admin Services

WSO2 products are managed internally using SOAP Web services known as admin services. WSO2 products
come with a management console Ul, which communicates with these admin services to facilitate administration
capabilities through the UI.

A service in WSO2 products is defined by the following components:

® Service component: provides the actual service
® Ul component: provides the Web user interface to the service
® Service stub: provides the interface to invoke the service generated from the service WSDL

There can be instances where you want to call back-end Web services directly. For example, in test automation, to
minimize the overhead of having to change automation scripts whenever a Ul change happens, developers prefer to
call the underlying services in scripts. The topics below explain how to discover and invoke these services from your
applications.

Discovering the admin services
By default, the WSDLs of admin services are hidden from consumers. Given below is how to discover them.

1. Setthe <Hi deAdmi nSer vi ceWSDLs> element to false in the <PRODUCT _HOME>/ r eposi t ory/ conf/ car
bon. xn file.
Restart the server.
3. Start the WSO2 product with the - Dosgi Consol e option, such as sh
<PRODUCT_HOVE>/ bi n/ wso2server. sh -Dosgi Consol e in Linux.
4. When the server is started, hit the enter/return key several times to get the OSGI shell in the console.
5. In the OSGI shell, type: osgi > | i st Adm nServi ces
The list of admin services of your product are listed. For example:

N

at in, .1 1: la dmin

7. To see the service contract of an admin service, select the admin service's URL and then paste it in your
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browser with ?wsdl at the end. For example:
https://1 ocal host: 9443/ servi ces/ User Adni n?wsdl

@ In products like WSO2 ESB and WSO2 API Manager, the port is 8243 (assuming O port offset).
However, you should be accessing the Admin Services via the management console port, which is
9443 when there is no port offset.

8. Note that the admin service's URL appears as follows in the list you discovered in step 6:

Aut henti cati onAdm n, AuthenticationAdnin, https://<host
| P>: 8243/ servi ces/ Aut henti cati onAdm n

Invoking an admin service

Admin services are secured using common types of security protocols such as HTTP basic authentication,
WS-Security username token, and session based authentication to prevent anonymous invocations. For example,
the User Adm n Web service is secured with the HTTP basic authentication. To invoke a service, you do the
following:

1. Authenticate yourself and get the session cookie.
2. Generate the client stubs to access the back-end Web services.
@ To generate the stubs, you can write your own client program using the Axis2 client API or use an existing

tool like SoapUl (4.5.1 or later) or wsdl2java.

The wsdl2java tool, which comes with WSO2 products by default hides all the complexity and presents you
with a proxy to the back-end service. The stub generation happens during the project build process within
the Maven POM files. It uses the Maven ant run plug-in to execute the wsdl2java tool.

You can also use the Java client program given here to invoke admin services. All dependency JAR files
that you need to run this client are found in the / | i b directory.

Authenticate the user

The example code below authenticates the user and gets the session cookie:



http://www.soapui.org/
https://svn.wso2.org/repos/wso2/people/asela/user-mgt/remote-user-api/4.2.X/
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i mport org. apache. axi s2. Axi sFaul t;
i nport org.apache. axi s2. transport. http. HTTPConst ant s;
i mport org.wso2. carbon. aut henti cator. stub. Aut henti cati onAdm nSt ub;
i mport org.wso2. carbon. aut henti cator. stub. Logi nAut henti cati onExcepti onExcepti on;
i mport org.wso2. carbon. aut henti cator. stub. Logout Aut henti cati onExcepti onExcepti on;
i mport org.apache. axi s2. cont ext. Servi ceCont ext ;
i mport java.rm .RenoteException;

public class Logi nAdmi nServiced ient {
private final String serviceName = "Authenticati onAdmi n";
private Authenticati onAdm nStub authenticati onAdni nSt ub;
private String endPoint;

public Logi nAdm nServiceC ient(String backEndUrl) throws AxisFault {
thi s. endPoint = backEndUrl + "/services/" + serviceNang;
aut henti cati onAdm nSt ub = new Aut henti cati onAdm nSt ub( endPoi nt) ;

}

public String authenticate(String userNanme, String password) throws
Renot eExcepti on,
Logi nAut henti cati onExcepti onException {

String sessionCookie = null;

i f (authenticationAdm nStub. | ogi n(userName, password, "local host")) {
System out. println("Login Successful");

Servi ceCont ext servi ceContext = authenticati onAdm nSt ub.
_getServiceC ient().getLastQperationContext().getServiceContext();
sessi onCookie = (String)
servi ceCont ext . get Property(HTTPConst ant s. COOKI E_STRI NG ;
System out. printl n(sessi onCooki €e) ;

}

return sessi onCooki e;

}

public void | ogQut() throws RenoteException,
Logout Aut henti cat i onExcepti onException {
aut henti cati onAdm nSt ub. | ogout () ;

}

(%) To resolve dependency issues, if any, add the following dependency JARs location to the class path: <PRO
DUCT_HOVE>/ r eposi t ory/ conponent s/ pl ugi ns.

@ The the Aut hent i cati onAdni nSt ub class requires or g. apache. axi s2. cont ext . Confi gurati onC
ont ext as a parameter. You can give a null value there.

Generate the client stubs

After authenticating the user, give the retrieved admin cookie with the service endpoint URL as shown in the sample below. The service
management service name is ServiceAdmin. You can find its URL (e.g., htt ps: / /| ocal host : 9443/ ser vi ces/ Ser vi ceAdmi n) in the serv
i ce. xm file in the META- | NF folder in the respective bundle that you find in <PRODUCT_HOME>/ r eposi t or y/ conponent s/ pl ugi ns.
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i mport org. apache. axi s2. Axi sFaul t;
i nport org.apache. axi s2.client.Options;
i mport org.apache. axis2.client. Servicedient;
i mport org.wso2. carbon. service. ngt. stub. Servi ceAdm nSt ub;
i mport org.wso2. carbon. service. ngt.stub.types. carbon. Servi ceMet aDat aW apper ;
i mport java.rm . RenoteException;

public class ServiceAdm nCient {
private final String serviceNane = "Servi ceAdnin";
private ServiceAdm nStub servi ceAdni nSt ub;
private String endPoint;

public ServiceAdm nCient(String backEndUrl, String sessionCookie) throws AxisFault

this.endPoint = backEndUrl + "/services/" + serviceNang;
servi ceAdm nStub = new Servi ceAdm nSt ub(endPoi nt) ;

/1 Aut henticate Your stub from sessi onCooke

ServiceCient serviceCient;

Options option;

servicedient = serviceAdm nStub. _getServicedient();

option = servicedient.getOptions();

opti on. set ManageSessi on(true);

option. set Property(org. apache. axi s2.transport. http. HTTPConst ant s. COOKI E_STRI NG
sessi onCooki €e) ;

}

public void del eteService(String[] serviceGoup) throws RenpteException {
servi ceAdm nSt ub. del et eServi ceG oups(servi ceG oup) ;

}

public ServiceMetaDat aW apper |istServices() throws RenoteException {
return serviceAdm nStub. |istServices("ALL", "*", 0);
}
}

The following sample code lists the back-end Web services:
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i mport org.wso2. carbon. aut henti cator. stub. Logi nAut henti cati onExcepti onExcepti on;
i mport org.wso2. carbon. aut henti cat or. st ub. Logout Aut henti cati onExcepti onExcepti on;
i mport org.wso2. carbon. service. ngt. stub.types. carbon. Servi ceMet aDat a;
i mport org.wso2. carbon. service. ngt. stub. types. carbon. Servi ceMet aDat aW apper ;

i mport java.rm . RenoteException;

public class ListServices {
public static void main(String[] args)
t hrows RenpteException, Logi nAut henti cati onExcepti onExcepti on,
Logout Aut henti cati onExcepti onException {
System set Property("javax. net.ssl.trustStore",
"$ESB_HOVWE/ r eposi t ory/ resour ces/ security/wso2car bon. j ks");

System set Property("javax. net.ssl.trust StorePassword", "wso2carbon");
System set Property("javax. net.ssl.trust StoreType", "JKS");
String backEndUl = "https://|ocal host: 9443";

Logi nAdni nServiced ient |ogin = new Logi nAdm nServi ced i ent(backEndUrl);

String session = |login.authenticate("admn", "adm n");
Servi ceAdm nC i ent servi ceAdnm nCient = new Servi ceAdm nd i ent (backEndUr |,
session);

Servi ceMet aDat aW apper servicelLi st = serviceAdnm nCient.listServices();
Systemout. println("Service Nanes:");
for (ServiceMetaData serviceData : servicelist.getServices()) {

System out. printl n(servi ceData. get Nane());

}

| ogi n.l ogQut ();




Admin Guide

The following topics explore various product deployment scenarios and other topics useful for system
administrators.

® Migrating the API Manager

® Deploying and Clustering the APl Manager

® Tuning Performance

Migrating the APl Manager

If you have multiple instances of the WSO2 APl Manager and want to move your data and deployment artifacts from
one instance to another (such as moving from development to test or production), follow the steps below.

1. Get a data dump from all the tables in the apimgt schema and dump them to the schema in the new
environment.
2. Open <API M_HOME>/ r eposi t ory/ conf/ dat asour ces/ nast er - dat asour ces. xm file and provide
the datasource configurations for the following databases in the new environment.
® User Store
® Registry database
* API Manager Databases
3. Edit the registry configurations in the <API M_ HOVE>/ r eposi t ory/ confi g/ regi stry. xm and the user
database in the<API M_HOVE>/ r eposi t ory/ conf/ user-nmgt . xm file.
4. Move all your synapse configurations by copying and replacing <API M_HOVE>/ r eposi t or y/ depl oynent
/ server/ synapse- confi g/ def aul t directory to the same directory in the new environment.

(i) If you changed the default URLs in Aut hori zeAPI . xm and TokenAPI . xnl files, do not replace
them when copying. They are application-specific APIs.

Migrate tenants

5. If you have multiple tenants added to your APl Manager instance, follow the steps below to migrate tenant
configurations:
a. Copy the contents from <API M_HOVE>/ r eposi t or y/ t enant s directory to the same directory in the
new environment.
b. Execute the following steps for all tenants in your system.

Migrate external stores

6. If you have external stores configured under the <Ext er nal API St or es> element in <API M_HOVE>/ r epo
sitory/ conf/api - manager. xmi file, follow the steps below:
a. Loginto APIM management console and click the Resources -> Browse menu.
b. Load / _system gover nance/ api ngt/ ext er nal st or es/ ext er nal - api - st ores. xnl resourc
e in the registry browser Ul, configure your external stores there and save.

Migrate Google analytics

7. If you have Google Analytics configured under <Googl eAnal yti csTr acki ng> element in <API M_HOVE>
/ reposi tory/ conf/api - manager . xm file, follow the steps below:
a. Loginto APIM management console and go to Resources -> Browse menu.
b. Load / _system governance/ api ngt/statistics/ga-config.xm resource in the registry
browser Ul, configure the Google analytics and save.

Migrate workflows

8. If you have Workflows configured under <Wor kFI owExt ensi ons> element in <API M_HOMVE>/ r eposi t or
y/ conf/ api - manager . xm file, follow the steps below:
a. Log in to APIM management console and go to Resources -> Browse menu.
b. Load / _syst eni gover nance/ api ngt/ appl i cati ondat a/ wor kf | ow ext ensi ons. xm resour
ce in the registry browser Ul, configure your workflows and save.
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0] . .
Upgrading from a Previous Release

See Upgrading from the Previous Release in the following situations:

®* The new environment you are migrating to has a different database version. In this case, you must

upgrade the older database.
® You want to upgrade from a previous APl Manager release to a new one.

Deploying and Clustering the APl Manager

You can install multiple instances of WSO2 products in a cluster to ensure proper load balancing. When one
instance becomes unavailable or is experiencing high traffic, another instance handles the requests.

® For information on clustering, see Clustering WSO2 API Manager.
® For information on deployment patterns, see Deployment Patterns of WSO2 API Manager.

Tuning Performance

This section describes some recommended performance tuning configurations to optimize the APl Manager. It
assumes that you have set up the APl Manager on Unix/Linux, which is recommended for a production deployment.
We also recommend a distributed APl Manager setup for most production systems. Out of all components of an API
Manager distributed setup, the APl Gateway is the most critical, because it handles all inbound calls to APIs.
Therefore, we recommend you to have at least a 2-node cluster of APl Gateways in a distributed setup.

® OS-level settings
® JVM-level settings
* APIM-level settings

1 Important:
® Performance tuning requires you to modify important system files, which affect all programs running

on the server. We recommend you to familiarize yourself with these files using Unix/Linux

documentation before editing them.
®* The values we discuss here are general recommendations. They might not be the optimal values for
the specific hardware configurations in your environment. We recommend you to carry out load tests

on your environment to tune the APl Manager accordingly.

OS-level settings

1. To optimize network and OS performance, configure the following settings in /etc/sysctl.conf file of Linux.
These settings specify a larger port range, a more effective TCP connection timeout value, and a number of

other important parameters at the OS-level.

(i) It is not recommended to use net.ipv4.tcp_tw recycle = 1 when working with network
address translation (NAT), such as if you are deploying products in EC2 or any other environment
configured with NAT.
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net.ipvéd.tcp_fin_tinmout = 30
fs.file-max = 2097152
net.ipvd.tcp_twrecycle = 1
net.ipv4.tcp_tw reuse 1
net.core.rnemdefaul t 524288
net.core. wrem default = 524288
net.core.rnemnmax = 67108864

net. core. wrem nmax 67108864
net.ipv4.tcp_rmem = 4096 87380 16777216
net.ipv4.tcp_wrem = 4096 65536 16777216
net.ipv4.ip_local _port_range = 1024 65535

2. To alter the number of allowed open files for system users, configure the following settings in
letc/security/limits.conf file of Linux (be sure to include the leading * character).

* soft nofile 4096
* hard nofile 65535

Optimal values for these parameters depend on the environment.

3. To alter the maximum number of processes your user is allowed to run at a given time, configure the
following settings in /etc/security/limts.conf file of Linux (be sure to include the leading *
character). Each carbon server instance you run would require upto 1024 threads (with default thread pool
configuration). Therefore, you need to increase the nproc value by 1024 per each carbon server (both hard
and soft).

* soft nproc 20000
* hard nproc 20000

JVM-level settings

If one or more worker nodes in a clustered deployment require access to the management console, increase the
entity expansion limit as follows in the <API M_HOVE>/ bi n/ wso2ser ver . bat file (for Windows) or the <API M_HQOV
E>/ bi n/ wso2ser ver . sh file (for Linux/Solaris). The default entity expansion limit is 64000.

-DentityExpansi onLi m t =10000

APIM-level settings

Improvement Performance Recommendations
Area

API Gateway Increase memory allocated by modifying / bi n/ wso2ser ver. sh with the following setting:

nodes )
® -Xms2048m -Xmx2048m -XX:MaxPermSize=1024m
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NHTTP Recommended values for <AM HOVE>/ r eposi t ory/ conf/ nhtt p. properti es file are give
transport of below. Note that the commented out values in this file are the default values that will be applied
API Gateway  you do not change anything.

Property descriptions:

snd_t_core Transport sender worker pool's initial thread count
snd_t _max Transport sender worker pool's maximum thread count

snd_io_threads Sender-side IO workers, which is recommended to be equal to the number of
CPU cores. I/0 reactors usually employ a small number of dispatch threads
(often as few as one) to dispatch I/O event notifications to a greater number
(often as many as several thousands) of I/O sessions or connections.
Generally, one dispatch thread is maintained per CPU core.

snd_alive_sec  Sender-side keep-alive seconds

snd_glen Sender queue length, which is infinite by default

Recommended values:

# HTTP Sender thread pool parameters

snd_t_core=200
snd_t _max=250
snd_alive_sec=5
snd_glen=-1
snd_io_threads=16

# HTTP Listener thread pool parameters

Ist t core=200

Ist t max=250
Ist_alive_sec=5
Ist_glen=-1

Ist io_threads=16

#timeout parameters

® http.socket.timeout.receiver: Recommended socket timeout for listener is 120000
® http.socket.timeout.sender: Recommended socket timeout for sender is 120000
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Recommended values for <AM HOVE>/ r eposi t ory/ conf/ passt hru- htt p. properti es fil
are given below. Note that the commented out values in this file are the default values that will b
applied if you do not change anything.

Property descriptions

worker_thread_keepalive_sec Defines the keep-alive time for extra threads in the worker
pool

worker_pool_queue_length Defines the length of the queue that is used to hold runnable
tasks to be executed by the worker pool

io_threads_per_reactor Defines the number of IO dispatcher threads used per
reactor

http.max.connection.per.host.port  Defines the maximum number of connections per host port

worker_pool_queue_length Determines the length of the queue used by the

PassThrough transport thread pool to store pending jobs.

Recommended values

Make the number of threads equal to the number of processor cores.

worker_thread_keepalive_sec: Default value is 60s. This should be less than the socke
timeout.

worker_pool_queue_length: Set to -1 to use an unbounded queue. If a bound queue is use
and the queue gets filled to its capacity, any further attempts to submit jobs will fail, causin
some messages to be dropped by Synapse. The thread pool starts queuing jobs when all th
existing threads are busy and the pool has reached the maximum number of threads. So, th
recommended queue length is -1.

io_threads_per_reactor: Value is based on the number of processor cores in the systern
(Runtime.getRuntime().availableProcessors())

http.max.connection.per.host.port : Default value is 32767, which works for most systems bt
you can tune it based on your operating system (for example, Linux supports 65K connections)
worker_pool_size_core: 400

worker_pool_size_max: 500

io_buffer_size: 16384

http.socket.timeout: 60000

snd_t_core: 200

snd_t_max: 250

snd_io_threads: 16

Ist_t_core: 200

Ist_t_max: 250

Ist_io_threads: 16
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The API Gateway routes the requests from your client to an appropriate endpoint. The mos
common reason for your client getting a timeout is when the Gateway's timeout is larger tha

client's timeout values. You can resolve this by either increasing the timeout on the client's side ¢
by decreasing it on the APl Gateway's side.

Here are few parameters, in addition to the timeout parameters discussed in the previou

sections.

synapse.global_timeout_interval

Endpoint-level timeout

Defines the maximum time that a callback is waiting in the
Gateway for a response from the backend. If no response is
received within this time, the Gateway drops the message and
clears out the callback. This is a global level parameter that
affects all the endpoints configured in Gateway.

Global timeout is defined in the <API M_HOMe>/ r eposi tory
[ conf/ synapse. properties file. Recommended value is
120000.

You can define timeouts per endpoint for different backend
services, along with the action to be taken in case of a
timeout.

The example below sets the endpoint to 30 seconds and
executes the fault handler in case of a timeout.

<ti meout >
<dur at i on>10000</ dur at i on>
<responseAct i on>faul t </ responseActi on>
</ti neout >
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Set the following in <API M_HOVE>/ r eposi t ory/ conf/ axi s2/ axi s2_cl i ent.xm file:

<par anet er nane="def aul t MaxConnPer Host " >1000</ par anet er >
<par anet er nane="nmaxTot al Connecti ons">30000</ par anet er >

Set the MySQL maximum connections:

nysql > show vari abl es |i ke "nax_connections";
max_connecti ons was 151
set to global max_connections = 250;

Set the open files limit to 200000 by editing the / et ¢/ sysct | . conf file:

sudo sysctl -p

Set the following in <API M_HOVE>/ r eposi t ory/ conf/t ontat/ cat al i na- server. xni file.

mexThr eads=" 750"

m nSpar eThr eads="150"

di sabl eUpl oadTi neout ="f al se"
enabl eLookups="f al se"

connect i onUpl oadTi nmeout =" 120000"
maxKeepAl i veRequest s=" 600"
accept Count =" 600"

Set the following connection pool elements in <API M HOVE>/ r eposi t ory/ conf / dat asour ce:
/ mast er - dat asour ces. xni file:

<maxAct i ve>50</ maxAct i ve>

<maxWai t >60000</ max\Wi t >

<t est OnBor r ow>t r ue</ t est OnBor r ow>

<val i dati onQuer y>SELECT 1</val i dati onQuery>
<val i dati onl nt er val >30000</ val i dati onl nt erval >

Note that you set the <t est OnBor r ow> element to t r ue and provide a validation query (e.g., i
Oracle, SELECT 1 FROM DUAL), which is run to refresh any stale connections in the connectio
pool. Set a suitable value for the <val i dati onl nt er val > element, which defaults to 3000
milliseconds. It determines the time period after which the next iteration of the validation query wi
be run on a particular connection. It avoids excess validations and ensures better performance.
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Reference Guide

The following topics provide reference information for working with WSO2 API Manager:
® Product Profiles
¢ Default Product Ports
® Changing the Default Ports with Offset
® Error Handling
® WSO02 Patch Application Process

Product Profiles

When a WSO2 product starts, it starts all features and related artifacts bundled with it. Multi-profile support allows
you to run the product on a selected profile so that only features specific to that profile along with common features
start up with the server. This enables better resource utilization.

Given below are the different profiles available in WSO2 APl Manager.

Profile Command Option with Profile Description
Name

Gateway -Dprofil e=gat eway- manager Used when the APl Gateway acts as a manager node in a

manager cluster. This profile starts frontend/Ul features such as login as
well as backend services that allow the product instance to
communicate with other nodes in the cluster.

Gateway - Dprofil e=gat eway-wor ker Used when AP| Gateway acts as a worker node in a cluster. This
worker profile only starts the backend features for data processing and
communicating with the manager node.

Key - Dprofi | e=api - key- manager = Starts only the features relevant to the Key Manager component
Manager of APl Manager.

API - Dprof i I e=api - publ i sher Starts only the front end/backend features relevant to the API
Publisher Publisher Web interface.

API -Dprofil e=api-store Starts only the front end/backend features relevant to the API
Store Store Web interface.

(%) Note that the WSO2 products platform currently doesn't block/allow Web applications depending on profiles.
Starting a product on a preferred profile only blocks/allows the relevant OSGI bundles. As a result, even if
you start the server on a profile such as the api - st or e for example, you will still be able to access the API
Publisher Web application.

Execute the following commands to start a product on any profile:

(ON) Command
Windows <PRODUCT_HOVE>/ bi n/ wso2server . bat -Dprofil e=<preferred-profile> --run

Linux/Solaris sh <PRODUCT _HOVE>/ bi n/ wso2server.sh -Dprofil e=<preferred-profil e>

How multi-profiling works

Starting a product on a preferred profile starts only a subset of features bundled in the product. In order to identify
what feature bundles apply to which profile, each product maintains a set of bundl es. i nf o files in <PRODUCT _HOV
E>/ r eposi t ory/ conmponent s/ <profi | e- name>/ confi gurati on/ org. ecli pse. equi nox. si npl econfi

gur at or directories. The bundl es. i nf o files contain references to the actual bundles. Note that <pr of i | e- namr
e> in the directory path refers to the name of the profile. For example, when there's a product profile named
webapp, references to all the feature bundles required for webapp profile to function are in a bundl es. i nf o file



WSO2 API| Manager, version 1.8.0, WSO2 Inc.

saved in <PRODUCT_HOVME>/ r eposi t ory/ conmponent s/ webapp/ confi gurati on/ org. ecl i pse. equi nox. s
i mpl econfi gurat or directory.

Note that when you start the server without using a preferred profile, the server refers to <PRODUCT_HOVE>/ r epos
itory/ components/default/configuration/org.eclipse.equinox.sinpleconfigurator/bundles
. i nf o file by default. This file contains references to all bundles in <PRODUCT_HOVE>/ r eposi t ory/ conponent s
/ pl ugi ns directory, which is where all components/bundles of a product are saved.

Default Product Ports

This page describes the default ports that are used for each WSO2 product when the port offset is 0.

(1) Note that it is recommended to disable the HTTP transport in an APl Manager production setup. Using the B
ear er token over HTTP is a violation of the OAuth specification and can lead to security vulnerabilities.

¢ Common ports
® Product-specific ports

Common ports

The following ports are common to all WSO2 products that provide the given feature. Some features are bundled in
the WSO2 Carbon platform itself and therefore are available in all WSO2 products by default.

Management console ports
WSO2 products that provide a management console use the following servlet transport ports:

® 0443 - HTTPS servlet transport (the default URL of the management console is https://localhost:9443/carbon)
® 9763 - HTTP servlet transport

LDAP server ports
Provided by default in the WSO2 Carbon platform.
® 10389 - Used in WSO2 products that provide an embedded LDAP server

KDC ports

® 8000 - Used to expose the Kerberos key distribution center server

JMX monitoring ports

WSO2 Carbon platform uses TCP ports to monitor a running Carbon instance using a JMX client such as JConsole.
By default, JIMX is enabled in all products. You can disable it using <PRODUCT_HOVE>/ r eposi t ory/ conf/etc/j
mx. xm file.

® 11111 - RMIRegistry port. Used to monitor Carbon remotely
® 9999 - RMIServer port. Used along with the RMIRegistry port when Carbon is monitored from a JMX client
that is behind a firewall

Clustering ports
To cluster any running Carbon instance, either one of the following ports must be opened.

® 45564 - Opened if the membership scheme is multicast
® 4000 - Opened if the membership scheme is wka

Random ports

Certain ports are randomly opened during server startup. This is due to specific properties and configurations that
become effective when the product is started. Note that the IDs of these random ports will change every time the
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server is started.

® Arandom TCP port will open at server startup because of the - Dcom sun. managenent . j nxr enot e prope
rty set in the server startup script. This property is used for the IMX monitoring facility in JVM.

®* Arandom UDP port is opened at server startup due to the log4j appender (Sys!| ogAppender ), which is
configured in the <PRODUCT_HOVE>/ r eposi t ory/ conf /| og4j . properti es file.

Product-specific ports

Some products open additional ports.

API Manager | BAM | BPS | Complex Event Processor | Elastic Load Balancer | ESB | Identity Server | Message
Broker | Storage Server | Enterprise Mobility Manager

APl Manager

® 10397 - Thrift client and server ports
® 8280, 8243 - NIO/PT transport ports
® 7711 - Thrift SSL port for secure transport, where the client is authenticated to BAM/CEP: stat pub

1 If you change the default APl Manager ports with a port offset, most of its ports will be changed
automatically according to the offset except a few exceptions described in the APIM Manager

documentation.

BAM

9160 - Cassandra port using which Thrift listens to clients

7711 - Thrift SSL port for secure transport, where the client is authenticated to BAM
7611 - Thrift TCP port to receive events from clients to BAM

21000 - Hive Thrift server starts on this port

BPS
® 2199 - RMI registry port (datasources provider port)

Complex Event Processor

9160 - Cassandra port on which Thrift listens to clients

7711 - Thrift SSL port for secure transport, where the client is authenticated to CEP
7611 - Thrift TCP port to receive events from clients to CEP

11224 - Thrift TCP port for HA management of CEP

Elastic Load Balancer

® 8280, 8243 - NIO/PT transport ports

ESB

Non-blocking HTTP/S transport ports: Used to accept message mediation requests. If you want to send a request to
an API or a proxy service for example, you must use these ports. ESB_HOME}/repository/conf/axis2/axis2.xml file.

® 8243 - Passthrough or NIO HTTPS transport
® 8280 - Passthrough or NIO HTTP transport

Identity Server

® 8000 - KDCServerPort. Port which KDC (Kerberos Key Distribution Center) server runs
® 10500 - ThriftEntittementReceivePort


https://docs.wso2.org/api-manager/Changing+the+Default+Ports+with+Offset
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Message Broker

Message Broker uses the following JMS ports to communicate with external clients over the JMS transport.

5672 - Port for listening for messages on TCP when the AMQP transport is used.

8672 - Port for listening for messages on TCP/SSL when the AMQP Transport is used.
1883 - Port for listening for messages on TCP when the MQTT transport is used.

8833 - Port for listening for messages on TCP/SSL when the MQTT Transport is used.
7611 - The port for Apache Thrift Server.

Storage Server
Cassandra:

7000 - For Inter node communication within cluster nodes

7001 - For inter node communication within cluster nodes vis SSL
9160 - For Thrift client connections

7199 - For IMX

HDFS:

54310 - Port used to connect to the default file system.
54311 - Port used by the MapRed job tracker

50470 - Name node secure HTTP server port

50475 - Data node secure HTTP server port

50010 - Data node server port for data transferring
50075 - Data node HTTP server port

50020 - Data node IPC server port

Enterprise Mobility Manager

The following ports need to be opened for Android and iOS devices, so that it can connect GCM (Google Cloud
Message) and APNS (Apple Push Notification Service) and enroll to WSO2 EMM.

A n d r o i d :

The ports to open are 5228, 5229 and 5230. GCM typically only uses 5228, but it sometimes uses 5229 and 5230.
GCM does not provide specific IPs, so it is recommended to allow the firewall to accept outgoing connections to all
IP addresses contained in the IP blocks listed in Google's ASN of 15169.

i0S:

5223 - TCP port used by devices to communicate to APNs servers
2195 - TCP port used to send notifications to APNs
2196 - TCP port used by the APNs feedback service

443 - TCP port used as a fallback on Wifi only when devices are unable to communicate to APNs on port
5223

The APNs servers use load balancing. The devices will not always connect to the same public IP address for
notifications. The entire 17.0.0.0/8 address block is assigned to Apple, so it is best to allow this range in the
firewall settings.

API Manager:
(i) The following WSO2 API Manager ports are only applicable to WSO2 EMM 1.1.0 onwards.

® 10397 - Thrift client and server ports
® 8280, 8243 - NIO/PT transport ports
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Changing the Default Ports with Offset

When you run multiple WSO2 products/clusters or multiple instances of the same product on the same server or virtual machines (VMs), you
must change their default ports with an offset value to avoid port conflicts. An offset defines the number by which all ports in the runtime (e.g.,
HTTP/S ports) will be increased. For example, if the default HTTP port is 9763 and the offset is 1, the effective HTTP port will change to 9764. For
each additional WSO2 product instance, you set the port offset to a unique value. The offset of the default ports is considered to be 0.

There are two ways to set an offset to a port:

® Pass the port offset to the server during startup. The following command starts the server with the default port
incremented by 3: . / wso2server.sh -Dport O fset =3

® Set the Ports section of <PRODUCT _HOVE>/ r eposi t ory/ conf/ car bon. xm . E.g., <O f set >3</ Of f set
>

Usually, when you offset the server's port, it automatically changes all ports it uses. However, there are few
exceptions in the APl Manager where you have to manually adjust some ports.

Changing the Thrift client and server ports

The port offset specified earlier in carbon.xml does not affect the ports of the Thrift client and server because Thrift
is run as a separate server within WSO2 servers. Therefore, you must change the Thrift ports separately using <Thf
irtcdientPort>and <ThriftServerPort> elements in the <API M HOVE>/ r eposi t ory/ conf/ api - manag
er. xmnl file. For example, the following configuration sets an offset of 2 to the default Thrift port, which is 10397:

<l--

Configurations related to enable thrift support for key-nanagenent rel ated
comuni cati on.

If you want to switch back to Web Service Cient, change the val ue of
"KeyVal i datorClient Type" to "WsCient".

In a distributed environnent;

-1f you are at the Gateway node, you need to point "ThriftdientPort" value to
the "ThriftServerPort" value given at KeyManager node.

-If you need to start two APl Manager instances in the sanme nachi ne, you need
to give different ports to "ThriftServerPort" value in two nodes.

-ThriftServerHost - Allows to configure a hostnane for the thrift server. It
uses the carbon hostnanme by default.

-->

<KeyVal i dat or O i ent Type>Thrift C i ent </ KeyVal i dat or C i ent Type>
<ThriftdientPort>10399</ ThriftdientPort>
<Thriftdient ConnectionTi neQut >10000</ Thri ftd i ent Connecti onTi neQut >
<Thrift ServerPort>10399</ Thri ft ServerPort >

<!--ThriftServerHost >l ocal host </ Thrift Server Host - - >

<Enabl eThri ft Server >t rue</ Enabl eThri ft Server >

When you run multiple instances of the APl Manager in distributed mode, the Gateway and Key Manager (used for
validation and authentication) can run on two different JVMs.Communication between APl Gateway and Key
When the API Gateway receives API invocation calls, it
contacts the APl Key Manager service for verification (given that caching is not enabled at the Gateway level).

nager happens in either of the following ways:

® Through a Web service call
® Through a Thrift call

The default communication mode is using Thrift. Assume that the Gateway port is offset by 2, Key Manager port by
5 and the default Thrift port is 10397. If the Thrift ports are changed by the offsets of Gateway and Key Manager, the
Thrift client port (Gateway) will now be 10399 while the Thrift server port (Key Manager) will change to 10402. This
causes communication between the Gateway and Key Manager to fail because the Thrift client and server ports are
different.
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To fix this, you must change the Thrift client and server ports of Gateway and Key Manager to the same value. In
this case, the difference between the two offsets is 3, so you can either increase the default Thrift client port by 3 or
else reduce the Thrift server port by 3.

Changing the offset of the Workflow Callback Service

The APl Manager has a service that listens to workflow callbacks. This service configuration is in <AM_HOVE>/ r epo
sitory/ depl oynent/server/synapse- confi gs/ def aul t/ proxy-servi ces/ Wr kfl| owCal | backSer vi
ce. xm . Change the port value of the <addr ess uri > element. For example,

<addr ess
uri="https://Iocal host: 9445/ st ore/sitel/ bl ocks/ workfl ow wor kfl ow | i st ener/ aj ax/ wor kf | ow
-listener.jag" format="rest"/>

For a list of all default ports opened in WSO2 API Manager, see Default Product Ports.
Error Handling

When errors/exception occur in the system, the APl Manager throws XML-based error responses by default. To
change the format of the error response that is sent to the client, you change the auth failure handler in the <AM _HC
ME>/ r eposi t ory/ depl oynment / server/ synapse-confi gs/ def aul t/ sequences/ _auth_fail ure_hand

| er. xnl file. Given below is the default configuration:

<sequence nanme="auth_failure_handl er"> <property nanme="error_nessage_type"
val ue="application/xm "/ > <sequence key="buil d"/> </sequence>

If you change appl i cati on/ xm to something like appl i cat oi n/j son, the error response will be sent in JSON
format.

Given below are some error codes and their meanings.

APl handlers error codes

Error Error Message Description
code

900900 Unclassified Authentication An unspecified error has occurred

Failure
900901 Invalid Credentials Invalid Authentication information provided
900902 Missing Credentials No authentication information provided
900903 Access Token Expired Access Token has expired. Renew the access token.
900904 Access Token Inactive Access token has become inactive. Generate new access token.

900905 Incorrect Access Token The access token type used is not supported when invoking the API. The
Type is provided supported access token types are Application Accesses Token and User
Accesses Token. See Access Tokens.

900906 No matching resource A resource with the name in the request can not be found in the API.
found in the API for the
given request
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900907 The requested APl is The status of the APl has been changed to an inaccessible/unavailable

temporarily blocked state.
900908 Resource forbidden The user invoking the API has not been granted access to the required
resource.

900909 The subscription to the APl Happens when the API user is blocked.
is inactive

900910 The access token does not Can not access the required resource with the provided access token.
allow you to access the Check the valid resources that can be accessed with this token.
requested resource

900800 Message throttled out The maximum number of requests that can be made to the API within a
designated time period is reached and the API is throttled for the user.

700700 API blocked This API has been blocked temporarily. Please try again later or contact
the system administrators.

Sequences error codes

Error code Description
900901 Production/sandbox key offered to the API with no production/sandbox endpoint
403 No matching resource found in the API for the given request

In addition to the above error codes, we have engaged Synapse-level error codes to the default fault sequence and
custom fault sequences (e.g.,_token_fault_.xml) of the API Manager. For information, see Error Handling in WSO2
ESB documentation.

WSO2 Patch Application Process

You apply patches to WSO2 products either as individual patches or through a service pack. A service pack is
recommended when the number of patches increase. The following sections explain the WSO2 patch application
process:

Applying service packs to the Kernel
Applying individual patches to the Kernel
Verifying the patch application

Overview of the patch application process

Before you begin

® You can download all WSO2 Carbon Kernel patches from here.
® Before you apply a patch, check its README. t xt file for any configuration changes required.

Applying service packs to the product

Carbon 4.2.0 Kernel supports service packs. A service pack is a collection of patches in a single pack. It contains
two elements:

® Theli b directory: contains all the JARs relevant to the service pack.
® The servi cepack_pat ches. t xt text file: contains the list of JARs in the service pack.

Follow the steps below to apply service packs to your product.

1. Copy the service pack file to the <PRODUCT _HOME>/ r eposi t or y/ conponent s/ ser vi cepacks/ director


https://docs.wso2.org/enterprise-service-bus/Error+Handling
http://maven.wso2.org/nexus/content/groups/wso2-public/org/wso2/carbon/WSO2-CARBON-PATCH-4.2.0/

y. For example, the image below shows how a new service pack named ser vi cepack001 is added to this
directory.

servicepacks
L servicepack001

— lib

| F— org.wso2.carbon.base_4.2.0.SNAPSHOT jar

| b— org.wso2.carbon.bridge_4.2.0.SNAPSHOT jar

| |— org.wso2.carbon.core.bootup.validator_4.2.0.SNAPSHOT jar
| b— org.wso2.carbon.core.common_4.2.0.SNAPSHOT jar

| L— org.wso2.carbon.registry.api_4.2.0.SNAPSHOT jar

L servicepack_patches.txt

2. Start your product. The following steps will be executed:

a. Before applying any patches, the process first creates a backup folder named pat ch0000 inside the <
PRODUCT_HOME>/ r eposi t or y/ conponent s/ pat ches/ directory, which will contain the original
content of the <PRODUCT_HQOVE>/repository/ conponent s/ pl ugi ns/ directory. This step
enables you to revert back to the previous state if something goes wrong during operations.

b. The latest service pack in the <PRODUCT _HOVE>/ r eposi t ory/ conponent s/ servi cepacks/ dire
ctory will be applied. That is, the patches in the service pack will be applied to the <PRODUCT _HOVE>/
reposi t ory/ conponent s/ pl ugi ns/ directory.

c. In addition to the service pack, if there are individual patches added to the <PRODUCT _HOVE>/ r epos
i tory/ conponent s/ pat ches/ directory, those will also be incrementally applied to the pl ugi ns di
rectory.

(i) The metadata file available in the service pack will maintain a list of the applied patches by
service pack. Therefore, the metadata file information will be compared against the <PRODUCT
_HOME>/ r eposi t ory/ conponent s/ pat ches/ directory, and only the patches that were
not applied by the service pack will be incrementally applied to the pl ugi ns directory.

Applying individual patches to the product

You can apply each patch individually to your system as explained below. Alternatively, you can apply patches
through service packs as explained above.

1. Copy the patches to the <PRODUCT_HOVE>/ r eposi t ory/ conponent s/ pat ches/ directory.
2. Start the Carbon server. The patches will then be incrementally applied to the pl ugi ns directory.

1 Before applying any patches, the process first creates a backup folder named pat ch000O inside the
<PRODUCT_HOVE>/ r eposi t ory/ conponent s/ pat ches/ directory, which will contain the original
content of the <PRODUCT_HOVE>/repository/ conponent s/ pl ugi ns/ directory. This step
enables you to revert back to the previous state if something goes wrong during operations.

(D Prior to Carbon 4.2.0, users were expected to apply patches by starting the server with wso2ser ver. sh
- Dappl yPat ches. Now, you do not have to issue a special command to trigger the patch application
process. It starts automatically if there are changes in either the <PRODUCT_HOVE>/ r eposi t or y/ conpo
nent s/ servi cepacks/ directory or the <PRODUCT_HOVE>/ r eposi t or y/ conponent s/ pat ches/ dire
ctory. It verifies all the latest JARs in the ser vi cepacks and pat ches directories against the JARs in the
pl ugi ns directory by comparing MD5s of JARs.

Verifying the patch application
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After the patch application process is completed, the patch verification process ensures that the latest service pack
and other existing patches are correctly applied to the <PRODUCT_HOVE>/ r eposi t ory/ conponent s/ pl ugi ns/

folder.

® All patch related logs are recorded in the <PRODUCT _HOVE>/ r eposi t ory/ | ogs/ pat ches. | og file.
® The <PRODUCT_HOVE>/ r eposi t ory/ conponent s/ pat ches/ . met adat a/ pr ePat chedJARs. t xt meta

file contains the list of patched JARs and the md5 values.
® Alist of all the applied service packs and patches are in the <PRODUCT_HOVE>/ r eposi t or y/ conmponent s

/ def aul t/ confi guration/ prePat ched. t xt file.

(D Do not change the data in the <PRODUCT_HOVE>/ r eposi t or y/ component s/ def aul t/ confi gu
ration/ prePat ched. t xt file. The patch application process gets the pre-patched list from this file
and compares the list with the patches available in the servi cepack and pat ches directories. If
you change the data in this file, you will get a startup error when applying patches.

Overview of the patch application process

The diagram below shows how the patch application process is implemented when you start the server.
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FAQ

® About WSO2 APl Manager

®* What is WSO2 API Manager?

® What is the open source license of the API
Manager?

®* How do | download and get started quickly?

® |s there commercial support available for

Server startup

Are there any service packs No WSO2 APl Manager?
or patch changes ® What are the default ports opened in the API
Manager?
® What are the technologies used underneath
Yes WSO2 API Manager?
® Can | getinvolved in APIM development
activities?
® Does the API Manager use Thrift and where
Apply service packs can | find information about it?
and patches * |nstallation
® What are the minimum requirements to run
WSO2 APl Manager?

- ® What Java versions are supported by the API
Manager?
®* How do | deploy a third-party library into the
MDS5 verification on most latest AP| Manager?
patched JARs against JARs in plugin * Do you provide automated installation scripts

based on Puppet or similar solutions?
® |s it possible to connect the APl Manager
directly to an LDAP or Active Directory where
the corporate identities are stored?
® Can | extend the management console Ul to
add custom Uls?
| don't want some of the features that come
with WSO2 API Manager. Can | remove
them?
®* How can | change the memory allocation for
the API Manager?
Yes * Clustering and deployment
® Where can | look up details of different
deployment patterns and clustering
Log warning configurations of the APl Manager?
®* What is the recommended way to manage
multiple artifacts in a product cluster?
® |s it recommended to run multiple WSO2
products on a single server?
® Can | install features of other WSO2 products
Patch application to the API Manager?
complete ® How can | set up a reverse proxy server to
pass server requests?
® Functionality
| cannot see all the APIs that | published on the API Store. Why is this?
When editing an API's resource's parameters, how can | add multiple options to
the parameter Response Content Type?
| edited the resource parameter Response Content Type of a published API. But the changes are not
reflected in the API Store after saving. What should | do?
® | have set up the APl Manager with WSO2 BAM to collect and analyze runtime statistics. But, the 'API
Usage by Destination' graph shows no data. Why is this?
® Authentication and security

Verification warning
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How can | manage authentication centrally in a clustered environment?
How can | manage the API permissions/visibility?
How can | add security policies (UT, XACML etc.) for the services?
How can | disable self signup capability to the API Store? | want to engage my own approval
mechanism.
Is there a way to lock a user's account after a certain number of failed login attempts to the API Store?
How do | change the default admin password and what files should | edit after changing it?
How can | recover the admin password used to log in to the management console?
Can | give special characters in the passwords that appear in the configuration files?
® Troubleshooting
* Why do | get the following warning:
org.wso2.carbon.server.admin.module.handler.AuthenticationHandler - lllegal access attempt while
trying to authenticate APIKeyValidationService?
® | hit the DentityExpansionLimit and it gives an error as
{org.wso2.carbon.apimgt.hostobjects.APIStoreHostObject} - Error while getting Recently Added APIs
Information. What is the cause of this?
® | get a Hostname verfiication failed exception when trying to send requests to a secured endpoint.
What should | do?
®* When | add new users or roles, | get an error message as 'Entered user name is not conforming to
policy'. What should | do?
® The access token | generated from the My Subscriptions page does not work but | can invoke the API
via the Token API. What can | do?
®* When | call a REST API, | find that a lot of temporary files are created in my server and they are not
cleared. This takes up a lot of space. What should | do?
® General questions
® Can | implement an API facade with the APl Manager?
® How can | write automated test scripts for the APl Manager?

About WSO2 API Manager

What is WSO2 APl Manager?

WSO2 API Manager is a complete solution for creating, publishing and managing all aspects of an API and its life
cycle. See About APl Manager.

What is the open source license of the APl Manager?

Apache Software License Version 2.0

How do | download and get started quickly?

Go to http://wso2.com/products/api-manager to download the binary or source distributions. See Getting Started.
Is there commercial support available for WSO2 API Manager?

It is completely supported from evaluation to production. See WSO2 Support.

What are the default ports opened in the APl Manager?

See Default Ports of WSO2 Products.

What are the technologies used underneath WSO2 APl Manager?

The API Manager is built on top of WSO2 Carbon, an OSGi based components framework for SOA. See component
S.

Can I get involved in APIM development activities?

Not only are you allowed, but also encouraged. You can start by subscribing to dev@wso2.org and architecture @ws
02.org mailing lists. Feel free to provide ideas, feedback and help make our code better. For more information on
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contacts, mailing lists and forums, see Getting Support.

Does the APl Manager use Thrift and where can | find information about it?
That the default communication protocol of Key Manager is Thrift. See http://thrift.apache.org/static/files/thrift-20070
401.pdf for information on Thrift.

Installation

What are the minimum requirements to run WSO2 API Manager?

Minimum requirement is Oracle Java SE Development Kit (JDK). See Installation Prerequisites.

What Java versions are supported by the APl Manager?

See Installation Prerequisites.

How do | deploy a third-party library into the APl Manager?

Copy any third-party JARs to <API M_HOVE>/ r eposi t ory/ conponent s/ | i b directory and restart the server.

Do you provide automated installation scripts based on Puppet or similar solutions?

Yes. For information, contact us.

Is it possible to connect the API Manager directly to an LDAP or Active Directory where the corporate identities are
stored?

Yes. You can configure the APl Manager with multiple user stores. See Configuring User Stores.

Can | extend the management console Ul to add custom Uls?

Yes, you can extend the management console (default URL is https://| ocal host: 9443/ car bon) easily by
writing a custom Ul component and simply deploying the OSGi bundle.

| don't want some of the features that come with WSO2 APl Manager. Can | remove them?

Yes, you can do this using the Features menu under the Configure menu of the management console (default URL
ishttps://1ocal host: 9443/ car bon).

How can | change the memory allocation for the APl Manager?

The memory allocation settings are in <API M_HOVE>/ bi n/ wso2ser ver . sh file.

Clustering and deployment

Where can | look up details of different deployment patterns and clustering configurations of the APl Manager?

See WSO2 clustering and deployment guide.

What is the recommended way to manage multiple artifacts in a product cluster?

For artifact governance and lifecycle management, we recommend you to use a shared WSO2 Governance
Registry instance.

Is it recommended to run multiple WSO2 products on a single server?

This is not recommend in a production environment involving multiple transactions. If you want to start several
WSO2 products on a single server, you must change their default ports to avoid port conflicts. See Changing the
Default Ports with Offset.


https://docs.wso2.com/display/AM150/Getting+Support
http://thrift.apache.org/static/files/thrift-20070401.pdf
http://thrift.apache.org/static/files/thrift-20070401.pdf
https://docs.wso2.com/display/AM150/Getting+Support
https://localhost:9443/carbon
https://localhost:9443/carbon
http://docs.wso2.org/cluster
http://wso2.com/products/governance-registry
http://wso2.com/products/governance-registry
https://docs.wso2.com/display/AM150/Changing+the+Default+Ports+with+Offset
https://docs.wso2.com/display/AM150/Changing+the+Default+Ports+with+Offset
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Can | install features of other WSO2 products to the APl Manager?

Yes, you can do this using the management console. The APl Manager already has features of WSO2 Identity
Server, WSO2 Governance Registry, WSO2 ESB etc. embedded in it. However, if you require more features of a
certain product, it is recommended to use a separate instance of it rather than instal its features to the API Manager.

How can | set up areverse proxy server to pass server requests?

See Adding a Reverse Proxy Server.

Functionality

| cannot see all the APlIs that | published on the API Store. Why is this?

If you have multiple versions of an API published, only the latest version is shown in the API Store. To display
multiple versions, set the <Di spl ayMul ti pl eVer si ons> elementto true in <API M_HOVE>/ r eposi t ory/ conf
[ api - manager . xm file.

When editing an API's resource's parameters, how can | add multiple options to the parameter Response Content Type
?

You cannot do this using the Ul. Instead, edit the Swagger definition of the APl as content type:
["text/xm ", "text/plain"] for example.

| edited the resource parameter Response Content Type of a published API. But the changes are not reflected in the API
Store after saving. What should | do?

If you edited the Response Content Type using the Ul, please open the API's Swagger definition, do your changes
and save. Then the changes should be reflected back in the API Store. This will be fixed in a future release.

| have set up the APl Manager with WSO2 BAM to collect and analyze runtime statistics. But, the 'API Usage by
Destination' graph shows no data. Why is this?

To populate this graph, you must enable destination-based usage tracking manually. See Viewing API Statistics on
how to do that.

Authentication and security

How can | manage authentication centrally in a clustered environment?

You can enable centralized authentication using a WSO2 Identity Server based security and identity gateway
solution, which enables SSO (Single Sign On) across all the servers.

How can I manage the APl permissions/visibility?

To set visibility of the API only to selected user roles in the server, see API Visibility.

How can | add security policies (UT, XACML etc.) for the services?

This should be done in the backend services in the Application Server or WSO2 ESB.

How can | disable self signup capability to the API Store? | want to engage my own approval mechanism.

To disable the self signup capability, open the APIM management console and click the Resources -> Browse men
u. The registry opens. Navigate to / _syst enf gover nance/ api ngt / appl i cati ondat a/ si gn- up-confi g. x
m and set <Sel f Si gnUp><Enabl ed> element to false. To engage your own signup process, see Adding a User
Signup Workflow.


http://wso2.com/solutions/security-and-identity-gateway/centralized-authentication/
http://wso2.com/solutions/security-and-identity-gateway/centralized-authentication/
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https://docs.wso2.com/display/AM150/API+Visibility
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Is there a way to lock a user's account after a certain number of failed login attempts to the API Store?

If your identity provider is WSO2 Identity Server, this facility comes out of the box. If not, install the identity-mgt
feature to the APl Manager and configure it. For information, see Account Lock/Unlock page in the Identity Server

documentation.

How do | change the default admin password and what files should | edit after changing it?

To change the default admin password, log in to the management console with admin/admin credentials and use the
"Change my password" option. After changing the password, change the following elements in <API M_HOVE>/ r ep

osi tory/ conf/ api - manager. xni file:

<Aut hManager >
<User name>adm n</ User nane>
<Passwor d>newpasswor d</ Passwor d>
</ Aut hvanager >

<API Gat eway>
<User name>adm n</ User nane>
<Passwor d>newpasswor d</ Passwor d>
</ APl Gat eway>

<API| KeyManager >
<User name>adm n</ User nane>
<Passwor d>newpasswor d</ Passwor d>
</ APl KeyManager >

How can I recover the admin password used to log in to the management console?

Use <API M_HOVE>/ bi n/ chpasswd. sh script.

Can | give special characters in the passwords that appear in the configuration files?

If the config file is in XML, take care when giving special characters in the user names and passwords. According to
XML specification (http://www.w3.0rg/TR/xml/), some special characters can disrupt the configuration. For example,
the ampersand character (&) must not appear in the literal form in XML files. It can cause a Java Null Pointer
exception. You must wrap it with CDATA (http://www.w3schools.com/xml/xml_cdata.asp) as shown below or remove

the character:

<Passwor d>
<! [ CDATA[ xnvYh? @HAkc?qZ%v855&A4a, %VBB@] | >
</ Passwor d>

Troubleshooting

Why do | get the following warning: org.wso2.carbon.server.admin.module.handler.AuthenticationHandler - lllegal
access attempt while trying to authenticate APIKeyValidationService?

® Did you change the default admin password? If so, you need to change the credentials stored in the <API Ke
yManager > element of the <API M_HOVE>/ r eposi t ory/ conf / api - manager . xm file of the API

Gateway node/s.
® Have you set the priority of the SAML2SS0OAut hent i cat or handler higher than that of the Basi cAut hent i

cat or handler in the authenticators.xml file? If so, the SAML2SSQAut hent i cat or handler tries to manage
the basic authentication requests as well. Set a lower priority to the SAML2SSQAut hent i cat or than the Bas

i cAut hent i cat or handler as follows:


https://docs.wso2.com/pages/viewpage.action?pageId=34612027
http://www.w3.org/TR/xml/
http://www.w3schools.com/xml/xml_cdata.asp
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<Aut henti cat or nanme="SAM_.2SSQAut henti cator" di sabl ed="fal se">
<Priority>0</Priority>
<Confi g>
<Par anet er nane="Logi nPage" >/ car bon/ adm n/ | ogi n. j sp</ Par anet er >
<Par anet er nane="Ser vi ceProvi der| D'>car bonServer </ Par anet er >
<Par anet er
name="1dentityProvi der SSOSer vi ceURL" >ht t ps:/ /| ocal host: 9444/ san sso</ Par anet er >
<Par anet er
nanme="Nanel DPol i cyFor mat " >ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d-f or mat : unspeci fi ed</
Par anet er >
<Par anet er nane="| SAut hnReqSi gned" >f al se</ Par anet er >
<! - <Par anet er
nane="Asset i onConsuner Servi ceURL" >htt ps://| ocal host: 9443/ acs</ Par anet er >- >
</ Confi g>
</ Aut henti cat or >

| hit the Dent i t yExpansi onLi nit and it gives an error as {org.wso2.carbon.apimgt.hostobjects.APIStoreHostObject} -
Error while getting Recently Added APIs Information. What is the cause of this?

This error occurs in JDK 1.7.0_45 and is fixed in JDK 1.7.0_51 onwards. See here for details of the bug.

In JDK 1.7.0_45, all XML readers share the same XM_Secur it yManager and XM_Li mi t Anal yzer . When the
total count of all readers hits the entity expansion limit, which is 64000 by default, the XMLLimitanalyzer's total
counter is accumulated and the XMLI nput Fact or y cannot create more readers. If you still want to use update 45
of the JDK, try restarting the server with a higher value assigned to the Dent i t yExpansi onLi m t.

| get a Host nane verfiication fail edexception when trying to send requests to a secured endpoint. What should |
do?

Set the <par anet er nanme="Host nanmeVeri fier">elementto Al | owAl | in <API M HOVE>/ r eposi t ory/ con
f/axis2/axis2.xm file's HTTPS transport sender configuration. For example, <paraneter
nane="Host naneVeri fier">Al | owAl | </ par anet er >.

This parameter verifies the hostname of the certificate of a server when the API Manager acts as a client and does
outbound service calls.

When | add new users or roles, | get an error message as 'Entered user name is not conforming to policy'. What should
Ido?

This is because your user hame or password length or any other parameter is not conforming to the RegEx configur
ations of the user store. See Managing Users and Roles.

The access token | generated from the My Subscriptions page does not work but | can invoke the API via the Token API.
What can | do?

Are you trying to invoke an API that is protected by OAuth scopes? If so, the tokens generated from the My
Subscriptions page do not work. You must use the Token API.

When | call a REST API, | find that a lot of temporary files are created in my server and they are not cleared. This takes
up alot of space. What should 1 do?

There might be multiple configuration context objects created per each API invocation. Please check whether your
client is creating a configuration context object per each API invocation. Also, configure a HouseKeeping task in the
<API M_HOVE>/ r eposi t ory/ conf/ car bon. xm file to clear the temporary folders. For example.


http://bugs.java.com/view_bug.do?bug_id=8029404
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<HouseKeepi ng>
<Aut oSt art >true</ AutoStart >

<!-- The interval in *m nutes*, between house-keeping runs -->
<Interval >10</ I nterval >

<l-- The maxinmumtine in *minutes*, tenp files are allowed to live in the

system Files/directories which were nodified nore than
"MaxTenpFil eLifetinme" mnutes ago will be renpved by the house-keepi ng task

--2>
<MaxTenpFi | eLi f et i me>30</ MaxTenpFi | eLi f eti ne>

</ HouseKeepi ng>

General questions

Can | implement an API facade with the API Manager?

You can use the APl Manager and WSO2 ESB to implement an API facade architecture pattern. WSO2
recommends this architecture if you are performing heavy mediation in your setup. For implementation details of an
API facade, see implementing an API facade with WSO2 API management platform.

As the APl Manager does not have the ESB's GUI to perform mediation functions, you need to use the XML-based
source view for configuration. Alternatively, you can create the necessary mediation sequences using the GUI of the

ESB, and copy them from the ESB to the API Manager.

Also see the following use cases in WSO2 ESB documentation for more information on REST to SOAP conversion.

How can | write automated test scripts for the API Manager?

Use WSO02 Test Automation Framework (TAF) as explained in Writing a Test Case for APl Manager.



http://wso2.com/blogs/architecture/2013/05/a-pragmatic-approach-to-the-api-faade-pattern
http://wso2.com/blogs/architecture/2013/05/implementing-an-api-faade-with-the-wso2-api-management-platform
http://docs.wso2.org/enterprise-service-bus/Configuring+Specific+Use+Cases
https://docs.wso2.org/display/TA430/Writing+a+Test+Case+for+API+Manager
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Getting Support

In addition to this documentation, there are several ways to get help as you work on WSO2 products.

. Explore learning resources: For tutorials, articles, whitepapers, webinars, and other learning
= resources, look in the Resources menu on the WSO2 website. In products that have a visual user
interface, click the Help link in the top right-hand corner to get help with your current task.

programs, ranging from web-based support during normal business hours to premium 24x7 phone

Try our support options: WSO2 offers a variety of development and production support
Q\ support. For support information, see http://wso2.com/support/.

Ask questions in the user forums at http://stackoverflow.com. Ensure that you tag your question

“:\(,“M"-:;’;')\ with appropriate keywords such as WSO2 and the product name so that our team can easily find

B & ~ | your questions and provide answers. If you can't find an answer on the user forum, you can email
the WSO2 development team directly using the relevant mailing lists described at http://wso2.org/
mail.

Report issues, submit enhancement requests, track and comment on issues using our public
?\ bug-tracking system, and contribute samples, patches, and tips & tricks (see the WSO2 Contributor
a

License Agreement).



http://www.wso2.com
http://wso2.com/support
http://stackoverflow.com/questions/tagged/wso2
http://wso2.org/mail
http://wso2.org/mail
https://wso2.org/jira/secure/Dashboard.jspa
https://wso2.org/jira/secure/Dashboard.jspa
http://wso2.com/files/wso2-cla.pdf
http://wso2.com/files/wso2-cla.pdf
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Site Map
Use this site map to quickly find the topic you're looking for by searching for a title on this page using your browser's
search feature. You an also use the search box in the upper right corner of this window to search for a word or

phrase in all the pages in this documentation.
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