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— The why and how of using ZABBIX in safety critical environment

Marketing © — Who are we
Part | — Why Zabbix / safety critical usage

Part Il — Zabbix usage
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Part Ill — Zabbix toolbox we used
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e About FREQUENTIS & ZABBIX

— FREQUENTIS is a premium partner of ZABBIX
— Using it as a monitoring part for some of our systems

—> Certified for an ED109 — AL3 environment
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» More than 60 years of innovation & expertise in
¢ mission critical applications

We develop and market high reliable communication and
information systems for mission critical applications
in the fields of Air Traffic Management and Public Safety & Transport.

PST
Air Traffic Management Public Safety & Transport

ATM Civil Defence Public Safety Public Transport Mariti  me

Worldwide Control Centres develop towards the same standards.
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000::0 CO m pany Ove rV| ew Frequentis Group 2010

— Established in 1947

— 154 Mio. EUR Turnover 2010

First Air Traffic Control System in Austria,

— Corporate headquarters in Vienna Vienna | Schwechat, 1955

* Subsidiaries and regional offices in over 50 countries

— about 980 Employees

— Outstanding Engineering Capacity

Breakthrough in the US;“FAA Command
Centre / Herndon, Virginia, 2003

* more than 600 highly-qualified engineers (HW/SW/PM)
at FREQUENTIS headquarter and subsidiaries

- EXxport Quota > 90%

- R&D Quota > 12% e ocation n 2006

Global Market Leader in ATC Voice Communication Sys  tems
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e WorRIWIlICEPETENRCES

USA mmmmwzn CANADA Equipment of Civil {7 ACCs, 78 TWRs)
FAA, FAA Conference Switch

and Mititary (2 Centres, 7 TWRs) ATC, Migration [Excerpt 05/2011]
{ATCSCCQ), NASA Mission Operations Vaike to European AIS Database (EAD) Chart Services: Maritime System for Canadian Coast Guard
Enhancement (MOVE) lroylnne.uv«d

TWiRs, smartATIS Systems, DSC Analysers

FIJi 2 Airports
MEXICO More than S0 TWRs, 4 ACCs
and APPs. Nation wide MFC Network TAS ‘ AUSTRALIA Continentwide VHF Network, Military Network, Deployable Alr Operations Tower,

1CCS Parliamentary Services

BERMUDA TWR
CAYMAN ISLANDS TWR
NUANTILLES ACC Approach

COLUMBIA Military ACC
BRAZIL TWR, mobile and deployable TWRs

PERU TWR, Recording System
CHILE TWR, ACC
Asfoparque

NEW ZEALAND 18 TWRs, ACC, Countrywide Voice and Data Network, Electronic Flight Strips, EAD/FR-AIS System

NORWAY 3 ACCs, APP, TWR, Emergency Voice Commun xaunsmlm Network of 9 Coastal
v C‘ Radio Stations, GSM-R for Mmﬁahi. 335 Control Rooms for Noednett
FINLAND 6 integrated TWRs, ACC, GSM-R Dispatcher Equipment for Fintsh Rall
SWEDEN TALK-Programme, 2 TWRs
ARGENTINA ACC, Airport i
ICELAND 2 TWRs, Maritime Communication System ——=® DENMARK 2 TWRs and APPS, 2 Military Communication Centres, Lyngby Radio
FAROE ISLANDS Maritime Rescue Centre [ &—— RUSSIA ACC 2 Military Airports

UNITED KINGDOM OCEANIC me, 12_”&?*! Commun — & Z POLAND & Airports, Warsaw ACC, Command & Control Centre for
System for LACC (NERC), & Flight Strips, 3 Mititary TWRs, d A , Fire Brigades
UCMP-Programme, 9 UK Mavy TWRs, Met Police, Firecontrol-Programme % : GERMANY 5 ACCs for DFS, ATIS and ARTE systess, 17 regional Alrports,
EURDCONTROL 2 CFMUs, Maastricht UAC, EAD, DIVOS > P 12 regicnal TWRs, 22 KOFA Systems, DCRC, WSA Bremen, Command
Call Centre for CFMU, several Studies, FABEC N-VCS Project and Control Centres

NETHERLANDS & ATIS Systems, Voke Recording — C(ZECH REPUBLIC Mititary ACC. 7 lﬂmryﬂm

BELGIUM SESAR ATC Supw‘th!uw System, 2 Military Control X . - R A o
3 f AUSTRIA M!MWH!“MHLWIM
Centres, AIS Integration, MR, Coast Guard * APP Schwechat and ACC Vienna, Mititary Radio
LUXEMBOURG TWR, Aercdronss Data Display & Electronic Flight Strips SLOVENIA ACC. 3 TWRs and tnmmsvm
FRANCE Paris Airports (CDG, Le Bourget), 5 ACCs (ARTEMIS) HUNGARY ACC.2 Military Towers
& TWRs (Brest, Deauville, Outre-Mer|, 6 Aerodromes, FABEC N-VCS Project CROATIA ACC

MOLDAVA A h, TWR

BOSMIA HERZEGOVINA 2 TWRs, Approach, Voice Recording System
SERBIA 3 TWR, ACC, Voie Recorder

GREE(E Dtymgic Garmes Command and Coatrol Gente,
ication System
TuRKtv m

SWITZERLAND ACCsin l's!nfhd Zurich (VISTA), Command and
Centre for Police, GSM-R for SEB

mm Mukslluu((.
MFcteﬂnbals.lwvtSs.MﬁeNemoﬁ: R Pyrenees

PORTUGAL SWWMPMSMMM

MOROCCO TWR ——
LEBANON ACC, APP, TWR ¥
KUWAIT ACC. TWR
EGYPT 8 TWRs, 6 Mobile Operation Centres, 2 Simulators CHINA 5 ACCs, 20 Airports, VTS Centre. Beijing CAAC Headquarters,
River Information System BAHRAIN TWR Joint Operations Center
QATAR  Command & Control Centre for Asian Games, MCS for Port KOREA APP.ACC 2 TWRs

JAPAN Maritime Self-Defence Force
TAIWAN 9 Airports, & Military TWRs, 2ACCs, JIOC
HONGKONG

INDIA zmmsmﬁmmmum Center
THAILAND 3 TWRs, 2 Military TWRs, ACC Bangkok

PHILIPPINES 2 APPs, 3 TWRs, Emergency Network, Migration to EAD
VIETNAM ACC, Aproach

MALAYSIA 6 TWRS, ACC, Air Defence Operation Centre

SINGAPORE LORADS I ACC

INDONESIA 17 TWRs, ACC, 2 Alrports, Miitary Alrport

GUINEA TWR

SIERRA LEONE TWR

NIGERIA & Airports, TAS

CAMEROON TWR

UNITED ARAB EMIRATES ACC, APP, 3 TWRS, Alrport

SAUDI ARABIA 8 TWRs, Military Air Defence Center \
YEMEN TWR

ZIMBABWE TWR  SOUTH AFRICA Mititary HQ

© FREQUENTIS 2011 Date: 2011-09-30 Rev.2
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Major air traffic control center in Europe
Major UK police force
Several airports worldwide

And getting more

Used in some of the most complex projects
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Safety critical / Why Zabbix
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— QOrganisations

— Air traffic managment

— Public safety control centers — Police, Ambulance, Fire brigade

—>  Technical

— Redundancy and resiliance

— Severity levels (multiple for same problem) and priorities

— Time to alarm

— Configureable screens (Text and Graphs!) for critical situations

— Minimization of false alarms
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- A lot of design! A lot of paperwork! A lot of testing!

-~ Requirements — Writing and tracking / testing

- Configuration managment / Deployment — this is an essential part
of it - not a bit of change without tracking

-~ Testing

— Test procedures (up to several hundreds of testcases for every
release)

- System tests — complete failovers, powerplug, ...

-~ And more testing — two years of it and still doing ...
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— Evaluated several competitors:
— Nagios

— GWOS (Nagios++)

— Zenoss
— Hyperic
— OpenNMS

— Commercial ones like WhatsUp, SNMPc

- Focus on different aspects

— Some on Java / Middleware

— SNMP support
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Templates — makes mass-administration easy
Stability
Fully GUI configureable!

Trigger ,language*“
— Filtering out of CPU spikes

— Severity escalations with dependencies possible

Agent command line
— Try to query NTP sync via SNMP ©
Nagios ,plugin compatible”

— You can use outputs from Nagios checks (ie ,check hpasm®)
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— Queue — gives you an idea, if it doesn‘t work as expected
— Seperation of App and Config — RPM & Config only in DB

- Proxy & distributed monitoring concept for nationwide systems
including a full standalone remote node
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Matching to our Sl business

Commercial support options

Trainings

Engineers ,love“ open source — ,Patch hack® support

Release policy

e R e R R

R R — . —

- e ey Sy S W S e

- O R W W I W
-



Templates © — high learning curve
Configuration GUI (but improved a lot since 1.8.1...)
No full config export possible via XML (only on DB)

No templateable multi-node status — ,Service view*
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Part Il — Zabbix usage
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— Shared nothing architecture

/[ Server A\ [/ ServerB "\

f i
I | I
| I
: Zabbix Monitoring Zabhix Monitoring :
| |
| |
| |
: Y A I
| |
| MySQL MySQL {
| |
| |
| |
| |
| y DRBD Replication: \ |
: i |_Primary > Secondary_ :
or
: Secondary < Primary :
[ |
| I
[ |
\ \—/ |
\ /
i g
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«.e»  Cluster stack

- Monitoring - Zabbix =

-~ Database - MYSQL ¢

— Sometime quite long startup time (Cluster timeout)

- Replication - DRBD

—> Cluster - LINUX-HA based on Pacemaker

— Lots of issues until failover & failback works

— Very bad documentation at 2009 for Pacemaker and espical XML,
Corosync/OpenAlS was not ready for production use

-~ Fencing - HP ILO =%

— productive network has dual redundancy, ILO just one
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SCREENS

TEST_SESAR

SESAR_TopStatus

@

HOME

No&ore

LAGS

2_Tr|oglerAns
41 Un n

SESAR_TopMap

Remote Airport A
12 Problems
2 Unacknowledged

41 Unk n

Remote TWR Center
OK

Remote Airport B
Hard disk faulty
1 Unacknowledged

com

bb!

httpssa

Screens [TEST_SESAR =

Group

Last change Age {Ack_ Actions
04 Sep 2011 18:36:30 32s No
04 Sep 2011 18:36:00 1m2s |No
04 Sep 2011 18:36:00 im 2s |No
1im 51s No
3m 4s VNJ
2d 7h 23m |No
2d 7h 23m Mo
2d 7h 23m o
02 Sep 2011 11:13:30 2d 7h 23m (o
02Sep 2 111:53 2d 7h 25m INo
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-~ Map & Screen Import/Export

— Internal Zabbix monitoring — had some issues with pollers getting
frozen and missing poller resources

Configurable severity naming and coloring
Hostgroup filter on status of triggers in screen
Improved SNMP trap support (in future)
Event export (in future)

Script confirmation (in future)

and more coming ...
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— Then ask ZABBIX
— Pay for it, it's a good price for value

-~ We got a lot for 1.8 and for 2.0, and 2.x+

— And if you are completly new, there is consulting available
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Part Il — Zabbix toolbox
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eee  Zabbix ,Parrot”

- Requirments:

— Sound alarm indiciation for Zabbix
— Browser is not really 100% trustworthy

— Shall be independent of Zabbix server HW & SW

- Solution;

— External PC or embedded device
— ,Parrot” gets triggerd by Zabbix

— Loops the sound until EOL or stop event

— Stop can be done by server or local contact
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o> Zabbix Backup

-  Problem

— Normal backup can take very long at DB sizes > 100GB
— No maintenance window existing

— Can only be fast done on storage level — SAN / LVM?

— Can block DB access in example for MYSQL

— Historical data is ,always outdated*

- Solution

— Fully backup configuration tables only
— Create only DB structure for historic tables

— Backup needs some seconds and is about 1M size
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«eee  Zabbix API uses

—  Command line tool for mass actions

— Use existing groups and items for command line display

— Can do the same things as on GUI

— Umbrella monitoring

— Possible to extend it to interface to another system via API
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-~ Any questions ?
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««&  Thank you

B
COMMUNICATION

AND INFORMATION
SOLUTIONS FOR
A SAFER WORLD

o
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