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Introduction

-> What are we talking about ?
-> Large Environment
-> Problem

-> Example : Zabbix Configuration Checker



What are we talking about ?

Reporting
— Extract essential Zabbix information to make

better decisions by viewing consolidated data
— Presentation layer must be sexy

Data WareHouse
— Consolidate Zabbix data with some enrichment

(teams, cmdb infos, ...)
— Read Only Database <> Zabbix Database

— retrieve, analyze, transform and report data
— Jasper Suite (iReport & Jasper Server)



What is a Large Environment ?

More than 14 000 servers , 1 million
items

Some servers with over 10 000 items
Some servers with over 10 000 triggers

More than 100 Zabbix administrators
developping Application Templates



The Problem

In such huge environment, Zabbix (through the
frontend) gives back too much details and you
loose High level visibility (In French, we say « The
tree that hides the forest ».

Reporting can help in this area, unfortunately
Zabbix has no reporting facility.

— You have to develop your own Reporting
Architecture to get a consolidated view on data.



Example : Zabbix
Configuration Checker

* In the following slides, | will take the example of
Reports that are dispatched to the teams who are
responsible for an application.

* Those teams are in charge of Zabbix templates
development, as they are not Zabbix experts, they
do mistakes.

Zabbix configuration Checker help those teams to
correct those templates by sending Reports about
bad or poor Zabbix Templates configurations.



Part 1
Reporting Components

-> Where is the information to report ?
-> Zabbix database schema

-> SQL vs API
-> Bl : Jasper Suite



Where is the Information ?

In Zabbix Database
* EQSY ... select host from hosts where ...

In Cache
* Glurps ... APlIs ?

— Normally Reporting Data are meta data, we do
not care about details or data in cache!



Zabbix Database schema

7 items
itemid BIGIMNT

O type INT

¥ snmp_com mur

“snmp_oid Y AR(

“ hostid BIGINT

“ name Y ARCHAF

J key_ VARCHAR

s delay INT

“ history INT

“ frends INT

« status INT

value_type INT

“trapper_hosts |

wunits VARCHAR

“multiplier INT

Sdelta INT

< snmpy.3_securi|

TYPE

0 - 7abbix agent
1-35MNMPy1 agent

2 - Zabbix trapper

3 - simple check

4 - SNMPvZ agent

5 - Zabbix internal
G-35SMNMPv3 agent

T - Zabbix agent (active)
8 - 7abbix aggregate
9 -web item

10 - external check
11 - database monitor
12 - IPMI agent

13- 55H agent

14 - TELMET agent
15 - calculated

16 - JMX agent

17 - SNMP trap

YWALUE_TYPE

0 - numeric float

1 - character

2-log

3 - numeric unsigned
4 -text

' :I functions
functionid BIGIMT
@itemid BIGINT

—pe] ¥ triggerid BIGINT

2 function VARCHAR{12)

-

| item_ 'mé

‘6{“@& T
&O&%ARNETHAR{H}

" value VARCHAR (255)

“ parameter VARCHAR(255)

v

X0 &

??I-i NT
| lue JNT
&2 @2
9
b hange INT

:I triggers

triggerid BIGIMT

2 expression VARCHAR(
2 description Y ARCHAR

Sl HA@QSAEE}

&
&

< comm ents TEXT

“error VARCHAR(123)

“ tem plateid BIGINT
 type INT
2 state INT
2 flags INT

D.
FLAGS
(0 - (default) a plain trigger
4 - a discovered trigger

PRIORITY

0 - (default) not classified
1 - information

2 -warning

3-average

4 - high

5 - dizaster

(1]
STATE
0 - (default) trigger state is up to date
1 - current trigger state is unknown

STATUS
0 - (default) enabled
1 - dizabled

TYPE
0 - (default) do not generate
1- generate multiple events
O——— O-
MIYSTIL. ",

Workbenc



| AVAILABLE

| 0 - {default) unknown
| 1 - available

| 2-unavailable

| MAINTEMAMCE_STATUS

| 0 - (default) no maintenance |

| 1 - maintenance in effect

| STATUS

| 0 - {default) monitored host
| 1 -unmonitored host

| 3-Template

| &-Active Proxy

j hosts
' hostid BIGINT

proxy_hostid BIGINT

*host VARCHAR(128)

tatus INT

»disgble_untl INT
»error VARCHAR(128)
“ available INT

|| “* errors_from INT

astaccess INT
pmi_authtype INT
pmi_privilege INT

#ipmi_username VARCHAR(16)
“ipmi_password YARCHAR{20)
| = ipmi_disable_until INT
| “* ipmi_avalable INT

» spmp_disable_until INT

*snmp_available INT

Zabbix Database schema

j host discovery ¥
¥ hostid BIGINT
arent_hostid BIGINT
“ host YV ARCHAR (64)
“ lastcheck INT
O ts_ddete INT

i j hosts_templates ¥ .'
" hosttemplateid BIGINT

@ hostid BIGINT
“ tem plateid BIGINT




Zabbix

TYPE
0 - Zabbix agent
1-SMMPv1 agent
2 - Zabbix trapper
| 3-simple check
4 - SMNMPv2 agent
5 - Zabbix internal
G- SMMPv3 agent
T - Zabbix agent {active)
| 8-Zabbix aggregate
9 -web item
10 - external check
11 - database monitor
12 - IPMI agent
| 13-55H agent
14 - TELMET agent

16 - JMX agent
| 17 - SNMP trap

VALUE_TYPE

CEer

" itemid BIGINT

“type INT
“snmp_com munity VARCHAR(64)

“*snmp_oid VARCHAR{255)

S name VARCHAR(255)
| BRCHAR(255)
elay INT

“ history INT

“ trends INT

< status IMT

“value_type INT
 trapper_hosts VARCHAR(255)
& units VARCHAR(255)
“multiplier INT

S delta INT

“ snmpy3_securitynam e VARCH AR(64)

I
I
I
I

e

Database schema

:I items_applications "l"

" itemappid BIGIMT
“ applicationid BIGINT
Fitemid BIGINT

¥

_| item_discovery ¥
' itemdiscoveryid BIGINT
“itemid BIGINT
& parent_itemid BIGINT
 key_ VARCHAR(255)
“lastcheck INT
O ts_delete INT




Zabbix Database schema

' functionid BIGINT | triggers ' FLAGS

| 0-(default) a plain trigger

' triggerid BIGINT .
4 - a discovered trigger

Fitemid BIGINT

@ friggerid BIGIMT “ expression VARCHAR{2045)

 function VARCHAR{12) > description V ARCHAR(255) PRIORITY

- parameter V ARCHAR({255)
»>
A
~| trigger_discovery ¥

~ |
! triggerid BIGINT |
& parent_triogerid BIGINT *

>

[
" | trigger_depends ¥ I

' triggerdepid BIGINT |—l
“ triggerid_down BIGINT |
“ triggerid_up BIGINT I

Zurl VARCHAR(255)
 gtatus INT
yalue INT
“prioity INT

astchange INT
comm ents TEXT

> error V ARCHAR(128)

tem plateid BIGINT
pe INT

» gtate INT
“ flags INT

0 - (default) not classified

| A -infarmation

2 -warning

0 - (default) trigger state is up to date
1 - current frigger state is unknown

| STATUS

0 - (default) enabled
1 - dizabled

TYPE

| 0 - {default) do not generate multiple

1-generate multiple events




Zabbix Database schema

e
Zitemid BIGINT
o clock INT
“value DOUBLE(1S,4)
ns INT

>

" id BIGINT

“itemid BIGINT

ock INT

< timestamp INT
“source VARCHAR(B)
& severity INT

“value TEXT

2 logeventid INT

@z INT

walue BIGINT

2 clock INT

Jns INT Sns INT

7] trends
"itemid BIGINT
" dock INT
< num INT
“value_min DOUBLE{16,4)
% value_avg DOUBLE(16,4)
< value_max DOUBLE(16,4)

>

“itemid BIGINT
ock INT

#value W ARCHAR{255)

v  history_log ¥  _|history_uint ¥ ] history_str ¥ | history_text ¥
itemid BIGINT

' id BIGINT
Zitemid BIGIMT
clock INT
“value TEXT
> s INT

"] trends_uint ¥
"itemid BIGINT
' clock INT
Znum INT
“#value_min BIGINT
“wvalue_avg BIGINT
“walue_max BIGINT

>

Nota Bene : No trend.get API



Zabbix Database schema

P4 Share™

Zabbix templates, modules & more

Search...

Advanced Search

Applications Your Listing has been updated.

Databases

DBE2 Zabbix database Model =3

Miorosoft SQL Server

Zabbix Database Model with main tables used for Reports developments. To be read with Workbench.

My SGEL

Download Zabbix Database Model with comments at

https.//share.zabbix.com/databases/mysql/zabbix-database-model
Versions 1.8,2.0,22& 2.4


https://share.zabbix.com/databases/mysql/zabbix-database-model

APle

{
"jsonrpc™: "2.0",
"method": "host.get",
“"params™: {

"output™: "extend”,
wes erII= {

CORE IT PROJECT



APl vs SQL

Normally API requests are safe and are compatible with
Zabbix Database schema, but in Large environment they
are slow ... for example triggers table size could be
about 1Gb.

That's why, most of the time | prefer SQL requests on a
Zabbix replicated Database, thus there no 10s generated
on Zabbix Production Platform.

It implies you know and follow Zabbix Database Schema
changes.



OJAEPEREOFT " pesign
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Repors  INTELLIGENCE
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Part 2
Reporting Architecture

-> Monitoring Data WareHouse
-> iReport / JasperStudio

-> Jasper Server



Building DataWareHouse

APls | SQLs

Zabbix L%poﬁs
Database

Read Only
Monitoring
ta WareHouse

A 4

JASPER)SOFT

Financial Data




Building DataWareHouse
Zabbix Configuration Checker

+ +
| Tables_in_zabbix_warehouse
+ +

| agent_unavailable

| bad_nomenclatures

| distrib_by environment

| distrib_by hostgroup

| distrib_by os

| distrib_by_regularity

| distrib_by_status

| hosts _low_discovery_items

| hosts_low_discovery_triggers
| hosts_per_template

| hosts_with_not_templated_items
| hosts_with_numerous_events

mysql> show create table distrib_by regularity;
e e e e e e
RELE | Create Table
+ +
distrib_by regularity
CREATE TABLE “distrib_by regularity” (
‘team’ varchar(64) COLLATE utf8_bin NOT NULL DEFAULT ",
‘number’ int(11) NOT NULL DEFAULT '0',
‘regularity” int(11) NOT NULL DEFAULT '0'
) ENGINE=InnoDB DEFAULT CHARSET=utf8 COLLATE=utf8 bin

| hosts_with_numerous_events_type log

| hosts_with_old_triggers
| hosts_with_unsupported
| hosts_without_triggers

| items_log_ without_skip parameter

RCEINS

| templates_with_low_disc_regularity

| web_with_low_regularity



Building DataWareHouse
Zabbix Configuration Checker

f/function reload distrib by regularity($zbx

[l function relo ad distrib by regularitv() {
By ¥l

global $query distrib by regularity, $zbx db host, $zbx db name, $zbx db user, $zbx db pas

$loc db pass, f$£loc db name, S$query, false);

zelect from
Sguery = "Scmer dis b by regularity";
my query db{ $zbx db host, $zbx db user, $zbx db pass, $zbx db name, Squery, false);
fresult = mysgl guery (Squery):

ff insert into local

$link=my connect{ $£loc db host, $loc db user, £loc db pass, FALSE);
while (Srow = mysgl f&tch_arrayi$result, MYSQL ASS0C)) |
ETERM = Er JW['""'

SNUMBER = Srow

SEEGULARITY

-
£2 query =

$query_distrib_by regularity = "select substring(i.name,5,3) as TEAM,

i.delay as REGULARITY, count(*) as NUMBER from items i INNER JOIN hosts h ON ( i.hostid = h.hostid ) where ....



Enrich DataWareHouse
Zabbix Configuration Checker

; £ WareHouse
Hfunction reload local cmdb (Scmdb db host, Scmdb db name, $cmdb db user, f$cmdb db pass, floc db h
global fcmdb db host, $cmdb db name, f$cmdb db user, $cmdb db pass, $loc db host, $loc db nam

/f BReload local from gm atabase & table host_inventory

ybase min server severity(11):
=

£sy link=sy connect| $cmdb db host, fcmdb db user, Scmdb db pass, Scmdb db name, FALSE) ;

sybase select dhlﬁcmﬂb db name, $sy_link);

Check if machine i= physical (witl
£q guery = " . id mac yid mat
§g result = sybase gquery(S$g quer

if (!%g_result)

(ME

logappend (
return:

fg row = sybase fetch aIIa"l*q re=sult) ;

$g _id machine = jsql_escape_stringi$q_rﬂw["-_
$qg_id material = mvsql_escape_stringi$q_rnw[';ﬂ;;
fg machine parent = mysql_escape_stringi$q_rﬂw['L_




iReport / JasperStudio

E t o
JASPWSOFT




iReport / JasperStudio
Subreports

@. Zabbix_Configuration_Checker-0.3.jrxml = | & TopTemplates\WithLowDiscoveryDelay. jrxml x| #"E.
%
Designer
1]

——

Top Templates with Discovery rule low regularity
Fifth

o}

..[5] Pie Chart
l&el Top Templates wi

o

Third - el Ok




iReport / JasperStudio
Reports

abbix WareHouse Database

.E Report Inspector

L Zabbix
4. Styl

Zabbix Configuration Checker : Area $P{team}

new java.til.Datel) new java.util.Datef)

Summary

$P{SUBREPORT DL...
£P{SUBREPORT DI...
£PJSUBREPORT [DI...
£P{SUBREPORT DI...
£P{SUBREPORT DL...
$P{SUBREPORT DI...
£PJSUBREPORT DIL...




Jasper Server

B
w’ Push Reports ?

J ASPER)SOFT

4




Jasper Server

£J JASPERSOFT  # Library Afficher, Gérer,

Modifier JasperReport: SummaryReport.REP Définir le travail

Identifiez le travail, définissez I'"heure de debut et, si besoin

Définir le rapport

Définissez les valeurs requises pour le rapg Travail pour : /Zabbix_Reports/SummaryReport.REF

Mom: Mom du travail : (obligatoire):

SummaryReport.REP Summary Report

Controles et ressources

ID ressource (en lecture seule): Description :
SummaryReport.REP Schedule Summary Report Every Week

Source de données

Requéte o
De=scription:

Personnalisation

Deémarrer le travail

() Immédiatement

Localiser le fichier JRXML (@ L= : 09-12-2015 08:00

(Télécharger un fichier local

Fuseau horaire : | Europe/Paris - Heure d'Europe centrale

Récurrence : Aucune | Simple | Calendaire

(@ Sélectionner un fichier JRXML dans le référ Répéter tous les : 1 |semaines w|(obligatoire)
fZabbix_Reports/SummaryReport.JRXML (@ Indéfiniment

{JHeures :

() Jusquau :




Final Reporting Architecture

APls [ SQLs

L Zzabbix L%ports
Database

Read Only

- Monitoring
sQLs , ta WareHouse

Database ww Push Reports @

JASP @so FT >

Financial Data




Reports
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abbix Configuration Checker

Top Hosts with items without trigger ENABLED Distribution of items Status
UNSUPPORTED NoBLED
S 1842 342

K2C8YRNP: 109
HEHESUAT: 108
IXUBZ4C2: 154

TJGVCSN: 137

SNADEPK: 108

7L2BUSY1: 116

E1Q9TY4F: 109

T3Q44X15: 109

Top Hosts with unsupported items

205Y28N9: 8
30JEOKHI: 18
FNNYMXII: &

UMCILIM4: 9]

YSOTQW2C: 8




Zabbix Configuration Checker

Top Hosts with LLD ltems Top Hosts with LLD Triggers

HIWMAGKE: 113 HJWM4GKE: 113

Z4EB4BYK: 100

Templates with type log items without skip parameter Unavailable Zabbix Agents

TP_UMIXA evenflog[Application,,"Error”,"MY SQLETT" ] Host G
os roup

17JTESYD prod-unix

TP_UNIXA log["fopt] a log"," 1

TP_UMIXA log["foptijre45ilogievents. log®,"not loaded due to errors?) GLAIYXHB b nix

TE_UNIXA log["foptiredSilog Hog”, d1 BKLZUXV9 prod-unix

TP_UMIXA evenflog[Mozart_8, Critical,, 3322] CFVS3Q57 b nix

TP_UNIXA eventiog[Mozarl_8, Waming,,3317] DKHECSHN prod.uris
TP_UNIXA loglfop i _YUllogfbus_data log,"ERROR[error|Emror']
TP_UNIXA logl i _YUllogfbus_ft log,"ERROR|error|Error]

TP_UNIXA loglfop i _YUflogfbus_sup log,"ERROR|error|Error]

TP_UNIXA log[foptiobserver/instance_YUllog/HawkAgent.log,"ERROR|emor|Error”]

DUTBF3ZB prod-unix

I9F42MMZ prod-unix

IDDC21P2 prod-unix
MKMNBD33W prod-unix
PA259IL2 prod-unix

TP_UNIXA log[iop i YU hma log,"ERROR|error|Error’]
TP_UNIXA eventlog[Application,,"Error",Main_Monitor,,]
TP_UMIXA log[ivarfadm/messages HPUX_T,,100]

RK99706J prod-unix

RWVSOH2ZNO prod-unix
TP_UNIXA eventlog[Commerciallicence,,,,,,] SRIRAYNZ b nix

TP_UNIXA Oracle_10G_Alertlog[(#DBHOST), {#INSTANCE}] SY4EEHYZ produnix




Zabbix Configuration Checker

Top Scenarii with low regularity Top Hosts with non Templated items

BRXAHS68. 2|
scz1a9su: 2

FACEGGR: 4

Top older triggers

DE/D2/13 22:25 HDTNS2X TP_UNIXA hpux_soft_657 status
DE/D2/13 22:27 IHLTYWH TP_UNIXA hpux_soft_657 status

05/04/13 11:38 41JCQEJE TRIG.DSS DEV sxd_frt indisponible

05/04/13 11:38 Z26BSPVD TRIG.DSS DEV sxd_frtindisponible

05/04/13 16:40 43M3B1W2 TP_UNIXS CentralLogFlood.EventLog. ERROR
05/04/13 16:45 EGSC2YB TP_UNIXS CentralLogFlood.EventLog. ERROR
D5/04/13 16:45 DNV4NLRR TP_UNIXS CentralLegFloed.EventLog. ERROR




Summary Report

Summary Report
25/08/2015  21:43

Zabbix :
FS¥ B riers ProxyWi: 24 - —
Windows dh2-9.74 nr:fl.:ﬂ fn-172

SEIVErS Server: 16 j Tabhixt-2.0 &

SHMP —xp12] Jasper-4.5.1

Carear 19

- M'y'sql—Sl & LT A
Hunervisg Fostgresql-8.4 S0LServer [

Virtual Server 12 200512
machines

@ Internet @ Infra © zabbixcoreit © oraclellg
@ Zabbixt-2.0 & Jasper-4.5.1 Server © WINZ003-FR © S0L Server 2005
@ Mysql-5.1 & Postgresql-8.4 Server @ XP @ db2-9.7 4 Server
@ Zabbix ProxyWid
Last Week Top Talkers

@ Linux servers ® Zabbix servers © BX servers © Windows servers
@ SMMP components © Hypervisors O Virtual machines
@ t110.coreit.fr @ tvm)

Distribution by Operating System

HOST Current ALARMs SINCE SEVERITY ITEM

My=ql-5.1 & Fostgresgl-8.4 Server  MYSQL Instance {$MYSQL_INSTANCE_MAME} - 03/07/15 20:12 HIGH Instance {SMYSQL_INSTANCE_NAME} - Check
My=gl5.1 & Fostgresql-8.4 Server  MY30L Instance dio_zabbix - Connection error 03M7TrLS 20:12 HIGH Instance db_zakbix - Check connection
dbz-5.7.4 Server DEB2 Instance {SDB2_INSTANCE_NAME} - databas2d/0ESLS 02:07 HIGH Instance dbd_dbZinstl - Database

db2-5.7.4 Server DBZ detabase {$DB2_DATAZASE NAME} - No 24/08/15 02:07 HIGH Detebese {$DB2_DATABASE MAME} - Timestarmp
Zabbix From Wk Mo dats trom Zakbbix Proxy 25008715 02:17 HIGH CPU £2 %

zebbixll Froxy {EFROXY_NAMEL} last access = L30s 207715 15:03 HIGH Zabhbix Froxy {SPFROXY_NAMEL} Last &ccess
My=ql-5.1 & Pastgresql-2.4 Server  Zabbix agert on {HOSTHMAME} is unreacheble tor25/08/15 04:07 WARNING  Agent ping

db2-5.7.4 Eerver Zmbbix agert on {HOSTHMAME} is unreacheble tor25/08/15 04:07 WARNING  Agent ping

Infra Zabbix agert on {HOSTNAME?} is unreachable tor25/08715 04:07 WERNING  Agent ping

SOL Server 2005 Zabbix agert on {HOSTMAME?} is unreacheble tor25/08/15 04:07 WARNING  Agent ping

araclel0g Zzbbix agert on {HOSTHMAME} is unreacheble tor25/08/15 04:07 WARNING Agent ping

Zabbix From Wk Zabbix agert on {HOSTNAME?} is unreachable tor25/08715 04:07 WERNING fAgent ping

WINZOO3-FR Zabbix agert on {HOSTNAME?} is unreacheble tor25/08715 04:07 WEARNING  Agent ping

iF Zzbbix agert on {HOSTHMAME} is unreacheble tor25/08/15 04:07 WARNING Agent ping




Yearly Trends

JP= Year Trends

CPU & Memory

—— MEM MIN % —— MEM AVG % MEM MAX %

0 103 1304 1905 1306 1307 1308 105 1310 131 11z 14m 1402
G ST

— CPUMIN % — CPU AVG % CPU MAX %

_",.'l"
13.02  13.03 1304 1305 13.06 13.07 1308 13.09 1310 1311 1312 1401 1402




Merci pour votre attention'!

Alain Ganuchaud
Core IT Project

alain@coreit.fr

Follow us on Twitter: @zabbix_fr @AlainGanuchaud


https://twitter.com/AlainGanuchaud
https://twitter.com/AlainGanuchaud
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