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Chapter 1. About Zenoss

Zenoss is today's premier, open source IT management solution. Through a single, Web-based console, it enables
you to manage the status and health of your infrastructure.

The power of Zenoss starts with its in-depth Inventory and IT Configuration Database. It creates this database by
discovering managed resources -- servers, networks, and other devices -- in your IT environment. The resulting
configuration model provides a complete inventory of your servers, network devices, and software applications,
down to the level of resource components (interfaces, services and processes, and installed software).

Once Zenoss discovers the IT infrastructure, it automatically begins monitoring the performance of each device.
It also provides events and fault management features that tie into the configuration database. These features
help drive operational efficiency and productivity by automating many of the notification, alerts, escalation, and
remediation tasks you perform each day.

1.1. High-Level View

Using agent-less technology, Zenoss monitors your entire IT infrastructure stack, including network, servers, HVAC
and power, and even applications. At its highest level, the system comprises these major areas:

» Discovery and configuration

» Performance and availability
* Fault and event management
» Alerting and remediation

* Reporting

Zenoss unifies these areas into a single system with a modern, interactive Web user interface.

Business Unit
VP

Open
Standards

IT Director
ClIO

Discovery & Performance &
Configuration Availability

IT
Configuration

Datat Fault & Event

Management

Alerting &
Rﬂnodllliollon

Systems
Administrator Agent-less
Network
Operations

Figure 1.1. High-Level View
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1.1.1. Key Tenets

Zenoss was designed with these important ideas at its core:

Modeling

The system's model enables it to understand the environment in which it operates. Through sophisticated and
detailed analysis, Zenoss determines how to monitor and manage complex IT environments. The core of the
standard model describes basic information about each device's operating system and hardware. The model is
object-based, and is easily extended through object inheritance.

Discovery

With a sophisticated model, manual input and maintenance of data is challenging. To address this challenge,
Zenoss uses discovery to populate the model. During discovery, the system accesses each monitored device in
your infrastructure and interrogates it in detail, acquiring information about its components, network integration,
and dependencies.

Normalization

Because Zenoss collects information from different platforms and through different protocols, the amount and
format of available information varies. For example, file system information gathered from a Linux server differs
from similar information gathered from a Windows server. Zenoss standardizes the data gathered so that you
can perform valid comparisons of metrics gathered by different methods and for different systems.

Agentless Data Collection

To gather information, Zenoss relies on agent-less data collection. By communicating with a device through one
of several protocols (including SNMP, SSH, Telnet, and WMI), it minimizes the impact on monitored systems.

Full IT Infrastructure

Unlike other tools, the system's inclusive approach unifies all areas of the IT infrastructure--network, servers,
and applications--to eliminate your need to access multiple tools.

Configuration Inheritance

Zenoss extends the concept of inheritance in object-oriented languages to configuration. All core configuration
parameters (configuration properties) and monitoring directions (monitoring templates) use inheritance to de-
scribe how a device should be monitored. Inheritance allows you to describe, at a high level, how devices should
be monitored. It also supports ongoing refinements to the configuration. (For detailed information on inheritance
and templates, refer to the chapter titled "Properties and Templates.")

Cross-Platform Monitoring

Zenoss monitors the performance and availability of heterogeneous operating systems (including Windows,
Linux, and Unix), SNMP-enabled network devices (such as Cisco), and a variety of software applications (such
as WebLogic and VMware).

Scale

You can deploy the system on a single server to manage hundreds of devices. The Enterprise version allows
you to manage large, distributed systems by using horizontal scaling of its collectors.

Extensibility

The system's extension mechanism, ZenPacks, allow for rapid addition and modification to customize your
environment.
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1.2. Architecture and Technologies

The following diagram illustrates the system architecture.
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Figure 1.2. Architecture

Zenoss is a tiered system with four major parts:

» User layer

» Data layer

* Processing layer
» Collection layer

1.2.1. User Layer

Built around the Zope Web application environment, the user layer is manifested as a Web portal. It uses several
JavaScript libraries, Mochi Kit, YUI, and extJS to provide a rich application experience.

Through the user interface, you access and manage key components and features. From here, you can:

e Watch the status of your enterprise, using the Dashboard

»  Work with devices, networks, and systems

* Monitor and respond to events

* Manage users

* Create and run reports

The user layer Interacts with the data layer and translates the information for display in the user interface.

1.2.2. Data L ayer

Configuration and collection information is stored in the data layer, in three separate databases:

» ZenRRD - Utilizing RRDtool, stores time-series performance data. Because RRD files are stored locally to each
collector, no bottlenecks result from writing to a single database as new collectors are added.

e ZenModel - Serves as the core configuration model, which comprises devices, their components, groups, and
locations. It holds device data in the ZEO back-end object database.
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e ZenEvents - Stores event data in a MySQL database.

1.2.3. Process L ayer

The process layer manages communications between the collection and data layers. It also runs back-end, periodic
jobs, as well as jobs initiated by the user (ZenActions and ZenJobs).The process layer utilizes Twisted PB (a bi-
directional RPC system) for communications.

1.2.4. Collection Layer

The collection layer comprises services that collect and feed data to the data layer. These services are provided by
numerous daemons that perform modeling, monitoring, and event management functions.

The modeling system uses SNMP, SSH, and WMI to collect information from remote machines. The raw information
is fed into a plugin system (modeling plugins) that normalizes the data into a format that matches the core model.

Monitoring daemons track the availability and performance of the IT infrastructure. Using multiple protocols, they
store performance information locally in RRD files, thus allowing the collectors to be spread out among many col-
lector machines. Status and availability information, such as ping failures and threshold breaches, are returned
through ZenHub to the event system.

For more information about system daemons, see the appendix titled "Daemon Commands and Options."

1.3. Monitoring Approach

Zenoss uses a model-driven approach to monitoring, combining discovery and the model to enable automatic mon-
itoring. This strategy reduces system maintenance overhead and ensures that new devices and applications are
monitored as they come online.

tune

discover - model config - monitor
— — — —

Figure 1.3. Workflow: Model-Driven Monitoring

As shown in the previous illustration, model-driven monitoring begins with discovery, which populates the model. It
continues as the configuration defined in the model is automatically applied and monitoring begins. As the system
runs, the configuration is further fine-tuned.

The model-driven monitoring approach is demonstrated by the following file system monitoring scenario.

1.3.1. File System Monitoring

By default, the system is configured with a file system threshold of 90% utilization. Each time it discovers a file
system, this threshold is automatically applied to the file system, and monitoring begins.
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Figure 1.4. Monitored File System (Threshold Exceeded)

This illustration shows the result of a system being monitored, using the default configuration. The graph shows that
the threshold of 90% has been exceeded numerous times. Because the data in the model is normalized, thresholds
will apply regardless of the collection mechanism (SNMP, SSH, and WMI).

The chapter titled "Properties and Templates" provides more information about modifying the monitoring configu-
ration.

1.4. Terminology

You should understand product-specific use of the following terms when working with the system.

Glossary

alert Email or page sent as a result of an event.

data point Data returned from a data source. In many cases, there is only one data point for a
data source (such as in SNMP); but there may also be many data points for a data
source (such as when a command results in the output of several variables).

data source Method used to collect monitoring information. Example data sources include SN-
MP OIDs, SSH commands, and perfmon paths.

device Primary monitoring object in the system. Generally, a device is the combination of
hardware and an operating system.

device class Special type of organizer used to manage how the system models and monitors
devices (through configuration properties and monitoring templates).

device component Object contained by a device. Components include interfaces, OS processes, file
systems, CPUs, and hard drives.

discovery Process by which Zenoss gathers detailed information about devices in the infras-
tructure. Results of discovery are used to populate the model.

event Manifestation of important occurrence within the system. Events are generated
internally (such as when a threshold is exceeded) or externally (such as through
a syslog message or SNMP trap).

event class Categorization system used to organize event rules.
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event rules

graph
managed resource

model

monitoring template

organizer

resource component

threshold

Controls how events are manipulated as they enter the system (for example,
changing the severity of an event). Configuration properties configure event rules.

Displays one or more data points, thresholds, or both.
Servers, networks, virtual machines, and other devices in the IT environment.

Representation of the IT infrastructure. The model tells the system "what is out
there" and how to monitor it.

Description of what to monitor on a device or device component. Monitoring tem-
plates comprise four main elements: data sources, data points, thresholds, and
graphs.

Hierarchical system used to describe locations and groups. Zenoss also includes
special organizers, which are classes that control system configuration.

Interfaces, services and processes, and installed software in the IT environment.

Defines a value beyond which a data point should not go. When a threshold is
reached, the system generates an event. Typically, threshold events use the /Perf
event class.
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Read the following sections to learn more about working in the interface, and to learn how to:

¢ Customize the dashboard

e Search for devices, events, and system objects
* Navigate the event console

*  Run commands

¢ Create and use alerts

» Create custom event views

2.1. Interface and Navigation

After you install Zenoss and navigate to the interface from your Web browser, the Dashboard appears. The Dash-
board provides at-a-glance information about the status of your IT infrastructure. It is the primary window into de-
vices and events that the system enables you to monitor.

Resources

Getting Started Webinars

Zenoss Administration Guide: PDF | HTML
Zenoss Extended Monitoring Guide: PDF | HTML
Community Wiki

Community Forums

ZenPacks

Upceming Zenoss training events

Zenoss Administrator Training Course - Session AS7

Zenoss Advanced Training Course - Session C5

vpn-client18.zenoss.loc

vpn-client12.zenoss.loc
vpn-client10.zenoss.loc
=]
» w2k8-dev- localhost zenping 28371862
e - e
vm01.zenoss.loc nsyslog
- localhost zentrap 2837151
vpn-client19.zenoss.loc
vpn-client15.zenoss.loc

Figure 2.1. Dashboard

The Dashboard can show:

* System information resources and Web pages
* Important error-level device events

¢ Geographical high-level view

"Troubled" devices

Key Dashboard and interface areas include:

¢ Navigation bar
¢ User information area
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Portlets
System Network Map

2.1.1. Navigation

The Navigation menu lets you access major system features. In addition to the Dashboard, the menu is divided
among several functional areas:

Events - Guides you to the event management area, where you can monitor event status, events, history,
configuration properties, and event transforms. You also can track changes made to events.

Infrastructure - Offers access to network infrastructure, including, devices, networks, processes, and services.
Reports - Allows you to view and define reports.
Advanced - Provides access to monitoring templates, collectors, MIBs, and system settings.

2.1.2. User Information Area

* admin SIGNOUT H

Figure 2.2. User Information Area

The User information area offers information and selections:

Login ID - The ID of the user currently logged in appears at the far left of this area. Click the ID to edit user
settings, such as authentication information, roles, and groups. (You also can access user settings from the
Navigation bar Advanced selection.)

Sign Out - Click to log out of the system.

[2] (Help) - Click to access community product documentation, FAQs, and HowTos, at:

http://community.zenoss.org/community/documentation

2.1.3. Portlets

The main content of the Dashboard comprises portlets, which provide information about the system and your in-
frastructure. Portlets you can display on the dashboard are:

Device Issues - Displays a list of devices, associated with color-coded events of error or critical severity levels.
Click a device in the list to view its event log.
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Figure 2.3. Device Issues Portlet

Google Maps (device locations) - Shows configured locations and configured network connections.

North
Qcean

Figure 2.4. Google Maps Portlet

Zenoss Issues - Contains system self-monitoring information.

Production States - Shows devices assigned to a particular production state.

Site Window - Initially provides links to resources such as product guides, forums, and training events.

The URL for the default content is http://www?2.zenoss.com/in-app-welcome. You can customize this portlet to
display content from any URL.

Top Level (Root) Organizers - Lists status for each grouping in your defined system hierarchy.

Object Events B

[ /Devices/Discovered

[ /Devices/Network

5 /Devices/server [P
5 /Devices/Printer
5 /Devices/Power
[ /Devices/Ping E

Figure 2.5. Top Level Organizers Portlet
Messages - Displays system messages.
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« Object Watch List - Allows the display of high-level status device classes, groups, systems, event classes,
and locations that you select.

2.1.3.1. Customizing Portlets

You can customize each portlet that appears on the Dashboard. Customization options vary depending on the
portlet type.

Click B, which appears at the top right corner of a portlet, to view and customize display options. Click Save Settings
to save your selections and then return to main portlet content.

The following table lists information you can customize for each Zenoss portlet.

For this portlet type.. ...you can customize:

Welcome Title, Refresh Rate, Destination URL

Device Issues Title, Refresh Rate

Google Maps Title, Refresh Rate, Base Location

Zenoss Issues Title, Refresh Rate

Production States Title, Refresh Rate, Production States (to appear on the
Dashboard)

Top Level (Root Organizers) Title, Refresh Rate, Root Organizer (to appear on the
Dashboard)

2.1.3.2. Adding and Duplicating Portlets

To add a portlet, select Add portlet (located below the User Information area at the top right of the Dashboard). From
the Add Portlet dialog, you can add a portlet or restore portlets to the default view.

Your Dashboard can display more than one of the same portlet type. You might want to display duplicate portlets,

for example, to get at-a-glance information about more than one device location that appears in the Google Maps
portlet.

2.1.4. Network Map

The Network Map represents your network's Layer 3 topology. From the map, you can quickly determine the status
of each device by its highlighted color.

To access the network map, select Infrastructure, and then select Network Map.
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Figure 2.6. Network Map
2.1.4.1. Choosing the Network to Display

The network displayed is configured for each user. From user preferences, modify Network Map Start Object to
indicate a network, and then click Save.

2.1.4.2. Viewing Device and Network Details

Double-click a device or network icon in the map to focus on it. Focusing on a node:
» Centers it on the map
» Shows links from the node, based on the number of hops selected

Alternatively, you can type the name or IP address of a device or network in the Selected Device or Network field,
and then click Refresh to focus on that node.

Note

When you select a node, the network map displays only the links that are currently loaded into the map. It does
not download and display new link data.

2.14.3. Loading Link Data

To load link data for a node:

1. Double-click the node on the map to focus on it, or enter the device name or IP address in the Selected Device
or Network field.

2. Select the number of hops to download and display.
3. Click Refresh.

2.1.4.4. Filtering by Device Type
You can filter the devices that appear on the network map. To do this, select a filter from the Device Class Filter

list of options. For example, to show only Linux devices on the map, select /Server/Linux from the list of options,
and then click Refresh.
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2.1.4.5. Adjusting Viewable Hops

You can adjust the number of hops that appear on the network map. Use the Number of Hops slider, which adjusts
the number of hops from 1 to 4.

2.1.4.6. Adjusting the Network Map

Use the Repulsion slider to expand or contract the icons that appear on the map. Move the slider right to expand
the icons, or left to contract them.

Select the Fit to Window option to bring all displayed icons into the viewable area.
2.1.4.7. Viewing Device or Network Details

To see detailed information about a device or network, select it in the map, and then click Go to Status Page.

2.2. Customizing the Dashboard

You can customize the Dashboard by:

e Selecting the portlets you want to monitor
* Arranging portlets
¢ Changing the Dashboard column layout

" Click to add
* Ccltl}chl-](;?n&la:\ecut_ra ‘u portlets to the
" Devices/Discovered vout Bl " Dashboard.

Click a header and

drag to reposition

the portlet on the
Dashboard.

| /Devices/Network
5 I /Devices/Server
- P iD=vicesiPrinter Vi
L[ Deviess Pbwer

ng

Daemon Seconds

zZenping 2837943
- localhogt: zensyslog 2837942
localhost zentrap 2837932

o
Terme of Use
==

Figure 2.7. Customize Dashboard

2.2.1. Selecting Portlets

To add a portlet to the Dashboard:
1. Click Add portlet (located at the top right of the Dashboard main area).

The Add Portlet dialog appears.
2. Select a portlet.
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The portlet appears at the top right of the Dashboard main area.

To remove a portlet from the Dashboard:
1. Click * (asterisk) that appears at the top right corner of the portlet you want to remove.

The portlet expands to show its Settings area.
2. Click Remove Portlet.

2.2.2. Arranging Portlets

To arrange portlets, click the portlet header and drag the portlet to any location on the Dashboard. Other portlets
rearrange depending on the location you drop it.

2.2.3. Changing the Dashboard Column Layout

You can change the layout of the Dashboard to one, two, or three-column displays. For two-column display, you
can additionally choose a layout that offers columns of equal or varying widths.

Column Layout »

Figure 2.8. Column Layout Dialog

To change the Dashboard column layout:

1. Click Configure layout... (located at the top right of the Dashboard main area).

The Column Layout dialog appears.
2. Click to select your preferred column layout.

Note

After selecting a new layout, you likely will need to rearrange the portlets on the Dashboard.

2.3. Search

A powerful search facility, enabled by the Advanced Search Enterprise ZenPack, allows you to locate devices, other
system objects, and events.
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Enter part or all of a name in the search box at the top right of the interface. The system displays matches, categorized
by type.

admin-guide

E Se esults._ G

J Device
J L test-aix53-1zenoss.loc(10.2
L test-aix61.zenoss.loc(10.204
& test-cent3-64-1.zenoss.loc (1
W testexch2003-1d.zenoss lod
i test-exch2007-1d.zenoss.lor
—

Figure 2.9. Search

Click "View all search results" to display the Search Results page, which shows all results of the search. From here,
you can save the search to access later. To save a search:

1. Click Save As (at the bottom left of the Search Results page).

The Save Search As dialog appears.
2. Enter a name for the search, and then click Submit.

You can access saved searches from:
» Action menu located at the bottom of the Search Results page

» Search box located at the top of the interface. (Click the arrow, and then select Manage Saved Searches.)

For information about installing the Advanced Search ZenPack, refer to Zenoss Extended Monitoring.

2.4. Navigating the Event Console

The event console is the system's central nervous system, enabling you to view and manage events. It displays the
repository of all events that are detected by the system.

To access the event console, click Event Console in the Navigation menu.
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Figure 2.10. Event Console

2.4.1. Sorting and Filtering Events

You can sort and filter events that appear in the event console to customize your view.

You can sort events by any column that appears in the event console. To sort events, click a column header. Clicking
the header toggles between ascending and descending sort order.

Filter options appear below each column header.

New bibeault.zenoss IStatus/Ping ip 10.87.209.23 iz down

Acknowledged zst-winvista-1.2i I5tatus/Ping ip 10.175.211.136 is down

D Suppressed zst-win7-1.zeno zeneventlog 1Status\iimi Could not read the Windows event log (NT_STATUE
W Test-win2008-1d.; zeneventlog 1Status\iimi Could not read the Windows event log (ExecNotifica
0 test-win2008-ad.; zeneventlog 1Status\iimi Could not read the Windows event log (ExecNotifica
0 test-win2003-1d.; zeneventlog 1StatusMiimi Could not read the Windows event log (ExecNotifica
0 test-jboss.zenos JMX IStatus/JMX/Conr DataSource Remove Calls; error connecting to ser.
0 test-jboss.zenos JMX IStatus/JMX/Conr DataSource M ges R ived; error ting
0 test-jboss.zenos JMX 1Status/JMX/Conr DataSource Create Calls; error connecting to serve
(1] test-jboss.zenos JMX I5tatus/IMX/Conr DataSource Non Subscripti Count; erro
0 test-jboss.zenos JMX IStatus/JMX¥/Conr DataSource Hon M ge Count; error con
0 test-jboss.zenos JMX IStatus/JMX/Conr DataSource Durable Subscriptions Count; error con
1 test-jboss.zenos JMX /StatusJMX/Conr DataSource Durable Message Count; error connect

Figure 2.11. Event Console Filter Options

You can filter the events that appear in the list in several ways, depending on the field type. Date fields (such as
First Seen and Last Seen) allow you to enter a value or use a date selection tool to limit the list. For other fields,
such as Device, Component, and Event Class, enter a match value to limit the list.

The Count field allows you to filter the list when compared to a value:

¢ n - Displays events with counts greater than or equal to that value.
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<n - Displays events with counts less than that value.
<=n - Displays events with counts less than or equal to that value.
=n - Displays events with counts equal to that value.

To clear filters, select Configure > Clear filters.

2.4.1.1. Saving a Custom View

You can save your custom event console view by bookmarking it for quick access later. To do this:

1.

Select Configure > Save this configuration.

A dialog containing a link to the current view appears.
Click and drag the link to the bookmarks link on your browser's menu bar.

The system adds a link titled "Event Console" to your bookmarks list.
Permalink

Drag this link to your bookmark bar
to return to this grid configuration later.

Event Console

T

Figure 2.12. Saving a Custom View (Bookmark)

Tip: You may want to re-title the bookmark, particularly if you choose to save more than one event console view.

2.4.2. Refreshing the View

You can refresh the list of events manually or specify that they refresh automatically. To manually refresh the view,
click Refresh. You can manually refresh at any time, even if you have an automatic refresh increment specified.

To configure automatic refresh, select one of the time increments from the Refresh list. By default, automatic refresh
is enabled and set to refresh each minute.

Click to manually
refresh events

Refresh every

st See
- 1 zecond
|
1 5 seconds
10-06-07 11:55:47  2010-06-07 15:1¢
10 seconds
10-06-07 12:11:44  2010-06-07 15:1¢
30 seconds
10-06-07 11:53:20  2010-06-07 15:2C
® 1 minute
10-06-07 11:55:10  2010-06-07 15:2(
Manualky

10-06-07 11:55:09  2010-06-07 15:1¢

10-06-07 12:14:52  2010-06-07 15:1%:65 38

Figure 2.13. Automatic Refresh Selections

2.4.3. Viewing Event Details

You can view details for any event in the system. To view details, double-click an event row.
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Tip: Do not double-click on or near the device name, component, or device class in the row. Doing this displays
details about that entity, rather than information about the event.

The Event Detail area appears.

(m\ localhost zenwin heartbeat failure Cl?;;ﬁsd:ﬁp;ay M ]

separate window.
Device:
Component:
Event Class:
Status: 0
Start Time: 2009/09/08 10:22:53.000
Stop Time: 2009/09/08 14:02:35.000
Count: 219

Click for more
event details.

LOG

Figure 2.14. Event Detail
To see more information about the event, click Show more details.

You can use the Log area to add specific information about the event. Enter details, and then click Add.

2.4.4. Selecting Events

To select one or more events in the list, you can:

» Click a row to select a single event

» Citrl-Click rows to select multiple events, or Shift-Click to select a range of events
e Click Select to select all, none, new, acknowledged, or suppressed events

2.4.5. Managing Events

You can manage events from the event console. After selecting an event, you can:

* Acknowledge the event

* Close the event (move it to history)

* Map the event, associating it with a specific event class

« Return the event to New status (revoke its Acknowledged status)

You also can add an event from the event console.

Close (move  Return to
to history) New status

ﬂcknnwledge ‘é' Eﬁﬂdd
|

Map to
event class

Figure 2.15. Event Management Options
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2.5. Running Commands

Zenoss allows commands to be run though the Web-based user interface. You can run commands on a single
device or on a group of devices.

The system includes several built-in commands, such as ping and traceroute.

To run commands from the user interface:
1. Select one or more devices from the Devices list.
2. Select a command from the Commands list of options.

The system runs the command. Command output appears on the screen.

Select this option to
automatically scroll
command output

Autoscroll

Figure 2.16. Command Output

You can resize the command output window. You also can stop automatic scrolling by de-selecting the Autoscroll
option at the bottom right corner of the output window.

2.6. Creating and Using Alerts

You can implement alerts to send email or pages based on events received. Implemented by the zenact i ons dae-
mon, the system continuously evaluates each user's paging rules against the event database. Each user has his
own set of alerting rules.

Read the following sections to learn about:

e Setting SMTP settings for alerts
« Creating alerting rules

» Escalating alerts

* Scheduling alerts

2.6.1. Setting SM TP Settings For Alerts

To use email and pager alerts, the system must point to an SMTP relay with the proper settings.

1. From the navigation bar, select Advanced.
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The Settings page appears.

State at time: 2010/04/16 15:52:53 |

SMTP Host [localhost

SMTP Port (usually 25) [25

SMTP Username (blank for none) |

SMTP Password (blank for none) |

From Address for Emails I
Use TLS? ]
Page Command I$ZENHOME;"bir‘IIZEf‘ISﬂpD

Dashboard Production State Threshold |1000

Dashboard Priority Threshold |2

Production:1000
Pre-Production:500
Test:400

State Conversions Maintenance:300
Decommissioned:-1

Highest:5
High:4
Normal:3
Priority Conversions Low:2
Lowest:1
Trivial: 0

Figure 2.17. SMTP Settings
2. To set up the mail servers, you must configure the SMTP Host, the SMTP Port, SNPP Host, and the SNPP Port.

Now you can create and use alerting rules for the system.
2.6.2. Creating an Alerting Rule

Alerting rules are created for each user. You can add more recipients for rules, but upon creation, the alerting rules
are tied to a user account.

To create an alerting rule:

1. Select Advanced from the menu bar.

The Settings page appears.

Select Users in the left panel to display the users page.

In the Users area, the name of the user for which you want to create an alerting rule.
In the left panel, select Alerting Rules.

S A

Select Add Alerting Rule from (Action Menu).

6. From the Alerting rule table menu, select Add Alerting Rule.

The Add Alerting Rule dialog appears.
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Add Alerting Rule ®

o I

Figure 2.18. Add Alerting Rule
Enter a name for the alerting rules, and then click OK.

Click the name of the alert.

The Alert Details page appears.

State at time: 2010/04/16 16:09:33

Delay (secs) IO— Enabled m
Action Address (optional) |

Plain Text m Repeat Time (secs) IO—
Send clear messages m

Where
Production State [ = [~ || Production [=] B
ey [FEEw ® @
— &
add fiter[ 7]

Figure 2.19. Edit Alert Details
2.6.2.1. Defineand Enablethe Alert

Set the attributes from the Alert Details page:

» Delay (secs) - Sets the number of seconds to wait before sending the alert. If an event clears before delay
time, no alert is sent.

» Enabled - To enable the alert, set this value to True. Setting this to True disables all alert windows, and is the
same as a 24x7 alerting window.

To alert only during certain periods specified in the alerting windows, set Enabled to False.

To ensure that an alerting rule will not send alerts, ensure that Enabled is set to False, and that all alerting rule
windows are not enabled.

* Repeat Time - Sets the time for repeating the alert. Sends the alert every n seconds until the event is acknowl-
edged.

» Action - Selects whether to send email or a page.

If the action is defined as email, then the event is emailed. If the action is set to page, then you must define and
test the value of the Page Command field (Advanced > Settings). Many wireless phone systems have SMTP-
to-SMS gateways, so in some cases you can use email to send pages.

By default, email alerts are sent to the email address for the user. Pager alerts go to the specified pager address.
You can override this by filling in the Address (optional) field.

 Where - This area lets you set the thresholds for the alert. The default rule contains the thresholds for an event
occurrence in which:
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e Event State = New
e Severity >= Error
* Production State = Production

You can change these thresholds by changing one or more selections.

» Add filter - Select one or more filters for the alert. The page re-displays so you can select values for the filter.
To remove a filter, click the (-) minus button.

Click Save to save selections for the alert.

2.6.2.2. Createthe Content of the Alert M essage

1. Inthe left panel, select Message to customize the message that is sent to the specified address.

The Message page appears.

State at time: 2010/04/16 17:18:08 |

Message (or Subject)
|[zenoss] % (device)s Y%(summary)s
Body

Device: %(device)s -
Component: %(component)s
Severity: %(sgveritySting)s
Time: %(firstTime)s
Message:

%(message)s

<a href="%(eventUrl)s" >Event Detail</a> -
Clear Message (or Subject)

|[zenoss] CLEAR: %/(device)s %(clearOrEventSummary)s

Clear Body

m

Event: '%(summary)s’ -
Cleared by: "%(clearSummary)s’
At: %(clearFirstTime)s

Device: %(device)s
Component: %(component)s
Severity: %(severtyString)s

Message: -

Savel

Figure 2.20. Alerting Rules - Messages

m

2. Specify the email message subject and body. You must create two messages:
* Message - Text to send when the thresholds for the alert are met or exceeded.

» Clear Message - Text to send when the event has cleared.

The fields for the subject and message areas are Python format strings.

3. Click Save to save the messages.
2.6.2.3. Create a Schedule for Sending the Alert

By default, all enabled schedules are active at all times. If you want to restrict the times for which an alerting rule
is active, follow these steps:

1. Setthe Enabled alert field to False.
2. From the left panel, select Schedule to set up a schedule for the alert.

The Active Periods page appears.
3. Select Add Rule Window from the Actions menu.
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The Add Active Period dialog appears.

Add Active Period

o I

Figure 2.21. Add Active Period
4. Enter a name for the schedule in the ID field, and then click OK.

The Schedule you added appears in the Active Periods list.
5. Click the name of the new schedule to set its detalils.

The Schedule Details page appears.

State at time: 2010/04/16 17:12:12 |

Name test_add_active_period_2

Enabled m

Start 04/16/2010 select| 17 v 15 =
Duration 0 Days 01 Hours 00 Minutes
Repeat |Never El

Savel

Figure 2.22. Alerting Rules - Schedule Details
6. Enter information or make selections:

» Enabled - Set to a value of true if you want to restrict this alert to monitor only at certain times, for certain
durations.

» Start - Enter the date you want the alert to start, or click Select to select the date from a calendar. Select
the hour and minutes you want the alert to start.

« Duration - Specify the length of time you want the alert to be listening, based on the start time.
» Repeat - Optionally select a time frame for the alert to repeat. You can choose:

* Never

e Daily

e Every Weekday

e Weekly

e Monthly

e First Sunday of the Month
7. Click Save.

2.6.3. Escalation of Alerting
You can create an alerting hierarchy by using some of the different management tools.
2.6.3.1. Creating an Alerting Hierarchy

You can create an alert hierarchy based on event status and delays by using alerting rules.
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Sample Scenario:

You want to set up alerting rules so if that "Person A" (the first person in the hierarchy responding to alerts) does not
acknowledge or suppress an event of a specific priority within a specific length of time (changing the event status),
then "Person B" is notified by email to respond.

Step 1: Createan Alerting Rulefor the Default Case (Initial State)

The default case is "when any new event of any priority occurs, alert Person A."

Create an alerting rule with a Delay value of 0 (zero) seconds.

Step 2: Createan Alerting Rulefor the Next L evel

For the next level in the hierarchy, the case is "If Person A does not acknowledge or suppress the event within an
hour, then send an alert to the next person in the hierarchy (Person B)."

Create an additional alerting rule for Person B. To do this, you can:
» Create an additional rule for the currently logged-in User account.
» Add Person B's email address to the Address field. This address overrides the User account email.

Set the value of Delay to the number of seconds you want to wait after an event has come in to the system but
whose status has not changed. In this example, the wait time is one hour (3600 seconds).

In the Add filter area, select Event State, and then select the event state that will keep this rule from being executed
on all events (including those acknowledged by Person A). For this example, select New.

2.6.4. Adding Delay and Schedulesto Alerting Rules

You can use delays when creating alerting rules to set up on-call schedules and elevation hierarchies. Using delays
will allow you to specify that if an event is not acknowledged in a certain amount of time, then the system should send
email to the next person in the hierarchy. You accomplish this by filtering on event state (‘New') and adding a delay.
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Example
Create an alerting rule (no delay) for a "tier 1" support representative, so that he is immediately alerted and
can acknowledge the event.
1. Create a second alerting rule (this one will be for the tier 2 person in the hierarchy) and enable it.

2. Use the 'where' clause to indicate that this rule is in effect only for events that have not yet been acknowl-
edged.

Delay = 300 (in seconds, 5 minutes)
In the Where area,

Production State = Production
Severity >= Error

Event State = New

This rule now says fire this alert if there is an event in the system that is New (not acknowledged) for 5
minutes send email to this user.

3. Select Message in the left panel. In the Message (or subject) field enter the following:

[Zenoss-delayed] %(device)s %(summary)s

4. In the Clear message (or Subject) area, enter the following.

[Zenoss-delayed] CLEAR: %(device)s %(clearOrEventSummary)s

5. Select Schedule from the left panel to edit the schedule. You can tell the rule to only be active when this
user is on call (remember each alerting rule is user based).

6. Inthe Add field enter a name for the new schedule.

The new schedule appears in the list.

7. Click the name of the new schedule and set these values:
 Name - Name of the new schedule.
* Enabled - Set to True.
e Start - Specify when you want the rule to start.
» Duration - Specify how long you want the rule to be in effect.
* Repeat - Specify the number of times to repeat the schedule.
e Every - Specify how many time periods to repeat.

8. Click Save.

2.7. Creating Custom Event Views

You can create and edit custom event views, narrowing the event list view according to filters you set and save.
Custom event views are set individually for users.

To create a custom event view:
1. From the menu bar, select Advanced, and then select Settings.
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In the left panel, select Users.
Click a user in the Users list.
In the left panel, select Event Views.

The Event Views page appears.
Select Add Event View from the Action menu.

The Add Event View dialog appears.

Add Event View

o I

Figure 2.23. Add Event View Dialog
In the ID field, enter a name for the event view.
Click OK.

This custom event view appears in the list. Note that there is a custom alerting rainbow for this event view.

Click the new event view in the list.

The Edit Event View page appears.

State at time: 2010/04/16 17:42:04 |

Type I status :

Where Add ﬂlterl El

Order by  |severity desc, lastTime desc

Fields (drag to change order)

eventSta ~
severity

Result Fields

-

-

» device® |~
® compoie
-

eventCia

® SUMMary -

< [m] »

Savel

Figure 2.24. Edit Event View

Add conditions for this event view:

e Type - Select whether to show active events or the event history.

* Where - Use this area to add filters (similar to alerting rules "where" clauses).
» Order by - Specify the order of entries in the view.

* Result Fields - Select the fields to display in the view. Click the X next to each field you want to remove
from the view.
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10. Click Save.
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Chapter 3. Adding, Discovering and Modeling
Devices

Modeling is the process by which Zenoss:
* Populates the device database
e Collects information about the devices in the system (such as operating system type or file system capacity)

The system models devices when they are added to the database, either manually or through the discovery process.

Read this chapter for more information about:

e Adding devices

» Discovering, classifying, and authenticating devices

* Modeling devices by using SNMP, SSH/COMMAND, and Port Scan
»  Working with modeler plugins

» Debugging the modeling process

3.1. Adding Devices

You can manually add single or multiple devices.

3.1.1. Add a Single Device

Follow these steps to add a single device:
1. From the navigation bar, select Infrastructure.

The Devices page appears.

Select Add a Single Device from (Add Devices).

The Add a Single Device dialog appears.

Add a Single Device

MName or IP: Title:

Device Class: Production State:

Collector: Priority:

localhost ~ MNormal >

Model Device:

CANCEL

Figure 3.1. Add a Single Device
3. Enter information or make selections to add the device:
* Name or IP - Enter the network (DNS) name or IP address of the device.
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» Device Class - Select a device class to which this device will belong. For example, if the new device is a
Windows server, then select /Server/Windows/WMI.

» Collector - By default, this is localhost. Select a collector for the device.

* Model - By default, this option is selected. De-select this option if you do not want the device to be modeled
when it is added.

4. Optionally, click More to display additional fields. From the expanded page, you can:
» Enter device-specific details
» Edit SNMP settings
e Set hardware and operating system information

e Add device comments
Note

Name or IP, Device Class, and Model are the only required selections when adding a device. You may want
to continue (click Add) without additional information or selections, as information you add may conflict with
information the system discovers about the device.

An exception is if you are adding a Cisco router in a device class other than /Network. In this case, before
adding the device you should set the value of the zlfDescription configuration property to True. This will give
you additional information about Cisco routers. By default, this option is set to True for the /Network class.

5. Click Add.
Note

You can view the Add Device job in progress. Click View Job Log in the dialog that appears when you add
the device.

When the job completes, the device is added in the selected device class.

3.1.2. Add Multiple Devices

Follow these steps to manually add multiple devices:
1. From the navigation bar, select Infrastructure.

The Devices page appears.

Select Add Multiple Devices from (Add Devices).

The Add Devices panel appears.
For each device you want to add, enter the fully qualified domain name or IP address of a device on your network.

4. In the Details area, select a device type from the list. If your device type is not listed, then use the default
selection. (You can choose a different device type after adding the device.)

Enter the appropriate credentials used to authenticate against the device.

If you want to add more than one device, click +. Enter one hostname or IP address on each line. Each device
can have only one set of associated credentials.

7. To add the devices, click Submit. Zenoss models the devices in the background.
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3.2. Discovering Devices

You can provide network or IP address range information so that the system can discover your devices.

Follow these steps to discover devices:
1. From the navigation bar, select Infrastructure.

The Devices page appears.

Select Add Multiple Devices from @ (Add Devices).

The Add Devices panel appears.
3. Select the Autodiscover devices option.

Add Devices

© Manually find devices @ autodiscover devices
Networks/Ranges
Authentication
Ente: r more networks (such a5 10.0.0.0/24) or
Ie such a5 10.0.0.1-50). Speaiy cedentials fo be used duning the discovery process. Zenoss

will 3on) these fo each device it discovers.

Windows
[ , . . ,
This user must he a member of the L ocal Administrators group.

Username:

Password:
SSH

Username:

Password:

SHMP
Zenoss will iy each of these community strings i furm when
connecting fo fhe device.

Community public
Strings: private

| Discover |

Figure 3.2. Add Multiple Devices (Discover)

4. For each network or IP range in which you want Zenoss to discover devices, enter an address or range. For
example, you might enter a network address in CIDR notation:

10.175.211.0/24
or a range of IP addresses:

10.175.211.1-50

5. If you want to enter multiple addresses or ranges, click +. For each network, you must enter a netmask or IP
range.
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6. For each network or IP range, specify the Windows, SSH, or SNMP credentials you want Zenoss to use on the
devices it discovers. You can enter only one of each. Zenoss will attempt to use the same credentials on each
device it discovers within the networks or IP ranges specified, but will not try to automatically classify the devices.

7. Click Discover.
The discovery process iterates through every IP address in the networks and IP ranges you specify, adding

each device that responds to a ping request. Further, the process adds information to any device that responds
to an SNMP, WMI, or SSH request.

Zenoss places discovered routers in the device path /Network/Router. Devices are placed in the /Discovered device
class.

3.2.1. Classifying Discovered Devices

Once discovery is complete, you must move discovered devices (placed, by default, in the /Discovered class) to
an appropriate device class in the hierarchy. Moving devices to their correct hierarchy location makes it possible
for monitoring to begin.

Servers are organized by operating system. If the system discovers Windows devices, for example, you might
choose to relocate them to /Server/Windows. Similarly, you might choose to classify discovered Linux devices in /
Server/Linux (if you want to monitor and model using SNMP), or /Server/SSH/Linux (if you want to monitor and
model using SSH).

To classify discovered devices:

1. Select one or more discovered devices (highlight one or more rows) in the device list.

2. Drag the selected devices to the new device class in the tree view.

Network  Processes IP Services Windows Services  MetworkMap  Manufacturers
IT Infrastructure (DETAILS 0. 0 =0
Device a

Q

| P Address | Device Class |

4 DEVICE CLASSES

oo pre
@ KVM (0 devices)

- @ Network it

@ ping 2

- @ power

- @ Pprinter

4@ server

@ cmd (©

@ parwin

@ Linux

@ Rem es)

© scan (- © 1sekected row

@ solaris

» @ ssh (14

@ Windows (0 devices

Figure 3.3. Classifying Discovered Devices

The Move Devices dialog appears.
3. Click OK.

The list of devices refreshes, and the devices now appear in the newly selected class.
3.2.2. Updating Device Authentication Details

For each device added to the database and set to its proper device class, the system may require additional or
different authentication information before it can gather device information and monitor the device.
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For example, for a device in the /Server/Windows class, you must supply your Windows user name and password
before the system can monitor the device. To do this:

1. Click a device name in the devices list.

The Device summary page appears.
2. Select Configuration Properties from the left panel.
3. Set the user name and password values in the zWinUser and zWinPassword configuration properties.
4. Click Save.

Similarly, for a device in the /Server/SSH/GenericLinux class, you must supply your SSH user name and password.
Set these values in the device's zZCommandUsername and zCommandPassword configuration properties.

Tip
After making changes, you should remodel the device to ensure the authentication changes are valid.
3.2.3. Adding Information to a Device Record

You may want to add details about a discovered device.

To add information:
1. Click a device name in the devices list.

The Device summary page appears. Values that appear in text fields can be edited.
2. Enter or change information in one or more fields, and then click Save to save your changes.

3.3. Modeling Devices

To model devices, the system can use:

e SNMP
e SSH
e WMI
e Telnet

The modeling method you select depends on your environment, and on the types of devices you want to model
and monitor.

By default the system remodels each known device every 720 minutes (12 hours).
Tip

You can change the frequency with which devices are remodeled. Edit the value of the Modeler Cycle Interval
in the collector's configuration.

For larger deployments, modeling frequency may impact performance. In such environments, you should stop
the ZenModeler daemon and run the modeling process once daily from a cron job.

3.3.1. Modeling Devices Using SNM P
Read this section for information about the methods Zenoss uses to model devices using SNMP.
3.3.1.1. Testing to Seeif a Deviceis Running SNMP

To test whether a device is running SNMP, run this command:
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$ snnpwal k -v1l -c comunityString Devi ceNane system

If this command does not time out, then SNMP is installed and working correctly.
3.3.1.2. Configuring Windows Devicesto Provide Data Through SNMP

By default, Windows may not have SNMP installed. To install SNMP on your particular version of Windows, please
refer to the Microsoft documentation.

After setting up and configuring the SNMP service, you must set the zSnmpCommunity string in Zenoss to match,
to obtain SNMP data.

If you want processor and memory monitoring, install SNMP-Informant on the device. Go to http://www.snmp-
informant.com and download SNMP for Windows.

To collect Windows event logs or log files from a Windows box using syslog, you can use the SyslogAgent Windows
add-on, available from:

http://syslogserver.com/syslogagent.html
3.3.1.3. Configuring Linux Devicesto Provide Data Through SNMP

To configure a Linux machine for monitoring, it must have SNMP installed. A good Linux SNMP application is net-
snmp. Download, install, and configure net-snmp to then use SNMP to monitor Linux devices.

3.3.2. Modeling Devices Using SSH/COMMAND

You can gather additional information by running commands on the remote device and interpreting the results. This
provides a more scalable and flexible way to gather information that may not be available through any other means.

Each built-in modeling command plugin is differentiated by the platform on which it runs. To determine the platform
for the device you want to model, run the uname command in a shell on the device.

To model a device using command plugins, first add the device by using the protocol "none," and then choose the
plugins you want to apply:

1. From the navigation bar, select Infrastructure.

2.

Select Add a Single Device from (Add Devices).
The Add a Single Device dialog appears.

Enter values for Name or IP and Device Class.
De-select the Model Device option.

Click Add.

After adding the device, select the device name in the devices list.

L

The Device summary page appears.

=

In the left panel, select Configuration Properties.

8. If necessary, set the values of the zCommandUsername and zCommandPassword configuration properties to
the user name and password of the device (or set up authentication by using RSA/DSA keys.)

Note

If using RSA keys for a device or device class, change the value of the zKeyPath configuration property to:
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~/.ssh/id_rsa
9. Inthe left panel, select Modeler Plugins.
10. Click Add Fields for a complete list of command plugins.

11. Drag zenoss.cmd.uname from the Available list (on the right) to the Plugins list (on the left). Place it at the top
of the list.

Plugins (drag to change order) Available fields (drag to other list to add)

¢ zenoss.cmd.df -
* zenoss.cmd.uname

* zenoss.cmd.linux.ifconfig

zenoss.snmp.NewDeviceMap
+ zenoss.cmd.linux.memory

zenoss.snmp.DeviceMap
« zenoss.cmd.linux.netstat_an

zenoss.snmp.InterfacelMap
+ zenoss.cmd.linux.netstat_rn

zenoss.snmp.RouteMap .
¢ zenoss.cmd.linux.process

zenoss.snmp.lpServiceMap
* zenoss.cmd.uname_a

zenoss.snmp.HRFile SystemMap
+ zenoss.nmap.lpServiceMap

zenoss.snmp.HRSWRunMap
* zenoss.portscan.lpServiceMap

zenoss.snmp.Cpullap
+ zenoss.snmp.APCDevicelMap

» zenoss.snmp.CiscolMap

+ zenoss.snmp.HRSWinstalledMap

+ zenoss.snmp.InformantHardDiskMap
* zenoss.snmp.InterfaceAliasMap

+ zenoss.snmp.lpV6ServicelMap

» zenoss.snmp.NewRouteMap

+ zenoss.snmp.PhysicalEntityMap

Figure 3.4. Add Plugin
12. Click the X next to plugins you want to remove, and then drag remaining plugins to the left.
13. Click Save.
14. Remodel the device.

3.3.2.1. Using Device Classto Monitor Devices Using SSH

The /Server/Cmd device class is an example configuration for modeling and monitoring devices using SSH. The
zCollectorPlugins have been modified (see the section titled "Modeling Using SSH/Command"), and the device, file
system, and Ethernet interface templates used to gather data over SSH have been created. You can use this device
class as a reference for your own configuration; or, if you have a device that needs to be modeled or monitored
via SSH/Command, you can place it in this device class to use the pre-configured templates and configuration
properties. You also must set the zCommandUsername and zCommandPassword configuration properties to the
appropriate SSH login information for each device.

3.3.3. Modeling Devices Using Port Scan

You can model IP services by doing a port scan, using the Nmap Security Scanner (http://nmap.org/). You must
provide the full path to your system's nmap command.

To determine where nmap is installed, at the command line, enter:
whi ch nmap

If your system returns a result similar to:

[ usr/bi n/which: no nmap in
(/opt/zenoss/ bi n:/usr/kerberos/bin:/usr/local/bin:/bin:/usr/bin:/opt/zenoss/ bin)
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then nmap is not installed. Install it, and then try again.

After locating the nmap command (including the directory beginning with /), enter the following as the zenoss user
on the Zenoss server:

cd $ZENHOWE/ | i bexec
In -s Full_Path_to_nmap

To model a device using a port scan:
1. View the device properties (from the left panel, select Configuration Properties).
2. Change the zTransportPreference value to portscan.

3. Remodel the device.
3.3.3.1. Using the /Server/Scan Device Classto Monitor with Port Scan

The /Server/Scan device class is an example configuration for modeling devices by using a port scan. You can use
this device class as a reference for your own configuration; or, if you have a device that will use only a port scan,
you can place it under this device class and remodel the device.

3.4. About Modeler Plugins

Zenoss uses plug-in maps to map real world information into the standard model. Input to the plug-ins can come from
SNMP, SSH or Telnet. Selection of plug-ins to run against a device is done by matching the plug-in name against
the zCollectorPlugins configuration property. Plug-ins selected in zCollectorPlugins are the ones that are collected.

« DeviceMap — Collects basic information about a device, such as its OS type and hardware model.
* InterfaceMap — Collects the list of network interfaces on a device.

* RouteMap — Collects the network routing table from the device.

* IpServicesMap — Collects the IP services running on the device.

» FileSystemMap — Collects the list of file systems on a device.

3.4.1. Viewing and Editing Modeler Pluginsfor a Device

Plugins are controlled by regular expressions that match their names. To view a list of plugins for any device:
1. Click the device name in the devices list.

The Device summary page appears.
2. Inthe left panel, select Modeler Plugins.

The Modeler Plugins page appears.
3.4.1.1. Adding Plugins

To add a plugin to a device:

1. Click Add Fields (located to the right of the Plugins list) to display a list of additional plugins.
2. Drag one or more plugins from the Available list (on the right) to the Plugins list.

3. Click Save.

3.4.1.2. Reordering Plugins

Plugins run in the order in which hey are listed. To re-order plugins, drag them in the Plugins list, and then click Save.
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3.4.1.3. Deleting Plugins from a Device

To delete a plugin from a device, click X next to the plugin in the Plugins list.

3.5. Debugging the Modeling Process

You can run the modeler from the command line against a single device. This feature is useful when debugging
issues with a plugin.

By passing the --collect command to the modeler, you can control which modeler plugins are used. For example,
the following command runs only the interface plugin against the build.zenoss.loc device:

$ zennodel er run -v10 --collect=Iplnterface -d build.zenoss.|oc

If the command returns any stack traces, check the community forums for assistance. Otherwise, forward these
details to Support for assistance:

* Command you ran

»  Stack trace or stack traces returned

* Version of your Zenoss instance

« OS version and patch level for the remote device
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This chapter provides information and procedures for managing devices in the system.

4.1. Viewing the Device List

The device list shows all devices in the system. From this view, you can search for devices and perform a range
of management tasks on all devices.

To access the device list, select Infrastructure from the navigation bar.

Infrastructure

Q

- @ AWS (1)
@ Dpiscovered (0)
@ urrpe ()
@ kvm (0)

i @ Network (2)
@ ping (2)

- @ Power (0)

+ @ printer (0)

- @ Server (21)

- @ Storage (0)
& vmware (0)

> @ Web (0)

GROUPS (0}

SYSTEMS (0}

LOCATIONS (0)

Figure 4.1. Device List

4.1.1. Devices Hierarchy

Devices are organized in the tree view by:

¢ Device class
e Group

* System

* Location

bbibeautt zenoss loc
coio2800. zenoss.loc
coin3560g zenoss log
EC2Manager
gatecolo.zenoss loc

mail zenoss. com

talk.qooale.com

test-a53-1 zenoss loc
test-ai61.zenoss loc
test-centS64-1 zenoss. loc
test-exch2003-1d.zenoss.loc.
test-exch2007-1d.zenoss.loc
test-hpux.zenoss.loc
test-lboss zenoss log
test-rhelSd.zenoss loe
test-solaris10.zenoss loc
test-solaris8 zenoss loc
test-sql2005-1d.zenoss loc
test-sol2008-1d.zenoss loc
testtomcat.zenoss loc
test-ubuntug04.zenoss.loc
fest-win2003-1d.zenoss Jog
test-win2008-1d zenoss loc
test-win2008-ad.zenoss Joc

test-win7-1.zenoss loc

10.87.208.23
10.176.200.2

101752112

10.175.211.1
7463.38.26
7412593125
10.204.210.18
10.204.210.16
10.175.211.115
10.175.211.164
10.175.211.185
10.204.210.23
10.175.211.235
10.175.211.137
1017521123
10.204.210.17
10.175.211.133
1017521163
10.175.211.231
10.175.211.134
10.175.211.185
10.175.211.184
10.175.211.197
10.175.211.135

iServerDarwin Production
MetworkiRouter/Cisco Production
MetworkiCisco Production
JAWSIEC2 Production
MNetworkiNetScreen Production
iPing Production
fFing Froduction
IServer/SSHIAIX Production
[SErvenSSHA Froduction
[ServerLinux Production
iServer/WindowsMMUMSExchange  Production

ServerMindows/WWMUMSExchange/20( Production

IServer/SSHHP-UX Production
iServerilBoss Production
iServeriLinux Production
[ServeriSSH/Solaris Production
iServeriSolaris Production

[Serveriiindows/WWMIMSSQLServer  Production

iServerfiindows/WUMIMSSQL Server  Production

iServermomcat Production
Server/SSH/Linux Production
[Serverindows/WI| Production
ServerMindows/WHI Production

IServeriiindows/WIMVACtive Directorvl, Production

ServerMiindow s/ Production

Click the indicator next to each category hame to expand it and see included devices.

4.1.2. Managing M ultiple Devices from the Device List

You can perform some management tasks for more than one device at a time. You can:

* Move devices to a different class
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e Assign devices to groups, systems, and locations

* Remove devices

» Perform actions such as assign priority and production state
» Assign monitors for collecting from selected devices

* Lock devices

4.2. Working with Devices

To view details for a single device, click its name in the device list. The device overview page appears.

 colo3560g.zenoss.loc | up® i
) pivd = P Production
%e%"{g%q%“’ ‘ EVENTS ‘ DEVICE STATUS PRODUCTION STATE
Overview
Events o Uptime: Device Name: Tag:
4 Components
© ipinterface (58 colo3560g.zenoss.loc
@ IpRouteEntry (2 First Seen: Production State: Serial Number:
@ CiscostackModule (1 Production Z| FOC1220Z4TX
Software Last Change: Priority: Rack Slot:
erepns Normal zl 0
Cisco Details
Administration Model Time: Collector: Hardware Manufacturer edit:
Configuration Propeties Cisco @
Modeler Plugins Locking: Systems: Hardware Model edit:
Custom 136141 o
Modifications 0S Manufacturer edit:
/Swap: Groups: =
4 Monitoring Templates MeolviSwap: P nknown @
Device (Network/Cisco)
0S Model
Location:
105 12.2 -]
e
Links: SNMP SysName:
Comments:
SNMP Location:
SNMP Contact:
SNMP Agent:
[+ -] - Jcommands -

Figure 4.2. Device Overview

Event status is shown in the "event rainbow" at the top of the page. Other key information that appears at the top
of the device overview page includes:

» Device name

» |P address used to communicate with the device

» Device status (shows the current results of a ping test)

* Production state (Pre-Production, Production, Test, Maintenance, or Decommissioned)

When you open the page, device overview information displays. This view provides classification and status infor-
mation. From here, you can edit device information (indicated by text fields or edit links).

The Links area displays links between the device and other external systems. For more information about custom
links, see the chapter titled "Properties and Templates."

The left panel of the device overview page allows you to access other device management views, such as:

e Events
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e Components

e Software

e Graphs

*  Administration

» Configuration Properties
* Modeler Plugins

e Custom

¢ Modifications

¢ Monitoring Templates

Information that appears here varies depending on device type.

4.2.1. Events

Detailed information about events, scoped to the device, appears in the Events view. From here, you can:
» Sort event information by a range of categories

e Classify and acknowledge events

¢ Filter events by severity, state, or by one of several categories

4.2.2. Components

The Components view provides information about the different types of device components, including:
* |PService

* WinService

* IpRouteEntry

¢ Iplnterface

e CPU

¢ FileSystem

To access components information, select Components in the left panel, and then select a component type.

Overview

ma Select~ Q, Type to fiter by name

Evenis

4 Components v GigabiEthemeto/t 00:21:A1:38:DF:B1

#_Ipinterface (58) @  GigabiEthernetono 00:21:A1:3B:DF:8A  Up @ true

@ ipRouteEntry (2) ©  CigsbiEtemeion 0021:A13BDFEE  Up® it

O ciscostackModule (1) ©  GigabiEthemeto/2 0021:A13BDFEC  Up® true
EEIED ©  GigabiEthemet0/13 0021:AT3BDFBD  Up® true
gz:: E staile ©  GigabiEthemetn/14 0021:A13BDFBE  Up®  true
Administration @  GigabiEthemnetni1s 0021:ATIBDFEF  Up® true
Configuration Properties ©  Gigabitthemetn/1g 00:21:A1:38:0F:80 up® true
Modeler Pluging @  GigabiEthemetn/1T 0021AT3BDFST  Up® it
Custom Events v a4

Medifications
4 Monitoring Templates
Device (INetwork/Cisco)

Staus | Severtyv EveniCess sy . Fistssen  [lssiSen | Cont |

Figure 4.3. Device (Components)

The status of each device component type, as shown by the color of its indicator, is determined by the collective
status of the monitored components of the same type. For example, if the IpService status is green, then all monitored
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IpServices on the device are functioning normally. If there is an event related to a monitored IpService, then the
highest severity event associated with that component is displayed.

Note
If there is an event unrelated to a known component, then the system places it in the component type Other.

From this view, you can:
* Lock components
* Turn on or off component monitoring

» Delete components

4.2.3. Software

The Software view lists software installed on the device. The details provided in this area depend on the method
used to model the device.

Listed software links into the system's inventory of software in your IT infrastructure. You can view this inventory
from the Manufacturers link on the sub-navigation menu.

To access software information, select Software in the tree view.

4.2.4. Graphs

The Graphs view shows performance graphs defined for the device. To access graphs, select Graphs in the left
panel.

Overview Performance Graphs Range | Hourly Reset Link grapﬂs?@ 300
Events
CPU Utilization
4 Components
Ipinterface (52) B
@ IpRouteEntry (2) i 5
o
@ CciscostackModule (1 £ e
Software u
: u 40
b = | 20 =
Cisco Details o
Administration sun 12: 00 Mon 00: 68 Mon 12: 00
2010-86-06 6:57:01 to 2010-06-07 1B:57:01
Configuration Properties B cPU
Modeler Plugins B cpuSmin cur:6.00 avg:6.48 max:7.00
Custom
Nodifications EEESeTon;
4 Monitoring Templates o
Device (Metwork/Cisco)
79N
5
s e n
w 7n
< = =
76N
75 M+
Sun 12: 00 Mon 00: 00 Mon 12: 00
2010-06-06 6:57:01 to 2010-06-07 1B:57:01
E memSminFree cur:78.37M avg: 78.37H max:78.37TM

Figure 4.4. Device (Graphs)
Tip

You can use the arrow key and magnifying glass controls on the sides of each graph to change the graph view,
scrolling through or zooming in or out of a graph.

You can control these performance graph options:
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* Range - Select the span of time displayed in the graph. You can select:
* Hourly - Past 36 hours
» Dalily - Past ten days
*  Weekly - Past six weeks
* Monthly - Past 15 months
* Yearly - Past two years
e Reset - Click to return to the default (initial view) of the graphs.

« Link graphs - By default, all graphs move together. If you click the back arrow for a graph, for example, then
all graphs move backward. De-select the Link graphs option to control each graph individually.

e Stop/Start - Toggle to turn off and on automatic refresh of the graphs. Optionally, modify the refresh value (by
default, 300 seconds), and then click Stop/Start to begin refreshing graphs at the new interval.

For more information about performance monitoring and performance graphs, see the section titled "Performance
Monitoring."

4.2.5. Administration

Use the Administration view to:
» Create custom user commands and run commands
* Manage maintenance windows

» Determine who holds administration capabilities for the device, and their roles

To access administration options, select Administration in the left panel.

Overview Define Commands | Q
Events
Name Description Command Modifications
4 Components
© Ipinterface (5 " |oNS forwarg  Name to IP address lookup host S{devicefid} a
@ ipRouteEntry (2 | DN reverse P address to name lookup host S{device/managelp} a
© ciscostackModule [ 5ing Is the davice responding to ping? ping -c2 S{deviceimanagelp} A
Software
o [ sompwank Display the OIDs available on a device snmpwalk -S4 nmpVer} -cS{device/zSnmpCommuni ity} S{her system A
Cisco Details {raceroute Show the route to the device traceroute g 1 -w 2 S{device/manageip} a
Configuration Properties
Modeler Plugins Maintenance Windows |
Custom Name Start Duration Repeat Start State Stop State Enabled? Modifications
Modifications
4 Monitoring Templates
Device (NetworkiCisco) Rt ]
Name Role Level Email Fager
Save

Figure 4.5. Device (Administration)

See these topics for more information about device administration tasks:
« "Defining User Commands" in the chapter titled User Commands
e "Adding Administrators" in the chapter titled Managing Users

4.2.6. Configuration Properties

From the Configuration Properties view, you can configure certain configuration properties for a device. Further,
you can delete local properties from a device.

To access configuration properties, select Configuration Properties in the left panel.
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Overview
Events

4 Components
© ipintariace (58) zCollectorClientTimeout |1.BU int 7
: IpRouteEntry (2) 2zCollectorDecoding |tatin—]. string '
CiscoStackModule (1)
s zColectorLogChanges True [ bookean [
Graphs 2ColeclorPlugins Edit lines IMNetworkiCisco
Cisco Details zCommandCommandTimeout [15.0 = t
Administration
Configuration Properties SEEIIIG TSI |60 int i
Modeler Plugins 2zCommandExistanceTest [test -f %s swing !
Custom 5
o zCommandLoginTimeout |1()_(1 finat i
4 Monitoring Templates zCommandLoginTries I int !
Device (Network/Cisco)
zCommandPassword | password /
zCommandPath |$ZENHOME,"Eibexec string i
zCommandPort |22 int !
2CommandProtocol =h |+ string !

Figure 4.6. Device (Configuration Properties)

For detailed information about working with configuration properties, see the chapter titled "Properties and Tem-
plates."

4.2.7. Modeler Plugins

Use the Modeler Plugins view to manage plugins that are run against a device. To access plugins, select Modeler
Plugins in the left panel.

Overview
Events
3 PatNetworkCisco

© Ipinterface (52)
@ IpRouteEntry (2)

Plugins (drag to change order) . Available fields (drag to other list to add)
@ ciscoStackModule (1) Hide Fields
Software * zenoss.snmp.NewDeviceMap % * BrocadeDeviceMap Il
Graphs * zenoss.snmp.Devicelap : » BrocadeFCPorts |ﬂ
; |
Cisco Details * zenoss.snmp.CiscoMap * CheckPoint.DeviceMap
Admlnlstrartlor‘l + zenoss.snmp.InterfaceMap * DellCPUMap
S utin Eropssics * zenoss.snmp.HSRPMap s DellDeviceMap
HeRen ) pelivevic
. .
i zenoss.snmp.RouteMap elPC ap
Modifications * RTTProbes » FilerFileSystemMap
4 WMonitoring Templates * SLBVirtualServers * HPCPUMap
Device (iINetwork/Cisco) + zenoss.snmp.CiscoStackModuleMap * HPDeviceMap

JuniperCardMap

JuniperDeviceMap

e JuniperNoC yRouteMap
* JuniperNoCommunityRoutePrep

* NetAppDevicellap

* NetScreenVPN

o MNortalintarfacalMan i
< | T 3

Savel Deletel

Figure 4.7. Device (Modeler Plugins)

4.2.8. Custom

Use the Custom view to edit the values of custom properties applied to a device.

To access custom device properties, select Custom in the left panel.
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e =
Events
4 Components Type

© Ipinterface (58) cDateTest [1500/01/01 e
@ IpRouteEntry (2) e
@ CciscoStackModule (1)

Software

Graphs

Cisco Details

Administration

Configuration Properties
Modeler Plugins
Custom
Modifications
4 Monitoring Templates
Device (Network/Cisco)

Figure 4.8. Device (Custom Properties)

You cannot define custom properties on an individual device. See the section titled "Adding Custom Properties"
for more information.

4.2.9. Modifications

The Modifications view shows changes made to a device. The list shows when the change was made and the user
who made the change. To access this information, select Modifications in the left panel.

4.2.10. Monitoring Templates

Monitoring templates determine how the system collects performance data for devices and device components.

To access monitoring templates, expand Monitoring Templates in the left panel, and then select Device. The page
shows all of the monitoring templates that are bound by name to this device.

O [0

Data Sources

Overview

* Comcams OmapomenyosaSurces Swre o3 Tee
© Ipinterface (53) I cpusmin 136141921580 true  SNMP Py
@ IpRouteEntry (2) & mem5minFree 136141994811161 trus  SNMP
@ ciscostackModule (1) b sysUpTime 136121130 true  SHMP
Software
Graphs
Cisco Details
Administration
Configuration Properties
Modeler Plugins
Custom
Modifications 4 m i
4 Monitoring Templates
L —
CPU Utilization
Fres Memory

Figure 4.9. Device (Monitoring Templates)

For detailed information about monitoring templates, go to the section titled "Performance Monitoring."

4.3. Managing Devices and Device Attributes

Read the information and procedures in this section to learn about specific device management tasks, including:
¢ Clearing heartbeat events
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* Pushing configuration changes to the system
» Locking device configuration

* Renaming devices

* Remodeling devices

» Setting the device IP manage address

4.3.1. Clearing Heartbeat Events

If you have configured a device to send a recurring event that you have mapped to a heartbeat class, you can clear
stale heartbeat events.

To clear the heartbeat events associated with a device:
1. Navigate to the device in the device list.

At the bottom of the device overview page, select Clear Heartbeats from (Action Menu).

The Clear Heartbeats dialog appears.
3. Click Submit to confirm the clear action.

The system moves the heartbeat events for the device to event history and displays a confirmation message
of the action.

4.3.2. Pushing Configuration Changesto Zenoss

When you make a configuration change, it is automatically propagated to all the remote collectors. If you think that
your change has not been propagated correctly, then you can manually force a configuration "push™ to the collectors.

To push configuration changes:
1. Navigate to the device in the device list.

At the bottom of the device overview page, select Push Changes from (Action Menu).

The Push Changes dialog appears.
3. Click Yes.

The system pushes changes to the collectors and displays a confirmation message of the action.

4.3.3. Locking Device Configuration

You can lock a device's configuration to prevent changes from being overwritten when remodeling the device. Two
levels of locking are available. You can lock the configuration from deletion and updates, or solely from deletion.

Note

Device locking prevents changes and deletion due to remodeling. It does not prevent manual changes and dele-
tion.

To edit lock selections for a device configuration:
1. Navigate to the device in the device list.

At the bottom of the device overview page, select Lock from (Action Menu).
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The Lock dialog appears.

Lock

Edit LocKing
B Lockfrom updates
B Lock from deletion

SUBMMT CANCEL

Figure 4.10. Edit (Configuration) Lock Dialog
To send events when actions are blocked by a lock action, select the "Send an event..." option.

Select the type of lock you want to implement or remove.

The lock or unlock action is implemented on the device, and the system displays a confirmation message of
the action.

4.3.4. Renaming a Device

Because the system uses the manage IP to monitor a device, the device name may be different than its fully qualified
domain name (FQDN). The device name must always be unique.

To rename a device:
1. Navigate to the device in the device list.

2. . . . .
At the bottom of the device overview page, select Rename Device from (Action Menu).

The Rename Device dialog appears.
3. Enter the new name for the device, and then click Submit.

The system renames the device and displays a confirmation message of the action.
4.3.5. Remodeling a Device

Remodeling forces the system to re-collect all configuration information associated with a device. Normally, the
system models devices every 720 minutes; however, if you want to remodel a device immediately, follow these steps:

1. Navigate to the device in the device list.
At the bottom of the device overview page, select Model Device from (Action Menu).
The system remodels the device. A dialog appears that shows progress of the action.

4.3.6. Resetting the Device Manage | P Address

You might want to reset the manage IP address if the IP address of a device has changed and you want to maintain
the historical data at the original IP address. To reset the manage IP address of a device:

1. Navigate to the device in the device list.
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At the bottom of the device overview page, select Reset/Change IP Address from (Action Menu).

The Reset IP dialog appears.

Reset/Change IP Address

IP Address (blank to use DNS):

CANCEL

Figure 4.11. Reset IP Dialog
3. Enter the new IP address for the device, or leave the field blank to allow the IP address to be set by DNS.
Click Save.

The IP address for the device is reset.

4.3.7. Resetting the Device Community

If the system is unable to monitor a device because its SNMP community has changed, you can re-discover the
device community by using the list of community strings defined in the zSnmpCommunity configuration property.

1. Navigate to the device in the device list.

At the bottom of the device overview page, select Reset Community from (Action Menu).

The community for the device is reset.

4.3.8. Deleting a Device

To delete a device from the system:
1. Navigate to the device in the device list.

At the bottom of the device overview page, select Delete Device from (Action Menu).

The Delete Device dialog appears.

Delete Device

Delete device
Are you sure you want to delete

Delete current events for this
Delete performance data

SUBMIT CANCEL

Figure 4.12. Delete Device

3. Optionally change the selections to delete current events or performance data for the device. By default, events
and performance data are removed.

4. Click Submit.

The system removes the devices and associated data (if selected), and displays a confirmation message of
the action.
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4.3.9. Dumping and L oading Devices Using XML

Zenoss allows you to export a list of your devices to an XML file to import into another Zenoss instance. From the
command line, use the command:

zendevi cedunp -o nydevi cel i st. xm

This command writes the names of your devices (including their device classes, groups, systems) to a file named
mydevi cel i st. xm .

To load these devices into another instance (or reload them into the same instance), while in the Zenoss instance
where you want the devices to be discovered, run the command:

zendevi cel oad -i nydevicelist.xm

The systems attempts to discover each of the devices in the XML file.
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Read this chapter to learn more about:
» Configuration properties
* Monitoring templates

5.1. Configuration Properties

Configuration properties are individual values you can set up on major system entities, such as:
» Devices

Device configuration properties control the way devices are monitored.

e Events

Event configuration properties control the rules that process events as they are received by the system.

* Networks
Network configuration properties control options when you perform network discovery.

Configuration properties and values can be added to the ZenPacks you create, allowing you to customize the system
when you add ZenPacks.

5.1.1. Configuration Properties|nheritance and Override

The following diagram illustrates a portion of the standard device class hierarchy. (A device class is a special type
of organizer used to manage how the system models and monitors devices.)

zWmiMonitorignore = False

Devices zSnmpMonitorignore = True

Server

Linux

Windows

Figure 5.1. Device Class Hierarchy

At the root of the device hierarchy is the Devices object. All device class configuration properties are defined here.
Their values are the default values for the entire hierarchy.
The illustration shows two defined configuration properties:

» zWmiMonitorlgnore - Turns off all daemons that use WMI. By default, its value at the root of the hierarchy
is False.

» zSNMPMonitorilgnore - Turns off all daemons that use SNMP. By default, its value at the root of the hierarchy
is True.
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Through inheritance, properties defined at the root of the hierarchy apply to all objects beneath that node. So, at
the /Devices/Server/Linux level of the device class hierarchy, the value of these two properties is the same as
at /Devices, even though the property is not set explicitly at /Devices/Server/Linux. Inheritance simplifies system
configuration, because default values set at the root level apply to all devices irrespective of their device class.

To further customize the system, you can change a specific configuration property further down the hierarchy without
having to change the definitions of other configuration properties. As shown in the following illustration, the value of
zWmiMonitorlgnore is changed so that WMI monitoring is performed at the /Devices/Server/Windows level.

zWmiMonitorlgnore = True

Devices <::| zSnmpMonitorlgnore = False

|~ g

Server

Linux

Windows <:| zWmiMonitorlgnore = False

Figure 5.2. Device Class Hierarchy - Locally Defined Value (Override)

This locally defined value for zWmiMonitorignore overrides the value set at the root of the hierarchy. No other
properties at this level are affected by this local change; they continue to inherit the value set at the root.

Configuration properties allow you to configure the system at a very granular level, down to a particular device. For
example, in the following illustration, the device named dev.zenoss.com has the value of SNMP community set to
private. This overrides the root value (public).

Devices <::| zSnmpCommunity = public

Server

Linux

dev.zenoss.com <1 zSnmpCommunity = private

Figure 5.3. Device Class Hierarchy - Value Set on Device

If you change the SNMP Community value of dev.zenoss.com to public, it matches the value set at the root, but is
still explicitly defined. Only if you remove the locally defined property does it again inherit the value of the property
set at the root.

5.1.1.1. Viewing Properties from the User Interface

This section further illustrates the characteristics of configuration properties from the user interface perspective. The
following screen shows device configuration properties defined at the root level. To view configuration properties:
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1. Select Infrastructure from the navigation bar.

The Devices page appears.
2. Click Details.
Select Configuration Properties.

zCollectorClientTimeout | 180 int !
zCollectorDecoding |Ia tin-1 string I
zCollectorLogChanges WE[ boolean 4
zCollectorPlugins Edit lines !
zCommandCommandTimeout | 15.0 float i
zCommandCycleTime |60 int I
zCommandExistanceTest |test —f %s string 7
zCommandLoginTimeout | 10.0 float I
zCommandLoginTries | 1 int i
zCommandPassword | password [
zCommandPath |{ usr/local/zenoss/libexec string i
zCommandPort |22 int I
zCommandProtocol m string 7
zCommandSearchPath lines )
zCommandU=sername | string 7
Device
zDeviceTemplates lines '
zEnablePassword | password /

Figure 5.4. Defined Device Configuration Properties - Root Level

As shown in the previous screen, the zCollectorClientTimeout configuration property has a default value of 180.
In the next screen, the value has been set to 170 at the /Server/Linux device class, overriding the default value at
this node of the hierarchy.
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»

zCollectorClientTimeout I 170 int IServer/Linux
zCollectorDecoding ||a tin-1 string ! =
zCollectorLogChanges WEI Shows the node at lean [/
zCollectorPlugins Edit which the default IServer/Linux
zCommandCommandTimeout I]_5_0 value is overridden. it !
zCommandCycleTime |60 int !
zCommandExistanceTest Itest -f %s string !
zCommandLoginTimeout I 10.0 float fi
zCommandLoginTries I i int !
zCommandPassword I password /
zCommandPath |,’ usr/local/zenoss/libexec string i

Figure 5.5. zCollectorClientTimeout Configuration Property - Local Value Set

To remove the override and once again inherit the value from the root of the hierarchy, go to the Delete Local
Property area (located at the bottom of the page), select the overridden property, and then click Delete.

zCollectorClientTimeout Delete'

Figure 5.6. Delete Local Property

5.1.2. Configuration Property Types

Configuration properties can be one of these types:

e String - Text value that can be ASCII or Latin-1 encoded

¢ Integer - Whole number

¢ Float - Number that can have a decimal value

¢ Boolean - True or False

¢ Lines - List of values separated by a return. The system stores these as an array.

5.1.3. Device Configuration Properties

To view and edit device configuration properties at the root level:
1. Select Infrastructure from the navigation bar.

2. Inthe tree view, click Details.

3. Select Configuration Properties.

To view and edit device configuration properties set at a specific device class, navigate to that class, click Details,
and then select Configuration Properties.

You also can view and edit device configuration at the individual device level. Select the device from the device list,
and then select Configuration Properties from the left panel.

The following table lists device configuration properties.
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Property Name

Property Type

Description

zCollectorClientTimeout int Allows you to set the timeout time of the collector client in
seconds

zCollectorDecoding string Converts incoming characters to Unicode.

zCollectorLogChanges Boolean Indicates whether to log changes.

zCollectorPlugins lines Links to all modeler plugins for this device.

zCommandCommandTimeout |float Specifies the time to wait for a command to complete.

zCommandCycleTime int Specifies the cycle time you use when executing zCom-
mands for this device or organizer.

zCommandExistanceTest string Fokk

zCommandLoginTimeout float Specifies the time to wait for a login prompt.

zCommandLoginTries int Sets the number of times to attempt login.

zCommandPassword string Specifies the password to use when performing command
logins and SSH.

zCommandPath string Sets the default path where ZenCommand plug-ins are in-
stalled on the local Zenoss box (or on a remote box where
SSH is used to run the command).

zCommandPort int Specifies the port to connect to when performing command
collection.

zCommandProtocol string Establishes the protocol to use when performing command
collection. Possible values are SSH and telnet.

zCommandSearchPath lines Sets the path to search for any commands.

zCommandUsername string Specifies the user name to use when performing command
collection and SSH.

zDeviceTemplates lines Sets the templates associated with this device. Linked by
name.

zFileSystemMaplgnoreNames | string Sets a regular expression of file system names to ignore.

zFileSystemMaplgnoreTypes |lines Do not use.

zlcon lines Specifies the icon to represent the device wherever device
icon is shown, such as on the network map and device sta-
tus page.

zlfDescription Boolean Shows the interface description field in the interface list.

zInterfaceMaplgnoreNames string Filters out interfaces that should not be discovered.

zInterfaceMaplgnoreTypes string Filters out interface maps that should not be discovered.

zlpServiceMapMaxPort int Specifies the highest port to scan. The default is 1024.

zKeyPath lines Sets the path to the SSH key for device access.

zLinks text Specifies a place to enter any links associated with the de-
vice.

zLocallnterfaceNames string Regular expression that uses interface name to determine

whether the IP addresses on an interface should be incor-
porated into the network map. For instance, a loopback in-
terface "lo" might be excluded.
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Property Name

Property Type

Description

zLocallpAddresses int Specifies IP addresses that should be excluded from the
network map (for example. 127.x addresses). If you have
addresses that you reuse for connections between clus-
tered machines they might be added here as well.

zMaxOIDPerRequest int Sets the maximum number of OIDs to be sent by the SNMP
collection daemons when querying information. Some de-
vices have small buffers for handling this information so the
number should be lowered.

zPingMonitorignore Boolean Whether or not to ping the device.

zProdStateThreshold int Production state threshold at which Zenoss will begin to
monitor a device.

zPythonClass string DO NOT USE

zRouteMapCollectOnlyIndirect | Boolean Only collect routes that are directly connected to the device.

zRouteMapCollectOnlyLocal Boolean Only collect local routes. (These usually are manually con-
figured rather than learned through a routing protocol.)

zSnmpAuthPassword string The shared private key used for authentication. Must be at
least 8 characters long.

zSnmpAuthType string Use "MD5" or "SHA" signatures to authenticate SNMP re-
quests

zSnmpCommunities lines Array of SNMP community strings that the ZenModeler will
try to use when collecting SNMP information.

zSnmpCommunity string Community string to be used when collecting SNMP infor-
mation. If it is different than what is found by ZenModeler, it
will be set on the modeled device.

zSnmpMonitorignore Boolean Whether or not to ignore monitoring SNMP on a device.

zSnmpPort int Port that the SNMP agent listens on.

zSnmpPrivPassword string The shared private key used for encrypting SNMP requests.
Must be at least 8 characters long.

zSnmpPrivType string "DES" or "AES" cryptographic algorithms.

zSnmpSecurityName string The Security Name (user) to use when making SNMPV3 re-
guests.

zSnmpTimeout float Timeout time in seconds for an SNMP request

zSnmpTries int Amount of tries to collect SNMP data

zSnmpVer string SNMP version used. Valid values are v1, v2c, v3

zStatusConnectTimeout float The amount of time that the zenstatus daemon should wait
before marking an IP service down.

zTelnetEnable Boolean When logging into a Cisco device issue the enable com-
mand to enable access during command collection.

zTelnetEnableRegex string Regular expression to match the enable prompt.

ZTelnetLoginRegex string Regular expression to match the login prompt.

zTelnetPasswordRegex string Regular expression to match the password prompt.

zTelnetPromptTimeout float Time to wait for the telnet prompt to return.

52




Properties and Templates

Property Name Property Type Description
zTelnetSuccessRegexList lines List of regular expressions to match the command prompt.
zTelnetTermLength Boolean On a Cisco device, set term length to Zero.
zZWinEventlog Boolean Whether or not to send the log.
zWinEventlogMinSeverity int Sets minimum severity to collect from the win event log.

The higher the number, the lower the severity. (1 is most
severe; 5 is least severe.)

zWinPassword string The password used to remotely login if it is a Windows ma-
chine.

zWinUser string User name used to remotely login if it is a Windows ma-
chine.

zWmiMonitorignore Boolean Use to turn on or off all WMI monitoring.

zXmIRpcMonitorlgnore Boolean Use to turn on or off all XML/RPC monitoring.

Table 5.1. Device Configuration Properties

5.1.4. Event Configuration Properties

To view and edit event configuration properties at the root level:
1. Select Events from the navigation bar, and then select Event Classes.
2. Inthe left panel, select Configuration Properties.

To view and override event configuration properties for a specific event class, navigate to that class, and then select
Configuration Properties.

The following table lists event configuration properties.

Property Name Property Type Description

zEventAction string Specifies the database table in which an event will be
stored. Possible values are: status, history and drop. De-
fault is status, meaning the event will be an “active” event.
History sends the event directly to the history table. Drop
tells the system to discard the event.

zEventClearClasses lines Lists classes that a clear event should clear (in addition to
its own class).

zEventSeverity int Overrides the severity value of events from this class. Pos-
sible values are 0 — 5.

Table 5.2. Event Configuration Properties

5.1.5. Network Configuration Properties

To view and edit network configuration properties, select Infrastructure, and then select Networks. The Networks
page appears.

53



Properties and Templates

[T FProcesses  IPServices  Windows Services

Devices Network Map

Address:
10.204.210.0/24

Perform Auto-discovery? (zAutoDiscover)

S— @ Set Local Value: | Yes ﬂ
4 10175.208.022 (1) IPs Used Free:
© 10.475211.020 60/194 O Inherit Value "Yes" from Networks
1000.028
10176 2000228 Description: )
Prefix Lengths of Organizers (zDefaultNetworkTree)

wam zisaze
Lo @ Set Local Value: | 24, 32
1087209028
10.175.213.0/24 O Inherit Value "24, 32" from Networks
w078 212028
4 2012105028 (1)
© 204.12.105.192/27
4 1921680015 (6) 0 Set Local Value:
© 192.168.29.0/24
@ 192.168.244.0/24 @ Inherit Value "168" from Networks
© 192.168.100.0/24 (1
R Prefer Name Discovered Via SNMP to DNS? (2 iing)
© 192.168.88.0/24
© 192.168.0.0124 O Set Local Value: | Yes E
172.188.128.019

Number of Ping Failures for Down Device (zPingFailThresh)

« 2168836028 (1) @ Inherit Value "No* from Networks

© 216.88.36.64/27

Only Create Devices If SNMP Succeeds? (zSnmpStrictDiscovery)

O Set Local Value: | Yes =]
@ Inherit Value "No" from Networks

Draw Map Links? pLinks)
O Set Local Value: | Yes =]

@ Inherit Value "Yes" from Networks

Figure 5.7. Networks

You can view and change network configuration property values and inheritance selections in the Configuration
Properties area.

The following table lists network configuration properties.

Property Name Property Type Description

zAutoDiscover Boolean Specifies whether zendisc should perform auto-discovery
on this network.

zDefaultNetworkTree lines A network subnet is automatically created for each mod-
eled device, based on that device's subnet mask setting. To
create higher-level subnets automatically from the discov-
ery and modeling processes, add the specific subnet mask
breakpoints. For example: 8, 16. If you then model a device
with, for example, an IP address of 192.168.0.1, and a sub-
net mask of 255.255.255.0 (corresponding to a /24 subnet),
device discovery will create a 192.0.0.0/8 network contain-
ing 192.168.0.0/16, containing 192.168.0.0/24, containing
your device.

zDrawMapLinks Boolean Calculating network links "on the fly" is resource-intensive.
If you have a large number of devices that have been as-
signed locations, then drawing those map links may take a
long time. You can use this property to prevent the system
from drawing links for specific networks (for example, a lo-
cal network comprising many devices that you know does
not span multiple locations).

zlcon string Use to specify device icons that appear on the device sta-
tus page, Dashboard, and network map.

zPingFailThresh int Specifies the number of pings sent without being returned
before zendisc removes the device.

Table 5.3. Network Configuration Properties
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5.2. Templates

The system stores performance configuration data in templates. Templates contain other objects that define where
and how to obtain performance data, thresholds for that data, and data graphs.

You can define a template anywhere in the device class hierarchy, or on an individual device.

Templates are divided among three types:
» Device

« Component

+ Interface

5.2.1. Template Binding

The determination of which templates apply to what objects is called binding. Templates are bound in different ways,
depending on the objects to which they are bound.

5.2.1.1. Device Templates

Device templates are applied to devices, one to each device. The system employs a single rule to bind device
templates to devices: the value of the zDeviceTemplates property. For most device classes, this is "Device."

Common device templates are:

» Device
*  MySQL
» Apache

» Active Directory

 MSExchangelS

e MSSQLServer

« IS

For the Server/Linux/MySQL device class, the zDeviceTemplates property might contain, for example, "Device"
and "MySQL." The system would collect CPU and memory information by using the Device template, and MySQL-
specific metrics by using the MySQL template.

5.2.1.1.1. Binding Templates

To bind a device template to a device class or device:
1. From the devices list, select a device class or device.

Select Bind Templates from (Action Menu).

The Bind Templates dialog appears.
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Bind Templates

1 ({Devices) Device (/Server/Linux)

Enviro (/Devices)

CAMNCEL

Figure 5.8. Bind Templates
3. Move templates between the Available and Selected lists using the arrows.
4. Click Save.

5.2.1.1.2. Resetting Bindings

Resetting template bindings removes all locally bound templates and uses the default template values. To reset
bindings for a selected device or device class:

Select Reset Bindings from (Action Menu).

The Reset Template Bindings dialog appears.
2. Click Reset Bindings to confirm the action.

5.2.1.2. Component Templates

Component templates are named exactly according to the name of the underlying class that represents a compo-
nent. For example, the FileSystem template is applied to file systems. Component templates can be applied multi-
ple times to each device, depending on how many of the device's components match the template. Configuration
properties do not control the application of component templates.

Note
Component templates should not be manually bound.

Common component templates are:

* FileSystem, HardDisk, IPService, OSProcess, WinService
e Fan, PowerSupply, TemperatureSensor

e LTMVirtualServer, VPNTunnel

5.2.1.3. Interface Templates

Interface templates are applied to network interfaces by using a special type of binding. Instead of using the name
of the underlying class, the system looks for a template with the same name as the interface type. You can find this
type in the details information for any network interface.

If Zenoss cannot locate a template that matches the interface type, then it uses the ethernetCsmacd template.
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5.2.2. Examples

5.2.2.1. Example: Defining Templatesin the Device Hierar chy

You add a new device at /Devices/Server/Linux hamed ExamplelServer. You have not edited the value of its zDe-
viceTemplates property, so it inherits the value of "Device" from the root device class (/Devices). Zenoss looks to see
if there is a template named Device defined on ExamplelServer itself. There is not, so it checks /Devices/Server/Lin-
ux. There is a template named Device defined for that device class, so that template is used for ExamplelServer.
(There also is a template named Device defined at the root level (/Devices), but the system does not use this one
because the template at /Devices/Server/Linux overrides it.)

5.2.2.2. Example: Applying Templatesto Multiple Areasin the Device Hierarchy

You want to perform specific monitoring of servers running a certain Web application, but those servers are spread
across several different device classes. You create a template at /Devices called WebApplication with the appropri-
ate data sources, thresholds and graphs. You then append the name "WebApplication" to the zDeviceTemplates
configuration property for the devices classes, the individual devices running this Web application, or both.
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Chapter 6. Core Monitoring

Read the following sections for more information about basic and advanced monitoring, including:
* Availability monitoring

» Performance monitoring

e Monitoring using ZenCommand

e SNMP monitoring

* Monitoring devices remotely through SSH

* Monitoring windows devices

6.1. Availability Monitoring

The availability monitoring system provides active testing of the IT infrastructure, including:
» Devices

* Network

* Processes

* Services

Availability monitoring is facilitated by:

e ZenPing - The system's Layer-3 aware, topology-monitoring daemon. ZenPing performs high-performance,
asynchronous testing of ICMP status. The most important element of this daemon is that Zenoss has built
a compete model of the your routing system. If there are gaps in the routing model, the power of ZenPing'’s
topology monitoring will not be available. If there are gaps, this issue can be seen in the zenpi ng. | og file.

» ZenStatus - Performs active TCP connection testing of remote daemons.

Zenmodeler discovers the routes to each device in the network. The system tries not to use Internet routing tables,
relying instead on Zenmodeler to discover the relationships and create its own network map.

If any known route is broken, then only one ping event is generated by the outage. Any additional outages will only
flag that device and the next time a ping sweep occurs the errors beyond the known router will not occur.

This monitoring model breaks down if the routers do not share their routing tables and interface information.

6.1.1. Controlling Ping Cycle Time

Follow these steps to modify the ping cycle time.
1. Select Advanced, and then select Collectors.
2. Click a collector in the list.

3. Select Edit in the left panel.

4. Edit the value of Ping Cycle Time.

On the next configuration cycle, the ping monitor will ping at the newly defined interval.

6.1.2. Using the Predefined /Ping Device Class

The /Ping device class is a configuration for devices that you want to monitor only for availability. The system does
not gather performance data for devices placed in this class. You can use the /Ping device class as a reference

58



Core Monitoring

for your own configuration; or, if you have a device that you want to monitor solely for availability, you can place
it under this class.

6.1.3. Monitoring Processes
When enabled, the system can monitor the availability of all processes running on your network. As illustrated by
the following diagram, ZenProcess checks for the existence of monitored processes. It uses a regular expression
match to find PIDs matching the expression to see that these processes are running on a specific device.

Monitor

httpd ——

Web Server
> (]
[ I:hev:kfareav:hPID>
<1254-CPU&Memar_v |
2

ZenProcess

regex = httpd

Merge & Store

<2345 -CPU& Memory | [<353

Figure 6.1. Process Monitoring

Use the Processes page (Infrastructure > Processes) to manage and monitor processes that are running on your
network.

ZeNOSS DASHBOARD EVENTS = INFRASTRUCTURE = REPORTS  ADVANCED admn SGNOUT H

ENTERPRISE

Devices Networks Processes IP Services Windows Services Network Map Manufacturers

Q Name: Enable Monitoring? (zMonitor)
PROCESSES (0) @ Set Local Value: |Yes F&]
Description:
‘ Inherit Value
Send Event on Restart? (zAlertOnRestart)
® Set Local Value: |NG Fu'-]
I e
process0 0
process1 0 m Failure Event Severity (zFailSeverity)
10 0
process @® Set Local Value: |Err0r Faﬁ]
process 100 0
process 101 0 Inherit Value
process102 0
process103 0
0

process 104

Figure 6.2. Processes
The tree view lists all running processes. Filter this list by using the active search area at the top of the view.
6.1.3.1. Monitoring a Process

To select a process to monitor, or edit monitoring choices for a process, follow these steps:
1. Inthe Processes page tree view, select the process to monitor.
2. Make one or more selections:
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 Enable Monitoring (zMonitor) - By default, Inherit Value is selected for all processes below the Processes
node. When selected, the process will inherit monitoring choices from its parent. If you want to individually
enable monitoring choices for the process, select the Set Local Value option, and then select a value.

 Send Event on Restart (zAlertOnRestart) - By default, Inherit Value is selected for all processes below
the Processes node. When selected, the process will inherit alert choices from its parent. If you want to
individually select alert choices for the process, select the Set Local Value option, and then select a value.

» Failure Event Severity (zFailSeverity) - By default, Inherit Value is selected for all processes below the
Processes node. When selected, the process will inherit severity level choices from its parent. If you want to
individually select severity levels for the process, select the Set Local Value option, and then select a value.

3. Inthe Regular Expression area, enter information or make selections:

» Pattern - Enter text, as a regular expression, that the system will match to define this process.
Tip
For more information about regular expressions, go to:

http://en.wikipedia.org/wiki/Regular_expression

» Ignore Parameters - Select this option to ignore command parameters when matching processes. By de-
fault, this option is disabled.

4. Click Save to save your choices.

The next time the device is remodeled (either at the next remodeling interval or when manually initiated), each
device (occurrence) where this process is running will appear in the Devices area.

If a process has multiple instances, the system will monitor the sum of CPU and memory utilization of all processes
as well as the count of total processes running. However, if the process has only a single instance, CPU utilization
and memory usage will be graphed for the single process.

To perform process monitoring using the zenpr ocess daemon, the device's SNMP agent must show the process
information through the HOST- RESOURCES MIB.

6.1.4. Monitoring I P Services

The IP Services page (Infrastructure > IP Services) lets you manage and monitor IP services that are running on
your network.

"
@ Pprivileged (554 Name: Enable Monitoring? (zMonitor)
@ Registered (3059 3

Set Local Yes
Description: e

Valin
@) Inherit Value "No" from Services

1

Failure Event Severity (zFailSeverity)

Set Local Error 3
Ve
Name & Port Count @) Inherit Value "Critical” from Services

1ci-smes. 3091 -
3com-net-mgmt 2391
3Com-nsd 1742 Service Instances [ @

JcomHsmux 108 Device Name.
2338
3448

Moniored | Status

3d-nfsd 2223
3ds-Im 1538
£ 1511
3m-image-im 1550

4-tieropmcli 2834

Figure 6.3. IP Services
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The tree view lists all monitored IP services. Filter this list by using the active search area at the top of the view.

The details area shows:

e Service class description
e TCP port

» Associated service keys

To add or change details for a service class, enter or change information, and then click Save.

The lower section of the page lists currently running services in this class (by device), and shows their monitoring
status.

6.1.4.1. Enabling I P Service Monitoring

You can choose to monitor:

* Individual services

* Service classes

When monitoring a service class, you can choose not to monitor one or more individual services in the class. For

example, the SMTP service class is monitored by default, but may not be a critical service on some devices. In this
case, you can disable its monitoring on those devices.

Note
If a service is configured to listen only on local host (127.0.0.1), then it is not monitored by default.

To enable monitoring for a service class or service:
1. Inthe tree view, select the service class or service to monitor.
2. Make one or more selections:

» Enable Monitoring (zMonitor) - By default, Inherit Value is selected for all services below the IPService
node. When selected, the service class or service will inherit monitoring choices from its parent. If you want
to individually enable monitoring choices, select the Set Local Value option, and then select a value.

» Failure Event Severity (zFailSeverity) - By default, Inherit Value is selected for all services below the
IPService node. When selected, the service class or service will inherit severity level choices from its parent.
If you want to individually select severity levels, select the Set Local Value option, and then select a value.

3. Click Save to save your choices.
6.1.4.2. Using the Predefined /Server/Scan Device Class

The predefined /Server/Scan device class is an example configuration for monitoring TCP services on devices using
a port scan. If you have a device that you want to monitor for service availability alone, you can place it under this
device class. The system will not collect performance data for devices in this class.

6.1.5. Monitoring Windows Services

The IP Services page (Infrastructure > Windows Services) lets you manage and monitor Windows services that are
running on your network.

The tree view lists all monitored Windows services. Filter this list by using the active search area at the top of the view.

The details area shows:

e Service class description
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e Associated service keys
To add or change details for a service class, enter or change information, and then click Save.

The lower section of the page lists currently running service instances in this class (by device), and shows their
monitoring status.

6.1.5.1. Enabling Windows Service Monitoring

You can choose to monitor:
e Individual services

* Service classes

To enable monitoring for a service class or service:
1. Inthe tree view, select the service class or service to monitor.
2. Make one or more selections:

 Enable Monitoring (zMonitor) - By default, Inherit Value is selected for all services below the WinService
node. When selected, the service class or service will inherit monitoring choices from its parent. If you want
to individually enable monitoring choices, select the Set Local Value option, and then select a value.

» Failure Event Severity (zFailSeverity) - By default, Inherit Value is selected for all services below the
WinService node. When selected, the service class or service will inherit severity level choices from its
parent. If you want to individually select severity levels, select the Set Local Value option, and then select
a value.

3. Click Save to save your choices.

6.2. Performance Monitoring

Read this chapter to learn about performance monitoring and monitoring templates.

6.2.1. About Performance Monitoring

Zenoss uses several methods to monitor performance metrics of devices and device components. These are:
e ZenPerfSNMP - Collects data through SNMP from any device correctly configured for SNMP monitoring.
* ZenWinPerf (Enterprise only) - ZenPack that allows performance monitoring of Windows servers.

« ZenCommand - Logs in to devices (by using telnet or ssh) and runs scripts to collect performance data.

» Other ZenPacks - Collect additional performance data. Examples include the ZenJMX ZenPack, which collects
data from enterprise Java applications, and the HttpMonitor ZenPack, which checks the availability and respon-
siveness of Web pages.

Regardless of the monitoring method used, the system stores performance monitoring configuration information in
monitoring templates.

6.2.2. About Monitoring Templates

Monitoring templates determine how the system collects performance data for devices and device components. You
can define monitoring templates for device classes and individual devices.

Templates comprise three types of objects:
» Data Sources - Specify the exact data points to collect, and the method to use to collect them.

e Thresholds - Define expected bounds for collected data, and specify events to be created if the data does not
match those bounds.
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e Graph Definitions - Describe how to graph the collected data on the device or device components.

Before the system can collect performance data for a device or component, it must determine which monitoring
templates apply. This process is called template binding.

6.2.2.1. Viewing Monitoring Templates

To view monitoring templates, select Advanced from the navigation bar, and then select Monitoring Templates.

Settings ~ Collectors MIBs

Q Bl Data Sources Thresholds

4 Active Directory
iServer/\Vindows/\WhliActive Directo i = l‘m ‘ w‘“
[ServerMVindowsMMIActive Directo| || 3P3°Ne Stdevimanageiph frue Al CPU over 90 percent

4 Apache

-

> BiglpDevice

> CheckPointDevice

» CiscoCodec

> CiscoTPPeripheral

» CPU

> Device I

» Device_WMI

= DigMonitor

» EC2Instance

» EC2InstanceType

» EC2Manager Name

> ethernetCsmacd Apache - Reguests

> ethernetCsmacd_64 Apache - Throughput

» Fan Apache - CPU Utiization

> FCPort Apache - Shot Usage

> FileSystem

> FileSystemSnapshot

» FtpMonitor

> HardDisk

> HitpMonitor

> IS

> IpService

» IRCD

> ISDN

> ISDN Device =

< | 11 r < | 1 | ¥

Figure 6.4. Monitoring Template for Load Average Graph
6.2.3. Template Binding

Before the system can collect performance data for a device or component, it must determine which templates
apply. This process is called template binding.

First, the system determines the list of template names that apply to a device or component. For device components,
this usually is the meta type of the component (for example, FileSystem, CPU, or HardDisk). For devices, this list
is defined by the zDeviceTemplates configuration property.

After defining the list, the system locates templates that match the names on the list. For each name, it searches the
device and then searches the device class hierarchy. Zenoss uses the lowest template in the hierarchy that it can
locate with the correct name, ignoring others of the same name that might exist further up the device class hierarchy.

6.2.3.1. Binding Templates

To edit the templates bound to a device:

1. From the navigation bar, select Infrastructure.

The device list appears.
2. Select a device in the device list.
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Select Bind Templates from (Action menu).

The Bind Templates dialog appears.

Bind Templates

1 (/Devices) Device (/Server/Linux)

Envire (/{Devices)

CANCEL

Figure 6.5. Bind Templates
Select a template from the Available list and move it to the Selected list to bind it to the selected device.
Click Save.

6.2.4. Data Sour ces

Data sources specify which data points to collect and how to collect them. Each monitoring template comprises
one or more data sources. The system provides two built-in data source types: SNMP and COMMAND. (Other data
source types are provided through ZenPacks.)

* SNMP - Define data to be collected via SNMP by the ZenPerfSNMP daemon. They contain one additional field
to specify which SNMP OID to collect. (Many OIDs must end in .0 to work correctly.) Because SNMP data
sources specify only one performance metric, they contain a single data point.

« Command - specify data to be collected by a shell command that is executed on the Zenoss server or on a
monitored device. The ZenCommand daemon processes COMMAND data sources. A COMMAND data source
may return one or more performance metrics, and usually has one data point for each metric.

Shell commands used with COMMAND data sources must return data that conforms to the Nagios plug-in output
specification. For more information, see the section titled Monitoring Using ZenCommand.

6.2.4.1. Adding a Data Sour ce

To add a data source to a monitoring template:

1. Select Advanced from the navigation bar, and then select Monitoring Templates.

2. Inthe tree view, select the monitoring template to which you want to add a data source.
3. E\

In the Data Sources area, select (Add Data Source) from the Action menu.
The Add Data Source dialog appears.

4. Enter a name for the data source and select the type, and then click Submit.

The data source is added to the list in the Data Sources area.
5. Double-click the data source in the list.

The Edit Data Source dialog appears.

64



Core Monitoring

6. Enter or select values to define the data source.

6.2.5. Data Points

Data sources can return data for one or more performance metrics. Each metric retrieved by a data source is
represented by a data point.

Defining Data Points

You can define data points to data sources with all source types except SNMP and VMware. Because these data
source types each rely on a single data point for performance metrics, additional data point definition is not needed.

To add a data point to a data source:

1.
2.
3.

Select Advanced from the navigation bar, and then select Monitoring Templates.

In the Data Sources area, highlight the row containing a data source.

Select Add Data Point from the Action menu.

The Add Data Point dialog appears.

Enter a name for the data point, and then click Submit.

Note

For COMMAND data points, the name should be the same as that used by the shell command when returning

data.

Double-click the newly added data point to edit it. Enter information or make selections to define the data point:

Name - Displays the name you entered in the Add a New DataPoint dialog.

RRD Type - Specify the RRD data source type to use for storing data for this data point. (Zenoss uses
RRDTool to store performance data.) Available options are:

COUNTER - Saves the rate of change of the value over a step period. This assumes that the value is
always increasing (the difference between the current and the previous value is greater than 0). Traffic
counters on a router are an ideal candidate for using COUNTER.

GAUGE - Does not save the rate of change, but saves the actual value. There are no divisions or
calculations. To see memory consumption in a server, for example, you might want to select this value.

Note

Rather than COUNTER, you may want to define a data point using DERIVED and with a minimum of
zero. This creates the same conditions as COUNTER, with one exception. Because COUNTER is a
"smart” data type, it can wrap the data when a maximum number of values is reached in the system. An
issue can occur when there is a loss of reporting and the system (when looking at COUNTER values)
thinks it should wrap the data. This creates an artificial spike in the system and creates statistical
anomalies.

DERIVE - Same as COUNTER, but additionally allows negative values. If you want to see the rate of
change in free disk space on your server, for example, then you might want to select this value.

ABSOLUTE - Saves the rate of change, but assumes that the previous value is set to 0. The difference
between the current and the previous value is always equal to the current value. Thus, ABSOLUTE
stores the current value, divided by the step interval.

Create Command - Enter an RRD expression used to create the database for this data point. If you do not
enter a value, then the system uses a default applicable to most situations.
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For details about the rrdcreate command, go to:

http://oss.oetiker.ch/rrdtool/doc/rrdcreate.en.html
« RRD Minimum - Enter a value. Any value received that is less than this number is ignored.
« RRD Maximum - Ener a value. Any value received that is greater than this number is ignored.
6. Click Save to save the defined data point.

6.2.6. Data Point Aliases

Performance reports pull information from various data points that represent a metric. The report itself knows which
data points it requires, and which modifications are needed, if any, to put the data in its proper units and format.

The addition of a data point requires changing the report.

CPU Utilization Report

Forthe Linux data point:
Divide the total CPU idle percentage
by the number of cares, and subtract
from 100. linux_example.com
(Linux with 4 cores)

Total CPU idle = 320%

For the Windows data point:

Report the CPU utilization unmodified.
CPU utilization = 34%
Adding ESX requires adding another

rule to fetch it and divide the value by
100, because the utilization is reported windows.example.com
on a scale fraom 0 to 10000 (Windows)
l CPU utilization = 4322

Device Utilization

esx.example.com
linux.example.com 20% (ESX via VI SDK)
windows_example.com 34%

Figure 6.6. CPU Utilization Report

To allow for more flexibility in changes, some reports use data point aliases. Data point aliases group data points
so they can be more easily used for reporting. In addition, if the data points return data in different units, then the
plugin can normalize that data into a common unit.

An alias-based report looks up the data points that share a common alias string, and then uses them. This approach
allows you to add data points without changing the report.
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CPU Utilization Report (using aliases)

Get values for all data points with the Total CPU idle = 320%
cpu_pct alias.

alias:  cpu_pct .
Adding ESX to the report is now just formula: divide idle by number of CPUs “”“"-e"fmp'emm
a matter of applying the alias and subfract from 100. (Linux)
cpu_pct with a formula for dividing
by 100. CPU utilization = 34%

alias:  cpu_pct windows_example.com

 / formula: none (Windows)
Device Utilization
CPU utilization = 4322

linux example.com 20%
windows_example.com 34%

esx example.com
(ESX via VI SDK)

Figure 6.7. Alias-Based CPU Utilization Report
In the simplest cases, data from the target data points are returned in units expected by a report. For cases in which

data are not returned in the same units, an alias can use an associated formula at the data point. For example, if a
data point returns data in kilobytes, but the report expects data in bytes, then the formula multiplies the value by 1024.

6.2.6.1. Alias Formula Evaluation
The system evaluates the alias formula in three passes.

6.2.6.1.1. Reverse Polish Notation

When complete, the alias formula must resolve to a Reverse Polish Notation (RPN) formula that can be used by
RRDtool. For the simple conversion of kilobytes into bytes, the formula is:

1024, *
For more information on RRDtool and RPN formulas, browse to this site:
http://oss.oetiker.ch/rrdtool/doc/rrdgraph_rpn.en.html

6.2.6.1.2. Using TALES Expressionsin Alias Formulas

For cases in which contextual information is needed, the alias formula can contain a TALES expression that has
access to the device as context (labeled as "here"). The result of the TALES evaluation should be an RRD formula.

For example, if the desired value is the data point value divided by total memory, the formula is:
${her e/ hw' t ot al Menory}, /

For more information on TALES, refer to the appendix in this guide titled "TALES Expressions," or to the TALES
Specification 1.3, at:

http://wiki.zope.org/ZPT/TALESSpecification13
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6.2.6.1.3. Using Python in Alias Formulas

You also can embed full Python code in an alias formula for execution. The code must construct a string that results
in a valid RRD formula. To signal the system to evaluate the formula correctly, it must begin with:

EVAL:

Using the same example as in the previous section (division by total memory), the formula is:

__EVAL: here. hw. total Menory + “,/”
6.2.6.2. Adding a Data Point Alias

To add an alias to a data point:
1. Navigate to a data source on a monitoring template.
2. Double-click a data point in the list to edit it.

The Edit Data Point dialog appears.
3. Enter the alias name and the formula.

Note

If the data point returns values in the desired units, then leave the Formula value blank.

TMULA

memAvail__megabyte | 1024,%,1024,* DELETE

ADD

CANCEL

Figure 6.8. Add Data Point Alias
4. Click Save.

6.2.6.3. Reports That Use Aliases
For information about reports that use aliases, refer to the chapter titled "Reporting."

The following table shows performance reports that use aliases, and the aliases used. To add data points to a report,
add the alias, and then ensure the values return in the expected units.

CPU Utilization

Alias Expected Units

loadAverage5min Processes

cpu_pct Percent

6.2.7. Thresholds

Thresholds define expected bounds for data points. When the value returned by a data point violates a threshold,
the system creates an event.
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6.2.7.1. MinMax Threshold

The system provides one built-in threshold type: the MinMax threshold. (Other threshold types are provided through
ZenPacks.)

MinMax thresholds inspect incoming data to determine whether it exceeds a given maximum or falls below a given
minimum. You can use a MinMax threshold to check for these scenarios:

The current value is less than a minimum value. To do this, you should set only a minimum value for the
threshold. Any value less than this number results in creation of a threshold event.

The current value is greater than a maximum value. To do this, you should set only a maximum value for the
threshold. Any value greater than this number results in creation of a threshold event.

The current value is not a single, pre-defined number. To do this, you should set the minimum and maximum
values for the threshold to the same value. This will be the only "good" number. If the returned value is not this
number, then a threshold event is created.

The current value falls outside a pre-defined range. To do this, you should set the minimum value to the lowest
value within the good range, and the maximum value to the highest value within the good range. If the returned
value is less than the minimum, or greater than the maximum, then a threshold event is created.

The current value falls within a pre-defined range. To do this, you should set the minimum value to the highest
value within the bad range, and the maximum value to the lowest value within the bad range. If the returned
value is greater than the maximum, and less than the minimum, then a threshold event is created.

6.2.7.2. Adding Thresholds

Follow these steps to define a MinMax threshold for a data point:

1.
2.

Select Advanced from the navigation bar, and then select Monitoring Templates.

In the Thresholds area, click E\ (Add Threshold).

The Add Threshold dialog appears.
Select the threshold type and enter a name, and then click Add.
Double-click the newly added threshold in the list to edit it.

The Edit Threshold dialog appears.
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Edit Threshold

Mame:

high utilization
Type:
MinMaxThreshold

Selected
ifinErrors_iflnErrors ifinOctets_ifinOctets
ifinUcastPackets_ifinU castPackets ifQutOctets_ifOutOctets
ifOperStatus_ifOperStatus
ifOutErrors_ifOutErrors
ifOutOctets_test
ifOutUcastPackets_ifOutUcastPackets

Severity:
Warning
Enabled

Minimum Value:

Maximum Value:

(here.speed or 1e9) / 8 * .75
Event Class:

JPerf{Interface

Escalate Count:

CANCEL

Figure 6.9. Edit Threshold

Enter or select values to define the threshold:

* Name - Displays the value for the ID you entered on the Add a New Threshold dialog.

« Data Points - Select one or more data points to which this threshold will apply.

» Severity - Select the severity level of the first event triggered when this threshold is breached.
* Enabled - Select True to enable the threshold, or False to disable it.

* Minimum Value - If this field contains a value, then each time one of the select data points falls below this
value an event is triggered. This field may contain a number or a Python expression.

When using a Python expression, the variable her e references the device or component for which data is
being collected. For example, an 85% threshold on an interface might be specified as:

here. speed * .85/8

The division by 8 is because interface speed frequently is reported in bits/second, where the performance
data is bytes/second.

 Maximum Value - If this field contains a value, then each time one of the selected data points goes above
this value an event is triggered. This field may contain a number or a Python expression.

» Event Class - Select the event class of the event that will be triggered when this threshold is breached.
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Escalate Count - Enter the number of consecutive times this threshold can be broken before the event
severity is escalated by one step.

6. Click Save to save the newly defined threshold.

6.2.8. Performance Graphs

You can include any of the data points or thresholds from a monitoring template in a performance graph.

To define a graph:

1. Select Advanced from the navigation bar, and then select Monitoring Templates.

2.

In the Graph Definitions area, click E’ (Add Graph).

The Add Graph Definition dialog appears.

Enter a name for the graph, and then click Submit.

Double-click the graph in the list to edit it. Enter information or select values to define the graph:

Name - Optionally edit the name of the graph you entered in the Add a New Graph dialog. This name
appears as the title of the graph.

Height - Enter the height of the graph, in pixels.
Width - Enter the width of the graph, in pixels.
Units - Enter a label for the graph's vertical axis.

Logarithmic Scale - Select True to specify that the scale of the vertical axis is logarithmic. Select False
(the default) to set the scale to linear. You might want to set the value to True, for example, if the data being
graphed grows exponentially. Only positive data can be graphed logarithmically.

Base 1024 - Select True if the data you are graphing is measured in multiples of 1024. By default, this
value is False.

Min Y - Enter the bottom value for the graph's vertical axis.
Max Y - Enter the top value for the graph's vertical axis.

Has Summary - Select True to display a summary of the data's current, average, and maximum values
at the bottom of the graph.
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View and Edit Graph Definition

MName:
Throughput
Height
100
Width:
50

bits/sec

Logarithmic Scale:
Fl

Base 1024:

SUBMIT CANCEL

Figure 6.10. Graph Definition

1. Click Submit to save the graph.
6.2.8.1. Graph Points

Graph points represent each data point or threshold that is part of a graph. You can add any number of graph points
to a graph definition by adding data points or thresholds.

From the Graph Definitions area of the Monitoring Templates page:
1. Select Manage Graph Points from the Action menu.

The Manage Graph Points dialog appears.
From the Add menu, add a data point, threshold, or custom graph point.
Select values, and then click Submit.

the new graph point appears in the Graph Points list.
Note
Thresholds are always drawn before other graph points.
6.2.8.1.1. Re-sequencing Graph Points

To re-sequence graph points, drag a graph point row in the Manage Graph Points dialog. (Click and drag from an
"empty" part of the row.)

6.2.8.1.2. DataPoint Graph Points
DataPoint graph points draw the value of data points from the template on a graph.
6.2.8.1.2.1. Adding DataPoint Graph Points

To define a DataPoint graph point:
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4,

From the Add menu on the Manage Graph Points dialog, select Data Point.

The Add Data Point dialog appears.

Select one or more data points defined in this template. On data point graph point is created for each data point
you select from the list.

Optionally select the Include Related Thresholds option. If selected, then any graph points are created for any
thresholds that have been applied to the selected data points as well.

Click Submit.

6.2.8.1.2.2. Editing DataPoint Graph Points

Double-click the name of the graph point to go to its edit page. Enter information or select values to edit the graph
point:

Name - This is the name that appears on the Graph Definition page. By default, it appears in the graph legend.

Line Type - Select Line to graph the data as a line. Select Area to fill the area between the line and the horizontal
axis with the line color. Select None to use this data point for custom RRD commands and do not want it to
be explicitly drawn.

Line Width - Enter the pixel width of the line.

Stacked - If True, then the line or area is drawn above the previously drawn data. At any point in time on the
graph, the value plotted for this data is the sum of the previously drawn data and the value of this data point
now. You might set this value, for example, to asses total packets if measuring packets in and packets out.

Format - Specify the RRD format to use when displaying values in the graph summary. For more information
on RRDTool formatting strings, go to:

http://oss.oetiker.ch/rrdtool/doc/rrdgraph_graph.en.html

RPN - Optionally enter an RPN expression that alters the value of the data being graphed for the data point.
For example, if the data is stored as bits, but you want to graph it as bytes, enter an RPN value of "8,/" to divide
by 8. For more information about RRDTool RPN notation, go to:

http://oss.oetiker.ch/rrdtool/tut/rpntutorial.en.html
Limit - Optionally specify a maximum value for the data being graphed.

Consolidation - Specify the RRD function used to graph the data point's data to the size of the graph. Most of
the time, the default value of AVERAGE is appropriate.

Color - Optionally specify a color for the line or area. Enter a six-digit hexadecimal color value with an optional
two-digit hex value to specify an alpha channel. An alpha channel value is only used if 'stacked' is True.

Legend - Name to use for the data in the graph legend. By default, this is a TALES expression that specifies the
graph point name. The variables available in this TALES expression are here (the device or component being
graphed) and graphPoint (the graph point itself).

Available RRD Variables - Lists the RRD variables defined in this graph definition. These values can be used
in the RPN field.

6.2.8.1.3. Editing Threshold Graph Points

Threshold graph points graph the value of thresholds from the template.

To edit a threshold graph point, double-click it in the list:

You can edit values for Name, Color, and Legend for a threshold graph point. Refer to the definitions in the section
titted Editing DataPoint Graph Points for more information.
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6.2.8.1.4. Editing Custom Graph Points

Custom graph points allow you to insert specific RRD graph commands into the graph definition.
For details on DEF, CDEF, and VDEF commands, go to:
http://oss.oetiker.ch/rrdtool/doc/rrdgraph_data.en.html

For details on other RRD commands, go to:
http://oss.oetiker.ch/rrdtool/doc/rrdgraph_graph.en.html

6.2.8.2. Custom Graph Definition

Custom graph definitions allow you to specify your own set of RRD commands to draw a graph. The graph points
specified are used to define data that is available to the commands you specify here; however, the graph points are
not drawn unless you explicitly draw them with the commands you specify. The Available RRD Variables lists the
values defined by the graph points that are available for use.

To access custom graph definitions, select Custom Graph Definition from the Action menu in the Graph Definitions
area.

6.2.8.3. Graph Commands

Graph Commands show an approximate representation of the RRD commands that will be used to draw a graph.
This representation provides helpful debugging information when using custom graph points or custom graph def-
initions.

To view graph commands, select Graph Commands from the Action menu in the Graph Definitions area.

6.3. Monitoring Using ZenCommand
Read the following sections for more information about monitoring using ZenCommand.

6.3.1. About ZenCommands

Zenoss has the ability to run Nagios® and Cactii plug-ins though the ZenCommand process. ZenCommand can run
plugins locally and remotely by using a native SSH transport. When run, the system tracks the return code of each
plug-in and then creates events with plug-in output. Additionally, it can track performance information from a plug-in.

(e

nCommand
p
fbin/df ~
avail:34554 Remote Box

) '
[ SSH exec

J fbin/df

avail:35654

N \

Figure 6.11. Running ZenCommands

-
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6.3.2. Example: Writing a ZenCommand (check _http example)

You can use a ZenCommand plugin (check_http) to check for specific content of a Web page. (This implicitly checks
for server/page 200 status as well.)

The following example procedure shows how to set up a ZenCommand plugin to check specific content. The steps
show how to test the plugin, and then integrate it.

1.

© N o’

10.

11.

12.

As the zenoss user, test the plugin from the command line. Enter the following command to test the product
directory:

$ZENHOVE/ | i bexec/ check_http -H www. zenoss. com

If the check_http command is correct, the output will look similar to the following.

HTTP OK HTTP/ 1.0 200 OK - 0.723 second response tinme |tine=0.722758s;;;0.000000 size=7932B;; ;0
Note

The check_http -h command displays all plugin options.

Add the device you want to check (one running a "www" Web site) to the Zenoss system, setting the discovery
protocol to "none."

Navigate to the device, and then select Monitoring Templates from the left panel.

Create a local copy.

The default device template is overridden with the device template specific to this device.

In the template, remove the sysUpTime data source. (In this example, SNMP is not used for the device.)
Add a new description to the template.

Add a new data source called rootWebCheck.

In the rootWebCheck data source, set the following variables:

e Source Type = COMMAND

» Component = rootWebCheck

* Cycle Time =30

Debug your ZenCommand by running zencommand in the foreground with debugging on:

zencomand run -d ww. website.com -v10
Where www.website.com is the site you want to monitor.

The command template field is a TALES expression. You can make substitutions in the command that will make
it generic for any device added to this class.

Set the - Hflag to the IP of the device against which this command will be run, as follows:

check_http -H ${here/ managel p}

Add a check looking for content on the page. The -r flag will run a regular expression against the Web page
to check for text.

check_http -H ${here/ managel p}-r textstringl

Where textsrtingl is text you know is on the resulting Web page.

For this example, the command should be generic. Make a custom field for the regex that can be changed per
device. Set the default to “.*”, which will match everything. Go to /Devices/Custom Schema and add a new field:
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e Label = Web Match Regex
* Name = cWebMatchRegex
* Type = string
» Default = .*
* Visible = True
13. Return to the template and change the command to be.
check_http -H ${here/ managel p}-r ${here/ cWbMat chRegex}
14. Add the regex value into cWebMatchRegex (used in the example above).

15. Test the ZenCommand from the command line.

6.3.3. Example: Collect Data from A ZenCommand

To collect and display data from the ZenCommand check_http example, you can log the data to see something like
response time in a graphical format.

1. Navigate to /Web/Device template.
2. Go to the data source created in the check_http example.
3. Add a data point named "time." (No modifications are needed to the data point.)
4. Test the command again. You should see a log message that starts with:
DEBUG: zen. zencommand: st ori ng responseTine = 1.0
Make a graph to display the data. In the device template, create a graph called “Web Response Time."
For this graph, set the following values:
e Data Sources = rootWebCheck_responseTime
* Units = Seconds
e MinY=0

7. Go to Graphs for the device www.website.com (the Web site you were using to check) to see the graph. Graph
data will not appear until collection is run several times. Restart zenconmand so that the new configuration takes
effect immediately.

6.3.4. Plugin Format for ZenCommands

Nagios® plugins are configured by using a command template that is much like the RRDTemplates used for per-
formance monitoring.

A template named “Device” will bind to all devices below the template definition. Within each template is a list of
commands that will run. The commands can be any program that follows the Nagios® plug-in standard. Inputs are
command line arguments; output is the first line of stdout, plus a return code.

Note

Zenoss return codes differ from Nagios return codes, as follows:

Value Zenoss Nagios
Clear OK
Data Source WARNING
Data Source+1 CRITICAL
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Value Zenoss Nagios

3

Data Source UNKNOWN

For complete information about Nagios plugin guidelines, browse to this location:

http://nagiosplug.sourceforge.net/developer-guidelines.html

A Nagios® command has several fields:

name — Specifies the name of the command object.

enabled — Indicates whether this command should be used on a given device.

component — Specifies the component name to use when zencommand sends events to the system.

event class — Specifies the event class to use when sending events to the system.

severity — Sets the default severity to use when sending events to the system.

cycle time — Sets the frequency a command should be run (in seconds).

command template — Specifies the command to run.

The command template string is built by using Zope TALES expressions. Several variables are passed when
evaluating the template. They are:

zCommandPath — Path to the zencommand plug-ins on a given box it comes from the configuration property
zCommandPath. zCommandPath is automatically added to a command if a path is absent from the beginning
of the command.

devname — Device name of the device against which the command is being evaluated.
dev — Device object against which the command is being evaluated.

here — Context of evaluation. For a device, this is equivalent to dev for a component (such as a filesystem or
interface). This is the component object.

compname — If this command evaluates against a component, specifies its name as a string.

now — Current time.

Template values are accessed like shell variables. They are the same as the expression syntax used in the
appendix titled TALES Expressions (in this guide).

Examples

Run an http check against all devices by using the URL /zport/dmd:

check_http —H ${devnane}-u /zport/dnd

In a template named FileSystem, the following command will run against all file systems on a device:

check_di sk —w 10% -c 5% - p ${conpnane}

6.3.5. Testing ZenCommands

You can test ZenCommand data sources by using the zentestcommand shell script.

From the command line, run:

zent est command —d Devi ceNane - - dat asour ce=Dat aSour ceNane

where DeviceName is the device on which you want to run the command, and DataSourceName is the name of a
data source on a template associated with the device.
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The zentestcommand script prints the results of the command to standard output.

6.4. SNMP Monitoring

OID represent the data points where the data for the graphs comes from. Sometimes the reason that a graph is not
appearing is because the OID for the particular graph is not valid for the device. You can test this validity using the
command line to see if you can return a value. To test the validity of an OID data point giving performance data:

1. SSH to the Zenoss instance.
Use Username: root

Password: zenoss

2. Run the command snmp get for one of the OIDs

In this case, use the command:

$ snnpget -v1 -cpublic build .1.3.6.1.4.1.2021.4.14.0
If the OID is valid it will return a value.

Here are some basic SNMP commands to gather certain information.
a. Walk a basic system MIB.

snnpwal k -v1l -cpublic <device nane> system
b. Walk an interface description

snnpwal k -v1 -cpublic <device nane> ifDescr
c. Get a single value.

snnpget -v1 -cpublic <device name> ifDescr.2
d. Detailed description of an OID value.

snnptransl ate -Td RFC1213-M B: : i f Descr
e. Convert a name to a raw OID.

snnptransl ate -On RFC1213-M B: : i f Descr
f. Convert a raw OID to a short name

snnptranslate -0S .1.3.6.1.2.1.2.2.1.2

6.5. Monitoring Devices Remotely Through SSH

You can monitor devices remotely through SSH. To monitor devices remotely, you must install the Zenoss plugins
on each remote device you want to monitor.

Follow the steps in the following sections to set up remote monitoring.

6.5.1. Installing Plugins on the Remote M achine

The plugins are packaged in two formats:

* Native format (RPM) - Recommended in Red Hat-based systems that support Red Hat Package Management.
By using the RPM distribution, you can easily update the package when newer versions are released.

e Source distribution - Assembled using setuptools. When using the source distribution, you do not need root
privileges to install the plugins.
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6.5.1.1. Plugin Installation Technique: RPM

The RPM for the plugins is a noarch RPM, which means it can be installed on any architecture (such as i386, amd64,
or ia_64). The only external dependency needed to install the plugins RPM is Python. Most Linux distributions
include Python in their standard loads.

To install the plugins RPM, use the following command:
$ sudo rpm -Uvh zenoss- pl ugi ns-*. rpm
where 'zenoss-plugins-*.rpm' is the latest plugin RPM file.

6.5.1.2. Plugin Installation Technique: setuptools

Enter these commands to install the plugins into directories that are accessible to all users:
$ python setup. py build

$ sudo python setup.py instal

If you do not have appropriate privileges to install the system software, refer to the following information about
installing the plugins using a non-privileged account, at:

http://dev.zenoss.org/trac/wiki/ZenossPlugins

Alternatively, you can use setuptool's built-in easy_install command to install the plugins. To use easy_instal | to
download and install the plugins, run the following command:

$ sudo easy_install Zenoss-Pl ugins

where 'Zenoss-Plugins' is the name of the latest plugin file.
6.5.1.3. Testing the Plugin I nstallation

The entry point to the plugins is the zenpl ugi n. py command. When run without any arguments, zenpl ugi n. py reports
the proper usage of the script, providing insight into which options should be run for troubleshooting.

The plugins detect platform-specific, runtime values using plugins. For example, the CPU plugin for the linux2 plat-
form uses /proc to read values. In comparison, the CPU plugin for the freebsd5 platform uses a different technique.
In order to test the installation you must determine which plugins are available for your platform. To do this, run
the following command:

$ zenplugin.py --1ist-plugins

After determining a list of supported plugins for your platform, run zenpl ugi n. py with the plugin name as the argu-
ment. The following command line illustrates:

$ zenpl ugi n. py cpu
6.5.1.4. Troubleshooting Plugin I nstallation
6.5.1.4.1. " Command not found" when running zenplugin.py

If you receive a "command not found" error when running the zenpl ugi n. py command, make sure that the directory
into which it was installed is included in your PATH. If you installed by using RPM, you can use the command
"rpm -gl zenoss-plugins | grep zenplugin.py". If you installed via setuptools pay close attention to the "Installing..."
messages to see the full directory paths.
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6.5.1.4.2. " platform 'XXX" isnot implemented. no plugins exist"

This message indicates that plugins may not be fully implemented for your particular platform. If you receive this
message, and want to investigate support for your platform, email the output of the following command to the Support
team:

$ python -c 'inport sys; print sys.platforni
6.5.1.5. Changing Zenoss to Monitor Devices Remotely Using SSH

You must edit system properties for the group where you want to collect remote information using SSH.

1. Navigate to the device class path you want to monitor remotely. You can apply this monitoring per device or
per device class path.

2. Change the configuration properties value for the group. After selecting the device class, click Details, and then
select Configuration Properties.

The Configuration Properties page appears.

Configuration Properties ‘

Property Valuz Type  Path
zCollectorClientTimeout [180 int i
zCollectorDecoding |\at\n—1 string i
zCollsctorLogChanges [True [=] bookean
2CollectorPlugins Edt nes MDiscove
zCommandCommandTimeout |15,0 fioat i
zCommandCycleTime |60 int I
ZCommandExistanceTest |test _f %5 string i
zCommandLoginTimeout |10,0 fioat i
zCommandLoginTries 1 int i
zCommandPassword | password
zCommandPath |/usr/|oca|/zer'|oss/hbexec string i
zCommandPort [22 int i
2CommandProtocel ssh string i
zCommandSearchPath lines. i
zCommandUsername | string i
Device
=DeviceTemplates MysQl nes /

zEnablePassword | password /

=FileSystemMaplonoreNames string

Figure 6.12. Device Class Configuration Properties

You must make changes to the following configuration properties:
» zCollectorPlugins
+ zCommandPassword
+ zCommandPath
» zCommandUsername
* zSnmpMonitorlgnore
» ZzTransportPreference
The following table lists sample values set up for remote devices. These have a pre-shared key (with no

password) set up from the collector to the remote boxes. (It also can use password authorization if the
password is entered into zCommandPassword.)
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Configuration Properties Value
zCollectorPlugins snmp|portscan
zCommandPassword The SSH password for the remote machine.
zCommandPath The path to zenplugin.py
zCommandUsername The SSH Username for the remote machine.
zSnmpMonitorlgnore True
zTransportPreference command

Two passes are required for full modeling. The first pass obtains the platform type (so that the system knows
which plugins to run). The second pass provides detailed data on interfaces and file systems.

Run the command:
$ zennodel er run -d enter_server_nane_here

Run the command a second time to use the plugins the command gathered on the first pass.
6.5.1.6. Using the Predefined /Server/Cmd Device Class

The /Server/Cmd device class is an example configuration for modeling and monitoring devices using SSH. The
configuration properties have been modified as described in the previous sections, and Device, Filesystem and
Ethernet interface templates that gather data over SSH have been created.

You can use this device class as a reference for your own configuration; or, if you have a device that needs to
be modeled or monitored via SSH/Command, you can place it under this device class to use the pre-configured
templates and configuration properties. You will still need to set the zCommandUsername and zCommandPassword
properties to the appropriate SSH login information for each device.

6.6. Monitoring Windows Devices

6.6.1. Device Preparation for Windows Devices

In all Zenoss versions, WMI is used to monitor the Windows event log and state of Windows services.

Before you can monitor Windows devices, you must ensure that:
» DCOM is enabled for WMI connections
» The hostname of the system collector does not exceed fifteen characters

If you are using Zenoss Core, you must additionally ensure that an SNMP agent is enabled on Windows devices. If
your system is running Windows Vista, for example, follow these steps to see if the SNMP agent is enabled:

1. From the Start menu list, right-click Computer, and then select Manage from the list of options.

2. From the Computer Management panel navigation area, expand Services and Applications, and then select
Services.

The Services list appears.
3. Locate the listing for SNMP Service. If it does not show a status of "Started," then click Start (the service).

Note

If SNMP Service does not appear in the list, then you may have to enable the SNMP feature (from the "Turn
Windows features on and off" selection in the Control Panel).
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Optionally, you can use SNMP Informant™™ to collect CPU, memory, and disk I/O statistics. SNMP Informant agents
collect information from Windows devices via WMI on the server where they are installed, and then convert system,
state, and operational data into SNMP OIDs for broadcast. The system can then process the SNMP OID information
and generate events and alerts based on this information. See the section titled Monitoring Windows Performance
with SNMP Informant (in this chapter) for more information.

Note

If you are using Zenoss Enterprise, SNMP Informant is not needed (its functionality is included in these versions).

6.6.2. Setting Windows Configuration Properties

You must set the following configuration properties to collect information from Windows servers. In Zenoss, navigate

to the configuration properties for each device, and then set the appropriate values for:

 zWmiMonitorlgnore - Tuns on or off all WMI monitoring. Set the value of Ignore to False to turn on Windows
monitoring.

You should set this property at the Server/Windows class level, so that any device placed in this class has
Windows monitoring automatically enabled.

* zWinUser - Must be set as the local admin. The format for zZWinUser is:
* \Username - The format to use when the account is a local account.
 DOMAIN\Username - The format for a Domain account.

» zWinPassword - Enter the password used to remotely log in to the Windows machine.

6.6.3. Testing WMI on a Windows Server

Follow these steps to test the WMI connections on the Windows server:
1. Run wbemtest.
2. Click “Connect...”

3. Inthe Namespace field, enter:

\\ HOST\ r oot \ ci mv2
4. Enter login information in the User and Password fields.
5. Click Query.
6. Enter “select * from win32_service” to return a dialog with a list of services on the device.

6.6.4. Optional Windows Configuration

The system can gather additional, detailed OS and hardware information from Windows devices if you have these
agents installed on your Windows device:
» Dell Open Manage Agent

» HP Insight Management Agent
6.6.5. M odeling Services on Windows Devices

Zenoss uses ZenWin to perform Windows Service Monitoring over WMI. ZenWin monitors the up and down avail-
ability of Windows services.

The WinServiceMap WMI plugin is included in zCollectorPlugins on the /Server/Windows device class. WinSer-
viceMap retrieves all services that can be monitored on a device, regardless of whether it is up or down.
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Windows services are (by default) not monitored. To monitor a specific Windows service, follow these steps:
1. Navigate to Infrastructure > Windows Services.

2. Select the service you want to monitor from the list in the left panel.

3. Select Set Local Value for Enable Monitoring? (zMonitor), and then click Save.

6.6.6. Collecting Windows Eventlog Events

The system uses ZenEventlog to collect WMI event log events. Enable the following configuration properties to
define how Windows event log events are processed and monitored:

* zWinEventLog - Tells the system whether or not to read the event log.

e zWinEventLogMinSeverity - Sets the minimum severity to collect from the Windows event log. The lowest
number indicates the highest severity (1 is the most severe; 5 is least severe).

6.6.7. Monitoring Windows Perfor mance with SNM P I nfor mant

Zenoss can use information from SNMP Informant to collect SNMP information from Windows devices.
Install the free version of SNMP Informant from this location:
http://www.snmp-informant.com

To make sure SNMP Informant is running and set up correctly, run this command to walk the SNMP Informant MIB:

snmpwal k -v1 -c<community> <server> 1.3.6.1.4.1.9600
This command will return some performance information if SNMP Informant is configured and running correctly.

Once this is configured properly, the system gathers and uses SNMP information the same as any other device
sending SNMP traps.

6.6.8. Running winexe Commands on Windows Servers
You can use winexe commands to run commands on monitored Windows servers from within the system.

Usage:

$ZENHOVE/ bi n/ wi nexe [options] //host [comrand]

Options Use
--uninstall Uninstall winexe service after remote execution.
--reinstall Reinstall winexe service before remote execution.
--system Use SYSTEM account.
--runas=[DOMAIN\]JUSERNAME%PASSWORD |Run as user (IMPORTANT! password is sent in cleartext over
net).

Help Options Use
-?, --help Show this help message.
--usage Display brief usage message.
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Common samba options

Use

-d, --debuglevel=DEBUGLEVEL

Set debug level.

--debug-stderr

Send debug output to STDERR.

-s, --configfile=CONFIGFILE

Use alternative configuration file.

--option=name=value

Set smb.conf option from command line.

-1, --log-basename=LOGFILEBASE

Basename for log/debug files.

--leak-report

enable talloc leak reporting on exit.

--leak-report-full

enable full talloc leak reporting on exit.

-V, --version

Print version.

Connection Options

Use

-R, --name-resolve=NAME-RESOLVE-ORDER

Use these name resolution services only.

-0, --socket-options=SOCKETOPTIONS

Socket options to use.

-n, --netbiosname=NETBIOSNAME

Primary netbios name.

-W, --workgroup=WORKGROUP

Set the workgroup name.

--realm=REALM

Set the realm name.

-i, --scope=SCOPE

Use this Netbios scope.

-m, --maxprotocol=MAXPROTOCOL

Set max protocol level.

Authentication Options

Use

-U, --user=[DOMAIN
\JUSERNAME[%PASSWORD]

Set the network user name.

-N, --no-pass

Do not ask for a password.

--password=STRING

Password

-A, --authentication-file=FILE

Get the credentials from a file.

-S, --signing=on|off|required

Set the client signing state.

-P, --machine-pass

Use stored machine account password (implies -k).

--simple-bind-dn=STRING

DN to use for a simple bind.

-k, --kerberos=STRING

Use Kerberos.

--use-security-mechanisms=STRING

Restricted list of authentication mechanisms available for use

with this authentication.
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Chapter 7. Event Management
7.1. About Events

Events, and the graphs generated from performance monitoring, are the primary operational tools for understanding
the state of your environment. This chapter: defines events and describes the event management system.

» Defines events
» Describes important event management system features, such as de-duplication and auto-clear correlation

» Provides more information about managing events through the user interface

7.1.1. Basic Event Fields

To enter the event management system, an event must contain values for the device, severity, and summary fields.
If an event is missing any of these fields, then Zenoss rejects it.

Basic event fields are:

» device

e ipAddress

e eventState

* severity

e summary

e message

* evid
7.1.1.1. device and ipAddress Fields

The device field is a free-form text field that allows up to 128 characters. Zenoss accepts any value for this field,
including devices that are not in the database. If the device field contains an IP address, then the system queries
the database for devices with a matching address. If it finds a match, it changes the device field to the found device
name.

The ipAddress field is a free-form text field that allows up to 15 characters. This field is not required. If the system
cannot successfully locate a device based on the event's device field content, it attempts to find the device based
the event ipAddress field content, if present.

Zenoss automatically adds information to incoming events that match a device in its database. Fields added are:
* prodState - Specifies the device's current production state.

» Location - Specifies the location (if any) to which the device is assigned.

» DeviceClass - Classifies the device.

» DeviceGroups - Specifies the groups (if any) to which the device is assigned.

» Systems - Systems (if any) to which the device is assigned.

» DevicePriority - Priority assigned to the device.

For more information about these fields, refer to the chapters titled "Production States and Maintenance Windows"
and "Organizers and Path Navigation."
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7.1.1.2. eventState Field

The eventState field defines the current state of the event. This field is often updated after an event has been
created. Values for this numeric field are 0-2, defined as follows:

Number Name
0 New
1 Acknowledged
2 Suppressed

7.1.1.3. severity Field

The severity field defines the severity of the event. Values for this numeric field are 0-5, defined as follows:

Number Name Color
0 Clear Green
1 Debug Grey
2 Info Blue
3 Warning Yellow
4 Error Orange
5 Critical Red

7.1.1.4. summary and message Fields

The summary and message fields are free-form text fields. The summary field allows up to 128 characters. The
message field allows up to 65535 characters. These fields usually contain similar data.

The system handles these fields differently, depending on whether one or both are present on an incoming event:

» If only summary is present, then the system copies its contents into message and truncates summary contents
to 128 characters.

» If only message is present, then the system copies its contents into summary and truncates summary contents
to 128 characters.

» If summary and message are both present, then the system truncates summary contents to 128 characters.

As a result, data loss is possible only if the message or summary content exceeds 65535 characters, or if both fields
are present and the summary content exceeds 128 characters.

To ensure that enough detail can be contained within the 128-character summary field limit, avoid reproducing
information in the summary that exists on other fields (such as device, component, or severity).

7.1.1.5. evid

The evid field is the event identifier, or event ID. It is a 36-character, unique identifier for every event that comes into
the system. An incoming event should never have an evid assigned to it, because the system creates it immediately
before the event is inserted into the database. If an incoming event does have an assigned evid, then the system
ignores it and replaces it with a generated evid.

7.1.2. Other Fidlds

Events include numerous other standard fields. Some control how an event is mapped and correlated; others provide
information about the event.
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The following table lists additional event fields.

Field Description

depuid Dynamically generated fingerprint that allows the system to perform de-duplica-
tion on repeating events that share similar characteristics.

component Free-form text field (maximum 255 characters) that allows additional context to
be given to events (for example, the interface name for an interface threshold
event).

eventClass Name of the event class into which this event has been created or mapped.

eventKey Free-form text field (maximum 128 characters) that allows another specificity

key to be used to drive the de-duplication and auto-clearing correlation process.

eventClassKey

Free-form text field (maximum 128 characters) that is used as the first step in
mapping an unknown event into an event class.

eventGroup Free-form text field (maximum 64 characters) that can be used to group similar
types of events. This is primarily an extension point for customization. Currently
not used in a standard system.

stateChange Last time that any information about the event changed.

firstTime First time that the event occurred.

lastTime Most recent time that the event occurred.

count Number of occurrences of the event between the firstTime and lastTime.

prodState Production state of the device when the event occurred. If an event is still active
when a device's production state is changed, the event's prodState will be up-
dated accordingly.

suppid If this event has been suppressed by another event, then suppid contains the
other event's evid.

manager Deprecated. The monitor field replaces this field.

agent Typically the name of the daemon that generated the event. For example, an
SNMP threshold event will have zenperfsnmp as its agent.

DeviceClass Device class of the device that the event is related to.

Location Location of the device that the event is related to.

Systems Pipe-delimited list of systems that the device is contained within.

DeviceGroups Pipe-delimited list of systems that the device is contained within.

facility Only present on events coming from syslog. The syslog facility.

priority Only present on events coming from syslog. The syslog priority.

ntevid Only present on events coming from Windows event log. The NT Event ID.

ownerid Name of the user who acknowledged this event.

clearid Only present on events in history that were auto-cleared. The evid of the event

that cleared this one.

DevicePriority

Priority of the device that the event is related to.

eventClassMapping

If this event was matched by one of the configured event class mappings, con-
tains the name of that mapping rule.

monitor

In a distributed setup, contains the name of the collector from which the event
originated.
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7.1.3. Details

In addition to the standard fields, the system also allows events to add an arbitrary number of additional name/value
pairs to events to give them more context. The name and value of these details are limited to 255 characters in length.

7.1.4. De-Duplication

Zenoss uses an event "de-duplication" feature, based on the concept of an event's fingerprint. Within the system,
this fingerprint is the "depuid." All of the standard events that the system creates as a result of its polling activities
are de-duplicated, with no setup required. However, you can apply de-duplicating to events that arrive from other
sources, such as syslog, SNMP traps, or a Windows event log.

The most important de-duplication concept is the fingerprint. In all cases, an event's fingerprint (or dedupid) is
composed of a pipe-delimited string that contains these event fields:

* device

» component (can be blank)

» eventClass

« eventKey (can be blank)

e severity

* summary (omitted from the dedupid if eventKey is non-blank)

When the component and eventKey fields are blank, a dedupid appears similar to:
www.example.com||/Status/Web||4|WebTx check failed

When the component and eventKey fields are present, a dedupid appears similar to:
routerl.example.com|FastEthernet0/1|/Perf/Interface|threshName

When a new event comes into the system, the dedupid is constructed. If it matches the dedupid for any active event,
the existing event's count field is incremented by one, and its lastTime field is updated to be the current time. If it
does not match the dedupid of any active events, then it is inserted into the active event table with a count of 1, and
the firstTime and lastTime fields are set to the current time.

The following illustration depicts a de-duplication scenario in which an identical event occurs three times, followed
by one that is different in a single aspect of the dedupid fingerprint.

Event dedupid count

device: routert

Warning eventClass: PerfiCPU

Threshold eventKey: cpuThresh router1ll/PerffCPUlcpuThresholdl3 i
severity: 3

Warning

Threshold router1ll/PerffCPUIcpuThresholdl3 2

Warning

Threshold router1ll/PerfiCPUlcpuThresholdl3 3
device: routert

Threrold | | oo e | routertl/PerfiCPUIcpuThresholdl4 1
severity: 4

Figure 7.1. Event De-Duplication
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If you want to change the way de-duplication behaves, you can use an event transform to alter one of the fields used
to build the dedupid. You also can use a transform to directly modify the dedupid field, for more powerful cross-
device event de-duplication.

7.1.5. Auto-Clear Correlation

The auto-clearing feature is similar to the de-duplication feature. It also is based on the event's fingerprint. The
difference is which event fields make up the fingerprint, and what happens when a new event matches an existing
event's fingerprint.

All of the standard events created as a result of polling activities do auto-clearing by themselves. As with de-du-
plication, you would invoke auto-clearing manually only to handle events that come from other sources, such as
syslog, a Windows event log, or SNMP traps.

The auto-clear fingerprint for an event is built by using the combination of these fields:

» device

e component (can be blank)

» eventKey (can be blank)

» eventClass (including zEventClearClasses from event class configuration properties)

When a new event comes into the system with a special 0 (Clear) severity, Zenoss checks all active events to see
if they match the auto-clear fingerprint of the new event. All active events that match the auto-clear fingerprint are
moved from the active events table to history, and their clearid field is set to the evid of the event that cleared them.

If an event is cleared by the clear event, it is also inserted into the event history; otherwise, it is dropped. This is
done to prevent extraneous clear messages from filling your events database.

The following illustration depicts a standard ping down event and its associated clear event.

evid: a98bTEcS4...
device: routeri Status
eventClass: /Status/Ping Table

severity: 5

evid: a98b76c54...
device: router
eventClass: /Status/Ping

severity: 5 —
clearid: f12e34d56... i
History
evid: 1234d56... Table
device: routert
Ping Up eventClass: /Status/Ping
severity: 0

Figure 7.2. Event Auto-Clear

If you need to manually invoke the auto-clearing correlation system, you can use an event transform to make sure
that the clear event has the 0 (Clear) severity set. You also need to ensure that the device, component, and event-
Class fields match the events you intend to clear.
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Note

intend.

7.1.6. Event Consoles

Zenoss features multiple event consoles that allow you to view and manage events. Each console shows different

events subsets, depending on your current context.

Event consoles are:

Master - To access this console, click Events on the navigation bar. You can view all events from this console.

Custom - Users can create custom event consoles from the Event Views selection in user preferences. Each
custom event console has access to the same events as the global console, but can be filtered more specifically.

Contextual - Contextual event consoles are found throughout the system. Each time you see an Events selec-
tion for a device, device organizer, component, or event class, you can view event information that has been

automatically filtered to show events specific to the current context.

7.1.6.1. Master Event Console

The master event console is the system's central nervous system, enabling you to view and manage events. It

displays the repository of all events that have been collected by the system.

@]@E] ‘ lSeled']lExporl'”Conﬁgure'I

History  EventClasses  Event Manager

Avoid making clear events too generic; otherwise, you may inadvertently clear a wider variety of events that you

LASTUPDATED AT7:29:16PM |£¥Refresh ~

iScici e | Component, | L) Show severiy row cobrs | [\Fistseen

| Last Seen

| Count

Status
E E] Enable ive search El
L

Clear fiters
bbibeault.zenoss 9.23 is down 2010-06-07 12:11:44

@  testwinvistatz Save this configuration 11.436 is down 2010-06-07 11:55:47
Restore defaulls

test-win7-1.zeno zeneventiog read the Windows event log (NT_STATUS_ACCESS_DEHIED). Check your 2010-06-07 11:53:20

1est-win2008-1d.; zeneventlog (StatusMWmi Could not read the Windows event log (ExecHotificationQuery on test-win2008-1d. 2010-06-07 11:55:09
iest-win2008-ad.; zeneventlog StatusMWmi Could not read the Windows event log (ExechotificationQuery on test-win2008-ad. 2010-06-07 11:57:54
test-win2003-1d.; zeneventlog 15tatusWmi Could not read the Windows event log (ExecNotificationQuery on test-win2003-1d. 2010-06-07 11:56:10
testjboss.zenos JMX i5tatus/JMX/Conr DataSource Remove Calls; error connecting to server; Exception Failed to connec 2010-06-07 12:07:50
testjboss.zenos JMX i5tatus/ JMX/IConr ; error ing to server; Exception Failed to ¢ 2010-06-07 12:07:50
lestijboss.zenos JMX {Status/JMX/Coni DataSource Create Calls; error connecting to server; Exception Failed to connect i 2010-06-07 12:07:50
lestijboss.zenos JMX {Status/JMX/Conr Non Durable ‘Count; error to server; Excepti 2010-06-07 12:07:50
lestijboss.zenos JMX {Status/JMX/Coni DataSource Non Durable Message Count; error connecting to server; Exception F: 2010-06-07 12:07:50
testjboss.zenos JMX i5tatus/JMX/Conr DataSource Durable Subscriptions Count; error connecting to server; Exception F. 2010-06-07 12:07:50
testjboss.zenos JMX i5tatus/JMX/Conr DataSource Durable Message Count; error connecting to server; Exception Failed 2010-06-07 12:07:50
testjboss.zenos JMX i5tatus/JMX/Conr DataSource All Subscriptions Count; error connecting to server; Exception Failed 2010-06-07 12:07:50

lestijboss.zenos JMX (Status/JMX/Coni DataSource All Message Count; error connecting to server; Exception Failed to co 2010-06-07 12:07:50
lestijboss.zenos JMX (Status/JMX/Coni DataSource JBoss Scheduled Message Count; error connecting to server; Except 2010-06-07 12:07:50
testjboss.zenos JMX iStatus/JMX/Conr DataSource JBoss Receivers Count; error connecting to server; Exception Failed 1 2010-06-07 12:07:50

Figure 7.3. Event Console
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2010-06-07 19:29:22
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2010-06-07 19:29:07
2010-06-07 19:28:07
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59
2010-06-07 19:25:59

The following procedures provide more information about using the event console to:

Select, sort and filter events

Work with live search

Save or refresh a view

View event details

Acknowledge events

Return events to new status

Classify events

Move events to history or return them to active status
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e Export event data
 Create events

7.1.6.1.1. Selecting Events

To select one or more events in the event console, you can:

e Click a row to select a single event

» Ctrl-Click rows to select multiple events, or Shift-Click to select a range of events
» Click Select to select all, none, new, acknowledged, or suppressed events

7.1.6.1.2. Sorting and Filtering Events

To customize your view, you can sort and filter events by any column that appears in the master event console.
To sort events, click a column header. Clicking the header toggles between ascending and descending sort order.
Filter options appear below each column header.

History  Event Classes  Event Manager

@@@ ‘ lSeIect']IExporl'“Configure‘l

Status | Severity v/ Device ' Component | Event Class | Summary
T
New bibeault.zenoss I5tatus/Ping ip 10.87.209.23 is down
Acknowledged  2Stwinvista-1.2: iStatus/Ping ip 10.175.211.136 is down
D Suppressed zst-win7-1.zeno zeneventlog I5tatu s mi Could not read the Windows event log (NT_STATU
v 1est-win2008-1d.; zeneventlog IStatusMmi Could not read the Windows event log (ExecNotific
test-win200§-ad.; zeneventlog [StatusAmi Could not read the Windows event log (ExecNotific
test-win2003-1d.; zeneventlog IStatusMWmi Could not read the Windows event log (ExecNotific
test-jboss.zenos JMX IStatusiJMX/Conr DataSource Remove Calls; error connecting to ser
test-jboss.zenos JMX [Status/IMX/Conr DataSource M ges R ived; error ting
test-jboss.zenos JMX IStatusiJMX/Conr DataSource Create Calls; error connecting to serve
test-jboss.zenos JMX IStatus/IJMKX/Conr DataScource Non Durable Subscriptions Count; erro
test-jboss.zenos JMX IStatus/JMX/IConr DataSource Non Durable Message Count; error cor
test-jboss.zenos JMX (Status/JMX/Conr DataSource Durable Subscriptions Count; error co
test-jboss.zenos JMX /Status/JM¥/Conr DataSource Durable Message Count; error conne

Figure 7.4. Event Console Filter Options

You can filter the events that appear in the list in several ways, depending on the field type. Date fields (such as
First Seen and Last Seen) allow you to enter a value or use a date selection tool to limit the list. For other fields,
such as Device, Component, and Event Class, enter a match value to limit the list.

The Count field allows you to filter the list when compared to a value:
* n - Displays events with counts greater than or equal to that value.
e <n - Displays events with counts less than that value.

e <=n - Displays events with counts less than or equal to that value.
* =n - Displays events with counts equal to that value.

To clear filters, select Configure > Clear filters.
7.1.6.1.3. Working with Live Search

By default, the system uses a "live search” feature to help you locate information. From the event console, you can
search for information by:

» Device (name or IP address)
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« Component
 Eventclass

*  Summary

With live search enabled (the default behavior), the system filters available information immediately. It presents
increasingly refined information with each character you type in the search window. When disabled, search responds
only after you enter one or more characters and then press Enter.

To disable or enable the live search feature, select or de-select the Enable live search option in the Configure list
of options.

7.1.6.1.4. Saving an Event Console View

You can save your event console view by bookmarking it for quick access later. To do this:

1. Select Configure > Save this configuration.

A dialog containing a link to the current view appears.
2. Click and drag the link to the bookmarks link on your browser's menu bar.

A link titled "Event Console" appears in your bookmarks list.

Permalink

Drag this link to your bookmark bar
to return to this grid configuration later.

Event Console

e

Figure 7.5. Saving a Custom View (Bookmark)

Tip: You may want to re-title the bookmark, particularly if you choose to save more than one event console view.
7.1.6.1.5. Refreshing the View

You can refresh the list of events manually or specify that they refresh automatically. To manually refresh the view,
click Refresh. You can manually refresh at any time, even if you have an automatic refresh increment specified.

To set up automatic refresh, select one of the time increments from the Refresh list.

Click to manually
refresh events

| £¥Refresh ~
Refresh every

- 1 second
|

5 seconds
10-06-07 11:55:47  2010-06-07 15:1¢
10 seconds

10-06-07 12:11:44  2010-06-07 15:1¢
30 seconds
10-06-07 11:53:20  2010-06-07 15:2C

® 1 minute
10-06-07 11:55:10  2010-06-07 15:2¢
10-06-07 11:65:09  2010-06-07 15:1 I

10-06-07 12:14:52  2010-06-07 15:19:65 38

Figure 7.6. Automatic Refresh Selections
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7.1.6.1.6. Viewing Event Details
You can view details for any event in the system. To view details, double-click an event row.
Tip: Be sure not to click other links in the row. These go to other pages.

The Event Details area appears.

localhost zenwin heartbeat failure Click to display = Q
details in a
separate window.
Device:
Component:
Event Class:
Status: 0

Start Time: 2009/09/08 10:22:53.000
Stop Time: 2009/09/08 14:02:35.000
Count: 219

Click for mare
event details.

LOG

Figure 7.7. Event Details

To see more information about the event, click Show more details. To display the event information in a new window,
click the icon located at the top right.

You can use the Log area to add specific information about the event. Enter details, and then click Add.
7.1.6.1.7. Acknowledging Events

You may want to mark an event as "acknowledged" to indicate, for example, that you have taken action to remedy
a problem. To mark events as acknowledged:

1. Select one or more events in the event console view.

> Click .

A check mark appears for each acknowledged event.
7.1.6.1.8. Returning Eventsto New Status

You may want to return a previously acknowledged event to "new" status (revoke its "acknowledged" status). To
do this:

1. Select one or more events in the event console view.

* Click .

A check mark no longer appears in the event row, and the event is returned to "new" status.
7.1.6.1.9. Classifying Events

Classifying events lets you associate events shown as /Unknown with a specific event class. To classify events:

1. Select one or more /Unknown events in the event console view.
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* Click @

The Classify Events dialog appears.
3. Select an event class from the list of options, and then click Submit.
Note
You can also classify events from event history.
7.1.6.1.10. Moving Eventsto History (Close)

When you no longer want to actively monitor event (such as after you acknowledge it, for example), you can move
it to history. To do this:

1. Select one or more events in the event console view.

* Click @

The selected events are moved to history.
To view events in history, click the Event History link (located at the bottom left of the Event Console page).
7.1.6.1.11. Returning Eventsto Active Status

You can return events that have been moved to history to active status. When you do this, the events reappear
in the event console.

To return events in history to active status:
1. Click Event History to go to the event history page.
2. Select one or more events.

> Click @

The selected events are returned to active status and appear in the event console.
7.1.6.1.12. Exporting Event Data

You can export data from the event console to a comma-separated value (. csv) or XML file. To do this, select
Export > CSV or Export > XML. By default, the exported file is named event s. Extension.

7.1.6.2. Creating Events

To create events from the event console, click E\

For more information about manual event creation, see the section titled "Creating Events Manually.”

7.1.7. Event Sources

Events come into the system in two ways. Generated events are created as a result of active polling. Captured
events are transmitted by external actions into the system.

7.1.7.1. Generated Events

These standard daemons are responsible for generating events. They automatically perform appropriate de-dupli-
cation and auto-clearing.
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e zenping - Ping up/down events

e zenstatus - TCP port up/down events

» zenperfsnmp - SNMP agent up/down events, threshold events
* zencommand - Generic status events, threshold events

* zenprocess - Process up/down events, threshold events

* zenwin - Windows service up/down events
7.1.7.2. Captured Events

Captured events are those events that the system does not specifically know will occur in advance. De-duplication
is performed on these events, but in some cases may need to be tuned. By default, no auto-clearing is done on
captured events. Event transforms must be used to create the auto-clear correlations.

These standard daemons are responsible for collecting captured events:
e zensyslog - Events created from syslog messages.

e zentrap - Events created from SNMP traps and informs.

» zeneventlog - Events created from the Windows event log.

There are a number of APIs available for submitting events into the system. For more information, see the Zenoss
Developer's Guide.

Any ZenPacks you install may optionally include their own daemons. For more information, see Zenoss Extended
Monitoring.

7.1.8. Creating Events Manually

You can manually create events. While this is not something you would do as part of normal system operation, it
can be helpful when you are attempting to test mappings and transforms you have created.

7.1.8.1. Creating Eventsthrough the User Interface

To create events manually through the user interface:

1.
Navigate to Events, and then click E (Add Event).

The Create Event dialog appears.

Create Event

Summary:

CANCEL

Figure 7.8. Create Event Dialog

2. Complete the basic event fields. Event class mappings are applied only for events that do not already have
an event class.
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7.1.8.2. Creating Eventsfrom the Command Line

To send events from the command line, use the zensendevent script, in this format:

zensendevent Options sunmmary

Common options include:

» -d DEVICE, --device=DEVICE

» -iIPADDRESS, --ipAddress=IPADDRESS

* -y EVENTKEY, --eventkey=EVENTKEY

* -p COMPONENT, --component=COMPONENT

-k EVENTCLASSKEY, --eventclasskey=EVENTCLASSKEY
* -s SEVERITY, --severity=SEVERITY

* -c EVENTCLASS, --eventclass=EVENTCLASS

7.1.8.2.1. Example

The following example shows how to use the zensendevent script to simulate a ping down event:

zensendevent -d routerl.exanple.com-s Critical -c /Status/Ping "Router down"

7.1.9. Event Classes

Event classes are a simple organizational structure for the different types of events that the system generates and
receives. This organization is useful for driving alerting and reporting. You can, for example, create an alerting rule
that sends you an email or pages you when the availability of a Web site or page is affected by filtering on the /
Status/Web event class.
Following is a subset of the default event classes. You can create additional event classes as needed.
» /Status - Used for events affecting availability.

e /Status/Ping - Ping up/down events

e /Status/Snmp - SNMP up/down events

» /Status/Web - Web site or page up/down events
» /Perf - Used for performance threshold events.

» /Perf/CPU - CPU utilization events

« /Perf/Memory - Memory utilization or paging events

» /Perf/Interface - Network interface utilization events

» /Perf/Filesystem - File system usage events
» /App - Application-related events.
» /Change - Events created when the system finds changes in your environment.

7.1.9.1. Event Class Configuration Properties

Just as device classes and devices have configuration properties, so do event classes and event class mappings.
Configuration properties are applied hierarchically, with the most specific property being applied.

The following configuration properties are available on event classes and class mappings.
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e zEventAction - How and where affected events are stored when they occur.
» status - Active events table
» history - Historical event table
» drop - Events are not stored

» zEventClearClasses - Optional list of event class names whose active events will be cleared by clear events
occurring in this class.

» zEventSeverity - The severity of affected events is changed to this value unless the Original value is used.

A good example of how the system uses the event class configuration properties is found in the /Change event
class. Within the /Change event class' configuration properties, zEventAction is set to drop and zEventSeverity is
set to Info. This configuration causes all of the changes in your environment to be stored as info severity events
in the history table.

For more information about event manipulation techniques, see the section titled "Mapping and Transformation.”

7.1.10. Mapping and Transformation

The event mapping and transformation system allows you to perform a wide range of operations, from altering the
severity of certain events to altering nearly every field on an event, based on complex rules.

You cannot alter the following fields through event transformation. (This is because they are set after transformation
has been performed.)

e evid

e firstTime
* lastTime
e count

The following illustration shows the path followed by an incoming event in the event mapping system.
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eventiClass Handle
Incoming Evert —————m- s /Heartbea Yes —|- Wrimi il I

]

All required Add davice
fields exist Yes Yes " comntext
[
eveniClass eventClassiey
fleld exists _NQ = fleld exists _Nﬂ
Yes Y:E
! v
Add event class Set eveniClass
mapping
Mo cantext iound o Unknown
I
Yes
Acd event
mappng contaxt

Figure 7.9. Event Processing

The mapping and transformation process begins with the "eventClass field exists" decision. This also is one of the
more important differentiators in how you must handle a particular type of event.

7.1.10.1. Event Class M appings
To view event class mappings, go to Events in the navigation menu, and then select Mappings in the left panel.

This allows you to see all event class mappings in a single location. The EventClass column shows which event
class the mapping is in.
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You can create event class mappings directly from the event classes, but does this requires that you know the
eventClassKey. A simpler way to create event class mappings is through the event console:

1. Select an event that you want to match in the event console.

2.
Click @ (Map to event class).

The Classify Events dialog appears.
3. Select the event class to which you want to map the event, and then click Submit.

This creates the event class mapping with the correct eventClassKey and example text against which you can
develop your regular expression.

When editing an event class mapping, you can control which events it will match, as well as other properties:

e Event Class Key - Must match the incoming event's eventClassKey field for this mapping to be considered
as a match for events.

* Sequence - Sequence number of this mapping, among mappings with an identical event class key property.
Go to the Sequence tab to alter its position.

* Rule - Provides a programmatic secondary match requirement. It takes a Python expression. If the expression
evaluates to True for an event, this mapping is applied.

» Regex - The regular expression match is used only in cases where the rule property is blank. It takes a Perl
Compatible Regular Expression (PCRE). If the regex matches an event's message field, then this mapping is
applied.

» Transform - Takes Python code that will be executed on the event only if it matches this mapping. For more
details on transforms, see the section titled "Event Class Transform."

« Explanation - Free-form text field that can be used to add an explanation field to any event that matches this
mapping.

» Resolution - Free-form text field that can be used to add a resolution field to any event that matches this
mapping.

The sequence area of an event class mapping allows you to provide more than one mapping for the same event-
ClassKey. In this case, the sequence is evaluated in ascending order until a full (rule or regex) match is found.

Mappings have the same configuration properties as event classes. Any configuration property set locally on a
mapping will override the same property set on the event class. This works in the same hierarchical, most specific
match, concept that device class and device configuration properties work.

When a captured event occurs, it will not have a pre-defined event class. For this type of event, you must create
an event class mapping if you want to affect the event. If a captured event occurs and none of the event class
mappings in the system match it, its event class will be set to /Unknown, and it will retain all of the default properties
with which it began.

The next step of evaluation for events without an event class is to check on the eventClassKey field. This controls
which event class mapping the event will match. If the event has a blank eventClassKey, or its eventClassKey does
not match any event class mappings in the system, the special “defaultmapping” eventClassKey is searched for
instead. This provides for a way to map events even if they have a blank or unpredictable eventClassKey.

7.1.10.2. Event Class Transform

When a generated event occurs, it has an event class assigned to it. This causes the event class mapping step
to be skipped. The only way to affect the fields of one of these events is through the event class’ configuration
properties and transform.
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To access the transform for an event class:

1. Navigate to the event class from Events > Event Classes.

2. From the Action menu, select Transform.

3. Enter information into the dialog (as Python code), and then click Save.

The objects available in this Python context are evt (the event); and, if the event matches a device that exists in
the system database, a devi ce object.

Example

The following example shows how you can validate that a device object exists before using it to drop events from
a particular location.

if device and "Hawaii" in device.getlLocati onNanme():
evt._action = "drop"

7.1.11. Event Life Cycle

In addition to manual methods for getting events into the status or history tables, there are automated processes
that move events from status into history. The event life cycle is defined as all of the ways that events can be added
to, moved in, and deleted from the database.

The following illustration depicts the event life cycle.
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Figure 7.10. Event Life Cycle

7.1.11.1. Automatic Event Aging

From the event manager (Events > Event Manager), you can set up automatic aging of certain events from the
status table to the history table. This allows you to have lower severity events that do not reoccur for a specified
length of time to be automatically archived to the history table.

Properties that control this behavior are:

* Event Aging Threshold (hours) - By default, set to 4 hours.

» Don't Age This Severity and Above - By default, set to Error.

With the default settings, Debug, Info, and Warning events that do not occur for four hours are automatically moved
into the history table.

7.1.11.2. Automatic Historical Event Cleanup

You can set up automatic purging of events from the history table from the event manager. When events are purged
from the history table, they can be recovered only from backups. For this reason, the default setting is 0, which
specifies that events are never automatically purged from history.

The event manager property that controls this behavior is Delete Historical Events Older Than (days).
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7.1.12. Event Commands

Event commands allow the system to run arbitrary shell commands when events occur that match pre-configured
criteria. This allows almost any action to be taken in response to events that occur.
Common uses of event commands include:

* Auto-remediation of events. You can use SSH to remotely restart services on a UNIX system when they fail,
or winexe to do the same for Windows services.

« Integration with external systems. This includes sending SNMP traps to other management systems, or opening
tickets in your incident management system.

» Extending alerting mechanisms. Currently, Zenoss supports only email and pagers as alerting mechanisms "out
of the box" through normal alerting rules. You could use event commands to alert through instant messaging
systems, or by playing sounds.

The event commands that you configure are evaluated and executed by the zenact i ons daemon once each minute
(just as in alerting rules).

7.1.12.1. Creating Event Commands
To create or edit event commands, go to the Event Manager, and then select Commands in the left panel. From
here, you can adjust these properties:

 Enabled - If set to True, then the command is evaluated and executed.

» Default Command Timeout (secs) - Length of time in seconds the system will wait for the commands to run
that you specify in the Command and Clear Command fields. If the command takes longer than this, the system
kills it.

» Delay (secs) - Specifies the minimum age (in seconds) of an event before the command will be executed on
it. This prevents commands from being run for flapping events.

* Repeat Time (secs) - If the command runs, then it will run again in the specified seconds if the triggering event
is still active. Setting this value to 0 causes the command to be run only one time.

e Command - Specifies the command that will be executed in the shell when the criteria specified in the Where
field match an event. This command is executed as the zenoss user, and uses TALES syntax for variable sub-
stitution. (For more information about TALES, see the appendix titled "TALES Expressions.") Available variables
are evt, devi ce, and conponent .

e Clear Command - Similar to the Command property. This is executed only when an event that originally matched
the criteria is cleared.

* Where - Defines the criteria that an event must match to trigger this event command.

7.1.13. Capturing Email M essages as Events

ZenMail and ZenPop allow you to capture email messages as events. This capability can be useful for situations in
which embedded systems (such as WAPs, NAS devices, or RAID controllers) rely on email notification for events.

7.1.13.1. ZenMail

ZenMail serves as an SMTP server that you can bind to a specific TCP port. You can then configure your embedded
system to send mail to the Zenoss server explicitly by using the Zenoss server's IP address as the relay.
ZenMail supports these configuration directives:

*  ${ZENHOVE}/ bi n/ zenmai | (no arguments) - Default operation. Binds to port 25 on all ports and listens for email
messages to arrive. Ignores the TO field in the email and uses the FROM address as the device IP address.
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${ ZENHOVE} / bi n/ zenmai | --1istenPort - Bind to the port provided. Useful in situations in which an SMTP server
is already running on the Zenoss server and you do not want to interfere with the existing mail delivery system.
Semantics are the same as the no argument version (FROM address is used as the device IP).

7.1.13.2. ZenPop

ZenPop allows you to retrieve event email from a POP server. ZenPop supports these configuration directives:

-usessl| - Issue the STARTTLS command to the POP server and attempt to transfer email messages using SSL
encryption. This is required if retrieving mail from Google.

--nodel et e - Do not issue the DELE command after retrieving all messages. Typically this is used during initial
testing so that you do not have to resend test messages to the POP account. Some email systems (such as
Google) do not actually delete messages when the DELE command is issued.

- - pophost - The hostname or IP address of the POP server from which to retrieve messages.

- - popport - The TCP port the POP server listens on. Defaults to 110. Used in situations where the POP provider
listens on another port (for example, Google on port 995).

--popuser - The user name that contains email messages to retrieve.
- - poppass - The password to use for the user name provided.

--cycl etime - The time to sleep between polls. After all email is retrieved, ZenPop sleeps for this amount of
time before waking up and attempting to pull new email.

7.1.13.3. Trandating M essage Elementsto the Event

Zenoss translates various message elements to the event, as follows:

FROM Field - If the FROM field is an IP address, then the system associates the event with the device with
the same IP address. If the FROM field is a fully qualified domain name, then the system resolves it to an IP
address, and then performs the device association using the resolved IP address. The resolution of hostname
uses "A" records rather than "MX" records.

TO Field - The system ignores the TO field in the email message. ZenMail accepts email to any user and domain
name combination. ZenPop also drops the TO field, and uses only the FROM field.

SUBJECT Field - ZenMail and ZenPop use the SUBJECT as the event summary.

Message Body - ZenMail and ZenPop use the first mime attachment as the event details. The system ignores
secondary message bodies (typically HTML-encoded versions of the message). It also ignores attachments
(such as files).

7.1.14. SNMP Traps and Event Transforms

An SNMP trap is a message that is initiated by a network element and sent to the network management system.
Often, traps indicate a failure of some sort, such as a router message indicating a power supply failure, or a printer
message indicating an "out-of-ink" condition.

If an SNMP trap enters the system, and Zenoss cannot identify the event (the event is classified as "/Unknown"),
then you can classify the event so that the system handles it consistently.

7.1.14.1. Classifying SNMP Traps

To classify an SNMP trap event:

1.
2.

From the Event Console, select the unknown event or events.

Click @ (Map to event class).
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The Classify Events dialog appears.
3. Select /App, and then click Submit.
To edit this classification:
1. From the Navigation area, select Events > Event Classes.
2. Inthe left panel, select Mappings.
3. Select the event map you created.
4. In the left panel, select Edit.

The edit page appears. This page contains rules used to map the event to the /App category. This rule, since
it matches the trap by a specific OID, is all that is needed.

In the Transform area, you can enter code to modify the summary. For example, if you want to set the summary
string to "Spam Filter Detects Virus," then you can enter:

evt.summary = "Spam Filter Detects Virus"
A trap has a header with some standard information, followed by a sequence of attribute/values.

You have indicated you want the value for the OID ".1.3.6.1.4.1.9789.1500.2.5" as the summary. If you had the
MIB loaded, you could do this:

evt.summary = evt.spanfFilterDetectsVirus
However, the OID and the data is still in there. Instead, use the slightly more cryptic:
evt.sunmary = getattr(evt, ".1.3.6.1.4.9789.1500.2.5", "Unexpected m ssing O D")

The "device" object for the event has been made available, as well:

evt.summary = getattr(evt, ".1.3.6.1.4.9789.1500.2.5", "Unexpected missing OD') + " fromdevice " + device.getl

Zenoss uses MIBs to translate SNMP traps that contain raw OID values. Loading an MIB into the system allows it
to translate numeric OIDs such as .1.3.6.1.2.1.1.6 into descriptive phrases like “sysLocation”. It also makes it easier
to manipulate the events in an event mapping.

EowerNet-HIE DEFINITIONE ::= HEGIN

DMD

apo OETECT IDEMTIFIER ::= [ enterprises I1%
H

producsts OETECT ICENTIFIER ::= { apo 1 }
apomgmt OBETECT IDENTIFIER ::= { apo 2}

OID Index

upsadvBatteryCapaaity = .,1.3.6.1.4.1.318.1.3.1.9
wpsAdvBatteryTemperature =~ .1.2.5.1.4.1.218.1.6.1.0

zenmib

upsAdvHatteryCapacity OBTECT-TYPE

SYNTAT dauge

ACCEEE read-only

ETATUE mandatocy

DESCRIFTION
"The remaining battery ocapacity expressed in
peroent of full oapaaitr.™

c:= [ upsadvBattery 1 3

Resolve

Lﬁrjiap’_ | Classify & Transuforrn> Event Database

Figure 7.11. SNMP TRAP Transform
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Following is a small demonstration MIB.

NOTI FI CATI ON- TEST-M B DEFI NI TIONS ::= BEG N
| MPORTS

ucdavi s FROM UCD- SNVP- M B

NOTI FI CATI ON- TYPE FROMV SNIVPv2- SM

denonoti fs OBJECT | DENTIFIER ::= { ucdavis 991 }
deno- noti f NOTI FI CATI ON- TYPE

OBJECTS { syslLocation }

STATUS current

DESCRI PTI ON "Just a test notification"

;.= { denonotifs 17 }

END

7.1.14.2. Example: Sending Test Traps

Follow these steps to send an SNMP trap.
1. From the command line, enter the following command:

$ snmptrap -v 2c -c public localhost "' 1.3.6.1.4.1.2021.991.1.3.6.1.2.1.1.6 s "Device in Annapolis"
Save this demonstration MIB into a file.

Send the trap.

Open the Event Console and find the trap you sent.

ok~ D

In the far right column of the event console, click the magnifying glass in the far right column for the event you
just sent.

6. Click the Detalils tab.

You should see:

.1.3.6.1.2.1.1.6 Device in Annapolis
7. Send this event to the history.

Now, load some MIBs into the system so that this OID is translated into a better format:
1. Copy the demonstration MIB into $ZENHOVE/ shar e/ ni bs/ si t e.

2. Run zenmib to load it:

$ zennib run -v 10 DEBUG zen. zenni b: TRAP- TEST-M B. mi b | NFO zen. zenmi b: Unable to find a file providing \
the MB UCD-SNW- MB ...

3. The MIB loaded, but is missing some other definitions. Copy them:

$ cp /usr/share/ snnp/ m bs/ SNMPv2- M B. t xt $ZENHOVE/ share/ mi bs/site $ cp /usr/share/ snnp/ m bs/ UCD- SNMP- M B. t xt
$ZENHOVE/ shar e/ ni bs/site

4. Run zenmib again and load the definitions into the system:

$ zennmib run -v 10

5. Send the trap a second time:

$ snnptrap -v 2c -c public localhost "' 1.3.6.1.4.1.2021.13.991 .1.3.6.1.2.1.1.6 s "Device in Annapolis"

6. Check the event. Make sure the count is 1. If the count is 2, send the event to the history and send the trap
again. Look at the Details tab. Now you should see something like this:

sysLocation Device in Annapolis

You should also see that the event summary changes from:
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snnp trap 1.3.6.1.4.1.2021.13.991 from | ocal host

to:

snnp trap ucdExperinental from | ocal host
7.1.14.3. Transforming Eventswith Event Mappings

To modify events as they arrive, create an event map through the user interface:

1. Create an event class.

2. Go to the event console and create an event mapping in this class from the existing event.
3. Edit the map.
4

In the Transform area, update the event with detail data. The entry field allows you to insert Python scripts. The
event is provided as "evt" and the device as "dev."

In this case, extract the sysLocation event detail and make it the summary with:

evt.summary = evt.syslLocation

5. Save the event mapping.

If you move the event to history and resend the trap, the summary for the trap should now read the device name
in the location you assigned.

If you encounter problems with the transform, check the zentrap.log file for errors that occurred.
7.1.14.4. Event Transforms Based on Event Class

When an event arrives in the system, you can change values (such as severity). For example, you can make the
summary more informative, or change severity according to text within the summary.

Each event class allows for a short Python script to be executed when an event arrives.
Example

A user may want full file system threshold events on /data to be critical. Add the following Python script in the
Threshold Transform of /Events/Perf/Filesystem:

if evt.conmponent == '/data' and evt.severity != 0:
evt.severity =5

Like event mappings for event class keys, "evt" and "device" objects are available in the script of the transform.
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Chapter 8. Production States and Maintenance
Windows

8.1. About Production States and M aintenance Windows

Production state determines the level of monitoring and alerting applied to an individual device. Typically, alerting
rules specify that the system will monitor and create events for devices that are in the "Production” production state.
Maintenance windows are planned time periods used to temporarily modify alerting rules so that event-generated
alerts are temporarily halted.

Read this chapter for more information about defining:

* Production states

* Maintenance windows

8.2. Production States

Production state determines whether a device is monitored, and can be used to control several elements of the
event system, such as whether an event will produce a remote alert (email or page).

Choose a production state for a device based on whether you want:

* The device to be monitored

* The device to appear on the dashboard

e Alerting to occur

The following table lists production states and their characteristics.

Production State Devices Monitored? Appear on Dashboard? Remote Alerts Sent?
Production yes yes yes
Pre-Production yes no no
Test yes no yes
Maintenance yes may appear no
Decommissioned no no no

Typically, devices begin in the system in “Pre-Production.” In this state, devices are monitored by default, but no
remote alerting occurs, and events are not shown on the dashboard. Once a device is in full “Production” state,
monitoring occurs and remote alerts are sent. If service needs to be performed on a device, its state can be set to
“Maintenance” to temporarily block any remote alerts.

When you add a device to the system, its default state is Production.

8.2.1. Setting the Production State for Devices

To set the production state for a device:
1. Click a device name in the list of devices.

The device Overview page appears.
2. Select a production state from the list of options, and then click Save.
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To set the production state for a group of devices:
1. Select a category of devices (by class, group, system, or location) from the hierarchy.
2. From the list of options in the Production State column, select a production state.

The newly selected state is applied to all devices that appear in the list.

| [ IE\ |hction5' Commands~
Device « IP Address Device Class Production State ~ Events

phosphorus.zenoss 192.168.0.4 [Network/Router/RSM v| Production

tellurium.zenoss loc 10.1.1.1 [Network Pre-Production

thalium.zenoss.loc  10.1.1.0 [Network/Router/RSM Test

Maintenance

Decommissioned

Figure 8.1. Select Production State (Multiple Devices)

8.3. Maintenance Windows

Maintenance windows allow scheduled production state changes of a device or all devices in a system, group, or
location. You might want to set up a maintenance window, for example, to prevent alerts and warnings while you
perform configuration changes or reboot a device.

Note

In lieu of setting up a maintenance window, you can change the production state for a device manually at the
time you want to make changes.

When the maintenance window starts, the production state of the device is set to the value of Start Production State
(Maintenance). When the maintenance window closes, the production state of the device reverts to the value of
Stop Production State (the state the device was in prior to maintenance).

8.3.1. Maintenance Window Events

When a maintenance window starts, an event is created with the following information:

» depuid - zenactions | Monitor | MaintenanceWindowName | TargetOrganizerOrDevice
» prodState - StartProductionState

e severity - Info

e summary/message - Maintenance window starting MaintenanceWindow for Target

» eventClass - /Status/Update

» eventClassKey - mw_change

* maintenance_devices - Target

* maintenance_window - MaintenanceWindow

When a maintenance window stops, an event is created with the following information:
* severity - Clear
* summary/message - Maintenance window stopping MaintenanceWindow for Target
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prodState - -99 (meaning "unknown.")

Maintenance window events auto-clear, meaning that stop events clear start events.

8.3.2. Creating and Using M aintenance Windows

You can create a maintenance window for an individual device or group of devices in the devices hierarchy.

8.3.2.1. Create a Maintenance Window for a Single Device

To create a maintenance window for a device:

1.

7.

Click a device name in the devices list.

The device Overview page appears.

In the left panel, select Administration.
In the Maintenance Windows area, select Add Maint Window from (Action menu).

The Add Maintenance Window dialog appears.

Enter a name for the maintenance window, and then click OK.

The newly defined maintenance window appears in the list.

Click the name in the list to show the maintenance window status page.

Define the attributes for the maintenance window:

* Name - Name of the maintenance window.

* Enabled - Select True to make the maintenance window active, or False to de-activate it.

» Start - Specify a date and time for the window to become active.

» Duration - Specify the length of time for the window to be in effect.

» Start Production State - Define the production state for the window when the maintenance period begins.
e Stop Production State - Shows the production state that will be in effect when the maintenance period ends.
Click Save.

8.3.2.2. Create a Maintenance Window for a Group of Devices

To create a maintenance window for a group of devices:

1.

2
3.
4

Select a group of devices from the devices hierarchy or devices list.
Click Details.
In the left panel, select Administration

In the Maintenance Windows area, select Add Maint Window from (Action menu).

The Add Maintenance Window dialog appears.
Enter a name for the maintenance window, and then click OK.

The newly defined maintenance window appears in the list.
Click the name in the list to show the maintenance window status page.

Define the attributes for the maintenance window:
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Name - Name of the maintenance window.

Enabled - Select True to make the maintenance window active, or False to de-activate it.

Start - Specify a date and time for the window to become active.

Duration - Specify the length of time for the window to be in effect.

Start Production State - Define the production state for the window when the maintenance period begins.

Stop Production State - Shows the production state that will be in effect when the maintenance period ends.

Click Save.
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Chapter 9. Organizers and Path Navigation
9.1. About Organizersand Path Navigation

You can group system objects, including devices, sub-systems, configuration properties, and templates. A device,
for example, can belong to multiple classifications, including:

* Groups

e Systems

» Locations

» Device classes

In the following illustration, the device tilde.zenoss.loc belongs to five different classifications. Configuration proper-
ties and monitoring settings for each of these groups are applied to this device.

[Devices/Server/Linux | | /Locations/Annapolis

(e smnereio

T

ISystems/Development IGroups/User |

Figure 9.1. Device Groupings

Read the following sections to learn more about how organizers classify devices in the system.

9.2. Classes

The most important organizers are classes, which comprise:

» Device classes
» Event classes

* Service classes
* Product classes

Templates and configuration properties can be inherited based on class. These attributes can be overwritten further
down the class hierarchy, all the way down to the individual component level. The class hierarchy includes all defined
and standard classes and sub-classes.

The following procedures are illustrated using device classes and sub-classes, but the same concepts apply to event
classes, service classes, and product classes. When you add a device to the system, you should (after providing
the network name or IP address) specify its device class. Templates and configuration properties can be set at any
level in the device class hierarchy.

9.2.1. Viewing Device Classes

To view device classes and the devices they contain, select Infrastructure from the navigation bar.
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The device list appears. The top of the devices hierarchy lists device classes. Click a class name to view devices
in that class, or expand it to show sub-classes.

Infrastructure @

Q

- @ aws (1)
@ Dpiscovered (0)
@ urTe (0)
@ xvm ()
4 U0 Metwork (2)
@ BiGap ()
- @ Check Point (0)
> Cisco (1)
@ Juniper (0)
@ m10i (0)
NetScreen (1)
- @ Router (1)
- @ switch (0)
@ ping (2)
- @ power (0)
- @ Printer (0)
- @ server (21)
. 9 Storage ()
@ vmware (0)
. @ web (0)
GROUPS ([0}

SYSTEMS (0}
LOCATIONS {0}

Figure 9.2. Devices Hierarchy

An indicator appears next to each listed class to show whether there are events associated with any devices in
that class.

9.2.2. Adding Classes

To create a device class:
1. Select Infrastructure from the navigation bar.

The device list appears.
Select the location in the device class hierarchy where you want to add a new class.

3.
Click E] (Add).

The Add Device Class dialog appears.
4. Enter a name and description for the new device class, and then click Submit.

The new device class appears in the hierarchy. You can now move devices into this class. Select one or more
devices in the device list, and then drag them to the new class.

9.2.2.1. Moving a Class

To move a class in the hierarchy:
1. Select the class in the hierarchy.
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2. Drag the class to its new location.

The Move Organizer confirmation dialog appears.
3. Click OK to confirm the action.

The class appears at its new location in the hierarchy.

9.2.3. Setting Configuration Properties at the Class L evel

To set configuration properties at the device class level:
1. Select a device class in the devices hierarchy.
2. Click Details, and then click Configuration Properties.

The Configuration Properties page for the selected device class appears.

zProperties Configuration ‘
Property Value Type Path
zCollectorClientTimeout Ij_BO int !
zCollectorDecoding IIatinfl string !
zCollectorLogChanges m boolean !
zCollectorPlugins Edit ines [Discovered
zCommandCommandTimeout |15,0 float !
zCommandCycleTime IGO int !
zCommandExistanceTest Itest - %s string !
zCommandLoginTimesut |10.0 float '
zCommandLoginTries 1 int '
zCommangPassword | password /
zCommandPath |,v'usr,v'\0ca|,"zenossj’llbexec string !
=CommandPort |22 int !
zCommandProtocol ssh string !
zCommandSearchPath lines !
zCommandUsername string !
Device
zDeviceTemplates lines !

Figure 9.3. Device Class Configuration Properties

3. Edit configuration properties definitions as desired, and then click Save.

Definitions are applied to all devices currently in, and added to, this class (unless overridden at a lower level
in the hierarchy).

9.3. Systems

Systems are intended to follow virtual setups, such as those in a network setup or systems grouped by functionality.

9.3.1. Adding Systems

To add a system or sub-system:
1. Select Infrastructure from the navigation bar.

The device list appears.
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2.
3.

Select the location in the systems hierarchy where you want to create a system.

Click E (Add).

The Add System dialog appears.

Add System

Name:

Description:

SUBMIT CANCEL

Figure 9.4. Add System
Enter a name and description for the system, and then click Submit.

The system appears in the hierarchy. You can now move devices to this system. Select one or more devices
in the device list, and then drag them to the new system.

9.3.1.1. Moving a System

To move a system:

1.
2.

Select the system in the hierarchy.
Drag the system to its new location.

The Move Organizer confirmation dialog appears.
Click OK to confirm the action.

The system appears at its new location in the hierarchy.

9.4. Groups

Groups are functional divisions that allow you to assign attributes to multiple objects with similar functions. Groups
can be used, for example, to arrange objects along departmental lines. Groups do not appear on the Dashboard.

9.4.1. Adding Groups

To add a group:

1.

Select Infrastructure from the navigation bar.

The device list appears.
Select the location in the groups hierarchy where you want to create a group.

Click E (Add).

The Add Group dialog appears.
Enter a name and description for the group, and then click Submit.

The group appears in the hierarchy. You can now move devices to this group. Select one or more devices in
the device list, and then drag them to the new group.

114



Organizers and Path Navigation

9.4.1.1. Moving a Group

To move a group:
1. Select the group in the hierarchy.
2. Drag the group to its new location.

The Move Organizer confirmation dialog appears.
3. Click OK to confirm the action.

The group appears at its new location in the hierarchy.

9.5. Locations

Locations are logical groupings for physical systems. They can be as general as city and state, or as specific as
rack or closet. Locations do not appear on the Dashboard.

9.5.1. Adding L ocations

To add a location:
1. Select Infrastructure from the navigation bar.

The device list appears.
Select the place in the Locations hierarchy where you want to create a location.

Click E (Add).

The Add Location dialog appears.
4. Enter a name and description for the location, and then click Submit.

The location appears in the hierarchy. You can now move devices to this location. Select one or more devices
in the device list, and then drag them to the new location.

9.5.1.1. Moving a L ocation

To move a location:
1. Select the location in the hierarchy.

2. Drag the location to its new place.

The Move Organizer confirmation dialog appears.
3. Click OK to confirm the action.

9.5.2. Integration with Google M aps

The system can map locations by using a Google Maps mashup feature that sets the location's "Address" property
to an address that Google Maps considers valid. The selected location will appear on the map as a dot. The color
of the dot represents the highest severity of any event on any device in that location. Network connections that
span locations are represented on the map by lines that also are color-coordinated appropriately to the status of
that connection.

To view the Google Map for a network location:
1. Select Infrastructure from the navigation bar.
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The device list appears.

Select a location in the hierarchy.
Click Details.

Select Map.

The network map appears.
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Figure 9.5. Network Location - Google Map

Note

You also can view the network map from a dashboard portlet.

9.5.2.1. Obtaining an API Key

Before you can use the Google Maps feature, you must obtain or register for a Google Maps API key.

For Enterprise Implementations

To obtain a Google Maps API key, open a support case through the customer support portal, at:

http://support.zenoss.com

Be sure to provide your Zenoss server key; this is required to generate the Google Maps API key. To find your
server key, select Settings, and then select the Versions tab.

For Corelmplementations

You must register for a Google Maps API key. Free Google Maps API keys are linked to a base URL by which an
application must be accessed for Google Maps to function.

116


http://support.zenoss.com

Organizers and Path Navigation

To obtain a free Google Maps API key:

1.
2.

3.

Point your browser to: http://www.google.com/apis/maps/signup.html

Fill in the URL by which you access your Zenoss Web interface. Include the port. For example, "http://local-
host:8080".

Users accessing the Web interface via a different URL than the one you specify here (for example, by IP instead
of hostname) will not be able to use the Google Maps feature.

Agree to the terms and click OK to receive your API key. Copy it to the clipboard.

9.5.2.2. Setting an Addressfor a L ocation

Follow these steps to set a location address:

1.

Select Infrastructure from the navigation bar.

The device list appears.

Select a location in the hierarchy.

Select Edit from (Action menu).

The Edit Organizer dialog appears.
In the Description field, enter a description for the location.

In the Address field, enter a complete address that can be resolved by Google Maps. (To test your address in
advance, enter it at http://maps.google.com.)

Click Submit.

The selected address for the location is created. You must add at least one device to the location for the location
"dot" to appear on the map.

9.5.2.3. Clearing the Google M aps Cache

Sometimes there are issues with drawing the maps and seeing the network status of locations or connections.
Clearing the Geocode cache will solve these problems. To clear the Geocode cache:

1.

4.

Select Infrastructure from the navigation bar.

The device list appears.
Select a location in the hierarchy.

Select Clear Geocode Cache from (Action menu).

A confirmation dialog appears.
Click OK.

9.5.2.4. Network Links

If two devices in the same network are in different map-able locations, a line will be drawn on the map representing
a network connection between the two. If there are multiple separate network connections between the same two
locations, only one line will be drawn. The color of the line will represent the highest severity of any events affecting
the connection. These are determined by:

A ping down event on the device at either end of the connection; or

Any event on the interface at either end of the connection.

117


http://www.google.com/apis/maps/signup.html
http://maps.google.com

Organizers and Path Navigation

9.5.2.4.1. Drawing Map Links (zDrawM apL inks Configuration Property)

Calculating network links on the fly is an expensive procedure. If you have a large number of devices that have been
assigned locations, drawing those links on the map may take a long time. To save time, you can tell the system
not to attempt to draw links for specific networks (for example, a local network comprising many devices that you
know does not span multiple locations).

To edit the value for this property:

1. Select Infrastructure > Networks from the navigation bar.

The Networks page appears.

Select one or more networks or sub-networks for which you want to disable map links.
Select Set Local Value in the Draw Map Links area.

Select No from the list of options.

Click Save.

a M D

Note

This setting will be inherited by networks or sub-networks below this selection in the hierarchy. If you have few
networks for which links would be drawn, you might want to disable map links on /Networks, enabling it only on
a network where you know a location-spanning WAN connection exists.

9.5.2.5. Google M aps Example

This example will show you how to:
» Create and display Google map links of devices
* Send a test event to see how the links are affected by system changes
1. Disable map links. (Refer to the procedure in Drawing Map Links for instructions.)

2. Create two locations: "New York" and "Los Angeles.” (Refer to the procedure in Adding Locations for in-
structions.)

3. Enter the following values in the Address field of the Add Location dialog: "New York, NY" and "Los Angeles,
CA" respectively.

4. Set the location of a device to New York. Locate another device on the same network and set its location
to Los Angeles.

5. Select Locations in the hierarchy, click Details, and then select Map.
New York and Los Angeles are represented by dots on the map; however, no link is drawn between these
locations.
Select Networks and re-enable map linking.
Select Infrastructure, then select Locations in the hierarchy.
Click Details, and then select Map.

A green line is now drawn between New York and Los Angeles.

9. Send an event with a severity of Critical to the device in New York. (For information about creating events,
refer to the chapter titled Event Management.) Do not specify a component.

10. Return to the Locations map.

The dot representing New York is now red, but the link between New York and Los Angeles remains green.
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11. Navigate to the New York device and determine the ID of the component that is connected to the network
shared with the Los Angeles device.

12. Send another test event, this time specifying that component.

13. Return to the Locations map.

The link between New York and Los Angeles is now red.

9.6. Inheritance

Inheritance is defined by how many attributes are applied to a device at different points in the device hierarchy.

The following diagram shows an example of how and where configuration properties can be set throughout the
device class tree.

/ *SNMP Community
Defaults Timeouts

Etc

IServer/Linux

| bulld.zencss Joc | SNMP Monitoring m::‘:;:: ,;l:::e

IServer/Linux/Remote

+*85H Login
[ dev.zenoss Joc ] SSH Monitoring *ZenPlugins

«SNMP Ignora

IServerNindows

“WMI Login
[wln!ﬂﬂannoss.lm] WMI Monitoring «Eventlog Collection
*Windows Service Monitoring

Figure 9.6. Device Class Tree and Inheritance

In this example, you can see that the default properties can be set at the highest level (/). However, as you travel
further down the hierarchy, you see that you can override any of the configuration properties set at the root level.

The next two lines show how the device tree further defines properties for Linux servers. If you wanted, for example,
to set up and use SNMP monitoring for all Linux servers (inclusive of) build.zenoss.loc, you could change these
properties at the /Server/Linux level.

Further, if you wanted to change how you collect information for remote Linux servers, you could create a sub-
group in /Server/Linux called /Server/Linux/Remote, setting these servers to use SSH monitoring and changing the
associated properties for that sub-group.

Also within the /Server group you could create another sub-group for Windows servers that changes the configuration
properties specifically for WMI monitoring.

All of these configuration properties and groupings co-exist, with any changes made lower in the hierarchy taking
priority.
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10.1. About User Commands

User commands allow you to execute arbitrary shell commands from the Zenoss master server. A user command
is executed on the server rather than the remote device unless the command explicitly uses SSH to connect to
the remote device.

You can define and run user commands on a device or organizer (device class, system, group, or location). You
also can define commands globally.

The following sections provide procedures for defining and running:
* Global user commands
» User commands for a single device

» User commands for multiple devices in an organizer

10.2. Defining Global User Commands

Global commands appear in the Commands list of options located at the top of the Devices page.

To define global user commands:
1. Select Advanced > Settings from the Navigation bar.
2. Inthe left panel, select Commands.

3.
In the Define Commands area, select Add User Command from (Action menu).

The Add User Command dialog appears.
4. Enter a name for the command, and then click OK.

The Define Commands page appears.

In the Description field, enter a description of what the command will do.

In the Command section, enter the TALES expression-based command you want to run on the device.
Enter your system account password for confirmation, and then click Save.

The command is saved and added to the commands menu.

Note

Global commands also can be edited from a specific device. Changes to a global command from a device are
not limited to that device.

10.2.1. Running Global User Commands

To run a global user command, select one or more devices in the devices list, and then select a command from
the Commands list of options.
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Figure 10.1. Run Commands

10.3. Defining User Commands for a Single Device

To define a user command for a device:
1. Select Infrastructure from the navigation bar.

The Devices page appears.
Select a device from the list.

In the left panel, select Administration.
In the Define Commands area, select Add User Command from (Action menu).

The Add User Command dialog appears.
5. Enter a name for the command, and then click OK.

The Define Commands page appears.

—— _

Modifications Name test_command

Description

Confirm
Your [
Password

Save|

Figure 10.2. Define User Command

6. In the Description field, enter a description of what the command will do.
In the Command section, enter the TALES expression-based command you want to run.
Enter your system account password for confirmation, and then click Save.

The command is saved and added to the commands menu.
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9. Optionally test the command by running it.

10.3.1. Running User Commandsfor a Single Device

To run a command defined for a single device:

1. Click the device name in the device list.

The device summary page appears.
2. Select the command from the Commands list of options located at the bottom of the page.

10.4. Defining User Commandsfor All Devicesin an Organizer

To define a user command for all devices in an organizer:
1. Select an organizer in the devices hierarchy.

2. Click Details.

3. Inthe left panel, select Administration.

4

In the Define Commands area, select Add User Command from (Action menu).

The Add User Command dialog appears.

5. Enter a name for the command, and then click OK.

The Define Commands page appears.

In the Description field, enter a description of what the command will do.

In the Command section, enter the TALES expression-based command you want to run on the device.
Enter your system account password for confirmation, and then click Save.

The command is saved and added to the commands menu.
9. Optionally test the command by running it.

10.4.1. Running User Commandsfor Devicesin an Organizer

To run a command defined for all devices in an organizer:
1. From the devices tree view, select an organizer.
2. Select one or more devices in the filtered view.

3. Select the command from the Commands list of options located at the top of the page.

10.5. User Command Example: Echo Command

This example shows how to create an echo user command. You can see the use of TALES expressions in the
definition of this command.

1. Add a command called “echoDevice”
2. In the command definition, echo the name and IP address of the device:

echo nanme = ${here/id} ip = ${herel/ managel p}

In a TALES expression, ‘here’ is the object against which the expression is executed. Some TALES expressions
in the system have other variables (such as evt for event, and dev or device for the device). See the Appendix
titted TALES Expressions for more information about TALES expressions syntax.
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Select a device and then run the command.
Edit the command to add more information:

echo nane = ${here/id} ip = ${here/nanagel p} hw = ${her e/ get HAPr oduct Nane}
Run the command against a group of devices and view the command outputs.
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11.1. About User Accounts

Each user has a unique user ID, which allows you to assign group permissions and alerting rules that are unique
to each user. Unique IDs also help ensure secure access to the system.

To create and manage user accounts, you must be logged in to the system admin account, or as a user with
extended privileges.

Read the following sections to learn how to:
» Create and edit user accounts

*  Work with user groups

» Assign users to roles

» Set up access control lists (ACLs)

11.2. Creating User Accounts

To create a user account:

1. From the navigation bar, select Advanced.

The Settings page appears.
2. Inthe left panel, select Users.

The users and groups administration page appears.
From E' (Add Menu), select Add New User.

The Add User dialog appears.
In the Username field, enter a unique name for the account.

In the Email field, enter the user account email address. Any alerts that you set up for this user will be send
to this address.

6. Click OK.
The user appears in the User List.

After creating the account, edit the account to provide a password and additional user details.

11.3. Editing Usar Accounts

To access and edit user account information:
1. Inthe Users list, click the name of the user you want to edit.

The edit user page appears.
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Figure 11.1. Edit User
2. Make changes to one or more settings:
 New Password / Confirm New Password - Enter and confirm a new password for the user.

» Reset Password - Facilitates user self-service by allowing a user to reset his password. Click to reset and
email the new password to the email address associated with the user's account.

* Roles - Assign one or more roles (user privileges) to the user. To edit or assign roles, you must be a system
Admin or be assigned the Manager role.
For more information about user roles, and for a list of available roles and the privileges they provide, see
the section titled Roles in this chapter.

» Groups - Specify one or more groups to which this user belongs.

» Email - Enter the user's email address. To verify that the address is valid, click the test link.

» Pager - Enter the user's pager number.

» Default Page Size - Controls how many entries (by default) appear in tables. Enter a value for the default
page size. The default value is 40.

» Default Admin Role - Select the default role that this user will have for administered objects associated
with him.

* Network Map Start Object - Specify the default view for this user in the network map.

Enter your password, and then click Save to confirm and save your changes.

11.3.1. Associating Objectswith Specific Users

You can associate any object in the system with a particular user, for monitoring or reporting purposes. Once
associated with a user, you can then assign the user a specific role that applies to his privileges with respect to
that object.

For more information about object-specific roles, see the section titled "Roles."

To create an object association:
1. From Advanced > Settings, select Administered Objects in the left panel.
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The list of administered objects appears.

Add Device...

Save Add Device Class...
Add System...
Add Group...
Add Location...

Delete Admin Objects. .

Figure 11.2. Administered Objects - Add Object

2. Select an object type from the Administered Objects Action menu. You can add:
e Device
« Device class

e System
e Group
e Location

The Add Administered Device dialog appears.
3. Specify the component you want to add as an administered object, and then click OK.

The object appears in the Administered Devices list for the user.

g test | ZenUser : |]_
Savel

Figure 11.3. Administered Objects - Objects Added
4. Optionally, change the role that is associated for this user on this object.

Note

The default role assigned to the user for an administered object is specified by the Default Admin Role field
on the Edit page.

5. Click Save to save changes.
11.3.1.1. Adding Administrators

You also can associate an object with a user by adding an administrator to the object. To do this:
1. Navigate to the object you want to add to the user's list of administered objects.
2. Select Administration.
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Figure 11.4. Administered Objects - Add Administrator
3. Select Add Administrator from the Actions menu in the Administrators area.

The Add Administrator dialog appears.
4. Select an administrator from the list, and then click OK.

The administrator appears in the object's Administrators list. The object is added to the user's Administered
Obijects list.

11.4. User Groups

Zenoss allows you to create user groups. By grouping users, you can aggregate rules and apply them across
multiple user accounts.

11.4.1. Viewing User Groups
To view user groups, select Advanced > Settings, and then select Users from the left panel.

The groups area shows each user group and the users assigned to that group.

11.4.2. Creating User Groups

You can create user groups to aggregate rules and apply them across multiple user accounts.

To create a user group:
1. Select Advanced > Settings.
2. Inthe left panel, select Users

The Users page appears.

3. From the Groups area Action menu, select Add New Group.

The Add Group dialog appears.
4. Inthe Group field, enter a name for this user group, and then click OK.

The group name appears in the Groups list.
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5. Click the name of the group you created.

The Users in Group page appears.
6. From the Action menu, select Add User.

The Add User to Group dialog appears.

Add Users To Group

What users would you like to add to this group?

admin »
testuser
Zenuser -

Figure 11.5. Add User to Group
7. From the User list of selections, select one or more users you want to add to the group, and then click OK.

The user or users you select appear in the list of users for this group.

You also can choose administered objects and alerting rules for this user group. These alerting rules will apply to
all users in the group. The user's original alerting rules and objects will also apply.

11.5. Roles

A role is a group of permissions that you can assign to users or groups.

The following table lists available roles.

Role Definition

ZenUser Provides global read-only access to system objects.

ZenManager Provides global read-write access to system objects.

Manager Provides global read-write access to system objects. Additionally provides read-
write access to the underlying Zope object database.

ZenOperator Installed by the ZenOperatorRole ZenPack. This ZenPack is available only to
Enterprise customers. The ZenOperator role provides users the ability to man-
age events. Combine the ZenOperator role with the ZenUser role to allow users
read-only access to the system, but also allow them to acknowledge events,
move events to history, and add log messages to events.

11.6. Device Access Control Lists
11.6.1. About Device Access Control Lists

Note
This feature is available only with Zenoss Enterprise.

The Device Access Control List (ACL) Enterprise ZenPack (ZenDeviceACL) adds fine-grained security controls
to the system. For example, this control can be used to give limited access to certain departments within a large
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organization or limit a customer to see only his own data. A user with limited access to objects also has a more limited
view of features within the system. As an example, most global views, such as the network map, event console, and
all types of class management, are not available. The device list is available, as are the device organizers: systems,
groups, and locations. A limited set of reports can also be accessed.

11.6.2. Key Elements

Following are key elements of device ACLs.
11.6.2.1. Permissions and Roles

Actions in the system are assigned permissions. For instance to access the device edit screen you must have the
“Change Device” permission. Permissions are not assigned directly to a user; instead, permissions are granted
to roles, which are then assigned to a user. A common example is the ZenUser role in Zenoss Core. Its primary
permission is “View,” which grants read-only access to all objects. ZenManagers have additional permissions such
as “Change Device,” which grants them access to the device edit screen. The Device ACL ZenPack has the role
ZenRestrictedManager, which allows a more limited set of device edit functions. In Zenoss Core, when you assign
a role to a user using the Roles field (on the Edit page), it is “global." When creating a restricted user you may not
want to give that user any global role.

11.6.2.2. Administered Objects

Device ACLs provide limited control to various objects within the system. Administered objects are the same as the
device organizers: Groups, Systems, and Locations and Devices. If access is granted to any device organizer, it
flows down to all devices within that organizer. To assign access to objects for a restricted user, you must have
the Manager or ZenManager roles. The system grants access to objects is granted using the user's or user group's
administered objects. To limit access, you must not assign a “global” role to the user or group.

11.6.2.3. Usersand Groups

Users and user groups work exactly as they would normally. See the section in the User Management section of
this guide dealing with users and groups.

11.6.2.4. Assigning Administered Object Access

For each user or group there is an Administered Objects selection, which lets you add items for each type of ad-
ministered object. After adding an object you can assign it a role. Roles can be different for each object, so a user
or group might have ZenUser on a particular device but ZenManager on a location organizer. If multiple roles are
granted to a device though direct assignment and organizer assignment the resulting permissions will be additive. In
the example above, if the device was within the organizer the user would inherit the ZenManager role on the device.

11.6.2.5. Portlet Access Control

Within Zenoss Core, portlet access can be controlled. This is important for device ACLs.

11.6.3. Setup and Configuration Examples
Refer to the following examples for setup and configuration steps.

11.6.3.1. Restricted User with ZenUser Role

1. Asadmin or any user account with Manager or ZenManager role, create a user named acltest. Set a password
for the user.

2. Make sure that no role is assigned to the user.
Edit the user's administered objects.
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4. Add an existing device to the user.

The device’s role will default to ZenUser.
Log out of your browser, or open a second browser and then log in as acltest.
Select Infrastructure.

You should see only the device you assigned to acltest.

7. Navigate to the device and notice that the edit capabilities are not available. This is because you are in read-
only mode for this device.

11.6.3.2. Restricted User with ZenManager Role

Following the example above:

1. Change the acltest user’s role to “ZenManager” on the device. (You must to do this as a user with ZenManager
global rights.)

2. Go back to the acltest user's administered objects and set the role on the device to ZenManager.

3. As acltest, navigate back to the device. You now have access to edit the user.

11.6.3.3. Adding Device Organizers

1. Go to Groups and create a group called “RestrictGroup."

2. Goto the acltest user’s administered objects and add the group to the user.
3. Logged in as acltest, notice that groups can be added to a user.
4

Place a device within this group and as acltest you should not only see the device within the group but also
in the device list.

11.6.3.4. Restricted User Organizer Management
1. Give the acltest user ZenManager on your restricted group.
2. As acltest, you can now add sub-organizers under the restricted group.

11.6.3.5. Viewing Events

A user in restricted mode does not have access to the global event console. The available events for the user can
be seen under his organizers.

11.6.4. Detailed Restricted Screen Functionality
11.6.4.1. Dashboard

By default, the dashboard is configured with three portlets:
* Object Watch List
» Device Issues

* Production State
These have content that will be restricted to objects for a given user.

11.6.4.2. DevicelList

The device list is automatically filtered to devices of a restricted user scoped to accessible devices. There are no
menu items available.
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11.6.4.3. Device Organizers

Device organizers control groups of devices for a restricted user. Every device added to the group will be accessible
to the user. Permissions will be inherited down multiple tiers of a device organizer.

11.6.4.4. Reporting

Reports are limited to device reports and performance reports.
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12.1. About Reporting

Zenoss aggregates and reports, over time, on the data you set it up to monitor. The system provides a range of
defined and custom report options, including:

To work with reports, select Reports from the navigation bar. The Reports list appears in the tree view. Expand a

Device reports

Event reports

Performance reports

User reports
Graph reports
Multi-graph reports

Custom device reports

list item to see available reports in that category.

You can organize reports and report organizers by dragging and dropping in the tree view.

qQ

4 REPORTCLASSES (35)

4
|

4 @ Device Reports (2
=] Software Inventory
=] Model Collection Age
B New Devices
=] All Monitored Companents
=] Device Changes
=] SNMP Status Issues
=] Ping Status Issues
=] Al Devices
4 @ Custom Device Reports (0
4 & Graph Reports (0
4 @ Multi-Graph Reports (0
4 @ Performance Reports (7
=] Aggregate Reports
=] Memory Utilization
=] Availability Report
=] Filesystem Util Report
=l Interface Utilization
= CPU Utilization
=] Threshold Summary
4 & Event Reports (2
=] All EventMappings
AllHeartbeats
=] All EventClasses
4 @ UserReports (1

TP

ke rcar et

I

Figure 12.1. Reports List

11

Q

New Devices

Name Class First Seen Collection
gatecolo.zenoss.loc MetworkiNetScreen 2010/06/07 12:08:48 2010/08/07 23:56:59%
talk.google.com Ping 2010408107 12:09:31 1968/12/31 19:00.00
mail.zenoss.com IPing 2010/06/07 12:09:16 1969/12/31 19:00:00
bbibeault.zenoss.loc IServer/Darwin 2010/08/07 12:08:52 2010/08/07 23:55:56
test-ubuntug04.zenoss.loc {Server/SSH/Linux 2010/06/07 12:07:48 2010/08/07 23:56:48
test-rhel54.zenoss.loc IServer/Linux 2010/08/07 12:07.35 2010/08/07 23:55.57
test-tomcat.zenoss.loc fserver/Tomeat 2010/06/07 12:06:28 2010/08/07 23:
test-jboss.zenoss.loc IServer/JBoss 2010/08/07 12:04:52 2010408/07 23:5!
test-solaris10.zenoss.loc {Server/SSH/Solaris 2010/06/07 12:02:08 2010/08/07 23:55:3%
test-solarisS.zenoss.loc IServer/Solaris 2010/08/07 12:01:45 2010/08/07 23:5
test-aix61.zenoss.loc IServer/SSHIALK 2010/06/07 12:00:23 2010/06/07 23:54:18
test-aix53-1.zenoss. loc IServer!SSHIAK 2010/06/07 11:55:06 2010/08/07 23:53:53

test-hpux.zenoss.loc
colo3560g.zenoss. loc
colo2800.zenoss. log
test-win2008-ad.zenoss.loc
test-exch2003-1d.zenoss.loc
test-exch2007-1d.zenoss.loc
test-£0/2008-1d.zenoss.loc
test-sq/2005-1d.zenoss.loc
test-win2003-1d.zenoss.loc
test-win2008-1d.zenoss.loc
test-winxp-1.zenoss.log

test-winvista-1.zenoss.loc

12.1.1. Organizing Reports

You can create report organizers at multiple levels. Select an existing organizer or the top of the reports hierarchy

1Server/SSHHP-UX

MetworkiCisco

MMetwork/Router/Cisco
iServer/Windows/\WWiActive Directory/2008
IServer/Windows WKIMSExchange
iServer/Windows/\WMIMSExchange/2007
fserver/Windows/WHIMS5QLServer
IServer/Windows/WIIMSSQLServer
{Server/Windows/\WHI
IServer/Windows/WNI

fserver/Windows/ Wi
IServer/Windows/Wi|

2010/06/07 11:58:22
2010/08/07 11:57:54
2010/06/07 11:57:32
2010¢06/07 11:57:00
2010/06/07 11:56:25
2010/08/07 11:55:43
2010/06/07 11:55:10
2010/06/07 11:54:46
2010/06/07 11:54:32
2010/08/07 11:53:58
2010/06/07 11:53:17
2010¢06/07 11:52:58

(Report Classes), and then select Add Report Organizer from E] (Add Menu).

2010/06/07 23:53.08

2010/08/07 23:5.
2010/06/07 23:5.
2010/08/07 23:52:42
2010J08/07 23:5.

4z
2010/08/07 23:5.
2010/06/07 23:52:10
2010/08/07 23:51:06
2010J06/07 23:51.01
2010/08/07 23:50:59
2010/06/07 23:50:52
2010/08/07 23:50:48
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Add Report Organizer...
Add Custom Device Report...
Add Graph Report...

Add Multi-Graph Report...

EEONEE

Figure 12.2. Add Report Organizer

12.2. Basic Reports

Basic reports included in the system are divided among:

» Device reports

* Event Reports

» Performance Reports

* User reports

The following sections provide brief descriptions of reports offered in these categories.

12.2.1. Device Reports

Device reports aggregate and display data over system devices and device attributes. Reports in this category

inclu

de:

» All Devices - Lists all devices with ping and SNMP status information.

» All Monitored Components - Shows all of the components currently being monitored. This does not include
all components in the system, only those on which the system is currently collecting performance data. The
information that appears in this report is:

Device name

Component

Type of component (when available)
Description

Status of each device

» Device Changes - Shows information about the history of any changes that the system detects when modeling
each device. This report shows only devices with changes. Information available in this report includes:

Device name

Device class

Time when the device was first seen

Last time the system collected data on the device

Any changes made to configuration at last data collection

Model Collection Age — Lists devices that have not, but should have been, modeled during the past 48 hours.

Information available in this report includes:

Device name
Device class

Time when the device was first seen by the system
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Last time the system collected data on the device
Any changes made to configuration at last data collection

» New Devices — Lists devices that were recently added. The report shows:
» Device name
» Device class
» Time when the device was first seen by the system
e Model collection age

* Ping Status Issues — Lists devices that currently have, or have had, ping issues. The report shows:

» Device name

» Device class

* Product name

» Current state of the device
e ping and SNMP status

 SNMP Status Issues - Lists devices that currently have, or have had, SNMP issues. The report shows:

» Device name
» Device class
e product name
» Current state of the device
e ping and SNMP status
» Software Inventory - Lists software running on devices. This report includes:
* Manufacturer
* Product

e Count

12.2.2. Event Reports

Event reports aggregate data about events, event mappings, and event classes.

« All Heartbeats — Shows heartbeats for monitored devices. Heartbeats are reported by component and number

of seconds.

« All Event Classes — Shows all of the event classes that reside in the system. The report breaks these classes
down by sub-classes, the number of instances of that class in the system, and the number of events in the

system associated with each event class.

« All Event Mappings — Shows all of the event mappings you have created in the system. You can sort the report

by event class key, evaluation, or number of events for each event class.

12.2.3. Perfor mance Reports

Performance reports provide performance data across the system.

» Aggregate Reports — Show the performance graphs for devices in the system, in graphical format. Common

performance statistics include:
 PU usage
* Aggregate free memory
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e Aggregate free swap
* Network output and input

Click the graph to edit graph parameters. You can:

» Change the values for width, height, Min Y, and Max Y axis.
» Specify which devices are aggregated

» Set the time span for the graph

Availability Report — Shows the percentage of time that a device or component is considered available. You
can filter this report on device, component, event class, or severity. You also can further limit the time frame
for the availability.

The value for a date range is calculated by summing the duration of all events of a particular class with a
production state of "Production” and with a severity greater than or equal to a specified severity. This sum is
then divided by the duration of the time range, and then subtracted from 1 and multiplied by 100 to get the
percent available, as in:

(1 - Total event down time) / (date range)) * 100
Note

Events that occur only once are not used in calculating device availability. Specifically, events whose firsttime
and lasttime fields are the same are not used in the calculation. These could represent an event that occurs
and is subsequently cleared by the next event, or an event that has happened only once in the specified
date range.

CPU Utilization Report — Shows monitored interfaces, devices, load average, and % utility. You can customize
start and end dates, and summary type (average or maximum).

This report uses data point aliases. (For more information about data point aliases, see "Data Point Aliases" in
the chapter titled Core Monitoring.) To add data points to a report, add the alias, and then ensure the values
return in the expected units.

Alias Expected Units

loadAverage5min Processes

cpu_pct Percent

Filesystem Utilization Report — Shows total bytes, used bytes, free bytes, and percentage utilization for each
device. You can customize start and end dates, and summary type (average or maximum).

This report uses data point aliases. (For more information about data point aliases, see "Data Point Aliases" in
the chapter titled Core Monitoring.) To add data points to a report, add the alias, and then ensure the values
return in the expected units.

Alias Expected Units

usedFilesystemSpace _bytes bytes

Interface Utilization - Shows the traffic through all network interfaces monitored by the system. Columns in-
cluded in the report are:

* Device - Interface's device.
* Interface - Interface.

» Speed - Interface's rated bandwidth, in bits per second.
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« Input - Average traffic going out of the interface, in bits per second.

« Output - Average traffic coming in to the interface, in bits per second.

* Total - Total average traffic across the interface, in bits per second.

* % Util - Average fraction of the interface's bandwidth consumed.

This report uses data point aliases. (For more information about data point aliases, see "Data Point Aliases" in

the chapter titled Core Monitoring.) To add data points to a report, add the alias, and then ensure the values
return in the expected units.

Alias Expected Units

inputOctets__bytes bytes/sec

outputOctets__bytes bytes/sec

Memory Utilization — Provides system-wide information about the memory usage for devices in the system.
This report shows:

e Total memory

» Available memory

» Cache memory

» Buffered memory

» Percentage of memory utilized

This report uses data point aliases. (For more information about data point aliases, see "Data Point Aliases" in

the chapter titled Core Monitoring.) To add data points to a report, add the alias, and then ensure the values
return in the expected units.

Alias Expected Units
memoryAvailable__bytes bytes
memoryBuffered__ bytes bytes
memoryCached__ bytes bytes

Threshold Summary — ldentifies the devices that approach or exceed their thresholds. You can see the device,
the component, the event class, count, duration, and percentage. You can filter this list by event class; or, to
see all event classes, leave the event class Selection List blank. You also can change the start and end dates
for the reporting data.

12.2.4. User Reports

User Reports are based on user account information and changes in the system.

Notification Schedules — Shows all of the alerting rules and their associated details.

12.3. Graph Reports

Graph reports allow you to assemble graphs from devices and device components into a single report.

Graph reports display only those graphs that already exist on devices or components in the system. You cannot
define or alter graphs from a graph report.
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Figure 12.3. Graph Report

Graph reports are available in two views: a "normal view (similar to the graph views for devices and device classes),

and a print view.

12.3.1. Creating a Graph Report

Follow these steps to create a graph report:

1.

In the tree view, select Add Graph Report from E] (Add Menu).

2. Inthe Create Graph Report dialog, enter a name for the report, and then click Submit.

The Graph Report edit page appears.

3. Enter information or make selections to define the report:

« Name - The name of the report, as defined in the Create Graph Report dialog.

e Title - Enter a descriptive title to display in the list of reports for the report organizer.

¢« Number of Columns - Specify the number of columns (1-3) in which graphs will be displayed on the report.

¢ Comments - Enter comments to display at the top of the printable version of the report. This is a TALES
evaluated string that can contain HTML formatting. The variables available to the TALES expression are:

e now (current date and time)

e report (report object)

4. Click Save to save

the new graph report.

12.3.1.1. Adding Graphs

The Add New Graph section of the edit page allows you to add one or more graphs to the report. To do this:

1. Select one or more devices.
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2.

3.

Tip
You can narrow the list of devices by entering a search string, and then clicking Filter.

Optionally, select one or more components from the Components list. This list displays the names of all com-
ponents defined on at least one of the selected devices.

Select one or more graphs from the Graph list. This list displays the names of all graphs available for the selected
devices; or, if you have selected one or more components, the graphs available for the components.

Click Add Graph to Report.

The system evaluates each selected device (or component, if selected), and searches for graphs. Matching
graphs are added to the graph report. The graph is listed at the bottom of the page in the Graphs area.

Fiter|

cesium.zenoss.loc s
chloring.zenoss. loc
chromium.zeness.loc =
cobat.zenoss.loc
copper.zenoss.loc
curium.zenoss. loc

Device

—

dysprosium.zenoss.loc
Sh ow component path

ethl o

-

CPU Utilization e
10

Load Average
Graph Memory Utilization

-

Add Graph to Reportl

Figure 12.4. Add Graph
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Graph reports maintain a static list of graphs. This list does not change when graphs are added or deleted
from monitoring templates.

For example, you have two devices with associated graphs:

» DeviceA - Has a single graph (Graphl)

e DeviceB - Has two graphs (Graphl and Graph 2)

If you select DeviceA and DeviceB on the Graph Report edit page, the list of graphs will include Graphl and

Graph2. If you select both graphs and then click Add Graph to Report, then three graphs are added to the
report:

* DeviceA - Graphl
* DeviceB - Graphl
* DeviceB - Graph2
If at a later time you create a second graph (Graph2) on DeviceA's monitoring templates, that new graph will
not automatically appear on the graph report. (You must edit the report to add it.) Similarly, if you later remove

a graph from DeviceB's template (or delete DeviceB from the system), you must manually remove the graph
(or device) from the graph report.

12.3.2. Customizing Graph Text

The Graphs area of the edit page lists the graphs that are included in the report. Click a graph name to view its edit
page. From here, you can edit the text that appears with the graph when viewing the report:

* Summary - Displays above the graph in the normal report view. May contain TALES expressions with these
variables:

* dev - Device
 comp - Component
e graph - Graph

« Comments - Display to the left of the graph in the printable view. May contain TALES expressions with these
variables:

» dev - Device
e comp - Component
» graph - Graph

12.3.3. Printing Graphs

To see the print view, click Printable at the top of the report view. The system renders a printable view.

12.3.4. Organizing Graphs

In normal and print views, graphs are shown from left to right, in the number of columns specified on the report edit
page. If the report contains more than three graphs, the additional graphs are ordered left to right on subsequent
lines.

In the report view, you can alter the sequence of graphs in the edit page to control the location each graph appears
in that view. To change the sequence, edit the values in the Seq column next to each graph name, and then choose
Re-sequence Graphs.
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12.4. Multi-Graph Reports

Multi-graph reports combine data from different devices and components into a single report. You can create a graph
definition and have it drawn once for each of a group of devices and components that you define. Alternatively, you
can combine the data for those graphs into a single graph.

The groups of devices and components you assemble are called collections. Specifying the graph definitions to
apply to collections is done through graph group objects.

Multi-graph reports include their own graph definitions, and thus do not use the graph definitions that are defined in
monitoring templates. (To create a report that includes graphs defined on templates, use a graph report.)

Like graph reports, multi-graph reports offer two different views: normal and print.

12.4.1. Creating A Multi-Graph Report

To create a multi-graph report:

1. From a report organizer or sub-organizer in the tree view, select Add Multi-Graph Report from the Add Menu.

The Create Multi-Graph Report dialog appears.

Enter a name for the report, and then click Submit.

In the report edit page, enter or select values for:

* Name - Displays at the top of the report.

» Title - Displays at the top of the printable version of the report.

* Number of Columns - Specifies the number of columns (1-3) in which graphs will appear on the report.

After creating the multi-graph report, you must also add one or more:

» Collections, which contain the devices and components you want to graph
e Graph definitions, which describe the graphs you want on the report

« Graph groups, which specify the collection and graph definition.
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Figure 12.5. Multi-Graph Report Edit Page
12.4.1.1. Adding Collections

A collection comprises one or more collection items. A collection item can be a list of device classes, systems,
groups, locations, or specific devices or components. A single collection may contain as many collection items as
desired.

A multi-graph report must contain at least one collection. Collections are shown in the Collections area of the report's
edit page.

To create a collection:

Select Add Collection from (Action Menu).

The Add a Collection dialog appears.
2. Enter a name for the collection, and then click OK.

To add collection items to a collection:
1. Select a value for Item Type. The Item type menu lets you select:

¢ Device Class/System/Group/Location - Selecting one of these options reveals a list of all organizers of that
type. You can select one or more of the organizers to include in the collection.

¢ Specific Device/Component - Selecting this option reveals a list of all devices. You can use the Filter field
to narrow this list by entering a full or partial device name. Selecting one or more devices will display a list
of component names that apply to one or more of the selected devices.

2. Select a value for Include Suborganizers. If true, then the collection will also include all organizers recursively
beneath the selected organizer. These collection items are dynamic: when devices are added or removed from
the organizers, they will appear or disappear from the report.

3. Click Add to Collection to create a new collection item for each of the selected organizers or specific device.

You can re-order collection items. Their listed order determines the order in which the graphs are drawn, or the
order that data is drawn on a combined graph.
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Figure 12.6. Multi-Graph Report Collection
12.4.1.2. Adding Graph Definitions

In the context of multi-graph reports, graph definitions are very similar to those in monitoring templates. Settings on
the graph definition define basic parameters; graph points are added to specify which data should be drawn. (For
more information on creating graph definitions, see the chapter titled Performance Monitoring.)

The most significant differences between graph definitions in the two contexts is how data point graph points and
threshold graph points are added. When adding a data point graph point to a graph definition in a performance
template, you can select from a list of data points that are defined on that template. In the context of a multi-graph
report, there are no graph point definitions listed; you must enter the name of the data point on the data point graph
point dialog.

To add a graph definition:

1.
Select Add Graph from (Action Menu) in the Graph Definitions area of the graph edit page.
The Add a New Graph dialog appears.

2. Enter a name for the graph, and then click OK.

The edit page appears.
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Figure 12.7. Multi-Graph Report Graph Definition

From the Action menu on this page, you can:
e Add data points and thresholds

» Delete the graph point

* Re-sequence graph points

12.4.1.3. Adding Graph Groups

Graph groups combine a graph definition with a collection to produce graphs for the report. Without at least one
graph group, the report will show no graphs.

To create a graph group:

1.
Select Add Group from (Action Menu) in the Graph Groups area of the graph edit page.

The Add a New Graph Group dialog appears.
Enter a name for the graph group, and then click OK.
3. Enter information or make selections on the edit page:
* Name - Identifies the graph group on the multi-graph report page. It does not appear on the report.
» Collection - Select a collection that has been defined for this report.
» Graph Definition - Select a graph definition that has been defined for this report.

* Method - Choose to have the graph drawn once for each device and component in the collection, or combine
the data from all devices and components into a single graph. Options are:

e Separate graph for each device - The graph definition is used to draw one graph for each device and
component in the collection. Graphs will appear in the list in roughly the same order they are specified
in the collection.

« Alldevices on a single graph - Draws one graph with the data from all devices and components included.
4. Click Save to save the graph group.
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State at time: 2010/04/14 14:54:15 |

Name [test_graph_group

Collection hd

Graph Definition test_graph

Method | Separate graph for each device | ¥ |
Save

Figure 12.8. Multi-Graph Report Graph Group

12.4.1.3.1. Graph Order

Graph groups are drawn in the order listed on the multi-graph report edit page. You can change the order of the
graph groups:

1. Inthe Seq column of the Graph Groups area, enter numbers next to one or more graph groups.

2. Select Re-sequence items from Actions Menu.
The page refreshes and displays the graph groups in the re-sequenced order.
Note

If a graph group results in multiple graphs, then the graphs are drawn in the order that the collection items are
listed the corresponding collection. If a collection item specifies a device organizer, then the order of the devices
drawn from that collection item is indeterminate.

12.5. Creating Custom Device Reports

Follow these steps to create a custom device report:
1. From the Web interface, select Reports.
2. Inthe tree view, select Custom Device Reports.

3. .
From EI (Add Menu), select Add Custom Device Report.

The Create Custom Device dialog appears.
4. Enter a name for the report, and then click Submit.

The graph edit page appears.
5. Define report parameters, as follows.

* Name - Optionally edit the report name.

e Title - Enter a report title. This title shows in the report display, and is distinct from the report name.

» Path - Specify the path in the hierarchy where you want the system to store the report.

* Query - Specify the actual query string for the report. If you want to limit the report to just those devices with
a serial number, for example, you can set the Query value to:
here. hw. seri al Nunber = ""

* Sort Column - Specify the column on which you want to sort the report by default.
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e Sort Sense - Specify the sense that the system uses to sort: asc (ascending sort) or desc (descending sort).
» Columns - Specify the data to be retrieved and displayed in the report. For example, you could specify:

¢ getld - Gets the name of any devices.

« getManagelp - Gets the IP addresses of the devices.

¢ getHWSerialNumber - Grabs serial numbers for the devices.
Note

For a complete list of valid options, refer to the information on Device schema in the appendix titled
"TALES Expressions.”

e Column Names - Optionally specify column names to make the column headers more descriptive.

For the columns specified in the previous example, you could use these column names:

« Device
* Address
e Serial #

6. Click Save to save the report.

12.6. Exporting Reports

You can export data from any report as comma-separated value (.csv) files.

To export report data:
1. Click Export All (located at the bottom of a report).
2. Inthe dialog that appears, open or save the zenoss_export . csv file.

12.6.1. Advanced Task: Add An Export Button to a Report

You can edit any report to add an Export All button to export data.

The report format appears similar to this:

<tal : bl ock tal:define="
obj ects pyt hon: here. ZenUsers. get Al | Thi ngsFor Report () ;
obj ects python: (hasattr(request, 'doExport') and |ist(objects)) or objects;
tabl eNane string: thislsTheTabl eNaneg;
bat ch pyt hon: here. ZenTabl eManager . get Bat ch(
t abl eNane, obj ects, sortedHeader='getUserid');
export Fi el ds pyt hon: [
'getUserid, "id', 'delay', 'enabled , 'nextActiveN ce',
'nextDurati onNi ce', 'repeatN ce', 'where'];
">

<tal : bl ock netal : use- macr o="her e/ r eport Macr os/ macr os/ export abl eReport ">
<tal:block netal:fill-slot="report"

<l-- Normal Report Markup Here -->
</tal: bl ock>

</tal: bl ock>
</tal: bl ock>

Notable details in this example are:
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e The first definition is a call to a method that retrieves the objects for the report. This might be a list, tuple, or
iterable class.

e Thesecondtal: define line ensures that there is a list in the event being exported. (Do not do this unless doing
an export; large reports may encounter performance issues if an iterable is unnecessarily converted to a list.)

* tabl enane is defined for use by the get Bat ch() call that follows.

* exportFields is a list of data to be included in the export. These can be attribute names or names of methods
to call. See Dat aRoot 2. wri t eExport Rows() for more details on what can be included in this list.

e Withinthe <tal : bl ock netal :fill-slot="report"></tal: bl ock>block goes the report markup to use when not
including the export functionality.

» If the Export All button does not appear to function, you may need to use zenTableNavigation/macros/navtool
rather than zenTableNavigation/macros/navbody in your report. The former includes the <f or m» tag; the latter
does not. If you are not providing a <f or m» tag then you need to use navtool so the export button is within a form.

12.7. Scheduling Reports

By default, all reports run on demand, presenting information when you run the report. To schedule reports, you can
use the reportmai | tool. This allows you to select a report and email its output to a list of recipients according to a
pre-determined schedule. report mai | is a command line tool that is designed primarily to be run out of the UNIX
crontab, allowing for flexible scheduling.

The following steps demonstrate how you would set up the standard Availability Report to be emailed to
<j oe@xanpl e. con» every Monday morning at 6 a.m.

1. Locate the URL to the Availability Report by navigating to it in the Web interface.

Device: Component:

Start Date: 04/06/2010 select' End Date: 04/13/2
Event Class: /Status/Ping [~ Severity: Error
Updatel

Device Availability |

Dievice Component Systems
OSMmilm.Zenoss loc

yitrium.zenoss.loc

silicon.zenoss.loc

boron.zenoss.loc

strontium.zenoss.loc
2. Loginto your Zenoss server and switch to the zenoss user by running the command:

Su - zenoss
3. Create a script that will invoke report mai | with the appropriate options with the following commands:

nkdir -p $ZENHOVE/ scri pts

cat <<ECF > $ZENHOME/ scri pt s/ enmui |l Avail abilityToJoe. sh

#!'/ bi n/ sh

REPORTS _URL=htt p:// publi c-denp. zenoss. coni zport/ dnd/ r eport s#reports:. zport.dnd. Reports. Performance¥?0Reports.

$ZENHOVE/ bi n/ report mai | \

--user=admn \

- - passwd=PASSWD \

--fronr"zenoss@xanpl e. coni' \

- -address="j oe@xanpl e. coni' \

--subj ect ="Zenoss: Availability Report" \

--url ="$REPORTS_URL/ Per f or mance Reports/Availability Report"
ECF
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chnmod 755 $ZENHOVE/ scri pt s/ emai | Avai | abi | ityToJdoe. sh

Note

For help on report mai | options, run reportmail --help on your Zenoss server.

up scheduled commands.

Run crontab -e to edit the zenoss user's cront ab. You will be presented with an editor that allows you to set

5. Add a new line, and then enter the following job definition:

# Emai l
0 6 * * 1 bash

Note

availability report to Joe every Mnday norning at 6am
-l c ' $ZENHOVE/ scri pt s/ emai | Avai | abi | i t yToJoe. sh'

Run the following command on your system server for help on cr ont ab formatting:

man 5 crontab

6. Save the cront ab.

12.7.1. ReportMail Command Line Arguments

The following table contains all of the command line arguments for the reportmail tool.

Argument

Explanation

-u URL, --url=URL

Uniform Resource Locator of report to send.
This also can be the URL of any other page in
the system.

-U USER, --user=USER

User to log in to the system. This user must
have permission to view the supplied URL.

-p PASSWD, --passwd=PASSWD

Password to log in to the system.

-a ADDRESS, --address=ADDRESS

Email address for report delivery (may be given
more than once.) Default value comes from the
user's profile.

-s SUBJECT, --subject=SUBJECT

Subiject line for email message. Default value is
the title of the page.

-f FROMADDRESS, --from=FROMADDRESS

Origination address for the email being sent.

-d DIV, --div=DIV

DIV to extract from the HTML at URL. The de-
fault value is contentPane, which will work for
all default reports.

-c COMMENT, --comment=COMMENT

Comment to include in the body of CSV re-
ports. This is used only if the URL returns com-
ma-separated value data. Most default reports
can return CSV-formatted data by appending ?
doExport to the end of the URL.

12.8. Using Reportsto Troubleshoot System Daemons

This section shows how to find and view certain reports that can aid you when troubleshooting system daemons.

From the Web interface, navigate to Reports. Use the tree view to locate the various reports listed below to see the

reports. The troubleshooting items indicate what you might find in the various reports.
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Troubleshooting Items Report Name
zenmodeler issues Model Collection Age
Internal issues All Heartbeats
zendisc errors, adding devices New Devices
Alerting rule issues, will show all rules in the system Notification Schedules

Summary of SNMP status across the system, including SNMP Status Issues
non-monitored devices

Which devices are monitored and whether ping is turned Ping Status Issues
on or off

12.9. Advanced Reports

The EnterpriseReports ZenPack, availably only for Zenoss Enterprise, adds advanced reports to the standard core
reports. See Enterprise Reports in Zenoss Extended Monitoring for more details.
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Chapter 13. ZenPacks
13.1. About ZenPacks

ZenPacks extend and modify the system to add new functionality. This can be as simple as adding new device
classes or monitoring templates, or as complex as extending the data model and providing new collection daemons.
You can use ZenPacks to add:

* Monitoring templates

» Data sources

» Graphs

* Eventclasses

» Event and user commands

* Reports

* Model extensions

*  Product definitions

Simple ZenPacks can be created completely within the user interface. More complex ZenPacks require development
of scripts or daemons, using Python or another programming language.

ZenPacks can be distributed for installation on other Zenoss systems.

13.1.1. Provided ZenPacks

Arange of provided ZenPacks add and extend system functionality. These ZenPacks are grouped as Core ZenPacks
(available to all users) and Enterprise ZenPacks, which are available only to Zenoss Enterprise implementations.

The guide titled Zenoss Extended Monitoring provides detailed descriptions, installation information, and configu-
ration details for Core and Enterprise ZenPacks.

The following sections provide information and procedures to help you:
* Install ZenPacks

» Create ZenPacks

e Package and distribute ZenPacks

« Remove ZenPacks

13.2. Installing ZenPacks

ZenPacks are distributed as . egg files. You can install ZenPacks from the command line on the Zenoss server, or
from the user interface.

13.2.1. Ingtalling from the Command Line

Use these commands to install a ZenPack file and then restart the system:

zenpack --install <filename>
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zenoss restart

If you have the source code for the ZenPack you can install directly from that rather than from an . egg file. The
command is the same; however, you must specify the directory containing the source code. This copies the source
code to $ZENHOVE/ ZenPacks:

zenpack --install <directorynane>
zenoss restart

If you are developing a ZenPack, you should maintain your source code outside of $ZENHOVE/ ZenPacks for two
reasons:

if you issue a zenpack --remove command it will delete your code from that location and you will lose your files
unless you have them backed up elsewhere.

if you are maintaining your source code in a version control system it is frequently more convenient to have the
files reside elsewhere on the file system.

Using the --link option, you can install the ZenPack but have the system use your code from its current location.
Instead of installing your code in $ZENHOVE/ ZenPacks, the system will create a link in that location that points to your
source code directory.

zenpack --link --install <directorynane>
zenoss restart

13.2.2. Installing from the User Interface

To upload and install a ZenPack . egg file from the user interface:

1.
2.
3.

From the navigation bar, select Advanced > Settings.
In the left panel, select ZenPacks.

From (Action menu), select Install ZenPack.

The Install ZenPack dialog appears.

Browse to and select the . egg file you want to install, and then click OK.

The file is uploaded to the Zenoss server and installed.

Note

After installing the ZenPack, you should restart the system.

13.2.3. Installing All Core ZenPacks from RPM

The core ZenPacks, along with third party ZenPacks, are available for download individually from:

http://community.zenoss.org/community/zenpacks

At that location is a link to download an RPM that includes the most popular core ZenPacks. To install via the core
ZenPacks RPM follow these steps:

1.
2.

Download the appropriate file from the ZenPacks download area specific to your version.
Make sure ZEO is running (as the zenoss user):

zeoct| start

Install the rpm (as root user):
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rpm-ihv <rpmfile>

4. Restart Zope and ZenHub:

zopect!| restart
zenhub restart

13.2.4. Viewing L oaded ZenPacks

To see which ZenPacks are loaded on your system:
1. From the navigation bar, select Advanced.

The Settings page appears.
2. Select ZenPacks in the left panel.

The list of loaded ZenPacks appears.

Settings Loaded ZenPacks \

Commands

Pack Create a ZenPack... ; Package Author ersion Eg

Users ZenPacks.zenoss. Install ZenPack... ZENO0SS Zenoss 2.0.1 Ye
ZenPacks.zenoss. Zenoss Zenoss 1.0.0 Ye

Delete ZenPack... )

Jobs ZenPacks.zenoss. Zenoss Zenoss 1.1.3 Ye
Portiets ZenDacks.zenoss.A. acheM.onltor Zenoss Zenoss 2.1.2 Ye
ZenPacks.zenoss.BigIlpMonitor ZENoss Zenoss 2.2.2 Ye

LTI ZenPacks.zenoss.BrocadeMonitor zenoss  Zenoss 2.0.4 Ye
Versions ZenPacks.zenoss.CheckPointMonitor Zenoss Zenoss 1.0.4 Ye
Backups ZenPacks.zenoss.CiscoMonitor Zenoss Zenoss 2.6.0 Ye
ZenPacks.zenoss.DellMonitor zenoss Zenoss 2.1.0 Ye

ZenPacks.zenoss.Diagram Zenoss Zenoss 1.1.1 Ye

ZenPacks.zenoss.DigMonitor ZEnoss Zenoss 1.0.2 Ye
ZenPacks.zenoss.DistributedCollector zenoss Zenoss 2.2.2 Ye

ZenPacks.zenoss.DnsMonitor Zenoss Zenoss 2.0.2 Ye
ZenPacks.zenoss.EnterpriseCollector Zenoss Zenoss 1.0.0 Ye
ZenPacks.zenoss.Enterpriselinux Zenoss Zenoss 1.1.0 Ye
ZenPacks.zenoss.EnterpriseReports ZENO0SS Zenoss 2.1.2 Ye
ZenPacks.zenoss.EnterpriseSecurity Zenoss Zenoss 1.0.0 Ye
ZenPacks.zenoss.EnterpriseSkin Zenoss Zenoss 2.0.1 Ye

ZenPacks.zenoss.FtpMonitor ZEenoss Zenoss 1.0.2 Ye

Figure 13.1. Loaded ZenPacks

From the action menu on this page, you can create, install, and delete ZenPacks.
Note
Alternatively, you can view loaded ZenPacks from the command line:

zenpack --1ist

13.3. Creating ZenPacks

Read the following information and procedures to learn more about why you might want to create a ZenPack, and
how to:

» Create a ZenPack

» Add a database object to a ZenPack

* View database objects in a ZenPack
 Remove a database object from a ZenPack
» Add other items to a ZenPack
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13.3.1. Why Create a ZenPack?

Suppose you have developed a monitoring template for a new piece of hardware. You have created data sources
for the OID's you think are worth monitoring, thresholds to make sure some of these values stay within reasonable
limits, and several graph definitions to show this data graphically. Perhaps you also have created a new device
class for this hardware. You can create a ZenPack to easily distribute your template and device class to other
administrators. This ZenPack can be entirely created from within the user interface.

As another example, suppose you want to monitor a new piece of software running on one of your servers. You
would like to monitor several performance metrics of this software, but they are available only via a programmatic
API provided with the software. You could develop a new collector daemon to gather data via this APl and provide
it back to the system. You might also create a new type of data source to provide configuration data for the new
collector. Obviously this effort would require development skills and intimate knowledge of the system not necessary
for the previous example, but this functionality can be distributed as a ZenPack.

13.3.2. Create a ZenPack

Use the following instructions and guidelines to create a ZenPack.

Note

You must be logged in as an administrator to create a ZenPack.
From the navigation bar, select Advanced > Settings.
2. Inthe left panel, select ZenPacks.

From (Action menu), select Create a ZenPack.

The Create a ZenPack dialog appears.
4. Enter the name of the ZenPack, which must be in the format:

ZenPacks.Organization.ldentifier

where Organization is a name that identifies you or your organization and Identifier is a string that represents
the intent of your ZenPack.

5. Click OK.

The system creates the ZenPack object in the database and a new directory in the file system $ZENHOVE/ Zen-
Packs/ YourZenPackID.

13.3.3. Add a Database Object to a ZenPack

To add a database object (such as a device, service, or event class, event mapping, user or event command, device
organizer, or monitoring template) to a ZenPack:

1. Navigate to the object in the interface.
2. From the Action menu, select Add to ZenPack.
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4 LOCATI]
Bind Templates
@ a ¢

0 cl Reset Bindings
- @M Clear Geocode Cache
O w Add to ZenPack. .

Figure 13.2. Add to ZenPack

The Add to ZenPack dialog appears.
3. Select a ZenPack from the list of installed ZenPacks, and then click Submit.

13.3.4. View Database Objectsin a ZenPack

To view the objects that are part of a ZenPack:

1. From the navigation bar, select Advanced > Settings.
2. Inthe left panel, select ZenPacks.

3. Click the name of a ZenPack in the list.

The ZenPack Provides area of the page lists objects that are part of the ZenPack.

13.3.5. Remove a Database Object from a ZenPack

To remove a database object from a ZenPack:

1. From the navigation bar, select Advanced > Settings.
In the left panel, select ZenPacks.

Click the name of a ZenPack in the list.

Select an object in the ZenPack Provides area of the page.

a M DN

From the Action menu, select Delete from ZenPack.

13.3.6. Adding Other Itemsto ZenPacks

ZenPacks can contain items that are not ZEO database items, such as:

 Daemons

» Data source types

e Skins

You can add these to a ZenPack by placing them in the appropriate subdirectory in the ZenPack's directory. See

the Core ZenPacks at http://community.zenoss.org/community/zenpacks for examples of how to incorporate such
items into your ZenPack.

13.4. Packaging and Distributing ZenPacks

Follow these steps to create an installable ZenPack .egg file:
1. From the navigation bar, select Advanced > Settings.
2. Inthe left panel, select ZenPacks.
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3. Click the name of a ZenPack in the list.

4, .
From (Action menu) located at the bottom left of the page, select Export ZenPack.

The Export ZenPack dialog appears.

Export ZenPack

® Export to $ZENHOME/exports
'. Export to $ZENHOME/exports and download

Figure 13.3. Export ZenPack
5. Select one of the export options:

» Export to $ZENHOME/exports - Exports the ZenPack to a file named ZenPackID. egg in the $ZENHOVE/ ex-
ports directory on the Zenoss server.

* Export to $ZENHOME/exports - Additionally downloads the exported file to your browser. Other adminis-
trators can then install this exported . egg file.

6. Click OK.

13.5. Removing ZenPacks

Warning

Removing a ZenPack can have unexpected consequences. For example, removing a ZenPack that installs a
device class removes the device class and all devices in that class.

Before removing a ZenPack, you should:

« Delete any data source of a type provided by the ZenPack

« Perform a backup of your system data. (See the section titled "Backup and Restore" in Zenoss Administration
for information on backing up your system data.)

13.6. Whereto Find MoreInformation

Further information about ZenPack development is available in the Zenoss Developer's Guide.

Discussions about ZenPack development and implementation take place on the zenoss-dev and zenoss-zenpacks
forums:

e http://community.zenoss.org/community/forums

e http://community.zenoss.org/community/developers/zenpack_development

» http://zenpacks.zenoss.org

154


http://community.zenoss.org/community/forums
http://community.zenoss.org/community/developers/zenpack_development
http://zenpacks.zenoss.org

Chapter 14. General Administration and
Settings

Read the following sections to learn more about performing general administration tasks, including:
» Sending alerts to email recipients or pagers

» Adjusting event manager settings

»  Setting portlet permissions

e Performing backup and recovery tasks

» Viewing, starting, and stopping jobs

* Tuning and maintaining the system

14.1. Email and Pager Alerts

You can send alerts to users via email (SMTP) or pager (SNPP). Many operating systems include an SMTP server
(such as Sendmail or Postfix) with their distributions. If your operating system does not include a mail server, you
must install one or specify a separate SMTP server in the system settings. Many pagers can accept messages via
email, but Zenoss also provides the option of sending pages via SNPP if you specify an SNPP server in settings.

14.1.1. Editing SMTP and SNPP Information
Follow these steps to edit SMTP and SNPP settings.
Note

You must be logged in to a user account with management privileges.
1. From the navigation bar, select Advanced.

The Settings page appears.

State at time: 2010/04/28 16:58:36 |

Instance Identifier IZer‘IOSS
SMTP Host [localhost
SMTP Port (usually 25) |25

SMTP Username (blank for none) |

SMTP Password (blank for none) |

From Address for Emails |test@test.com
Use TLS?
Page Command |$ZENHDME)’bim’2ensnpp

Dashboard Production State Threshold IiOOO

Dashboard Priority Threshold |2

Figure 14.1. Settings
2. Change the following SMTP settings as needed:
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Field Description
SMTP Host Set to the value of your corporate email server.
SMTP Port Specify the port number (usually port 25).

SMTP Username

Leave this field blank.

SMTP Password

Leave this field blank.

From Address for Email

Enter a value if you want email to come from a specific email address.

Use TLS?

Select this option if you use transport layer security for your email alerts.

Table 14.1. SMTP Options

3. If you want to send pages, enter a value in the Page Command field. The pageCommand variable enables the
system to execute pageCommand when a page is sent, and writes the message to the standard input of the
subshell. The command prints any error messages to standard output. This enables a wider ranging of paging

customization.

The standard page command is:

$ZENHOVE/ bi n/ zensnpp | ocal host 444 $RECI Pl ENT

This uses ZENHOME to send the page from the localhost; however, you can use any page command customiza-
tions you prefer. In this case SRECIPIENT is the paging address for the user, as set in the settings for each user.

14.2. Event Manager Settings

You can adjust settings for the Event Manager, including:

* MySQL event database connection

+ Event cache timeouts and counts

e Maintenance settings

14.2.1. Editing Event Manager Settings

To edit event manager settings, select Events > Event Manager from the navigation bar. The event manager edit

page appears.
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Connection Information |
Fields

Backend Type mysaql
History Fields
User Name root
Commands
Modifications FTEOT
Database events
Hostname 127.0.0.1
Port 3308
Cache |
Cache Timeout 20
Cache Clear Count 20
History Cache Timeout 300
History Cache Clear Count 20
Maintenance |
Event Aging Threshold (hours) 4
Don't Age This Severity and Above Error El
Delete Historical Events Older Than (days) 0
Default Availability Report (days) 7
Default Syslog Priority B
Save Changes Save

Figure 14.2. Event Manager (Edit)

14.2.2. Changing Event Database Connection Information

To edit event database connection settings, make changes to one or more fields in the Connection Information area:
» Backend Type - Specifies the database type (MySQL). You cannot edit this value.

» User Name - Enter a user name for the MySQL database.

» Password - Enter the password for User Name.

» Database - Specify the database to use.

» Hostname - Specify the IP address of the host.

e Port - Specify the port to use when accessing the event database.

14.2.3. Changing Event Manager Cache Settings

To edit cache settings, make changes to one or more fields in the Cache area:

» Cache Timeout - Specify the cache timeout value for the event monitor. The lower the setting, the more re-
sponsive the event console will be.

 Cache Clear Count - Set the event count value at which the cache will be cleared of stored events.

» History Cache Timeout - Sets the timeout value for the History cache. The lower the number, the more re-
sponsible the history will be.

» History Cache Clear Count - Set the value at which history counts will be cleared.

14.2.4. Changing Event Manager M aintenance Settings

To edit maintenance settings, make changes to one or more fields in the Maintenance area:

 Event Aging Threshold (hours) - Specify how long the system should wait before aging an event into the
history table.
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« Don't Age This Severity and Above - Select a severity level (Clear, Debug, Info, Warning, Error, or Critical).
Events with this severity level and severity levels above this one will not age out and be placed into event history.
(These events remain in the event list until acknowledged or moved into history manually.)

» Delete Historical Events Older Than (days) - Enter a value in days. Zenoss will automatically purge (delete)
events from the event history that are older than this value.

» Default Availability Report (days) - Enter the number of days to include in the automatically generated Avail-
ability Report. This report shows a graphical summary of availability and status.

» Default Syslog Priority - Specify the default severity level for an event to generate an entry into the syslog.

14.3. Setting Portlet Permissions

By setting permissions, you determine which users can view and interact with portlets. Permissions settings restrict
which Zope Access Control List (ACL) can access each portlet.

Before you can successfully set portlet permissions, you must assign the user a specific Zenoss role. (You assign
roles from the user edit page, from Advanced > Settings.) Each user role is mapped to one or more Zope ACL
permissions, which allow you to restrict the portlets a permission level can see.

A user's specific portlet permissions are defined in part by Zope ACL permissions, and in part by the role to which
he is assigned.

14.3.1. User Roleto ACL Mapping

The following table shows how user roles map to ACLs.

User Roles ACL Permission
ZenUser, ZenOperator ZenCommon, View
ZenManager, Manager ZenCommon, View, Manage DMD
No Role, Administered Objs ZenCommon

14.3.2. Setting Per missions

To set portlet permissions:
1. Select Advanced from the navigation bar.

The Settings page appears.
2. Inthe left panel, select Portlets.

The Portlets page appears.
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Available Portlets

Device Issues Users with ZenCommon permission ~
Google Maps Users with View permission hd
Zenoss Issues Users with Manage DMD permission ¥
Production States Users with ZenComman permission ¥
Site Window Users with View permission A
Top Level Organizers Users with View permission A
Messages Users with ZenComman permission ¥
Watch List Users with ZenComman permission ¥

Figure 14.3. Portlet Permissions
3. For one or more portlets in the Available Portlets list, select the permissions you want to apply.
4. Click Save.

14.3.3. Troubleshooting: Users Cannot See All Portlets

You may mistakenly block users from being able to access some portlets. Often, this happens when a user has
been set to see only particular devices. By default, this user will see only portlets set to the ZenCommon permission
level. In effect, this blocks three of six portlets.

To remedy this problem, you can:

» Change the permission levels (on the Portlets page) to ZenCommon, or

* Change the user role to a role higher than "No Role."

14.4. Backup and Recovery

In some situations, you might want to back up configuration information and data from a Zenoss instance, and then
later restore that instance. You might do this periodically, to take regular "snapshots” of your instance to archive;
or infrequently, such as to move data from one instance to another, or to restore a setup after performing a fresh
installation. Zenoss provides tools that enable you to manage these backup and restore tasks.

With backup and restore, the system includes:

» Events database (in MySQL)

* Zope database, which includes all devices, users, and event mappings

*  $ZENHOWE et ¢ directory, which contains configuration files for the system daemons

* $ZENHOWE perf directory, which contains performance data

Suggestions for a successful backup and restore experience:

» If you have the available disk space, tar and zip $zENHOVE before starting any backup or restore operation.
» Make sure the system, including all daemons, is stopped before performing a restore operation.

» Avoid using these tools to go from a newer version of Zenoss to an older version.

* If you use these tools to go from an older version to a newer version, you should run zenmigrate after the
restore operation.
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« If restoring to a different Zenoss installation (one that differs from the backup version), make sure file paths in
the $ZENHOVE/ et ¢/ *. conf files are appropriate for the new environment after you restore.

The following sections describe backup and restore scripts, as well as options for controlling their behavior.
14.4.1. Backup (zenbackup)

The backup script is $ZENHOVE/ bi n/ zenbackup. Typical use of zenbackup looks like:

> zenbackup --save-nysqgl -access --fil e=BACKUPFI LEPATH

If the system is running then you can run zenbackup without any arguments. A backup file will be placed in $ZEN-
HOVE/ backups.

14.4.1.1. Backup Options

The following table lists frequently used zenbackup options.

Note

Use the zenbackup --help command to see a complete list of zenbackup options.

Option Description

--dbname Specifies the name of the MySQL database the system us-

es to hold event data. By default this is "Zenoss" but this can

be specified when the system is installed. This value can be
seen by looking at the Database field on the event manager ed-
it page. If you do not specify --dbname then zenbackup will at-
tempt to retrieve this information from ZEO unless you specify --
dont-fetch-args.

--dbuser, --dbpass These are the MySQL username/password used to access the
events database. If you do not specify --dbuser or --dbpass
then zenbackup will attempt to retrieve this information from
ZEO unless you specify --dont-fetch-args.

--dont-fetch-args This instructs zenbackup not to attempt to get values for db-
name, dbuser and dbpass from ZEO.

--file=Filename Use --file to specify a location for the backup file. By default it
will be named zenoss_Date.t gz and placed in $ZENHOVE/ back-
ups.

--stdout This flag tells zenbackup to send the backup information to
standard output instead of to a file. Incompatible with --ver-
bose.

--save-mysql-access This instructs zenbackup to save dbnarne, dbuser and dbpass
as part of the backup file so that zenrestore will have this in-
formation during a restore operation. Use this with caution as it
means your backup files will contain a MySQL user hame and

password.

--no-eventsdb Do not include the MySQL events database as part of the back-
up.

-v, --verbose Print progress messages. Incompatible with --stdout.
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14.4.1.2. Create a Backup

To back up your system instance from the interface:
1. From the navigation bar, select Advanced.

The Settings page appears.
2. Inthe left panel, select Backups.

The Backups page appears.

Create New Backup |

Include MySQL events database in backup v
Include MySQL login information in the backup +
Timeout (seconds) 120

Create Backup

Backups |

File Name Size Date

zenbackup_20100418.1gz 4.34MB Fri 16 Apr 2010 02:39:23 PM

zenbackup_20100423.tg7 27.14 NB Fri23 Apr 2010 04:51:48 PW

Figure 14.4. Backup

3. Inthe Create New Backup area, enter information or make selections for the backup. Options available are a
subset of those available from the zenbackup command line tool.

4. Click Create Backup.
14.4.1.3. Delete a Backup

To delete a backup from the interface:
1. From the navigation bar, select Advanced > Settings.

2. Inthe left panel, select Backups.

The Backups page appears. The Backups area lists all backup files in $ZENHOVE/ backups.
3. Select one or more files in the list, and then select Delete Backup from the Action menu.
4. Click Delete in the Delete Backup dialog to confirm the action.

Note

Backup files can become large as your databases grow, so you may want to limit the number of backups you
keep if drive space becomes an issue.

14.4.1.4. Remote Backups
Keeping backups on your server should help you recover if one of your databases becomes corrupt or your config-

uration becomes problematic. However, you should keep at least one recent backup file on a different server (ideally
at a different physical location) in case a physical disk fails.

14.4.2. Restore (zenrestore)

The restore script is $ZENHOVE/ bi n/ zenr est or e. Typical use of zenrestore looks like:

> zenrestore --fil e=BACKUPFI LEPATH
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14.4.2.1. Before You Restore (for Versions Earlier Than 2.4.5)

If you are running a version of Zenoss prior to 2.4.5, before you can restore your instance, you must ensure that the
same ZenPacks that were installed on the backup system are also installed on the target system.

Make sure that the system is stopped before performing a restore.

If you used the --save-mysql-access option when you created the backup file then you only need to specify --file
when you run zenrestore. Otherwise, you need to specify dbname, dbuser and dbpass also.

14.4.2.2. Restore Options
The following table lists frequently used zenrestore options.

Note

Use the zenrestore --help command to see a complete list of zenrestore options.

Option Description
--file This is a backup file created with zenbackup You must specify
either --file or --dir.
--dir The path to an unzipped backup file. You must specify either --
file or --dir.
--dbname This is the name of the MySQL database the system uses to

hold event data. This database must exist before zenrestore is
run. If there are any system tables in the database they will be
dropped by zenrestore before it restores the backed up tables
and data. If you use a different dbname than was in use when
the backup was created, then after the restore you must set the
database name on the event manager edit page.

--dbuser, --dbpass These are the MySQL username/password used to access the
events database. If you do not specify --dbuser or --dbpass
then zenrestore will attempt to use values stored in the backup
file if --save-mysql-access was used in creating it.

--no-eventsdb Do not restore the MySQL events database. If the backup file
does not contain MySQL events data then zenrestore will not
modify your events database even if you do not specify --no-
eventsdb.

-v, --verbose Print progress messages.

14.5. Working with the Job Manager

The Job Manager runs background tasks, such as discovering a network or adding a device. When you ask the
system to perform one of these tasks, it adds a job to the queue. Jobs are run by the zenj obs daemon.

Note

Not all jobs run in the Job Manager. When running other jobs (in the foreground), do not navigate away from the
current page until the job completes.

14.5.1. Viewing Jobs

To access the Job Manager:
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1. From the navigation bar, select Advanced.

The Settings page appears.
2. Inthe left panel, select Jobs.

The jobs list appears.

Jobs

Status Job Type Description Started Finished Duration Actions

fopt/zenoss/bin/zendisc run —-now
--monitor localhost —-deviceclass

. /Discovered —parallel 8 —job Jhours 2 hours 16
¥ Succeeded  AutoDiscovery.Job fbaaTfe9-b8bb-4f44- ago ago minutes x
b4b9-ced31785bafe —-net
10.175.211.0/24

Figure 14.5. Jobs List

The jobs list shows information about all jobs currently in the system:

e Status - Shows the current job status. Status options are Pending (waiting for zenj obs to begin running), Run-
ning, Succeeded, and Failed.

» Job Type - Provides a short indicator of the job type.

» Description - Provides a longer description of the job. Generally, this includes the shell command run by the
zenj obs daemon.

e Started / Finished / Duration - Provide information about the time period in which the job ran.
» Actions - Shows actions you can take on the job. These include:

* Job Log - Click to view the real-time output of a running job or final output from a completed job.
e Stop - Ask the zenj obs daemon to stop running this job.

¢ ¥ Delete - Remove this job from the system.

14.5.2. Running the zenjobs Daemon
You can stop and start the zenj obs daemon from the command line and from Advanced > Settings (Daemons

selection). You also can start it (if not already running) from the Job Manager. Click the link that appears at the
top right of the jobs list.

Start zeniobs

Figure 14.6. Start zenjobs

14.6. Maintenance and Performance Tuning
Read the following sections for maintenance and tuning suggestions.
14.6.1. Packing the ZEO Database

The ZEO database should be packed periodically to reclaim space. To do this you should set up a cron job that
runs the following command weekly:
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$ZENHOWE/ bi n/ zeopack. py -p 8100 -h | ocal host

14.6.2. Log Rotate Script

The | ogr ot at e script must be present and running to rotate the Zope log (event . | og), ZEO log (zeo. | og), and access
log (z2.1 0g).

14.6.2.1. Zenoss 2.4.xX

At installation, the system adds the following script to the /et c/ 1 ogr ot at e. d/ zenoss file (where ZENHOME varies
depending on your installation platform):

**ZENHOVE* */ | og/ event .| og **ZENHOVE**/| og/ Z2. | og **ZENHOVE**/| og/ zeo. | og{
m ssi ngok
weekl y
rotate 2
copytruncate

}

In version 2.4.x, each daemon performs its own log rotation. You can customize rotation parameters by inserting
the following directives in each daemon's configuration file, located in the $ZENHOVE/ et c file:

Directive Description
--maxlogsize=MAXLOGKILOBYTES Specifies the maximum size of the log file, in kilobytes. By de-
fault, the maximum is 10240 KB.
--maxbackuplogs=MAXBACKUPLOGS Specifies the maximum number of backup log files. By default,
the maximum is 3.

If you do not specify a directive, then the system uses the default values.

14.6.2.2. Zenoss 2.3.3 and Earlier

The 1 ogr ot at e script should be present in your installation, in the / et ¢/ | ogr or at e. d/ zenoss file. For example, for a
CentOS/RHEL, RPM-based installation, the following script should be present:

/opt/zenoss/log/*.1og /opt/zenoss/log/*/*.1og {
m ssi hgok

weekl y

rotate 2

copytruncate

}
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Appendix A. Daemon Commands and Options

Zenoss daemons provide the services that collect and feed data to the data layer. These daemons are divided

among the following categories:
* Automated modeling

»  Availability monitoring

» Event collection

e Performance monitoring

* Automated response

A.l. Automated M odeling Daemons

Daemon Description
zendisc Discovers new network resources. zendisc is a subclass of zenmodeler. It walks
the routing table to discover the network topology, and then pings all discovered
networks to find active IP addresses and devices.
zenmodeler Configuration collection and configuration daemon, used for high-performance,

automated model population. It uses SNMP, SSH, Telnet, and WMI to collect its
information. zenmodeler works against devices that have been loaded into the
DMD. It models devices on a periodic schedule (typically every 12 hours).

A.2. Availability Monitoring Daemons

Daemon Description
zenping Performs high-performance, asynchronous testing of ICMP status. Uses the
Standard model to perform Layer 3 -aware network topology monitoring.
zenstatus Performs active TCP connection testing of remote daemons.
zenprocess Checks for the existence of monitored processes by using SNMP host re-

sources' MIB, logging their CPU and memory utilization. For cases in which
more than one process is matched, sums the CPU and memory and tracks the
process count.

A.3. Event Collection Daemons

Daemon

Description

zensyslog

Collects and classifies syslog events. Parses the raw format to find the level and
facility, host name, and tag (the freeform message string of the event). Syslog
events often have specific, proprietary formats used by vendors; zensyslog tries
to parse these by using a series of regular expressions defined in it. Once pars-
ing is complete, the event is sent back to the event system (through zenhub) to
be integrated with the model.

zeneventlog

Collects Windows Management Instrumentation (WMI) event log events. For-
wards these events to zenhub for further processing.

zentrap

Collects SNMP traps, parses them, resolves OIDs into MIB names, and then
forwards them to zenhub for further rules processing.
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A.4. Performance Monitoring Daemons

Daemon Description
zenperfsnmp Performs high-performance, asynchronous SNMP performance collection and
stores it locally to the collector. Thresholds are tested each time a value is writ-
ten to disk.
zencommand Performs XML RPC collection. Allows running of Nagios© and Cactii plug-ins
on the local box, or on remote boxes through SSH. Commands must conform to
the Nagios or Cactii API specifications.

A.5. Automated Response Daemons

Daemon Description

zenactions Runs background jobs, such as email naotification, database aging and mainte-
nance window processing.
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Appendix B. SNM P Device Preparation

This appendix provides information about SNMP support and lists Net-SNMP configuration settings that are required
by the system.

B.1. Net-SNM P

By default, Net-SNMP does not publish the full SNMP tree. Check to see if that is currently the case on a device
and configure it correctly.

1. Confirm snmpd is running:

> snnpwal kK -v1 -cpublic <your device nanme> system
2. Retrieve the IP table for the device with snmpwalk:

> snnpwal k -v1l -cpublic <your device name> ip

Typical SNMP View:

vi ew systenvi ew i ncl uded .1

vi ew systenview included .1.3.6.1.2.1.25.1
access not ConfigGroup "" any noaut h exact systenvi ew none none

B.2. SNMP V3 Support

Zenoss provides support for SNMPv3 data collection.

The following configuration properties control the authentication and privacy of these requests:

e zSnmpAuthType - Use "MD5" or "SHA" signatures to authenticate SNMP requests.

e zSnmpAuthPassword - Shared private key used for authentication. Must be at least 8 characters long.

e zSnmpPrivType - "DES" or "AES" cryptographic algorithms.

» zSnmpPrivKey - Shared private key used for encrypting SNMP requests. Must be at least 8 characters long.
* zSnmpSecurityName - Security Name (user) to use when making SNMPV3 requests.

If zZSnmpPrivType and zSnmpPrivPassword are set, the message is sent with privacy and authentication. If only
zSnmpAuthType and zSnmpAuthPassword are set, then the message is sent with authentication but no privacy.
If neither Priv or Auth values are set, the message is sent with no authentication or privacy. You cannot set the
PrivType and PrivPassword without also setting an AuthType and AuthPassword.

SNMPv3 encryption using the AES (Advanced Encryption Standard) algorithm is supported only if the host platform
net-snmp library supports it.

Currently, RedHat 5 and Ubuntu 7.10 do not support AES. OpenSuSE 10.2 and the Zenoss Appliance do.
You can determine if your platform supports AES by using the following test:

$ snmpwal k -x AES 2>&1 | head -1

If the response is:

“lInvalid privacy protocol specified after -x flag: AES'

then your platform does not support AES encryption for SNMPv3.
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If the response is:

"No host nanme specified."

Then your platform supports AES.
Note

SNMPv3 Traps are not supported.

B.3. Community Information

Add these lines to your snnp. conf file.

This line will map the community name "public” into a "security name":
# sec.nane source comunity

conRsec not Confi gUser default public

This line will map the security name into a group name:
# groupNane securityMdel securityNanme
group not Confi gG oup vl not Confi gUser

group not Confi gG oup v2c not Confi gUser

This line will create a view for you to let the group have rights to:
# Make at | east snnpwalk -v 1 |ocal host -c public system fast again.
# nane incl/excl subtree mask(optional)

Vi ew systenvi ew i ncl uded .1

This line will grant the group read-only access to the systemview view.
# group context sec.nmodel sec.level prefix read wite
noti f

access not Confi gGoup "" any noauth exact systenview
none none

B.4. System Contact | nformation

It is also possible to set the sysCont act and sysLocat i on system variables through the snnpd. conf file:
sysl ocati on Unknown (edit /etc/snnp/snnpd. conf)
syscont act Root <root @ocal host> (configure /etc/snnp/snnp.| ocal . conf)

# Added for support of bcnb820 cards. pass .1 /usr/bin/ucd5820st at

B.5. Extra lnformation

For more information, see the snmpd.conf manual page, and the output of the snnpd - Hcommand.
trapconmunity public

trapsi nk default
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Appendix C. Using an Existing MySQL Server
to Store Events

C.1. About

You can configure the system to store events in an existing, remote MySQL server. You might want to do this if you
think you may generate too many events for a local MySQL server to handle.

C.2. Procedure

The following steps show how an existing installation can be configured to use a specific MySQL server.
1. Initialize the new database.
As a super-privileged user on the MySQL server, create the events database schema. The zenevent s. sql and

zenprocs. sql files are located in $ZENHOVE/ Pr oduct s/ ZenEvent s/ db on your server. Replace 10.1.2.30 with the
IP address of your server, and replace the password with your password.

From the MySQL client, run these commands:

CREATE DATABASE events;

\. zenevents. sql

\. zenprocs. sql

GRANT ALL PRI VILEGES ON events.* to zenoss@O0.1.2.30 identified by 'password';
FLUSH PRI VI LEGES;

2. Configure the system to use the new database.
a. Inthe Web interface, navigate to Event Manager. (You must be assigned the Manager role to do this.)

b. Inthe Connection Information section, adjust field values as needed. Replace 10.1.2.40 with the IP address
of your MySQL server.

e User Name = zenoss
e Password = password
« Database = events

e Hostname =10.1.2.40
* Port = 3306

Click Save.

Restart the system.

Note

The installation - - hel p option lists command-line options for setting up a remote MySQL server.
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Appendix D. Syslog Device Preparation
D.1. Forwarding Syslog Messages from UNIX/Linux Devices

Zenoss has its own syslog server, zensyslog. Managed devices should point their syslog daemons to the system.
To do this, edit the / et ¢/ sysl og. conf file and add an entry, where 1.2.3.4 is the zensyslog IP:

1. Log on to the target device (as a super user).

2. Open /etc/syslog.conf file with a text editor (such as vi).

3. Enter *.debug and press the Tab key. Then enter the host name or IP address of the server. For example:
*. debug @92.168. X. X
Save the file and exit the file editor program.
Restart the Syslog service using the command below:

/etc/init.d/syslog restart

D.2. Forwarding Syslog M essages from a Cisco | OS Router

Here are some links to Cisco commands to turn on syslog. Typically, it is easier to use syslog than SNMP traps
from network devices. The most basic IOS command to send syslog messages is:

logging 1.2.3.4

D.2.1. Other Cisco Syslog Configurations

Here are some additional configurations for other Cisco devices. To set up these configurations follow the following
steps using the configurations that follow below.

Log on to the target router.

Type the command enable at the prompt.

Once you are prompted for a password, enter the correct password.
Type the command config at the prompt.

Type the command terminal at the configuration prompt.

2

At the prompt, Set the Syslog forwarding mechanism. See example below:

logging <IP address of the server>
7. Exit out all the prompts to the main router prompt.

Catalyst

set | oggi ng server enabl e

set | ogging server 192.168.1.100
set logging level all 5

set | oggi ng server severity 6

Local Director
sysl og out put 20.5

no sysl og consol e
sysl og host 192.168. 1. 100

PIX Firewalls
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| oggi ng on

| oggi ng st andby

| oggi ng ti mestanp

I ogging trap notifications

l ogging facility 19

| oggi ng host inside 192.168. 1. 100

D.3. Forwarding Syslog M essages from a Cisco CatOS Switch

Log on to the target switch.
Type the command enable at the prompt.
Once you are prompted for a password, enter the correct password.

A

Set the Syslog forwarding mechanism. See example below:

set | oggi ng server <IP address of the server>

5. You can set the types of logging information that you want the switch to provide with the commands below as
examples:

set logging |level mgnt 7 default
set logging |l evel sys 7 default
set logging level filesys 7 default

D.4. Forwarding Syslog M essages using Syslog-ng

Here is an example for FreeBSD and Linux platforms.

1. Log on to the target device (as a super user)

2. Open /etc/syslog-ng/syslog-ng.conf file with a text editor (e.g VI).
3. Add source information to file. See example below:

FreeBSD:

source src { unix-dgram("/var/run/log"); internal ();};

Linux: (will gather both system and kernel logs)

source src {

internal ();

uni x-strean("/dev/| og" keep-alive(yes) max-connections(100))
pi pe("/ proc/ knsg");

udp() ;

i ¢

4. Add destination information (in this case, the server). For example:

log { source(src); destination(zenoss); };
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Appendix E. TALES Expressions

E.1. About Tales Expressions

Use TALES syntax to retrieve values and call methods on Zenoss objects. Several fields accept TALES syntax;
these include:

e Command templates
e User commands
 Event commands

e zLinks

Commands (those associated with devices and those associated with events) can use TALES expressions to in-
corporate data from the related devices or events. TALES is a syntax for specifying expressions that let you access
the attributes of certain objects, such as a device or an event.

For additional documentation on TALES syntax, see the TALES section of the Zope Page Templates Reference:
http://www.zope.org/Documentation/Books/ZopeBook/2_6Edition/AppendixC.stx

Depending on context, you may have access to a device, an event, or both. Following is a list of the attributes
and methods you may want to use on device and event objects. The syntax for accessing device attributes and
methods is ${ dev/ at t ri but ename} . For example, to get the managelp of a device you would use ${dev/ managel p} .
For events, the syntax is ${evt/attri but enarme}.

A command to ping a device might look like this. (The ${..} is a TALES expression to get the managelp value
for the device.)

ping -c 10 ${devi ce/ managel p}

E.1.1. Examples
» DNS Forward Lookup (assumes device/id is a resolvable name)

host ${device/i d}
* DNS Reverse Lookup

host ${devi ce/ managel p}
«  SNMP Walk

snmpwal k -v1 -c${devi ce/ zSnnmpComuni ty} ${devi ce/ managel p} system

To use these expressions effectively, you must know which objects, attributes, and methods are available, and
in which contexts. Usually there is a device that allows you to access the device in a particular context. Contexts
related to a particular event usually have event defined.

E.2. TALES Device Attributes

The following table lists available device attributes.

Attribute Description

getld The primary means of identifying a device within the system
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TALES Expressions

Attribute

Description

getManagelp

The IP address used to contact the device in most situations

productionState

The production status of the device: Production, Pre-Production, Test, Mainte-
nance or Decommisioned. This attribute is a numeric value, use getProduction-
StateString for a textual representation.

getProductionStateString

Returns a textual representation of the productionState

snmpAgent The agent returned from SNMP collection
snmpDescr The description returned by the SNMP agent
snmpOid The oid returned by the SNMP agent
snmpContact The contact returned by the SNMP agent
snmpSysName The system name returned by the SNMP agent

snmpLocation

The location returned by the SNMP agent

snmpLastCollection

When SNMP collection was last performed on the device. This is a DateTime
object.

getSnmpLastCollectionString

Textual representation of snmpLastCollection

rackSlot The slot name/number in the rack where this physical device is installed

comments User entered comments regarding the device

priority A numeric value: O (Trivial), 1 (Lowest), 2 (Low), 3 (Normal), 4 (High), 5 (High-
est)

getPriorityString A textual representation of the priority

getHWManufacturerName

Name of the manufacturer of this hardware

getHWProductName

Name of this physical product

getHWProductKey

Used to associate this device with a hardware product class

getOSManufacturerName

Name of the manufacturer of this device's operating system.

getOSProductName Name of the operating system running on this device.
getOSProductKey Used to associate the operating system with a software product class
getHWSerialNumber Serial number for this physical device

getLocationName

Name of the Location assigned to this device

getLocationLink

Link to the system page for the assigned Location

getSystemNames

A list of names of the Systems this device is associated with

getDeviceGroupNames

A list of names of the Groups this device is associated with

getOsVersion

Version of the operating system running on this device

getLastChangeString

When the last change was made to this device

getLastPolISnmpUpTime

Uptime returned from SNMP

uptimeStr

Textual representation of the SNMP uptime for this device

getPingStatusString

Textual representation of the ping status of the device

getSnmpStatusString

Textual representation of the SNMP status of the device

E.3. Tales Event Attributes

The following table lists available event attributes.
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Attribute Description

agent Collector name from which the event came (such as zensyslog or zentrap).

component Component of the associated device, if applicable. (Examples: ethO, httpd.)

count Number of times this event has been seen.

dedupid Key used to correlate duplicate events. By default, this is: device, component,
eventClass, eventKey, severity.

device ID of the associated device, if applicable.

DeviceClass Device class from device context.

DeviceGroups Device systems from device context, separated by |.

eventClass Event class associated with this device. If not specified, may be added by the
rule process. If this fails, then will be /Unknown.

eventClassKey Key by which rules processing begins. Often equal to component.

eventGroup Logical group of event source (such as syslog, ping, or nteventlog).

eventKey Primary criteria for mapping events into event classes. Use if a component
needs further de-duplication specification.

eventState State of event. 0 = new, 1 = acknowledged, 2 = suppressed.

evid Unique ID for the event.

facility syslog facility, if this is a syslog event.

firstTime UNIX timestamp when event is received.

ipAddress IP Address of the associated device, if applicable.

lastTime Last time this event was seen and its count incremented.

Location Device location from device context.

manager Fully qualified domain name of the collector from which this event came.

message Full message text.

ntevid nt event ID, if this is an nt eventlog event.

priority syslog priority, if this is a syslog event.

prodState prodState of the device context.

severity One of 0 (Clear), 1 (Debug), 2 (Info), 3 (Warning), 4 (Error) or 5 (Critical).

stateChange Time the MySQLrecord for this event was last modified.

summary Text description of the event. Limited to 150 characters.

suppid ID of the event that suppressed this event.

Systems Device systems from device context, separated by |.

Configuration Properties and Custom Properties

Configuration properties and custom properties also are available for devices, and use the same syntax as shown
in the previous sections.
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alert

Configuration property

data point

data source
device

device class
device component
discovery

event

event class

event rules

graph
managed resource

model

monitoring template

organizer

resource component

threshold

Email or page sent as a result of an event.

Property defined on a device or event class. Configuration properties control alarge
part of how monitoring is performed. Configuration relies on inheritance.

Data returned from a data source. In many cases, there is only one data point for a
data source (such as in SNMP); but there may also be many data points for a data
source (such as when a command results in the output of several variables).

Method used by the system to collect monitoring information. Example data
sources include SNMP OIDs, SSH commands, and perfmon paths.

Primary monitoring object. Generally, a device is the combination of hardware and
an operating system.

Special type of organizer used to manage how the system models and monitors
devices (through configuration properties and monitoring templates).

Object contained by a device. Components include interfaces, OS processes, file
systems, CPUs, and hard drives.

Process by which the system gathers detailed information about devices in the
infrastructure. Results of discovery are used to populate the model.

Manifestation of important occurrence within the system. Events are generated
internally (such as when a threshold is exceeded) or externally (such as through
a syslog message or SNMP trap).

Categorization system used to organize event rules.

Controls how events are manipulated as they enter the system (for example,
changing the severity of an event). Configuration properties configure event rules.

Displays one or more data points, thresholds, or both.
Servers, networks, and other devices in the IT environment.

Representation of the IT infrastructure. The model tells the system "what is out
there" and how to monitor it.

Description of what to monitor on a device or device component. Monitoring tem-
plates comprise four main elements: data sources, data points, thresholds, and
graphs.

Hierarchical system used to describe locations and groups. Also includes special
organizers, which are classes that control system configuration.

Interfaces, services and processes, and installed software in the IT environment.

Defines a value beyond which a data point should not go. When a threshold is
reached, the system generates an event. Typically, threshold events use the /Perf
event class.
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